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Reflect 8

« Macrium Software

These pages introduce you to Macrium Reflect, its capabilities, and methods.

The first thing you should do is create rescue media. See The Macrium Rescue Environment.

With your rescue media in hand, we recommend that you follow through some basic tutorials to learn the system and

to gain some immediate security by backing up your Systems. We have a range of tutorials and videos covering

many aspects of using Macrium Reflect.

To get you started the following are some useful tutorials and articles:

v5

Introduction to Macrium Reflect

Backup, imaging and cloning

Restoring and browsing

Scheduling and Retention rules

The Macrium Rescue Environment

Macrium Image Guardian

Macrium Changed Block Tracker

Macrium viBoot

Re-deploying to new hardware

Macrium Reflect Server Plus for Exchange and SQL
Command line operations with Macrium Reflect
Generating scripts and batch files

Backup Folder Synchronization

Defaults and Settings

PXE Deployment

Standalone backup set consolidation

Converting a Physical machine to Virtual Machine
Logging file changes for Incremental and Differential Images
Backup to the cloud with Azure File Shares

How to add an auto restore xml file to the rescue media
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Introduction to Macrium Reflect

Using Macrium Reflect you can backup whole partitions or individual files and folders into a single compressed,
mountable archive file. You can use this archive to restore exact images of the partitions on a hard disk so that you
can easily upgrade your hard disk or recover your system if it breaks. You can also mount images as a virtual drive
in Windows Explorer to easily recover Files and Folders using Copy and Paste.

® Summary

If you consider yourself non-technical this article should help you to start understanding the terminology,
workings and concepts of imaging, backup and Macrium Reflect. More information on how to clone your
disk is in our KnowledgeBase article.

The restore process is documented in the article

Inside a PC, the operating system, applications and all your files need to be kept somewhere when the power is off.
This permanent storage is often a hard disk drive containing a spinning magnetic platter. The information on the
platter is recorded and read by read-heads. So that the read-heads can store and find recorded data, the disk is split
into blocks, usually of 512 bytes, which are numbered from the start to the end of the platter.

So that the operating system can use different file systems or provide multiple volumes (like the C: drive, D: drive
and recovery area), it partitions these blocks into volumes (sometimes also called partitions). These volumes and
their file systems are the first things you'll see when you start Macrium Reflect.

Figure: Macrium Reflect showing the volumes and file systems on a system disk
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More recently, magnetic disk drives have been replaced or augmented by other technologies like Solid-State Drives
(SSD). These devices have slightly different restore requirements which Macrium Reflect handles seamlessly using
features like SSD Trim support.

Rescue media and Windows PE

If you lose your Windows operating system, you can start your PC using Macrium Reflect rescue media on CD,
DVD, or USB stick. This makes creating rescue media the first thing you need to do with Macrium Reflect. It contains
a bootable, lightweight version of Windows and a full version of Macrium Reflect.

This lightweight version of Windows is called the Windows Recovery Environment (also known as Windows RE or
WInRE) and is supplied with Windows 7 and later operating systems. For Windows XP, Vista and systems without
WInRE, Reflect will download the Windows Pre-installation Environment (also known as Windows PE or WinPE)
directly from Microsoft.
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Disk imaging

Macrium Reflect creates an accurate and reliable Image of a hard disk or the partitions on the disk. In the event of a
partial or complete system loss, you can use this image to restore the entire disk, one or more partitions, or even
individual files and folders.

During the imaging process, Macrium Reflect copies the contents of entire volumes including a reference to their
physical location on the storage device to an image file (.mrimg). You would normally store the image file on local or
network drives, or removable drives connected using USB or eSATA.

We strongly recommend that you create an image of your system at regular intervals.

You can read more about how to use Macrium Reflect to image your PC in our KnowledgeBase article Creating a
backup image of your computer, drive or partitions.

Macrium Reflect can help you create regular images by scheduling them for you. It can even tidy up after itself - see
Scheduling retention and disk space.

Differential and incremental images

Macrium Reflect can create Full, Differential, and Incremental images to optimize backup speed and disk space
requirements.

When you image a volume for the first time it is referred to as a Full image. A Full image file contains all of the data
stored in the volume. Macrium Reflect provides two alternative methods of backing up your data after the initial full
image has been completed:

1. A Differential image that backs up all the data that has changed on the volumes since the last Full image
was taken.
2. AnIncremental image that backs up all the data that has changed on the volumes since the /astimage was

taken whether that is a Full, an Incremental, or a Differential image.

These methods significantly reduce the amount of disk space and time required to create image files and make it
possible to restore your system from intermediate points within the backup chain.

@ Note: In order to restore a Differential image, you must have the original Full and the Differential image
you wish to restore. To restore an Incremental image, you must have the original Full and all subsequent
incremental images in the backup set.

If you want to learn how to create differential or incremental backups using Macrium Reflect, please see Differential
and incremental disk images.

To learn more about backup sets, please see Backup, imaging and cloning.
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File and folder backups

To create a File and Folder backup, select the files and folders you want to backup, apply File and Folder filtering
criteria to include and exclude files and/or folders, and Macrium Reflect creates a compressed backup file (.mrbak)
that can be restored directly or browsed using Windows Explorer. Storing backups in a single file is beneficial
because it can be compressed, encrypted and stored elsewhere with ease.

As you can for images, you can also create Differential, and Incremental file and folder backups to optimize backup
speed and disk space requirements.

File and folder backups are ideal if you only wish to backup specific documents, photos or music, rather than your
whole system.

More information on how to backup files and folders is in our KnowledgeBase article Creating a backup image of
your computer, drive or partitions.

Disk cloning

With Macrium Reflect, you can clone your system disks to enable you to swap failed disks out of your system and
get things back up and running again in minutes.

Cloning is often confused with imaging. The process is identical but instead of storing data to a file, it replicates
volume contents and disk structures to an alternative device. When the cloning process is complete, the target disk
is identical to the original and contains a duplicate of all volumes, files, operating systems and applications.

@ Note: Any data on the target disk prior to the cloning process will be erased.

Cloning a disk is particularly useful to upgrade an existing hard disk and in the event of a hard drive failure, you can
simply replace the failed disk with a clone and have your system up and running again in minutes. However, cloning
a disk is not an efficient way of backing up your data if it changes frequently because the clone will only contain one
point in time as there is no 'Backup Chain' history that is available with Disk Images. Also, Disk Images can be
compressed and saved to any location.

More information on how to clone your disk is in our KnowledgeBase article Cloning a disk.

Backup Plans and Retention Rules

Macrium Reflect provides multiple Backup Plan options to create backup cycles in days, weeks, or months that
allow you to pick when you want your backup definitions to run and whether they should be Full, Differential or
Incremental backups. Scheduled backups can run independently of whether anyone is logged into the computer.

Macrium Reflect provides an easy 3 step approach to editing backup plans for a backup definition:

1. First, optionally select a Template from a set that includes implementations of industry best practice like
Grandfather, Father, Son (GFS), or Incremental Forever

2. Add, remove or change the schedules as needed for Full, Differential, and Incremental backups
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3. Finally, define Retention Rules for each type of backup. Using the Retention Rules, you can retain a
specific number of each type of backup or keep them for a number of days or weeks before cleaning up.

Options define whether to apply the retention rules to all the backups in the folder, whether to run the purge before
backing up, and let you define a minimum amount of disk space to retain in gigabytes (GB) before automatically
deleting the oldest backup sets in the destination folder to make space available for new backups.

@ Note: A backup set consists of a full backup and any Incrementals or Differentials with the same image
ID. The image ID is the part underlined in the following example backup file name: 69B5FC3F39EQF9F5
-00-00.mrimg

Restoring files and folders

Macrium Reflect restores selected files and their folder structures from File and Folder backup .mrbak files. There
are a number of ways to restore backups:

1. You can restore individual files, for example, accidentally deleted spreadsheets or lost photos by browsing an
Image or File and Folder Backup. This process mounts the image file in Windows Explorer as if it were an
extra disk drive. After it is mounted, you can browse and open files and copy the files back onto your active
file system whenever you like.

2. You can directly restore the contents of a file and folder backup using the Macrium Reflect file and folder

restore feature.

You can find more information in Restoring a file and folder backup and Browsing Macrium Reflect images and
backups in Windows Explorer.

Restoring images

Macrium Reflect restores disks or their partitions exactly as they were when the backup was taken. The restore
process also enables you to expand or shrink partitions if the restore target is a new disk and a different size to the
original.

If your whole system becomes corrupt, you can load Macrium Reflect and restore your image despite being unable
to boot Windows. You can boot from the Macrium Reflect Windows PE rescue media and use Macrium Reflect to
find and restore your images

The restore process is documented in the article Restoring a backup system image from Windows.

ReDeploy

From the rescue environment you can launch Macrium ReDeploy to adapt the recovered Windows system to its new
environment whether that is a virtual machine or a different computer. With Macrium Reflect ReDeploy, you can
restore an image to a replacement computer or even create virtual hard drives to virtualize the machine, a technique
sometimes called Physical to Virtual or P2V.
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Macrium ReDeploy is included in all paid editions of Macrium Reflect. This excludes the Free Edition and 30-day
trials.

VBScript, PowerShell and MS-DOS batch file support

Macrium Reflect stores backup definitions as XML files that are loaded using the Reflect command line. This enables
powerful batch and scheduling processing using VBScript, PowerShell or MS DOS batch files.

Macrium Reflect includes a VBScript and PowerShell generator that creates template script files for programmable
control over your backup cycles and Pre/Post backup events.

Further Reading
®  Macrium Reflect Minimum System Requirements
® Deprecation of SHA-1 code signing
® Macrium Reflect Feature Comparison Chart
® Licensing Policy
® New in Version 8.0
® Download and install your purchase
®  Macrium Reflect Quick Start
®  Windows Explorer shell integration
® Reviewing your backup history
® Removing your License key when Upgrading your PC
® What is VSS, how does it work and why do we use it?
® Rapid Delta Clone - RDC

® Rapid Delta Restore - RDR

Macrium Reflect Minimum System Requirements

PC and Windows

In order to run Macrium Reflect, you must have a system that has the following minimum system requirements:
® Atleast 512MB RAM (1GB min recommended)
® Windows XP Service Pack 3 or Windows Server 2003 Service Pack 2 or later
® A keyboard and mouse

To use the rescue media, you will need either a CD/DVD writing drive or a USB drive.
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Supported File Systems

Imaging clusters in use and changed clusters (intelligent copy) is supported by FAT16, FAT32, NTFS, exFAT, ReFS
(on server editions), and Ext 2,3,4 file systems. All other file systems and unformatted partitions will be imaged on a
sector by sector basis, i.e, every sector in the partition will be copied.

(D Incremental and Differential images have no file system dependencies. You can even create Incremental
and Differential images of unformatted partitions.

Rapid Delta Restore (RDR) and Rapid Delta Clone (RDC) are supported by NTFS file systems only. All other file
systems will cause a Full restore or clone.

Deprecation of SHA-1 code signing

We are committed to continuing support of many of our customers’ older operating systems. There are many

scenarios, particularly in an industrial or medical environment where updating to the latest Windows version is
impossible or prohibitively expensive. To this end, alongside our SHA-2 signature, until Reflect v7.3, we have
included a SHA-1 counter signature.

Due to the withdrawal of all SHA-1 timestamp services, we can no longer add a SHA-1 counter signature. This has
two consequences for operating systems that haven't been updated to include SHA-2 support.

You will not be able to verify our binaries provenance or integrity. When launching Reflect, the publisher will be
shown as “Unknown” in the Windows Vista and later UAC prompt. A user mode SHA-2 update is available for all
Reflect supported platforms.

Where driver signature checks are enforced, drivers will not load without kernel SHA-2 support. Patches and
updates for kernel SHA-2 support are only available for Windows 7 / Server 2008 R2.

Core Reflect features can only be implemented in kernel mode and therefore we are forced to block Reflect
installs and updates in some instances, as detailed below.

Windows OS Status

Windows 8, 10,  SHA-2 is supported by default, no impact or action required.
Server 2016,
2019 and later

Windows XP, These OSs do not support SHA-2 by default, however due to lack of driver signature checks,
Server 2003 (32  Reflect will continue to work but you will receive an unknown publisher warning in the
/64bit) and Vista = UAC prompt for Windows Vista and later. This can be resolved by applying a patch or updating
32bit / Win7 to the latest release to gain user mode SHA-2 support.

32bit

Reflect updates and installs will continue to be supported on this platform if the OS has
been patched to include SHA-2 support.
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Windows OS Status

Windows 7
64bit / Windows
2008 R2 Server
64 bit

Vista 64bit / Macrium Reflect v7.3 is the last version available for these platforms, v8.0 and later
Windows 2008 cannot be installed. This is due to a combination of enforced kernel driver signature checking
Server 64 bit without the availability of a kernel mode SHA-2 update from Microsoft.

Further References
https://redmondmag.com/articles/2019/02/19/windows-deadlines-sha-2.aspx

https://support.microsoft.com/en-gh/help/4472027/2019-sha-2-code-signing-support-requirement-for-windows-and-
wsus

Macrium Reflect Feature Comparison Chart

Feature \ Free Home Workstation Server Server Plu

Edition

Disk Imaging

Disk Cloning

Access
Images and
File and
Folder
backups in
Windows
Explorer

Schedule
backups

Windows PE
3.0, 4.0, 5.0,
10 and

Windows RE
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Edition
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Retention
rules

Recovery
from
Windows
boot menu

Differential
backups

Macrium
viBoot for
instant
virtualization
of system
image files.

Incremental
backups

File and
Folder
backup

Email
notification of
backup
status

Backup
scripting
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Home Workstation Server
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Password
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encryption

Restore to
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with
ReDeploy

Backup file
Ransomware
Protection
with Image
Guardian

Rapid Delta
Restore
(RDR)

Rapid Delta
Clone (RDC)

Changed
Block
Tracker
(CBT)

Integrated
Windows
Event

Logging

Windows
Server cross-
hardware
restore
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Home

Workstation

Server
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Feature \ Free Home Workstation Server Server Plu
Edition

Integrated
Windows
event

logging

Resilient File
System
(ReFS)
support

Microsoft
SQL &
Exchange
database
backup &
recovery

Microsoft
SQL
database
continuous
backup

Microsoft
Exchange
Mailbox
restore

( Granular
Recovery )

oonces €
™ Buy Now ™ Buy Now ™ Buy Now

Licensing Policy

Macrium Reflect Licensing Policy Overview

Macrium Reflect licenses are perpetual: they do not have an expiry date or require an annual renewal.
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Macrium Reflect v8 Home Edition, Workstation, Server, and Server Plus for Exchange and SQL are licensed per
machine - each PC must have its own licensed copy of Macrium Reflect installed.

You may only transfer a Macrium license to another PC if it is a replacement for the original machine (due to
hardware failure, for example). See Removing your License key when Upgrading your PC

Support & Maintenance

Macrium Reflect v8 Home Edition includes 12 months of free Technical Support. This will ensure that not only do you
get a great backup tool for your home PCs, but you know that there is help if you need it. You also have full and
permanent access to our active and helpful support forum.

Macrium Reflect v7 Workstation, Server and Server Plus for Exchange and SQL, all include 12 months free Support
& Maintenance in the purchase of each license which is renewable for subsequent years. Support is provided via
email and, if needed, remote access. This annual subscription includes Upgrade Protection - so Minor updates (i.e.
v8.1 to v8.2) and Major updates (i.e. v7 to v8) are free. We also offer a Premium support option which includes
priority response and telephone support.

If the Support & Maintenance subscription is not renewed the software will continue to function, Minor updates (i.e.
v8.1 to v8.2) will remain free, and access to the Macrium Support Forum and Knowledgebase will still be available
for all customers.

You can read more about Macrium Support & Maintenance here:
The Macrium Reflect End User License Agreement can be found here:

Service Providers, please see here: Macrium Services Provider License Agreement explained

Macrium Services Provider License Agreement explained

The Macrium Services Provider License Agreement (SPLA) license provides an alternative usage based
charging model, available to high volume service providers where the normal perpetual license model does not
make sense. It is currently being piloted with a selected customers. If it is of interest to you, please contact us
for more information.

How it works

You are provided with a single key per edition. This can be installed on an unlimited number of machines hosted by
you. You will pay a monthly charge based on the number of unique machines with the software installed that are
active within the billing period.

The billing is automatically generated using data from a daily callback to our license server. You will need to ensure
that the software has a network route to our server and provide us with an IP range (or ranges) that your machines
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will use to connect to our server.

Your monthy bill will include a report of usage broken down by machine. This will include the associated IP and MAC
address of the interface used to contact the license server and also a user machine reference, if specified.

How to specify the user machine reference

This is configured during the install process and is purely for your convenience in interpreting your bill.

You can install in the usual way, just specifying your SPLA key. However, currently, you can only specify the user
machine reference using the command line install method. Use the following, replacing the angle brackets with
parameters relevant to you.

<installer>. exe /passive /| <log filename> LI CKEY=<your spla key> LI COMREF=<your
machi ne reference>

Please read more about command line installs: Installing Macrium Reflect from the command line

End User License Agreement

PLEASE READ THIS LICENSE CAREFULLY. By clicking on the "Agree" button, you acknowledge and agree to be
bound by its terms and conditions in relation to your use of Macrium Reflect® and the Documents. If you do not
agree to its terms and conditions, or are unsure about their effect, click on the "Cancel" button.

YOUR ATTENTION IS DRAWN TO THE "LIABILITY" SECTION BELOW. Macrium Reflect® is intended to be used
to copy software and data for lawful back-up purposes. You should ensure your third party software licenses permit
such copying.

Macrium Reflect® contains software owned by third parties and used under license. Please see the "Third Party
Copyright Notices" section below for further details. All other portions of Macrium Reflect® are copyright ©
Paramount Software UK Limited 2008-2015. All rights reserved.

The words “Macrium” and "Macrium Reflect" are trademarks of Paramount Software UK Limited in the United
Kingdom and/or other countries.

Interpreting this License

Definitions

The following terms are used repeatedly in this License, and in each case have the meaning set out below:
"Computer" means a computer or a software-emulated computer (otherwise known as a "virtualized" computer).

"Documents"” means the documents supplied as standard with Macrium Reflect® (whether in printed or electronic
form) together with any modified or revised versions of them and/or any supplementary documents that we supply to
you from time to time.

"Image" is defined as an exact copy of the data stored on a Computer's built-in media.

"media" means optical disks of any kind, hard or flash drives, and any other media in or on which software and/or
data can be loaded or stored on a temporary, volatile or permanent basis.
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"Macrium Reflect" means the software supplied to you together with this License and PrimoBurner software
together with any related updates, upgrades, patches or fixes we make available to you over time.

"We" and "us" means Paramount Software UK Limited, a private limited company registered in England and Wales
with registered number 02973414.

General

Under this License each express right we grant to you is subject to you complying with each express obligation or
restriction upon you, save where the License expressly provides otherwise.

Where you have minimum rights protected by law which we cannot restrict, you may do anything concerning
Macrium Reflect® and/or the Documents which is consistent with those rights.

No term of this License shall be construed to exclude or limit our liability for any loss, damage or or other liability
which cannot be excluded or restricted under applicable law (including (a) in the United Kingdom only, liability for
death or personal injury caused by negligence and liability for fraud, and (b) the statutory rights of persons dealing as
a consumer).

All provisions set out in this License are substantive terms and not merely introductory.
All obligations and restrictions upon you under this License are subject to the provisions of this "General" sub-
section.

Your right to use Macrium Reflect® and the Documents
Macrium Reflect® must be installed onto a Computer owned, leased or hired by you. Once you have installed
Macrium Reflect® and entered your license key, you may not transfer your license key to any other Computer.

Macrium Reflect® enables you to make exact copies of the data stored on a Computer's built-in media ("Images").
All Images must be restored to the Computer from which they were taken.

There are two (2) permitted "fair use" exceptions to these obligations:
1. If you permanently replace your Computer you may load Macrium Reflect® and your license key onto your
new Computer provided you have removed Macrium Reflect® from your old Computer. Once you have done

S0, you can use Macrium Reflect® on your new Computer as normal and restore existing Images to it.
However, you must not restore Images back to your old Computer.

2. If your Computer develops a hardware fault which makes it inoperable you may load Macrium Reflect® and
your license key onto a substitute Computer on a temporary basis whilst the fault is being repaired. You may
then use Macrium Reflect® on that substitute Computer as normal and restore existing Images to it.

Once the hardware fault has been repaired, you can re-load Macrium Reflect® and your license key back
onto your repaired Computer (if required), and must promptly delete it from your substitute Computer.

Where we refer to using Macrium Reflect® 'as normal’ above, we are referring to use in accordance with the terms of
this License.

Your right to use Macrium Reflect® and the Documents is not exclusive. This means that we may grant to other
persons the same or similar rights as are granted to you in this License

General Requirements

A software-emulated computer (otherwise known as a "virtualized" computer) is a separate Computer for the
purpose of this License.
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You must at all times take reasonable precautions to protect the Computers on which Macrium Reflect® is loaded
from unauthorized use.

You must only use Macrium Reflect® for your own benefit and not to provide services for or on behalf of any other
person including on a "service bureau” basis.

You must not transfer the rights you have under this License regarding Macrium Reflect® or the Documents to any
other person, including by use of an assignment, license, sub-license, lease or trust. You must not sell, give, lend,

rent, hire, distribute or otherwise make Macrium Reflect® or the Documents available to any other person or allow
them to access or use Macrium Reflect® or the Documents in place of you.

Save as expressly permitted by applicable law, you must not do or try to do anything which would result in you
understanding, at a technical level, how Macrium Reflect® works. This restriction prevents you from doing anything
which may constitute decompiling, disassembling or reverse engineering. It also means you cannot do anything
which would result in you obtaining the source code for Macrium Reflect®, or the algorithms or ideas in, or structure
or organization of, Macrium Reflect®. In each case there is an exception for acts permitted by applicable law.

You must not, and must not try to, avoid, defeat, bypass, remove or deactivate any security measures included in
Macrium Reflect®, including those that restrict its functions.

You must not modify Macrium Reflect® or the Documents or create anything that is derived from Macrium Reflect®
or the Documents.

You may copy Macrium Reflect® for back-up purposes, which may be stored on any media you so choose in a safe
location. You may only copy the Documents where reasonably necessary to enable your permitted use of Macrium
Reflect®.

Ownership of Macrium Reflect® and the Documents
Macrium Reflect® and the Documents are licensed to you and not sold.

All rights relating to Macrium Reflect® and the Documents that are not expressly granted to you under this License
are reserved to us and the persons who have licensed software or documents to us; in particular, all intellectual
property rights in Macrium Reflect® and the Documents (whether registered or not and wherever in the world these
may exist) are our property, or the property of persons who have licensed software or documents to us.

You must not create or attempt to create any charge or other security interest over Macrium Reflect® or the
Documents, or any copies of them.

Data Protection.

Macrium Reflect® contains functionality which enables us to verify your compliance with this License, It does so by
collecting and passing to us the identity of each Computer on which you load or attempt to load Macrium Reflect®. In
addition, on purchasing this License you will have provided us with certain data about yourself. Such data is
collectively known as "personal data". We shall only use personal data for the purpose of administering and verifying
your compliance with this License, to provide you with Macrium Reflect® and the Documents and related support
services contemplated by this License, and to make you aware of new versions, updates, patches and fixes.

Updates & Upgrades

We may make new versions, updates, patches and fixes available over time at our discretion. We may make these
available subject to additional or replacement terms and conditions. Where we make a new update, patch and/or fix
available, these may be downloaded for free from our website: www.macrium.com or directly downloaded from
within the software.
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The Duration of the License

Where we supply the Trial Version of Macrium Reflect® to you, this License has a fixed term which will automatically
end 30 days after the date on which you accept its terms and conditions. You may not download a further copy of the
trial version of Macrium Reflect® or otherwise reinstall it on your Computer. In order to continue to use Macrium
Reflect® thereafter, you must obtain a license from us for a version of Macrium Reflect® other than the Trial Version.
This License may be terminated before the end of such 30 day term in the manner set out below.

Where we supply the Full Version of Macrium Reflect® to you, this License commences on the date on which you
accept its terms and conditions, and shall remain in full force and effect forever unless terminated in the manner set
out below.

Termination
If you are in material breach of any of your obligations set out in this License, we may terminate this License
immediately by informing you in writing that we wish to do so.

You may terminate this License at any time by clicking on the "Remove License" button (which can be found in
Macrium Reflect® under Help > Remove License Option).

Consequences of this License Expiring or Being Terminated

Where this License expires or is terminated, all your rights under this License immediately cease. You must
immediately delete Macrium Reflect® from all Computers and destroy all copies of Macrium Reflect®, the
Documents, and all Images in your possession (including original and back-up copies of Macrium Reflect®). We may
require you to certify to us in a form we specify that you have done so.

Where we supply the Full Version of Macrium Reflect® to you, any license fees you have paid to us are non-
refundable.

Termination of this License does not prevent you or us enforcing any rights you or we may have against each other,
which relate to the period of time before the License was terminated. You and we may use any legal means
available to you or us to do so.

All provisions set out in the following sections shall survive termination of this License: Ownership of Macrium
Reflect® and the Documents; Consequences of this License Expiring or Being Terminated; Liability; Confidentiality;
Injunctions; Governing Law and Disputes; Miscellaneous.

Liability

Limited Media Warranty

If the media on which Macrium Reflect® is supplied to you is or becomes defective within 90 days of the
commencement date of this License (and the defect is not your fault), please inform us immediately and we will
promptly send you a replacement. You may not seek any other remedy from us for defects in such media and their
consequences.

THE WARRANTY SET OUT IN THIS SECTION IS, TO THE EXTENT PERMITTED BY APPLICABLE LAW, IN
PLACE OF ALL OTHER REPRESENTATIONS, WARRANTIES OR CONDITIONS OF ANY KIND WHETHER
EXPRESS, IMPLIED, OR STATUTORY THAT RELATE TO SOFTWARE MEDIA INCLUDING BUT NOT LIMITED
TO ANY IMPLIED CONDITION OR WARRANTY OF SATISFACTORY QUALITY OR FITNESS FOR A
PARTICULAR PURPOSE. THE WARRANTY SET OUT IN THIS SECTION IS GIVEN BY US ALONE AND NOT BY
ANY PERSONS WHO LICENSE SOFTWARE TO US (INCLUDING BUT NOT LIMITED TO MICROSOFT®
CORPORATION AND/OR MS AFFILIATES, AND/OR PRIMO SOFTWARE, CORPORATION).

No Other Warranty
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SAVE FOR THE ABOVE LIMITED MEDIA WARRANTY, TO THE FULLEST EXTENT PERMITTED BY
APPLICABLE LAW, Macrium Reflect® IS PROVIDED TO YOU ON AN "AS IS" BASIS, WITH ALL CURRENT
DEFECTS INCLUDED AND WITHOUT ANY EXPRESS, IMPLIED, OR STATUTORY REPRESENTATION,
WARRANTY OR CONDITION OF ANY KIND (WHETHER FROM US OR FROM ANY PERSONS WHO LICENSE
SOFTWARE TO US INCLUDING BUT NOT LIMITED TO MICROSOFT® CORPORATION AND/OR MS
AFFILIATES, AND/OR PRIMO SOFTWARE, CORPORATION) INCLUDING BUT NOT LIMITED TO ANY
WARRANTY OR CONDITION OF SATISFACTORY QUALITY OR FITNESS FOR A PARTICULAR PURPOSE,
THAT Macrium Reflect® WILL MEET YOUR REQUIREMENTS, THAT Macrium Reflect® WILL WORK IN
COMBINATION WITH OTHER SOFTWARE OR HARDWARE, THAT THE OPERATION OF Macrium Reflect® WILL
BE UNINTERRUPTED OR ERROR FREE, THAT ERRORS IN Macrium Reflect® WILL BE CORRECTED, THAT
Macrium Reflect® DOES NOT BREACH THIRD PARTY INTELLECTUAL PROPERTY RIGHTS OR THAT YOU
WILL HAVE QUIET ENJOYMENT OF MACRIUM REFLECT®.

Limitations and Exclusions

Where permitted by applicable law, our total liability to you under this License in any one year shall not exceed the
total license fees paid by you to us in that year (if any). In all other cases, our total liability to you under this License
in any one year shall not exceed the aggregate amount of our applicable insurance cover. These limitations apply to
all liabilities we have to you, whether the same arise in contract, tort (including negligence) or otherwise, and
whether or not you have informed us that the same may arise.

Where permitted by applicable law, we shall not be liable to you for any indirect, consequential, special, or incidental
losses, liabilities, costs, expenses, damages and claims including fines levied by any relevant government regulator
that you incur, whether the same arise in contract, tort (including negligence) or otherwise, and whether or not you
have informed us that the same may arise.

Where permitted by applicable law, we shall not be liable to you for any losses, liabilities, costs, expenses, damages
and claims including fines levied by any relevant government regulator that you incur, whether the same arise in
contract, tort (including negligence) or otherwise, that relate to (a) loss of, damage to, or errors in data (b) loss of
profits, (c) loss of business (d) loss of contracts, (e) loss of revenue, (f) loss of goodwill, (g) loss of anticipated
savings, (h) loss arising from any claim made against you by any third party, or (i) loss of or damage to other
software or hardware, in each case whether or not you have informed us that that same may arise.

You acknowledge and agree that it is your responsibility to insure yourself against the losses for which we will not be
held liable, as set out in this section "Liability". You also acknowledge and agree that the license fees (if any) for your
use of Macrium Reflect® are based on the allocation of risk set out in this section "Liability".

Third Party Copyright Notices

PrimoBurner software
This product utilizes PrimoBurner (tm) Technology.
(c) 2003-2012 Primo Software Corporation http://www.primoburner.com.

Confidentiality
You shall keep all information included in Macrium Reflect® and the Documents confidential for the full duration of
this License and indefinitely after it expires or is terminated.

Injunctions

You acknowledge and agree that some or all of the information contained in Macrium Reflect® and the Documents
constitutes trade secrets. You also acknowledge and agree that any disclosure by you of such information to other
persons could cause us (or persons who license software to us) irreparable and ongoing harm for which damages
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alone are not an adequate remedy. You acknowledge and agree that we (and any persons who license software to
us) are entitled to seek an injunction or any other form of equitable remedy against you, in the event that you breach
the terms of this License.

Export

You acknowledge that Macrium Reflect® and the Documents are licensed to you subject to applicable laws
regarding the export of software programs and related documentation, including without limitation, those of the
United States of America, the United Kingdom and the European Union. You agree to comply with all such
applicable laws.

You also acknowledge that your importation and use of Macrium Reflect® and/or the Documents may be restricted
by laws applicable in your country of residence and countries to which you travel from time to time. You agree to
comply with all applicable laws in such countries regarding your importation and use of Macrium Reflect® and the
Documents.

Amendment
We may change the terms and conditions set out in this document at any time, provided we inform you at least one
(1) month in advance, and supply you with details of the change.

If you object to a change we wish to make, you must inform us within 14 days of us telling you about it. On you doing
so, we may terminate this License immediately by informing you in writing that we wish to do so, and you must then
comply with the "Consequences of Termination" section above.

If you do not object to a change within the period set out above, you shall be taken to have agreed to the change.

We will not use the provisions in this section "Amendment” to amend Macrium Reflect® you can use under this
License, the Computers on which you can use Macrium Reflect®, or the license fees (if any) you have to pay to us
concerning Macrium Reflect®.

Governing law and Disputes
The terms of this License are governed by English law. Any dispute regarding this License shall be referred to the
courts of England and Wales, and no other court in any other country or jurisdiction.

Miscellaneous

This License sets out the entire agreement between you and us regarding your use of Macrium Reflect® and the
Documents. If you have entered into an agreement with us regarding the same subject matter at an earlier date, that
older agreement is replaced by this License, and no longer has any legal effect.

In entering into this License with us, you agree that you have not relied, and are not now relying on any statement
that we may have made to you that is not set out in writing in this License, including any representation or warranty.
In entering into this License with you, we agree that we have not relied, and are not now relying on any statement
that you may have made to us that is not set out in this License, including any representation or warranty.

Any person who licenses software to us is entitled to the full benefit of this License and to enforce its terms in our
place; however, you and we may vary the terms of this License without the consent of any such person. Except as
provided in this clause, no person who is not a party to this License has any right to enforce any of its terms.

The rights and remedies set out in this License are in addition to, and not in place of, any rights or remedies that you
or we may have under applicable law.

If you or we fail to enforce a provision of this License for any period of time, neither you nor we shall be taken to
have waived our right to do so in the future. If we agree not to enforce a provision of this License which you have
breached, or you agree not to enforce a provision of this License which we have breached, neither we nor you shall
be prevented from enforcing the same provision at any point in the future concerning a separate breach.
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If any provision in this License is found to be unenforceable by a court, the other provisions of this License shall

remain binding upon you and us.
Contacting Macrium Support

Self Help Resources

Reflect Knowledgebase https://knowledgebase.macrium.com
Site Manager Knowledgebase https://knowledgebase.macrium.com/display/MSM
Forum https://forum.macrium.com

Order Information https://www.macrium.com/myorders/index

How to raise a ticket

1) Visit our knowledgebase to see if the issue has been documented.
2) If you need to raise a ticket visit https://helpme.macrium.com

3) Log in or Sign up.

zMacriumsoftware Helpdesk

Your image is everything

My Area Submit a Ticket

New user Sign Up

Cre. 1 account to raise & track

nd contribute to

Forgot Password Reset
You will receive an e-mail with a link to
reset your password

Are you an Agent? - Login here

4) Select 'Add Ticket'
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Add ticket

Submit a Ticket

Additional Contact Information

Phone 00000000000

Country United Kingdom

Ticket Information

Department Technical Support
Subject VSS Issue
Description

B 1 U & ~ o =v =

11}
]
IH]
4
=
E
4

« Plain Text

Please see the attached below

5) Fill in as much information as you can on the form.

6) After submitting the form, you will receive an email with a link to the ticket and any other communication from
Macrium Support/Sales.

New in Version 8.0

Reflect 8

Macrium Software

Macrium Reflect v8.0 has been comprehensively overhauled to provide a better user experience, and we've added
some great new functionality as well...
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Resilient File System (ReFS) and exFAT support for Server and Server Plus Editions

We've added support for Windows Resilient File System (ReFS) and Extensible File Allocation
Table (ExFAT) file systems for Intelligent sector copy, MIG and, in the case of ReFS, for CBT as
well.

For more information see here

Dark Theme

Macrium Reflect v8 includes optimized Light and Dark theme user interface options to enhance the
user experience.

For more information see here

Intra-Daily scheduled backups

Macrium Reflect v8.0 now includes Intra-Daily scheduling of backups for a minimum of 15 minute
intervals between start times, providing near continuous backup protection.

For more information see here

Removable media Imaging and Cloning support

v8.0 includes support for imaging and cloning USB Flash drives. Flash drives can be imaged and
cloned using the same functionality, and Ul, as regular internal disk drives. USB Flash drives can
be cloned to other USB flash drives or internal disks. Flash drives show in the Reflect main window
alongside internal disks:

For more information see here

Automatic partiton resizing when restoring or cloning to different sized disks

We've improved the Restore and Clone functionality by adding automatic fill/shrink where the target
disk is a different size to the source. The most common disk copy tasks are now automated and
we've also added the ability to set free space before and after a copied partition to precisely locate
and resize partitions on the target disk.

For more information see here

New 'Existing Backups' view

We've renamed the 'Restore’ tab in v7 to 'Existing Backups' and added extra functionality, including
the ability to view backup files in their backup chain hierarchy, navigate to individual folders where
backups are stored and edit the comment field in existing backups.

For more information see here

Improved File and Folder backup wizard

We've improved the user interface for adding folders to your File and Folder backups by adding a
tree selection for 'root' folders
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For more information see here

Improved backup file name functionality

New r un time parameters enable dynamic information to be included in backup file names at run
time.

For more information see here

TB New tbFAT driver for mounting File and Folder backups

In v8.0, F&F backups containing files larger than 4GB in size can now be mounted in Windows
Explorer showing the original file size and contents. In earlier versions of Macrium Reflect, backed
up files would be split into multiple 4GB chunks, and the only way to restore large files was by using
the File Restore functionality in the main application.

We've added a new driver to mount all F&F backup files. The maximum size of a contained file is
now 3.9 TB rather than 4 GB.

Redesigned and Improved 'Log' view

q The Log view page has been extensively redesigned in v8 to make locating logs much easier.
We've also improved the performance when accessing and searching large quantities of logs, as
may be necessary when running Intra-Daily backups.

For more information see here

OAuth 2.0 email authentication for Gmail and Outlook 365

Macrium Reflect v8.0 includes OAuth 2.0 to authenticate Macrium Reflect to send emails using your
Microsoft or Gmail account. It's easy to setup and uses your account sign in, including two factor if

enabled, to securely authenticate.

viBoot now includes Oracle VirtualBox support

v8.0 adds Oracle VirtualBox support for instant virtualization of Macrium Reflect Images. For
customers without Windows operating systems capable of running Hyper-V, or those that require
USB drive virtualization, VirtualBox provides a great solution to reduce Time To recover (TTR), or to
test Image restore capability,

For more information see here

ReFS and EXFAT Support

We've added support for Windows Resilient File System (ReFS) and Extensible File Allocation Table (ExXFAT)
file systems for Intelligent sector copy, MIG and, in the case of ReFS, for CBT as well.

In Macrium Reflect v7 and earlier, both ReFS and ExFAT file systems would appear as unformatted volumes.
Creating images of unformatted volumes causes every sector in the volume to be copied. Although such images are
perfectly good, they take a long time to complete and the image file sizes are much larger than necessary. In v8,
we've introduce Intelligent sector copy for both file systems. This means that only used clusters are copied,
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significantly reducing the time to image and also reducing the size of the resultant image files. Additionally, MIG now
protects Macrium backup files saved to either file system and CBT can be used to further increase the speed of
Incremental ReFS images.

ExFAT Volume:

Macrium Reflect is one of only a very few imaging product that support Windows Storage Spaces. ReFS is the
default and recommended file system to use with Storage Spaces.

https://docs.microsoft.com/en-us/windows-server/storage/storage-spaces/overview

ReFS Volume:

Dark Theme

@ Note: Macrium Reflect Free Edition and all Windows operating systems earlier than Windows 8.0
only support 'Light Mode'

Macrium Reflect v8 now includes Light and Dark theme options available by taking the 'Other Tasks' > 'Change Ul
Theme..." menu option.

When first started, a one-time dialog is shown to choose the initial application theme:

Theme K

Choose the User Interface Theme
Select a theme to preview and click 'OK' to set

Light Mode b

The theme can be changed later using the 'Other Tasks' menu.
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Theme

OK' to set

The theme can be changed later using the 'Other Tasks

Theme

t a theme to preview and c OK' to set

Dark Mode - Blue

Light Mode
Dark Mode - Blue

@ Note: When a theme is selected in the dropdown list, the entire application will dynamically change to the
chosen theme, enabling a preview before selecting OK.

We've optimized the toolbar buttons, background colors and fonts to enhance the user experience in any theme.
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@ Trial - Macrium Reflect - Server Edition license

File View Backup Restore

Q&

e Defaults UpdatPS

Create Backups [0l

4 Create Backup Tasks
] Image selected disks on this
omputer

Create an image of the
partition(s) required to backup
and restore Windows

Create a File and Folder
backup

4 Details

Recovery
{BCE275DE-2A1B-4:
File System: NTFS

Free Space: 584 MB
Total Size: 4

Start ¢

End Sector
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s on 25/01/2022 - v8.0.5800 BETA [UEFI]

Other Tasks  Help

Backup you and your customers canrely on

RO,

Register  Purchase

Definition Files Scripts Scheduled Backups

= Refresh

9 GPT Disk 1 [B13F3F2D-A31E-475D-9F8A-FCB1DBIFBBIF] - Msft  Virtual Disk 1.0 <250.00 GB>

6 - Recovery (None)
NTFS Primary

1- Recovery (None)

5 - New Volume (D:) 4
NTFS Prir }

NTFS Prin

L ]

104.6 MB
12251 GB

FAT32 (LBA) Primary Unformatted Primary ~ NTFS Primary

2- NO NAME (Non¢ 3- (None) 4-(C) e *
[____ I

4348 MB
4990 MB

4352GB
12640 GB

440.6 MB 265MB 160 MB
4990 MB 99.0 MB 160 MB

Action:

[2) image this disk

GPT Disk 2 [1C460E7B-9A85-473B-AD09-3F6E64940074] - Msft  Virtual Disk 1.0 <127.00 GB>

1- (None) 2- New Volume (E:)
Unformatted Primary exFAT Primary

160 MB 124GB
160 MB 12698 GB

2 Trial - Macrium Reflect - Server Edition license expires on 25/01/2022 - v8.0.5800 BETA [UEFI] — O
Fle View Backup Restore OtherTasks Help
@ @ p Backup you and your customers canrely on
Rescue Defaults Updates Register Purchase Help
Create Backups ~ Existing Backups ~ Logs
4 Create Backup Tasks Local Disks Definition Files Scripts Scheduled Backups

] Image selected disks on this
computer

Create an image of the
partition(s) required to backup
and restore Windows

Create a File and Folder
backup

4 Details

Recovery
{BCE275DE-2A1B-4399-B6DE-DDL

File System: NTFS

Free Space: 584 MB
Total Size:  499.0 MB
Start Sector: 2,048
End Sector: 1,023,999

~
< Refresh

E GPT Disk 1 [B13F3F2D-A31E-475D-9F8A-FC81D89FBBYF] - Msft  Virtual Disk 1.0 <250.00 GB>

1 - Recovery (None) 2- NO NAME (Nont - (None) H ES®)] 5 - New Volume (D:) -= 6 - Recovery (None)

8%

NTFS Primary FAT32 (LBA) Primary iz Primary  NTFS Primary NTFS Primary NTFS Primary

4406 MB 265 MB 160 MB 4352GB 104.6 MB 4348 MB

499.0 MB 99.0 MB 160 MB 126.40 GB 12251GB 499.0 MB
Actions... v

£ Clone this disk.. [2) Image this disk..

E GPT Disk 2 [1C460E7B-9A85-4738-AD09-3F6E64940074] - Msft  Virtual Disk 1.0 <127.00 GB>

1- (None) 2 - New Volume (E;)
Unformatted Primary xFAT Primary

-
T

160 MB
160MB

124 GB
12698 GB
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e ial - Macrium Ref] erver Edition li i n 800 BETA [UEFI]

File  View Re: Other Tasks ~ Help

@ @’.} p ® Backup you and your customers canrely on

Rescue  Defaults Updates Register  Purchase Help
Create Backups ~ Exis
Local Disks Definition Files

= Refresh

9F] -

2 - NO NAME (Nont 3- (None) 4-(C
FAT32 (LBA) Prim: Unformatted Primary ~ NTFS Primary

4406 MB 265MB 160 MB y MB
4990 MB 99.0 MB 160 MB 26 2251GB 4990 MB

Actions... ¥

ne this

1- (None)
Unformatted Prin

160 MB
160 MB

acrium R erver Edition lic

File  View e Other Tasks ~ Help

QT OLO O

Rescue  Defaults Updates Register  Purchase Help
Create Backups | Existing Backups ~ Logs

Definition Fil

2- NO NAME (Non¢ 3- (None) - (C =  5-NewVolu ) 6 - Recovery (None)
2 (LI Unformatted Primary y

- (None)
nfo

160 MB
160 MB

Restore and Clone Partition Layout

We've improved the Restore and Clone functionality by adding automatic fill/shrink where the target disk is a
different size to the source. The most common disk copy tasks are automated by using the toolbar '‘Copy’
functionality but we've also added the ability to set free space before and after a copied partition to precisely locate
and resize partitions on the target disk.

® Copying to a larger disk

® Copying to a Smaller Disk
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® ‘Float Left', 'Float Right' and 'Fill Space'

® Delete Partition

® FErase Disk

® Using Layout for precise positioning

Copying to a larger disk

In the example below we have a 127 GB GPT system disk cloning to a 250 GB target disk.

Clone

@ Drag partitions to the destination disk o

2 Exact partition offset and length

@ Shrink or extend to fill the target disk

Copy selected partitions when | click "Next”

Clicking 'Copy Partitions' shows a sub-menu with two options:

Exact
partition
offset and
length

v5

Selected partition(s) will be copied to the target maintaining the starting positions and lengths,
from left to right. If the disk is smaller than the end of the last selected partition, then the last
shrinkable (NTFS or FAT32) partition is shrunk to enable all partitions to be copied.

If fixed size partitions are selected after the last shrinkable partition then they will be copied and

floated to the end of the disk. An example of this is if a system recovery partition exists after the
system drive C: and the target disk is smaller than the source.
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Shrink or Selected partition(s) will be copied to the target and all extendable/shrinkable partitions will be
extend to proportionately resized so all partitions fill the disk.

fill the

target disk

(D Extendable and Shrinkable partitions are all non-system patrtitions, and drive C, formatted using either
NTFS or FAT32.

Result of Exact partition offset and length copy:

Clone

@ Drag partitions to the destination disk or cli opy se d partitions'

Jestination Local disk

Mext
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Result of Shrink or extend to fill the target disk copy

Clone

@ Drag partitions to the destination disk or

Destination Loc.

Copying to a Smaller Disk

In the example below we have a 250 GB GPT system disk cloning to a 127 GB target disk.
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This is an unusual example in that there's an additional small recovery partition (6) at the end of the disk.

Result of Exact partition offset and length copy:

Clone

Macrium Reflect

A Insu

elected partiions when | dlick "Next” [¥]
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This copy will not fit. No matter how much the last shrinkable partition (5 - D:) is shrunk, there isn't enough space
available to maintain the starting offset and length of drive C:.

Result of Shrink or extend to fill the target disk copy

Clone

@ Drag partitions to the destination disk opy selected partitions'

Next® [+]

The last recovery partition is automatically floated to the end of the disk and partitions 4 and 5 (drive C and drive D)
are proportionately shrunk to fill the space between the partition 3 and partition 6.

(D Note: You can further resize and move partitions using the 'Layout' toolbar button combined with the
options below.

'Float Left', 'Float Right' and 'Fill Space’

Float Left If free space is available before a copied partition then the toolbar option 'Float Left' is
available.

Float Right If free space is available after a copied partition then the toolbar option 'Float Right' is
available.

Fill Space In either of the above cases the toolbar option 'Fill Space' is also available.
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Float Right

Before:

Foat Right 2] Fill Space é@ Layout

he selected partition to the nght

After:

Foat Left VA il Space & Layout

Fill Space

Before:

Float Left Fill Space & Layout

Expand selected partition to fill the available space

After:
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Delete Partition

Existing partitions can be deleted by selecting the partition and taking the 'Delete Partition' toolbar button

I]EI Delete Partition

Erase Disk

All existing partition can be removed by taking the 'Erase Disk' toolbar option, This option can be useful to free
up space by deleting multiple partitions with one click, however, existing partitions will be automatically deleted if
copied partitions overlap their start or end sector.
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Using Layout for precise positioning

The 'Layout' toolbar button is available if the selected partition on the the target drive is a copied partition that
can be resized/moved or a drive letter can be chosen after the clone/restore operation.

Example:

Partition Properties
D Legacy XP partiton alignment Drive Letter: GPT Disk Format

{

Minimum Size
Maximum Size :

The partition can By dragging the right edge of the partition, by changing the Size GB + MB values, or
be resized: by moving the size slider.

The partition can By dragging directly, by changing the Before or After GB + MB values, or by moving
be positioned: the before / after sliders to increase/decrease space.

@ The GB and MB values are added together. In the example above the Size is 126GB + 408MB = 126.4
GB or 129,432MB.

Minimum Size Floats the partition to the left and sets the partition to the minimum shrinkable size

Maximum Size Extends the partition to fill the available space
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Sets the partition to the offset and size when the dialog was opened.

(D Note: Free space can be made available either before or after by, deleting existing adjacent partitions or

by shrinking or moving adjacent restored partitions.

Existing Backups View

We've renamed the 'Restore’ tab in v7 to 'Existing Backups' and added extra functionality and backup file
representation.

Fie  View

Backup  Restore

Other Tasks

Help

QT BLO®O

Rescue

Create Backups

4

Defaults Updates

Eisting Backups | Logs
Existing Backup Tasks

L2 Openanmage orbackupfie in

@ Windows Explorer

L Detach abackup image from Windows
Explorer

[ Leurch Macram vt

Exchange Tasks

[5G, Restor Exchange Mboses

[E7 Mount an Exchange Backup
@

[7L, Verfy an Exchange Backup

2

QL Server Tasks
g Manage SQL Logns
R

Details
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Type: Ful
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Register

Purchase Help
Image File and Folder Exchange saL
&3] Browse for an image file.
[ oo e et 110 s
22 1-5ystemic) 2-0aTADY
NTES detve NTFS prirary
I 1
111018 395768
2421768 7o0583.Ga
Images that contain drive: | All Drives v | Backups From Definition Al | ViewA |BackupSets v ) View Load Errors
~ 2 oae)
Eit  Remove Refresh  Bowse  Restore  viBoot  Vefy  New  Delete
Folders ~ Path Defintion magelD Tipe Date Size
[0:est_nifs Pin] net v
:‘] D:\test_params La g BFE72D505F835545-00-00.mrimg System xml BFE72D505F835545 Full 14/04/2021 03:16 290,66 GB
j D:\test_params'\check _uuid - ‘E BFE72D505F835545-586-586 mrimg System xml BFE72D505F835545 Inc (Deta) 15/04/2021 03:16 569.3 MB
[JD:\test_params i _missing | (2)BFE72D505F 835545587567 mrimg System xl BFE72D505F835545  Inc (Deta) 16/04/20210316  $436MB
[]Dtest_refs L g2BFE72D505F835545.586-588 mrimg System.xrl BFE72D505FE35545  Inc (Deha) 1704720210343 7274 MB
j D:\test_synthetic. - ‘E BFE72D505F835545-589-589 mrimg System xml BFE72D505F835545 Inc (Delta) 18/04/2021 03:13 8025 MB
Jo:test_syntneter2 | [2BFE72D505F 835545590590 mrimg System i BFE72DS05FB35545 Inc (Defta) 190420210313 497.1MB
[]D-test_syrihelic\FF b (2)BFE72D505F835545591-591 mimg System.xrl BFE72D505FE35545  Inc (Deha) 2000420210312 4853MB
j D:\test_v7_aes\off - ‘E BFE72D505F835545-592-552 mrimg System xml BFE72D505F835545 Inc (Delta) 21/04/2021 03:15 241.1MB
Di\test_v7_aes\an | [2)BFE72D505F 835545593593 mrimg System i BFE72DS05FB35545 Inc (Defta) 22/0472021 0313 141GB
(] D:\WORKING\BOO TPARTITIONS. b (2)BFE72D505F835545594-594 mrimg System.xrl BFE72D505F835545  Inc (Deta) 23/04/2021 0313 151GB
:‘] \\maciumhy 2backups file.. \Syster - é BFE72D505F835545-595-595 mrimg System xml BFE72D505F835545 Inc (Delta) 24/04/202103:18 584.7 MB
[ \wautarchivepersonal | (2 BFE72D505F 835545596 59 mrimg System i BFE7ZDS05FB35545 Inc (Deta) 250420210316 5138MB
[ - \Zeon Backup 31121 - Send o | (2)BFE72D505F835545 597557 mrimg System xl BFE72D505F835545  Inc (Deta) 26/04/20210317 4385 MB
:‘] wault\archive'\personal\Nick - é BFE72D505F835545-598-538 mrimg System xml BFE72D505F835545 Inc (Delta) 27/04/2021 0312 124GB
j wault\archive \personal\Nick \dats = FE72D505F 835545-599-599 mrimg System xml BFE72D505F835545 Inc (Deta) 28/04/2021 0314 1.16GB
[ \waubarchive \perse. . lsshmedis I (2)BFE72D505F 835545600600 mimg System xl BFE72D505F835545  Inc (Deta) 29/04/2021 0314 123GB
[]\waukarchive Personal._ \inside L (2BFE72D505F035545601601mimg System.xrl BFE72D505FE35545  Inc (Deha) /04720210310 5631MB
j {37B0AC33-82BD-4AE1-51857. - FE72D505F 835545-602-602 mrimg System xml BFE72D505F835545 Inc (Delta) 01/05/2021 03:02 186 GB
T \Waubarchive personal\Nicktem I #*\BFE72D505F 835545603603 mima Svstem i BFE72DS05FB35545 Inc (Detah 00520210314 4927 MB

As well as the existing functionality in Macrium Reflect v7, we've added new functions to sort files, view them in
context of the backup set and locate and view your backup logs.

View your backup files in a backup set tree or a flat list to easily sort by date or file name

Wiew &

15545

v5

Backup Sets

Backup Sets

Backup Files

Type

Full

Inc (Delta)

Date

(5} View Load Errors

14/04/2021 032:16

15/04/2021 02:16

Size

290.66 GB
5652 MB
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'Folders To Search' is now implemented as a selectable list of one or all folders.

> © — Eo £ Es & O

Edit Bemoue Befresh Browse Restore viBoot Verify Mew Delete
Folders P
All folders 4f D
[]B:\DSMTEST -4 [ ] Omhan Files
|j D: |— {24 4EC405964D526E54-01-02 mrimg
|j D:consolidation |— (21 4ECA405564D526E54-02-03 miimg
|j DADSMTEST L é 4EC405964D526E54-03-04 mrimg
D D:vencrypt_test = Igi 2FF79A6195F92170-00-00.mrimg
B D:encrypt_test\DBM - (23 Macrium_Of_CAndD-00-00.mrimg
|j D:\flash_fat16 - [2) VentoyO1exFAT-00-00.mrimg
|j D:intra-daily\image - (242020.12.17-12.25 26-9EBSBTFA33C4FD34-00-00 mrimg
|j D multi_sml - (24 8ABESEBSE4CEID53-00-00 mrimg
|j D:reallly delete = é 1CFE12F212E1E4B5-00-00 mrimg
|j D test_exfat = é E1787D15E0759A5A-00-00.mrimg
DD:'—Qeg[_fu”Jjurge = éFAABDECCEACC?BMDD—DD.mrimg
B D:Mest_ntfs - (24 00F683A1DDAT7E151-00-00.mrimg
|j D:test_params -4 (21 298F536A13330237-00-00 mrimg
D D:est_params'check _uuid I— é 298F596A1333D0237-02-02 mrimg
B D:Mest_params\diff_missing |— {21 298F536A13330237-03-03.mrimg
|j D:test_refs |— QZBSFEBEA‘I 333D237-04-04 mrimg
[ 7D test_syrthetic |— QZSEFSBE}\‘I 333D237-05-05.mrimg
| TDMest_synthetich2 l— [*1298F596A13330237-06-06.mrimg

We've added the ability to directly view backup logs for a backup file, either by definition or for the file itself:

- %1 00F683A1DDA78151-00-00 mimg
- (24 298F596A137 77T 0 T :
[ [21298F596 Browse Image...
[ 2)258F556 Restore Image...
L ézagﬁﬁﬁ viBoot Image...
- [%1298F596 Verify Image...
- (£1298F596 Run Backup >
- ) 28RS R BackimLoge > For Eackup Definition > Al
- [£}298F5596 i
L @25%555 frmata Selected Backup Successful
- [£1298F596 B I Selected Backup {In Browser) Warning
- (] 298F5%6 Open Folder.. Cancelled
- [2),298F55%6 " Failed
- [£1298F596A13330237-13-13. mimg
- [£1298F596A13330237-14-14 mimg
24 JORFRARAT 1IN IVTARAR mrimn

You can now also open the backup containing folder directly in Windows Explorer
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— duul LR N LA LA RTUR a U urannny
4 (1 298F596A1333N737-0000 mrima
[ [24298F596AT Browse lmage...
o estore lmage..,
(21 298F596A1 R Imag
B QEEE‘FEEEM viBoot Image...
- (2} 298F506AT Verify Image...
- [*12598F596A1
L::'I' Run Backup *
- (£1238F556AT ]
| [21298F596A1 View Backup Logs *
L QEEBFEEEF.'I Delete File...
- (2 298F596A1 Edit Comment...
(21 258F506A1
'rT_E' Open Folder..
- [£)Z58F596A1
- [%1298F596A13330237-13-13.mrimg

And edit the comment in existing backup files

Backup Comment

Filename D:\298F 5964 1333D237-00-00.mrimg
Type Full
Date 17/10/20 15:02:11

System image created before new NVidia graphics
car

File and Folder Backup Wizard

We've improved the user interface for adding folders to your File and Folder backups.

Click 'Add Source' to open the ‘Add Source Folders' dialog:
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File And Folder Backup

@ Add Source Folders

Select Folder To Backup

Specify Folder To Backup

v [iae Windows (C:)
Block Store

boot
Cache
Config Msi
Fail

hash
ImageRoot
Intel

localized

mourtt

OODOOOO0O00O0O0DOO00o0Od

Perflogs

Block Store_Mew

File and Folder Test

HP_Color_Laserlet_Pro_MFF_M476

Intel_drivers

IntelOptaneData

Macrium_Settings_Export

COneDrive Temp
CpenStack

A

Source Folders

C:\OpenStack™
C:\Macrium_Settings_Export*.

Cancel

Select folders in the Explorer Tree view to add them to the list of source folders to backup.

You can also type a path in the auto-complete edit control above the selected folders list to manually add a path

that can't be located in the folder tree, a network share for example.

@ Note: A dismissible warning message is shown if a drive root folder is selected for backup:

File and Folder Backup =

4 drive root folder has been selected for
backup

Selected Drive: C\
File and Folder backup is designed for user data and files,

It's generally more appropriate, and faster, to create a disk
image of an entire drive,

If necessary, File and Felder filters can be used to select the
appropriate files to backup,

[[] Do not show this again

Cancel

Click 'OK" when complete to return to the main Wizard page.

v5
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File and folder backup

Add the Folders you want to Backup

Backup Sources

Name Size
C:\Macrium_Settings_Export™, 2files (224 KB)
C\OpenStack™ 2files (2.5 MB)
@ ClUsersh\DeviDocuments' 1file (402 B)

Modified
29/01/2021 21:29:00
04/02/2020 16:55:07
15/05/2021 15:18:04

@ Add Source Folders f Edit Source Folder Filters @ Remove Source Folder

Backup NTFS pemmissions

Destination
(@ Folder |D;\ - -|
Altemative locations
(O CD/DVD Bumer | -4 (1) -yxDV , BD-HD-DVDRAM 515v10.0(3:1:0)
Backup filename | | {
DAIMAGEID}-D0-00 mrbak
&9 Advanced Options Help < Back Next > Cancsl Finish

Select and deselect sub-folders in the folder tree. Click 'Edit Source Folder Filters' for further filtering options:

(D Note: Filters apply to source root and sub-folders. If a sub-folder is selected when 'Edit Source Folder

v5

Filters' is clicked then the following dismissible message box is shown:

File and Felder Backup

'Edit Source Folder Filters® has been
selected for a sub-folder

and sub-folders,

Root Folder: C\OpenStackh,

[ ] Do not show this again

Include and Exclude filters apply the source root folder

Cancel

>
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File And Folder Backup
Inclusion and Exclusion Masks

1. Folder Options
C:iUzers\DeviDocuments®,

[] Exclude hidden files and folders
[J Exclude System files and folders

2. Add files to include. Separate multiple masks with semi-colons (eg: * xls; *.doc; *.mp3)

| e

= = *

3. Add files to exclude. Separate multiple masks with semi-colons (eg: * tmp; * bak; *.™)

= temp b3 =, tmp b3 = bak b3 F F 4

4_ Add folders to exclude. Full or partial paths are supported with wildcards

Cancs

Press 'Enter' after entering inclusions and exclusions and they are now grouped below the edit field
for easy editing

File Name Parameters

Run time parameters enable dynamic information to be included in backup file names at run time.

In the Image and File and Folder backup dialog simply type '{' or press the '{' button at the end of the file name
edit field:
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{REFLECTVER} - Macrium Reflect major minor and build nurnber (9.9.9999)

{BACKUPTYPE} - Full, Diff er Inc

{COMPRESSION} - None, Med or High

{AES} - Clear, Mone, 128, 192 or 236

{WINVER} - Windows major miner and build number (9.9.99999)

{PCNAME] - The PC MetBIOS name

{USERNAME]} - The Windows account name running Macrium Reflect
Disk Image {USERDOMAIM] - The Windows account demain running Macrium Reflect

> {ISODATE} - Current backup formatted date and time (YYYY-MM-DDTHH.MM.55)

g Select Source IYYYY) - Year with century, as a number

¥} - Year without century, as a number (00 - 99)

Source {MM} - Month as a number (01 - 12)
GPT Dick 1 [B&6 {MMNAME} - Full month name
2= 1 iNow {MMNAMESHORT]} - Abbreviated month name
I:l NTFS Primary {WEEKMUMM]} - Week number (00 - 53). The 1st Monday is the Tst day of week 1
:ﬁ {WEEKMUMS} - Week number (00 - 53). The 1st Sunday is the 1st day of week 1 _
497.0MB {DD} - Day of month as a number (01 - 31)

{WDMNAME} - Full weekday name
IWDMNAMESHORT] - Abbreviated weekday name
{WDNUMMON} - Weekday as a number (1 - 7: Monday is 1)

Total Selected: 0B .
TWDMNUMSUM] - Weekday as a number (0 - & Sunday is 0)
Destination {HH} - Hour in 24-hour format (00 - 23)
{HH12} - Hour in 12-hour format (01 - 12) -
-
® Folder [ {AMPM] - AM./P.M. indicator for 12-hour clock :|

{MIM} - Minute as a number (00 - 53]

(O CD/DVD Bumer {55} - Second as a number (00 - 39)

Backup File Name |{BACKUPT‘(PE}{ISODATE)| | {
Type '{ for parameters D:'test_paramsdiff_missing"{IMAGEID}-Full2021-05-15T15.22 58-00-00.mrimg
ﬁ Advanced Options Help ¢ Back Mext > Cancel F

The selected parameter from the pop-up menu will be inserted into the file name at the edit position.

All parameters are evaluated at run time, and an example of the output is shown in the formatted file name and path
below the edit field.

(D Note: The File name 'Set prefix' (IMAGEID above) is evaluated based on the backup set and isn't
selectable from the parameters list.

(D Note: The timestamp used for the time fields may differ by a few seconds to the backup time recorded for
the backup. This is because the backup file name is created before the completion of the Volume
Snapshot and the actual backup start time.
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{REFLECTVER}

{BACKUPTYPE}

{COMPRESSION}

{AES}

{WINVER}

{PCNAME}

{USERNAME}

{USERDOMAIN}

{ISODATE}

{YYYY}

{yv}

{MMm}

{MNAME}

{MNAMESHORT}

{WEEKNUMM}

{WEEKNUMS}

{DD}

{WDNAME}

{WDNAMESHORT}

v5

Macrium Reflect v8.0 User Guide

Description

Macrium Reflect major minor and build number (9.9.9999)

Full, Diff or Inc

None, Med or High

Clear, None, 128, 192 or 256

Where 'Clear' is no password and 'None' is password with no AES

Windows major minor and build number (9.9.99999)

The PC NetBIOS name

The Windows account name running Macrium Reflect

The Windows account domain running Macrium Reflect

Current backup formatted date and time (YYYY-MM-DDTHH.MM.SS)

Year with century, as a number

Year without century, as a number (00 - 99)

Month as a number (01 - 12)

Full month name

Abbreviated month name

Week number (00 - 53). The 1st Monday is the 1st day of week 1

Week number (00 - 53). The 1st Sunday is the 1st day of week 1

Day of month as a number (01 - 31)

Full weekday name

Abbreviated weekday name
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Parameter Description

{WDNUMMON} Weekday as a number (1 - 7; Monday is 1)
{WDNUMSUN} Weekday as a number (0 - 6; Sunday is 0)
{HH} Hour in 24-hour format (00 - 23)

{HH12} Hour in 12-hour format (01 - 12)

{AMPM} A.M./P.M. indicator for 12-hour clock
{MIN} Minute as a number (00 - 59)

{SS} Second as a number (00 - 59)

viBoot Virtual Box Support

We've added direct support for Oracle VirtualBox by implementing .mrimg to .vmdk file virtualization. VirtualBox
provides an alternative to Microsoft Hyper-V for instant image virtualization. VirtualBox v6.1.4 can be run on
Windows 8/Server 2012 R2 and later regardless of whether the native OS includes a Windows Hypervisor layer. In
addition, VirtualBox includes a USB pass-through virtual device that enables USB drives, including flash, to be
accessible from inside the Virtual Machine.

viBoot can be switched between Hyper-V and VirtualBox mode using the ‘Tools’ menu:
Note: VirtualBox less than v6.1.4 cannot be run on Windows where Microsoft Hyper-V service is running.

Microsoft Hyper-V feature must be disabled for VirtualBox 6.0.xx to function. Please run "bcdedit / set
hypervisorlaunchtype off" after disabling Hyper-V feature from "Turn Windows features on or off"

Log

Options...

Refres

Macrium viBoot will be restarted after changing Hypervisor mode. This doesn’t affect the state of existing VMs,
whether they are running or not:
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Macrium viBoot

isar. This may have
indicated in the

Performance Warning
If VirtualBox v6.1.4 (or later) is installed alongside Microsoft Hyper-V, VMs will not run with optimum

performance.
See the VirualBox Change Log for more information on this.

The current hypervisor type is shown in the application title bar:
Macrium viBoot - VirtualBox

Virtual Machine Tools Help

LT;', Mew... E Edit... |__— Drelete... I;;-I Backup... S Refresh u'f-:-" Ophons

Booting an image directly from Macrium Reflect

An image that contains the Windows System and Boot partition(s) can be directly booted from the 'Restore’ view in

Macrium Reflect.

Boot architecture 1]

Required Partitions

MBR - Master Boot Boot partition: This may be the same partition as drive 'C:' but is likely to be a separate
Record small (100 to 300 MB) partition named the Microsoft System Reserved partition or MSR.
Windows partition: This is the partition that contains the Windows OS and will be drive C:

UEFI - Unified UEFI System Partition: A small FAT32 LBA formatted partition that doesn;'t have a drive
Extensible Firmware  letter.
Interface Windows partition: This is the partition that contains the Windows OS and will be drive C:

If an image contains the partitions required for booting then the 'viBoot' option will be available in the toolbar and in

the context menu:
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o [d X ES

Browse Restore viBoot Werify Image

Path
4 D “nastbackups®Drive Ch
L (2} EF23BAE35B0BAT723-00-00 mrimg

Browse Image...
Restore Image...
Verify Image...
Run Backup

rackup Logs

Edit Comment...

Open Folder..

Otherwise the option will be disabled:

To boot an image directly with viBoot.

1. Click the 'Restore tab.
2. Select the image.

3. Click the 'viBoot Image' toolbar button or menu option.

4. If viBoot can launch, the viBoot Hyper-V settings dialog will start.
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Creating VM from file - \\nas2\Backups\ 1ADFCA%356DF1D79-00-00.mrimg

VirtualBox VM Settings

Specifiy the name of the new virtual machine...

Mame:

VirtualBox VM Settings

ooo
—

ﬁ Specifiy the number of virtual proce
es

I:I.IT.I:I Specifiy the configuration of the nen adapter or remove the network adapter...

Attached to:

Automatically power on the virtual machine after creation.

5. Make any changes to the VM properties and click 'Finish'

The VM will now start and boot directly into Windows.

Starting the viBoot create Virtual Machine Wizard from Macrium Reflect.

Take the 'Restore’ > 'Launch Macrium viBoot' menu option

Browse for an image or backup file to restore. ..

Explore Image
Detach Image

“l Launch Macrium viBoot

Or, click the 'Launch Macrium viBoot' task link on the Restore tab.
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g\@ Upen an mage or b ackup file in Windows '_-;_|||_||l_-'

g\ Detach a backup mage from Windows Explore
(]

g Launch Macrium viBoot

This will start the the viBoot Virtual Machine User Interface.

Launching viBoot as a standalone application

viBoot is installed by default during the standard Macrium Reflect installation and can be started using the installed
shortcut:

O &
Best match

Macrium viBoot
[N

App
jo. uibooti

Main Window
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Macrium viBoot - VirtualBox

Virtual Machine Tools Help

Ca mNew. [ Edit. [ Delete.. # Backup... S e S Options |,’":?1",| Help
- (®) 0 =(=) e & \a

Virtual Machines

Mame CPU Usage | Assigned Memory | Uptime Status

viﬂnﬂt - AG944B982BDEC4B4-01-01.mri... | Running

Mounted Images
Image Path Drive Mo Capacity
d: JECH 1. mrimg 0 : B

Type Date and Time

Information

Mo updates. Last checked 17

The “Virtual Machines” view (1), displays the name of the viBoot created virtual machine, the current state of the
virtual machine (Off, Running, etc) and the current CPU usage of the virtual machine. Selecting a Hyper-V virtual
machine in the “Virtual Machines” view (1) will update the “Mounted Images” view (2) to list the Macrium Reflect
images that are being referenced by the virtual machine.

The “Mounted Images” view (2), displays the path of the image file(s) used to create the virtual drive(s), the physical
drive number assigned to the drive by Windows, the partition type of the drive (MBR or GPT) and the drive capacity.

The "Log" view (3), shows a record of the actions taken by viBoot.

Main Window Commands

Menu Iltem  Sub Menu Item Description

Virtual Connect Connect to a virtual machine.

Machine
New... Display the viBoot Wizard to create a new virtual machine.
Backup... Create a Disk image of the selected virtual machine.
Delete... Delete the selected virtual machine.
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Menu Item  Sub Menu Item Description

Start Start the selected virtual machine.
Shut down Shut down the selected virtual machine.
Turn off Turn off the selected virtual machine.
Pause Pause the selected virtual machine.
Reset Reset the selected virtual machine.
Exit Exit the Macrium viBoot application.
Tools Log Toggle the Log window display,
Options... Configure the virtual machine repository folder, and logging options.
Refresh Reload virtual machines and mounted images.
Hypervisor ® Hyper-V

®  VirtualBox

This menu option is only available if VirtualBox 6.1.4 (or later) is installed on a
PC running Hyper-V.

Help Contents... This help content.
About Macrium viBoot version and copyright notice.
viBoot...
Tip

You can right-click on the virtual machine pane to display the "Virtual Machine" menu as a context menu.

Macrium viBoot toolbar:

P . . . . . .
i+ Hew. Displays the viBoot Wizard which allows you to create a new virtual machine.

CELILE  Create an Image of the currently selected Virtual Machine.

Deletes the currently selected virtual machine.
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<, Refresh Refresh the list virtual machines and states.
Configure the virtual machine repository folder, and logging options.
(2) Help Displays this help content.

New VM Wizard
The "Welcome" page provides a brief introduction and explains some of the limitations of virtualization.

New Virtual Machine

W n

Welcome to the Macrium viBoot Wizard
This wizard will guide you through the proc of creating, configuring and starting a virtual

Select Image Files machine, from one or more Macrium Reflect e files.

What is Ma
Macrium viBoot is a tec| r that provides a mechanism to use Macrium Reflect Image
ckups rm a temporary virtualization of a failed
~ontinuity Plan (BCP).

Operational Considerations
Before proceeding you
sen

documentatio T nformation.

System Configuration
Macrium viBo

machine disk s
tically
gned at the

Cancel

Select Image Files allows you to add one or more Macrium Reflect image files to be used for the virtual machine.
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MNew Virtual Machine

ct Ima

Nelcome
Welcome The virtual machine will be configured to boot from drive "SAMSUNG

MZMTE256HMHP-000MV EXT41M0Q" in image file
Select Image Files =—___— __—————— " _

Hyper-\ 5 Mame File System

YSTEM (h EFI System Partition FA (LBA)

ocal Disk ' Microsoft Reserved Unformatted
MNTFS

ocal Disk ' Windows Recovery NTFS

Recowvery it Windows Recovery MNTFS

< Previous Finish Cancel

Bootable

The first boot-able disk will be marked as the boot disk. If there are multiple disks that are boot-able, these can be

set to be the boot disk by selecting the disk and clicking the " S et as Boot" button.

Hyper-V VM & VirtualBox Settings allows you to configure the virtual machine. The RAM and CPU are limited to
match the host computer. If the number of processors is set to "Automatic”, viBoot will interrogate the Windows
settings from the image files to set the correct number of processors. A Virtual Switch of "<None>" ensures that the

new virtual machine is not connected to the network.
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New Virtual Machine

Hyper-V VM Settings

Welcome . . .
m g Specifiy the name of the new virtual machine...

Select Image Files Name: oot - 17BB4

Hyper-V VM Settings

Startup RAM:

{:ﬁ:E Specifiy the number of virtual processors based on the processors on the host compute...

Processors: Automatic -

I:E:I Specifiy the configuration of the network adapter or remove the network adapter...

Virtual Switch: <None> -

< Previous - Finish Cancel

VirtualBox VM settings are similar to Hyper-V except that NAT and Bridged Adapter options are supported. These
can be changed later via VirtualBox Manager.
Please see VirtualBox documentation for more details.

II.ILIH.I.II..I Specifiy the configuration of the network adapter or remove the network adapter...

Attached to:

Bridged

Please note that no changes whatsoever, are made to the original image files.

Options

The “Options” button on the Macrium viBoot main toolbar, will display the “Options” dialog box. From here you can
modify some of the behavior of Macrium viBoot.

The “Virtual Machine Repository” specifies the folder that Macrium viBoot will use to store Virtual Machine
configurations and the virtual machine drive cache.
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Options

Wirtual Machine Repositony

Defines the base folder that Macrium viBoot will use to store Wirtual Machine
configurations and the virtual drive cache. The performance of the drivels) where this
folder resides, will directly affect the performance of the Virtual Machines.

C:\ProgramData\Macrium'\viBoot]

MOTE: Some Virtual Machines may require large amounts of storage. It is recommended
that you have enough free space to accomodate the total capacity of the drives you
intend to mount.

Logging

C:\ProgramData‘\Macrium'wiBooth

Log level: Critical - | Daysfo keep:

Maximum number of files: ~ Maximum log file size (MB):

Cancel

Macrium viBoot writes a log of actions taken by the application. This file is saved to "%LOCALAPPDATA%
\Temp\Macrium". The log file is configured by the following options:

Log level - Controls type of information written to the log file:

® Critical

® Error

® Warning

® Information

® Debug
Maximum number of files - Number of log files to keep before purging. A value of zero will disable this check.
Days to keep - Log files older than the specified number will be purged. A value of zero will disable this check.

Maximum log file size(MB) - Maximum file size for the log file, before a new log file is created. A value of zero will
disable this check.

Removable Media Imaging and Cloning Support

v8.0 includes support for imaging and cloning USB Flash drives. Flash drives can be imaged and cloned using the
same functionality, and Ul, as regular internal disk drives. USB Flash drives can be cloned to other USB flash drives
or internal disks. Flash drives show in the Reflect main window alongside internal disks:
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@ Trial - Macrium Reflect - Server Plus Edition license expires on

Fie Vien Backup Other Tasks  Help

Rescue  Defaults Updates  Register  Purchase Help

SR P Exsting Backups  Logs

Definion Fles ~ Sarpts  Scheduled Backups

® Note: Removable media does not support the creation of Microsoft Volume Shadow Copies. To
successfully image and clone removable drives Macrium Reflect must first dismount the drive volume
(s). This means that any open files currently accessing the volume(s) on the flash drives being imaged or
cloned will be invalidated. In most cases this won't cause any problems, Explorer will gracefully close, for
example, however, please ensure that any applications that might try to write to the volumes during
imaging or cloning are closed before proceeding.

A warning message will be displayed when saving a new image or clone definition where currently
mounted removable media is defined as a source.

Removable Media

invalidated.

sure that no applications are ac
} at this t

[1Do not show this again
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Redesigned Log View

The Log view page has been extensively redesigned in v8 to make locating logs much easier. We've also improved
the performance when accessing and searching large quantities of logs, as may be necessary when running Intra-
Daily backups.

The Log View now has a 'Filter' tab that lists logs according to the filter selections at the top of the tab:

eTriaI - Macrium Reflect - Server Plus Edition license expires on 13/12/2021 - v8.0 99 BETA [UEFI]

File View Backup Restore OtherTasks Help

QEF &L O

Rescue Defaults Updates Register Purchase Help

Create Backups  Existing Backups E[

Filter % SQL Backup- 18/02/2021 13:05 ¥ v Image- 17/02/2021 15:38 ¥ v Image- 17/ )21 15:33 ¥
Filter Logs - 1725 []Tab switch on log open

Type All types Activity |AllLogs v

Status

Backup Definition  |All

c W ® B §H O B =@

Refresh Purge Close All View Latest Events Delete View Email

Result Date * y Definition ImagelD Log Filename Completion Message
X Failed

X Failed

%) Failed 0 0 TFD56D5E666CBYA

X Failed 120 04 S L 6EBD 52DAAE2F

9 021-0 -10_html
a 09:3 ml

Tab switch on If enabled, a double click or taking the 'View' toolbar or context menu option will cause the
log open: newly opened log tab to be selected and opened.
If not enabled, the log list will retain the focus and the newly opened log tab will glow for a
short time to draw attention to its location.

Clear Filters: Returns all filter options to the default 'All' state.
Type: ® All Types
® Image

® Image Restore
® File Folder Backup
® File Folder Restore

® Clone
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Activity ® AllLogs
® Today
® Last 7 Days
® Last 30 Days
® Latest

® In Range

Status ® Successful
® Failed
® Warning

® cCancelled

Backup All backup definitions with a log for the selected type.
Definition:

The 'View Latest' toolbar button provides a quick shortcut to show the latest logs of the selected status or for all
statuses:

All Statuses
Successful Logs
Eailed Logs
Warning Logs

Cancelled Logs

Double clicking a log line, or taking the 'View' context menu opens the selected log in a new tab:
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eTliaI - Macrium Reflect - Server Plus Edition license 3 - va. 9 BETA [UEFI]

File View Backup Restore OtherTasks Help

QT L @O

Rescue  Defaults Updates  Register  Purchase Help

Create Backups  Existing Backups K[

Filter L INERERN P IPARER R 8 X Image - 07/02/2021 0850 ¥ '~ Image - 15/02/202114:22 % \Image - 16/02/2021 13:15 %

Log

EOom@EHA G

Events Delete Email Save Browser

& Image ID - 143492F394C6CD9%4

Imaging Summary

Backup Definition File:  O:\Personal\Nick\restore_progress_test.xml
Auto Verify: N

Verify File System: Y

Maximum File Size: Automatic
Compression: Medium

Password:

Intelligent Copy:

Power Saving:

Email On Success:

Email On Warning:

Email On Failure:

Total Selected: 13.97 GB

Current Time: 06/02/2021 13:53:05

Destination:
Backup Type: Full
File Name: D:\test_refs\143492F394C6CD94-test for restore progress 2021-02-06T13.53.05-00-00.mrimg

Operation 1 of 4
Hard Disk: 6
Drive Letter: N/A
File System: Unformatted
Label:
Size: 16.0 MB
Free: 0B
Used: 16.0 MB

Operation 2 of 4

The latest tab opened is inserted to the right of the filter tab, and has sub tabs for the HTML log, VSS log, and for
File and Folder, lists of copied and deleted files.

Error logs have red color coded tabs, and all tabs show an icon indicating the log 'state’.
Intra-Daily Schedules

Intra-Daily Frequency

Macrium Reflect v8.0 now includes Intra-Daily scheduling of backups for a minimum of 15 minute intervals between
start times for selected days.
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Incremental Schedule

ylncremental Schedule Settings
Frequency Settings
(O Monthly Select Days Monday Thursday Sunday

O weekly

O paiy Tuesday Friday
@ Intra-Daily Wednesday Saturday
(O One Time Only

(O On Event Every
e )

Start Date

® Note: Intra-daily schedules in the 'Scheduled Backups' tab will show the task description as provided by
Windows. This will be localized and shows the start time and duration rather than the end time:

e.g., Every 15 minutes from 09:00 for 8 hour(s)

We are aware of this issue and we're considering options to overcome the inconsistency.

We've also added an 'Intra-daily Backup Set' Template to assist with setting up common use cases for this new
scheduling frequency:
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Backup Plan Templates

Manage Backup Plan Templates

Intra-Daily Backup Set -

@ New Template / Edit Description @ Delete Template

Schedules

Backup Type

Full )2,
, Thu, Fr ) tarting 1¢ -

for 510 minutes every Mon, Tue, Wed, T... '

Full
Differential

[ ]Incremental

Run the retention purge before the backup

The default template defines the following backups:

® Full at 09:00 on the first Monday of each month.

® Differential every weekday morning at 09:00

® Incrementals between 09:00 and 17:30 every weekday.
Retention:

® Retain 12 Full backups

® Retain 4 Differential backups

Intra-Daily Stealth Mode

®
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Note: Intra-Daily scheduled scripts, PowerShell, VB-Script or MS-DOS Batch files, must be regenerated to

be compatible with Stealth mode. An extra parameter is passed in the schedule command and this needs

to be processed by the script.

Stealth mode is set by taking 'Other Tasks' > 'Edit Defaults' > 'Advanced' > 'Intra-Daily’

Reflect Defaults

G

Backup Restore Update

EH & o =&

Schedule Scripts Network Email Events Advanced

Stealth Mode for Intra-Daily Backups

Run Intra-Daily backups in Stealth Mode.

y interruptions and
ential

Only show Failed, Cancelled and Warning backup completion notifications.

Only generate essential logs.
«ps, and File and

Intra-daily backups can generate frequent and often unnecessary interruptions and log activity. Stealth Mode solves

this problem by suppressing non-essential notifications and logs:

Suppress the Backup Start dialog.

Only show Failed, Cancelled and
Warning completion notifications.

Only generate essential logs.

Never show the Backup Start dialog that is shown when a scheduled be
triggered.
Note: This overrides the default setting for the dialog.

Taskbar popups and notifications will not be shown for successful backi

Logs will only be generated for Failed, Warning or Cancelled backups, ¢
Folder backups when any file is changed, added or removed.
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Note: To mitigate against the possibility of missed backups goir
unnoticed, a future release of Macrium Reflect will include a dalil
exception to compare expected schedule backups with a daily s
backups run.

Intra-Daily Stealth mode is enabled by default, and if an Intra-daily schedule is selected then the following dialog is
shown:

Intra-Daily

A Intra-Daily Stealth Mode

The Backup Start dialog will be suppressed

ailed, Cancelled and Warning backup completion notifications will be

will be genereated when backups run.

[ ] Do not show this again Stealth Mode Settings

Click 'Stealth Mode Settings' to open the defaults dialog to change or confirm.
Select 'Do not show this again' to stop this message being shown in the future.
You can re-enable by taking 'Other Tasks' > Edit Defaults' > 'Advanced' > '"Miscellaneous'.

Download and install your purchase

Thank you for purchasing Macrium Reflect v8.0. To help you quickly install your purchased product please see
below.

Quick Start

Installing a v7 to v8 upgrade key

Simply check for updates in your v7 install and follow the instruction. Your v8 key will be automatically provided
so there's no need to enter it.
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Upgrade to Macrium Reflect v8
O Macrium Reflect v8 is available.
You have a valid v8 license key

Do you want to download and install Macrium Reflect
v8?

Later Never

o Note: Upgrading to v8 will retain all settings and image
data

For more help and information see Installing a Macrium Reflect v7 to v8 Upgrade

Installing a v8 full product key

Download the Macrium Reflect Download Agent , enter your license key, click 'Download' and follow the
instruction.

Select Installation Packaoge

e to download

Home

(@) Or enter license key J6-6VRE-1QEZ-BNH2-JERA-OPY-EYPHCFE

For more help and information see Installing Macrium Reflect

Related articles:
® |Installing a Macrium Reflect v7 to v8 Upgrade
® |Installing Macrium Reflect
® |nstalling and updating Macrium Reflect offline
® Unique Registration Code
® Upgrade FAQ

®  Upgrading to v8 from v6

Installing a Macrium Reflect v7 to v8 Upgrade
This article explains how to download and install Macrium Reflect v8 upgrades.
® Upgrading to Macrium Reflect v8 with a v7 key entitled to a free upgrade
® Upgrading to Macrium Reflect v8 from an existing v7 Installation using a purchased upgrade key

® Upgrading to Macrium Reflect v8 without an existing installation of v7
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® License key format

® Related articles

We've made upgrading from v7 an easy process, and v8 is fully compatible with Images, backup definitions and

settings created with v7. See New in Version 8 for more information on what's available.

@ You can purchase upgrade keys using our online Renewal Wizard here: https://www.macrium.com

/upgrade-renewal-wizard

Upgrading to Macrium Reflect v8 with a v7 key entitled to a free upgrade

Free upgrades to v8 from v7 are available to customers with an active Support and Maintenance subscription and for
V7 keys purchased on or after 15th November 2020.

@ Before you begin, ensure that you are at the latest release of Macrium Reflect v7 by taking the 'Other

v5

Tasks' > 'Check for updates' menu option.

If your v7 key isn't currently installed, then please install before upgrading.

. Take the 'Other Tasks' > 'Check for updates' menu option:

Other Tasks ~ Help

Create Rescue Media...

Edit Defaults...

Check for updates...

View Windows V55 Events...
Fix V55 Problems...

HEDF Q@

2 Macrium Image Guardian Settings...

2. The following message prompt is displayed:

Upgrade to Macrium Reflect v8
O Macrium Reflect v8 is available.

Your v7 license key qualifies for an upgrade to v8
Do you want to download and install Macrium Reflect v87

Now Later Never

o Note: Upgrading to v8 will retain all settings and image data

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.
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Click 'Now' to upgrade immediately.

@ Note: If you click 'Never' then further attempts to update your installation will only check for v7
updates. To override this hold the 'Ctrl' key down when you take the 'Check for updates..' menu

option.

3. Your new key will be shown in the following message box:

Upgrade to Macrium Reflect v8

U Your new v8 license key is:

76-EEM9-TTB5-EEM9-A4DJ-EEM9-A4GV5M1

To save your key for future reference, use the 'Copy' button to copy your new key to the Windows clipboard
Clicking 'Continue' or 'Copy' will download the Full Macrium Reflect v8 Installer for your purchased edition.

The installer will start automatically and your new v8 key will be pre-populated in the installation.

Upgrading to Macrium Reflect v8 from an existing v7 Installation using a
purchased upgrade key

(D The v8 upgrade purchasing process will automatically assign your new v8 key to your v7 installation.
Before you begin, ensure that you are at the latest release of Macrium Reflect v7 by taking the 'Other

Tasks' > 'Check for updates' menu option.

1. Take the 'Other Tasks' > 'Check for updates' menu option:

Other Tasks  Help

49 Create Rescue Media...

8% Add Recovery Boot Menu Option...
Edit Defaults...
Check for updates...
Convert image to VHD...

View Windows V55 Events...

Fix V55 Problems...

&1 % &b &
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The following message prompt is displayed:

Upgrade to Macrium Reflect v8
O Macrium Reflect v8 is available.

You have a valid v8 license key
Do you want to download and install Macrium Reflect
va?

Now Later Never

0 Note: Upgrading to v8 will retain all settings and image
data

Click '"Now' to download the Full Macrium Reflect v8 Installer for your purchased edition. The installer will
start automatically.

Click 'Later' to repeat the next time you check for updates.

Click 'Never' not to be prompted again.
To override this hold the 'Ctrl' key down when you take the 'Check for updates.." menu option.

(D Note: If your purchases v8 upgrade key has already been installed then you will not be offered the
v8 install option.

Upgrading to Macrium Reflect v8 without an existing installation of v7

Following the normal Installing Macrium Reflect procedure and enter your purchased v8 key from your purchase
receipt.

License key format

@ Note: If you are unable to locate your v7 keys then please see this page https://www.macrium.com
/myorders/index to request your order history

Macrium reflect v7 keys
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Product Key format

v7 Home 56-XXXX-XXXX-XXXX-XXXK-XXXK-XXXXXXX
v7 Workstation 57-XXXX-XXXX-XXXX-XXXK-XXXK-XXXXXXX
V7 Server 58-XXXX-XXXX- XXX X-XXX K- XXX K- XXX XXXX

v7 Server Plus 59-XXXX-XXXX-XXXX-X XXX -XXXXK-XXXXXXX

Macrium reflect v8 keys

Product Key format

v8 Home 76-X XXX =X XXX - XXX X-XXX K- XXX K- XXX XXXXK
v8 Workstation HE.9.9.9.0.99.9.0/.9.9.9.0.9.9.9.0.9.0.9,0.9.0,0.9.9.0.4
v8 Server 78-XXXX-XXXX-XXXX-XXXK-XXXK-XXXXXXX

v8 Server Plus 79-XXXX-XXXX-XXXK-XXXX-XXXK-XXXXXXX

Related articles

Upgrade FAQ
Troubleshooting installer issues

Installing Macrium Reflect

@ Release Notes

The latest release notes for Macrium Reflect v8 can be found here: http://updates.macrium.com/reflect/v8

/latest_release_notes.asp

(D For additional information on upgrading v7 to v8 please see Installing a Macrium Reflect v7 to v8 Upgrade

This article explains how to install Macrium Reflect on an Internet connected PC using the Macrium Reflect

download agent.
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For a description on installing to an offline (non Internet connected) PC please see here
® Downloading the Macrium Reflect Installer
®  Modifying the default selections
® Resolving Download Issues

® Related articles

Downloading the Macrium Reflect Installer

1. Click this link to download and run the Macrium Reflect Download Manager

2. If you have purchased Macrium Reflect then Click 'Enter license key' and enter your license key to
automatically download your purchased product.

Select Installation Package
e to download

Home

|i| Ur EﬂlEr IrL'ense kw m-][_ﬂ-ﬂ"fﬂ-]ﬂiﬁm—m

{D To download a 30 day trial Click 'Choose Edition' and select the Macrium Reflect Edition from
the dropdown list to the right.

Note: You can also enter your purchased license key in the trial installer once downloaded.

3. Enter the folder where the downloads will be saved to or Click '...' to select a folder.

Download Location & Options

The most appropriate install package will be downloaded for your computer. Click Options to
select additional components for subsequent offline installs.

Save to falder | C:\Users\bob\Downloads\Macrium),

[+] Run installer directly after downloading Options
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4. Click 'Run installer directly after downloading' to run the installation package as soon as the download

completes successfully.

Note: If you intend to install on another computer then leave this item unchecked.

5. Click Download to start downloading your installation files.

Modifying the default selections

To change which files are downloaded files click the 'Options' button before downloading.

(D The default, and most usual, option is 'Reflect Installer Only'. Windows 7 and later installation already
include a 'Windows Recovery Environment' (WinRE), and this is the best choice for creating Macrium
Reflect rescue media. Other Windows PE environments chosen when building your rescue media will be

downloaded on demand.

It's only necessary to include 'Rescue Components' when downloading if installing to a PC without

an Internet connection, and Windows RE isn't available on the offline PC.

By default, the most appropriate installation for your PC will be selected for download. This is based on operating
system, architecture, and existing rescue media components.

Select download options and architecture.

S

et Download Options

Select Download Architecture

()32 bit
(®) 64 bit

Select Download Option

Reflect Installer Only

s

PE 3 (WAIK) Rescue Components Only
PE 4 (WADK) Rescue Components Only
PE 5 (WADK) Rescue Components Only
PE 10 (WADK) Rescue Components Only (Release 1607)

Reflect Installer and PE Components
Reflect Installer Onl

OK

Cancel

v5
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Description

Downloads both the Macrium Reflect installer and the default Windows PE
component files for currently running *Windows OS:

PE Windows Version

PE Windows XP, Windows 7, Windows Vista, Server 2003, Server 2008, Server
3.1 2008R2

PE All other Windows versions.
10

*This is the default option for Windows Vista and XP

Downloads the Macrium Reflect installer for the chosen trial or entered license key.

This is the default option for Windows 7 and later

Downloads the Windows PE 3.1 components to file PE3x86.zip or PE3x64.zip
Downloads the Windows PE 4 components to file PE4x86.zip or PE4x64.zip
Downloads the Windows PE 5 components to file PE5x86.zip or PE5x64.zip

Downloads the Windows PE 10 components to file PE10x86.zip or PE10x64.zip

For more information on the different versions of Windows PE see this help page.

@ The 'PE 3, PE 4, PE 5 or PE 10 Components only' options can be used to download just the PE
component files. The downloaded .zip file can be supplied when building the Windows PE rescue media

or copied to a different PC.

Resolving Download Issues

Download Failures (Error Code: 1)

Download failures can generally be attributed to either an unstable internet connection or anti virus/malware software

interfering with the download. Please try the following steps to resolve the issue

® Reboot the computer to clear any internet cache files

v5
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® Disable anti virus/malware software for the duration of the download and installation of Macrium Reflect.

® Download the Macrium Reflect installer on it's own. If the internet connection is unstable, the prolonged
download of WinPE components can be postponed and attempted from within the Macrium Reflect software

® Perform a Clean Boot of Microsoft Windows (see: this link for more help) to remove any third party
components possibly affecting the download

® Download the installer on another computer

MD5 Checksum Failures (Error Code: 2)

MD5 checksum failures can generally be attributed to either an unstable internet connection or anti virus/malware
software. Please try the following steps to resolve the download issue:

® Reboot the computer to clear any internet cache files

® Anti virus/malware or another third party process has either locked or quarantined the downloaded file
preventing the MD5 check. Temporarily disable these forms of software for the duration of the download an
install process

® Perform a Clean Boot of Microsoft Windows (see: this link for more help) to remove any third party
components possibly affecting the download

Related articles

Upgrade FAQ
Troubleshooting installer issues

Installing and updating Macrium Reflect offline

This article explains how to install Macrium Reflect on a PC that isn't connected to the Internet. For information on
installing on an Internet connected PC please see here.

® Download the installer and PE components.
® Offline installation of your purchased license.
® Ensuring your software is up to date.
® How to identify the architecture of your target machine.
® Related articles
Macrium Reflect uses an Internet connection to:
® Download the installer and Microsoft components to enable building of the PE based rescue environment
® Validation of your license during installation.

® Notification and download of updates

(D This article refers to the machine you wish to install Reflect on as the "target PC" and the machine
connected to the Internet as the "online PC".
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You will need access to a computer that is connected to the Internet and a device to copy files to the
target PC.

Download the installer and PE components.
Download the Macrium Reflect Download Agent to your PC and run it.
Select Choose the edition or select Enter license key and enter your key.

Select Installation Package
¢ Select Macrium Reflect software to download

EREE (@) Choose Edition Home v
Home
(O Or enter license key m_
Server
Server Plus

The download agent is automatically configured for the computer it is running on. You will need to reconfigure it to
reflect your target PC instead. Do this by clicking the Options button.

Set Download Options

Select Download Architecture

()32 bit
(®) 64 bit

Select Download Option

Reflect Installer Only ~
Reflect Installer and PE Components

PE 3 (WAIK) Rescue Components Only
PE 4 (WADK) Rescue Components Only
PE 5 (WADK) Rescue Components Only
PE 10 (WADK) Rescue Components Only (Release 1607)

OK Cancel

Choose the download architecture - 32 or 64 bit - for your offline PC. See the "How to identify the architecture of
your target machine" at the end of this article.

0)
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The default, and most usual, option is 'Reflect Installer Only'. Windows 7 and later installation already
include a 'Windows Recovery Environment' (WinRE), and this is the best choice for creating Macrium
Reflect rescue media.

It's only necessary to include 'Rescue Components' when downloading if installing to XP or Vista,
or if Windows RE isn't available on the offline PC.

Option Description
Reflect Installer and PE Downloads both the Macrium Reflect installer and the default Windows PE
Components component files for XP and Vista

PE Windows Version

PE Windows XP, Windows 7, Windows Vista, Server 2003, Server 2008,
3.1 Server 2008R2

PE All other Windows versions.
10

This is the best option for Windows Vista and XP

Reflect Installer Only Downloads the Macrium Reflect installer for the chosen trial or entered license key.

This is the best option for Windows 7 and later if the offline PC includes

Windows RE.
PE 3 (WAIK) Downloads the Windows PE 3.1 components to file PE3x86.zip or PE3x64.zip
PE 4 (WADK) Downloads the Windows PE 4 components to file PE4x86.zip or PE4x64.zip
PE 5 (WADK) Downloads the Windows PE 5 components to file PE5x86.zip or PE5x64.zip
PE 10 (WADK) Downloads the Windows PE 10 components to file PE10x86.zip or PE10x64.zip

For more information on the different versions of Windows PE see this help page.

@ If you require the same PE version as the default Windows PE component files for this PC (see
table above)

Select 'Reflect installer and PE components'. This will download the required files in one download
step. Click OK, then un-check "Run installer directly after downloading", and Click download.
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(D If you require a specific PE version

This will require two downloads. First, select 'Reflect Installer Only', click OK, then un-check 'Run
installer directly after downloading’, and Click download. After the first download is complete, click
'Options' again, choose the desired 'PE X rescue components only', click 'OK" and then Click
‘Download'.

Once the download(s) complete, you will find two new files in the folder saved to...

» = | Macrium - O d
Home Share View e
&« v » This PC » Downloads » Macrium v D £ Search Macrium
Fal
Name Date modified Type Size
i pel0_1607x64.zip 16/05/2021 09:28 Compressed (zipped)... 432,602 KB
}% v8.0.5881 reflect_server_setup_x64.exe 16/05/2021 09:26 Application 172,982 KB

2 items =

The file names will vary dependent on your selections. There will be an installer .exe file and a PE
components zip file.

Copy these two files to your target PC and run the installer ensuring that the zip file is in the same
folder. You will then be able to install your software and generate PE rescue CDs.

Offline installation of your purchased license.

Note: This step is not necessary for the Free or Trial Editions of Macrium Reflect.

When you run the installer on your target PC, instead of the automatic activation, you will be given an activation
code. 189S-N9PK-ADYV in the example below.
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ﬁ Macrium Reflect Home Edition v8.0.5895 64 bit Setup

License key

Please enter your license key

License server connection failed, visit the offline activation

service at https://www.macrium.com/activate using the
activation code shown below
[130 day trial

License key |75—T2158-FsD7-55UQ-NVJR-55YJ-%DQU75

Your Macrium Reflect License key

Activation code |PTYS-T7DT—HNF

Your activation code

Offline key |

You will receive this from the offline activation service

To launch your browser with the activation URL, click here ->

To copy the activation url to the clipboard, click here ->

< Back

Copy

Copy

Launch

Copy URL

Cancel

Navigate to http://www.macrium.com/keyregistration.aspx on your online PC and enter your license
key and activation code.
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¢Macriumsoftware

It's our business to protect your data

Home

Key Registration

Please enter your licence key and activation code below.

Licence Key ‘76—T258—F8D7—55UQ—NVJR—55YJ—96DQU7S ‘

Activation ‘ PTYS-T7DT-HNF ‘
Code

Click 'Submit' and you will receive an offline key as shown below.

Registration Successful

Licensee Macrium Software
Order Number  MR14915
Offline key UMVH-UJ3E-3B1P-AU34-Q8ZW-TAHT-15

Enter the Offline key in the install dialog to complete installation.

Ensuring your software is up to date.
Note: For online installations, update notifications and patching is automatic.

Check the change log web page periodically for updates. If you see an update that is relevant to your system, follow
the steps in 1. above, but choose the 'Reflect Installer’ option in the download agent.
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Set Download Options

Select Download Architecture

()32 bit
(®) 64 bit

Select Download Option

Reflect Installer Only e
Reflect Installer and PE Components

PE 3 (WAIK) Rescue Components Only
PE 4 (WADK) Rescue Components Only
PE 5 (WADK) Rescue Components Only
PE 10 (WADK) Rescue Components Only (Release 1607)

OK Cancel

How to identify the architecture of your target machine.

Run msinfo32 (type Windows Key + R and then type msinfo32) and note the system type.

x86-based PC indicates that the target machine is 32 bit and x64-based PC indicates a 64bit system.

L System Information
File Edit View Help

System Summary Item Value
Hardware Resources OS Name Microsoft Windows 10 Pro
! # Components Version 10.0.19042 Build 19042
Software Environment Other OS Description Not Available
OS Manufacturer Microsoft Corporation
System Name MS-W-0
System Manufacturer To Be Filled By O.E.M.
System Model To Be Filled By O.EM.
|
' System SKU To Be Filled By O.EM.
Processor Intel(R) Core(TM) i9-9900K CPU @ 3.60GHz, 3600 ...
BIOS Version/Date American Megatrends Inc. P1.00, 27/08/2018
' SMBIOS Version 3.1
1 Embedded Controll.. 255.255
’ BIOS Mode UEFI
| - - R - R .

Related articles

Upgrade FAQ
Troubleshooting installer issues
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Unique Registration Code

Registering your installation of Macrium Reflect Free or Trial of Home, Server or Server Plus requires entering a
Unique Registration Code to confirm your registration.

@ Registration is mandatory for business installations and optional for home users.

ﬁ Macrium Reflect Server Edition v8.0.5942 64 bit Setup >
Registration A
Macrium Reflect commerdal license registration «

. Commerdal use of Macrium Reflect, induding the Free

m Edition, requires registration

Email address

|user @domain, com

Fegistration Code |G€I'N-1HT6 Get My Code

If you do not have a Registration code, did: 'Get My Code'
and an email will be sent with instructions

‘four details will only be used in regard to Macrium products,

‘fou can unsubscribe at any time. For details wisit
WIVW . MECTiLm . com,privacy

If you don't have a registration code or if you have previously registered but don't have the code handy then click
'Get My Code'.

If you haven't previously registered then you will be emailed a link to an online registration to continue:

For business users:

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 78



Macrium Reflect v8.0 User Guide

~» Macrium

Your image is everything

Enter Email Add Details Check Email

Please select the Edition you would like to download.

Server Plus v

Please enter your email to register for trial support, and opticnally for Macrium offers and news
user@domain.com

We will nat use this to communicate with you until you have indicated your preferences. We will never sell or pass an your details to any third parties and you can unsubscribe at any

United Kingdom v

Would you like to receive occasional news about Macrium software?
Yes Please

No Thank You

“ou can read more about how we protect your privacy

Close

For home users:

~» Macrium

Your image is everything

Enter Email Add Details

Please enter an email (optional) to register or download

nick@glucom.com

We will not use this to communicate with you until you have indicated your preferences. We will never sell or pass on your details to any third parties and you can unsubscribe at any
time

You can read more about how we protect your privacy

Close

If you have already registered or after completing the form above you will receive an email containing your
Registration Code to enter in the installer.

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 79



Macrium Reflect v8.0 User Guide

Thank you for your interest in Macrium Refl ect.

Your Registration Code is : !*URCt!
This code is paired with your email address. Use copy and paste to enter it when

pronpt ed
in the installer registration page.

For nore information please see here:
https://know edgebase. macri um conml di spl ay/ KNOABO/ Uni que+Regi st rati on+Code

We hope you find our software useful.
The Macrium Team

At any time, you can unsubscribe or update your conmunication options here.
https://ww. macri um conl consent ?i d=! * URC*!

Pl ease read about how we protect your privacy here.
https://ww. macrium conit er ms- and- pri vacy- st at enent

Upgrade FAQ

Introduction

This FAQ covers some of the commonly encountered queries regarding transitioning from Macrium Reflect v7
to v8.

How do | download the v8 Installer if I've purchased an upgrade?

Enter your v8 key in the Macrium Reflect download manager. Your v8 key will begin with 76-, 77-, 78- or
79-.

If you got an existing v7 install then there's no need to download, just take the 'Other Tasks' > 'Check for
updates' menu option and follow the prompts.

Please see Installing a Macrium Reflect v7 to v8 Upgrade

What's the difference between the Home Edition and the Workstation Edition of Macrium Reflect v7?

These two editions are functionally identical. The Workstation Edition includes an annual support and
maintenance product. This adds continual support and free major version updates for the duration of the
subscription. Year 1 is included in the the Workstation Edition product price.

Can v8 read and restore images created with Macrium Reflect v6 or v7?

Yes, v8 is backwards compatible with all Images and File and Folder backups created with earlier versions
of Macrium Reflect.

Will I need to recreate my v7 backup XML definition files?

No, your v7 backup definition files will be loaded into v8 without any conversion.
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Can Version 8 be installed over v7? Will both v7 and v8 be on the hard drive? Should v7 be uninstalled first?

Versions 7 and 8 will not exist on your system at the same time. The version 8 installer will uninstall version
7, as part of the install process.

Will the old Rescue CDs still work?

Version 8 rescue media is compatible with version 7 images, however, we recommend that you update to
the latest v8 rescue media after installation..

Why can't | change the install location?

For update installs, the facility to change install location is disabled as your scheduled tasks will fail as they
reference the reflect program folder.
If you do wish to change the install location

1. Remove any scheduled tasks.

2. Uninstall Reflect.

3. Install, note now you can change the install location.

4

. Setup your scheduled tasks.
After purchasing an upgrade, can | continue to use my v7 license on another computer?

The v8 upgrade is discounted on the basis that you are upgrading your license. Therefore you still are only
licensed to use reflect on a single computer. Your v7 license key will be revoked as part of the upgrade
process.

Upgrading to v8 from v6

If you have purchased a v6 to v8 upgrade, or if your v6 license key has active support and maintenance, then you
can upgrade your v6 installation to v8

Your v6 installation needs to first be upgraded to v7
Upgrading to Macrium Reflect v7 from an existing v6 Installation with a

free upgrade key.

Free upgrades to v7 from v6 are available to customers with an active Support and Maintenance subscription and for
v6 keys purchased on or after 26th November 2016.

(D Before you begin, ensure that you are at the latest release of Macrium Reflect v6 by taking the '‘Other
Tasks' > 'Check for updates' menu option.

1. Take the 'Other Tasks' > 'Check for updates' menu option:

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 81



v5

Macrium Reflect v8.0 User Guide

Other Tasks  Help

Create Rescue Media...

Add Recovery Boot Menu Option...
Edit Defaults...

Check for updates...

Convert image to VHD...

View Windows V55 Events...

Fix V55 Problems...

o % oD F M &

2. The following message prompt is displayed:

Upgrade to Macrium Reflect w7
|?| Macrium Reflect w7 is available.
v/

Your vB license key qualifies for a free upgrade to v7
Do you want to download and install Macrium Reflect w77

Mow Later Mever

lﬁl Mote: Upgrading to v7 will retain all settings and image data

Click 'Now' to upgrade immediately.

(D Note: If you click 'Never' then further attempts to update your installation will only check for v6

updates. To override this hold the 'Ctrl' key down when you take the 'Check for updates.." menu

option.

3. You new key will be shown in the following message box:
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Upgrade to Macrium Reflect w7

|*| Your new vT license key is:
w/
56-TG56-X2A4U-8NVR-X2A4-6BU2-EAKI AN

To save your key for future reference, use the 'Copy' button to copy your new key to the Windows clipboard

Clicking 'Continue' or 'Copy" will download the Full Macrium Reflect v7 Installer for your purchased edition.

The installer will start automatically.

Then you can upgrade your v7 installation to v8.

Upgrading to Macrium Reflect v8 with a v7 key entitled to a free upgrade

Free upgrades to v8 from v7 are available to customers with an active Support and Maintenance subscription and for
v7 keys purchased on or after 15th November 2020.

@ Before you begin, ensure that you are at the latest release of Macrium Reflect v7 by taking the 'Other
Tasks' > 'Check for updates' menu option.

If your v7 key isn't currently installed, then please install before upgrading.

1. Take the 'Other Tasks' > 'Check for updates' menu option:

Other Tasks =~ Help

Create Rescue Media...

Edit Defaults...

Check for updates...

View Windows V55 Events...
Fix VSS Problems...

2 Macrium Image Guardian Settings...

MEDFQ

2. The following message prompt is displayed:
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Upgrade to Macrium Reflect v8
O Macrium Reflect v8 is available.

Your v7 license key qualifies for an upgrade to v8
Do you want to download and install Macrium Reflect v8?

Now Later Never

o Note: Upgrading to v8 will retain all settings and image data

Click 'Now' to upgrade immediately.

(D Note: If you click 'Never' then further attempts to update your installation will only check for v7
updates. To override this hold the 'Ctrl' key down when you take the 'Check for updates..' menu
option.

3. Your new key will be shown in the following message box:

Upgrade to Macrium Reflect v8

U Your new v8 license key is:

76-EEM9-TTB5-EEM9-A4DJ-EEM9-A4GV5M1

To save your key for future reference, use the 'Copy' button to copy your new key to the Windows clipboard
Clicking 'Continue' or 'Copy' will download the Full Macrium Reflect v8 Installer for your purchased edition.

The installer will start automatically and your new v8 key will be pre-populated in the installation.

Macrium Reflect Quick Start

Macrium Reflect is intuitively designed and organized with simple to follow wizards guiding you through tasks. If you
have never used backup software before, however, you might feel some trepidation, needing a little extra guidance
to get you started.

® First create rescue media
® Imaging disks

® Backing up files and folders
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®  Cloning disks

® Scheduling, retention, and disk space
® Restoring files and folders

® Restoring images

® ReDeploying computers

® Scripting backup processes

® Managing Macrium files in Windows

First create rescue media

We recommended that the first time you use Macrium Reflect, you create bootable rescue media before performing

any other tasks.
Click the Rescue icon to access the Rescue Media Builder wizard.

2 Macrium Reflect - Home Edition - v8.0.5840 BETA (Mot For Resale) [UEFI]
File  View Backup Restore  Cther Tasks Help

Rescue Defaults Llpdates Help

Create Backups | Existing Backups = Logs

For further guidance see Creating rescue media.

Imaging disks
Disk imaging is a backup task and can be accessed from the Create Backups taskbar.

2 Macrium Reflect - Home Edition - v8.0.5860 BETA (Mot For Resale) [UEFI]
File  View Backup Restore Other Tasks Help

Rescue Defaults Llpdates Help

Create Backups = Existing Backups = Logs

4 Create Backup Tasks Local Disks

I:I Image selected disks on this computer 3 Refresh

Ml Create an image of the partition(z) required to backup
MM 5nd restors Windows GET Dict
Create a File and Folder backup E

i

am !

—

For further guidance see Creating a backup of your computer.
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Differential and incremental disk images

After your first Full Image, you can run Differential and/or Incremental Images to capture changes made since the
Full Image was created. Differential Images capture all changes since the Full, and Incremental Images capture
changes since the last Image. This is usually substantially faster than creating another Full backup and also gives
you the same number of restore points and flexibility. Differential and Incremental Images create Image 'sets' that
contain a chain of dependent Image files. Macrium manages these Image sets for you.

Right-click the backup definition that you want to run and select the type of image to create.

2 Macrium Reflect - Home Edition - v8.0.586% BETA (Mot For Resale) [UEFI]
Fle View Backup Restore Other Tasks Help

Q& @O

Rescue Defaults Updates Help

Existing Backups = Logs
4 Create Backup Tasks Local Disks Definition Files Scripts Scheduled Backups

I:I Image selected disks on this computer 0
O ® ¢ © B
Edit

== g,:%a::;;é”}fﬁ:df“t.:e parition{s) required to backup Open Add Delete Run Schedule Shortcut

Create a File and Folder backup File Name
541 C Drive Backup xrg
é My Backup xml
E, My Clone xml @ Add to list
£ My Clome(t)xml &7 Edit

Open Containing Folder

Bename
Image Options
E:} Delete
Imaging Summary Duplicate
- Backup Defir @@ Validate #C DOrive Backup xml
E Auto Verify:
Verfy Fle 5y Flun Now v Promet
Maximum File = Schedul
Compression: Sl Full
Password: View Backup Logs 3 ’ -
Intelligent Cop _ LR
Power Saving [-] Generate a PowerShell Script File Incremental
Email On 5 h
Em::l 02 1'-\:7:: Generate a VB Script File
'|E'$c:|| g;eiati Generate an MS-DOS Batch File
Currert Time: [3] Create a Desktop Shortcut
Schedules ﬁ Advanced Options

Wl=m=

For more information see Differential and incremental disk images.

Backing up files and folders

Creating Full, Differential, and Incremental backups of specific files or folders can optimize backup speed and disk
space requirements. The wizard can be accessed from the Create Backups task bar.
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2 Macrium Reflect - Home Edition - v8.0.5869 BETA (Mot

Fle  View Backup Restore Other Tasks
Rescue Defaults Llpdates Help

Create Backups = Existing Backups = Logs
4 Create Backup Tasks

I:I Image selected disks on this computer

Help

Ml Create animage of the partition(s) required to backup

MW nd restore Windows

Create a File and Folder backup

For more information see Backing up files and folders.

Cloning disks

Cloning is particularly useful if you are upgrading to a new, larger hard drive or if you need to quickly swap failed

disks out of your system.

Select the disk or partition you require from the Create Backups screen and click Clone this disk.

2 Macrium Reflect - Home Edition - v8.0.5869 BETA (Mot For Resale) [UEFI]

File Wiew Backup Restore Cther Tasks Help
Rescue Defautts Updates Help

Create Backups ~ Existing Backups =~ Logs

4 Create Backup Tasks
I:I Image selected disks on this computer

ml Create an image of the partition(z) required to backup
MW 04 restors Windows

Create a File and Folder backup

4 Details
EF| system partition
{D8C48CCO-BBAB-4806-9ECA-FFF3D192C54C}H
File System: FAT32 (LBA)
Free Space: 735 MB
Total Size:  100.0 MB
Start Sector: 2,048

For more information see Cloning a disk.
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Local Disks Definition Files Scripts Scheduled Backups

~§
s Refresh

g GPT Disk 1 [ASAEABZE-4FFC-44DD-B511-2F5F20Z200CE] - Msft  Virtual Disk 14

B 1-NONAMEiNone)
FAT22 {LBA] Primary

26.5MB
100.0 MB

Actions... ¥

FE‘. Clone this disk...

": § Image this disk_.
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Scheduling, retention, and disk space

Whenever you create a backup, regardless of the type, you have the option to create a backup plan using the

scheduling and retention wizard.

Click below Select a Template for your Backup Plan to select from industry best practice backup plans templates,
quick-start backup plan templates, or even templates that you have created. You can even skip over scheduling to
simply take advantage of the retention rules for managing your disk space.

o= s
Edit the Plan for this Backup

1. Select a Template for your Backup Plan

None

None:
Create your own schedules by selecting this option.

i Grandfather. Father. Son.
Daily Incremental {"Son"), weekly Differential {"Father"), and monthly
Full {"Grandfather") backups.

| Differential Backup Set |
A Full backup is created periodically followed by daily Differential
backups.

w

Incremental Backup Set
A Full backup is created periodically followed by daily Incremental
backups.

Intra-Daily Backup Set
A Full backup is created manthly, then daily Differentials followed by
Incremental backups every 15 minutes during the day.

L e PN me T

Create a Synthetic Full if possible 1
[ Run the purge before backup.
Purge the oldest backup setis) f less than 5 = | GB on the target volume (minimum 1GE)

& Advanced Options Help < Back Next > Cancel Finish

You can then customize the plan to suit your needs.

You can view, edit, cancel or run scheduled backups from the Scheduled Backups screen.

Local Disks Definition Files Scripts Scheduled Backups
g O [
s

Refresh Edit Delete Run
Name Schedule Next Run Time Last Run Time Status Last Result User Account
4 Clone - My Clone xml (C:%Users\Admin‘Documents\Reflect)
L Clone At 09:00 every day. starting 01/05/2021 13/05/2021 09:00 12/05/2021 16:12 Ready (x800710eD Emor  SYSTEM
4 |mage - My Backup(1)xml {C:\Users*Admin*Documents*Reflect )
I— Full At 059:00 on the first Mon of every month, starting 12/05/2021 07,/06/2021 09:00 Never Ready Task has notyetrun SYSTEM
| Differertial At 09:00 every Mon of every week, starting 12/05/2021 17/05/2021 0%:00 Never Ready Task has not vet un SYSTEM

Referenced File - My Backup(1)xml

Image Options KML View

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 88



Macrium Reflect v8.0 User Guide

Backup plan templates

Macrium Reflect includes templates for automating industry best practice backup plans that help you maximize

retention for your available storage space. These can be accessed and modified, or you can create your own backup
templates.

To manage backup plan templates click Backup and select Backup Templates...

2 Macrium Reflect - Home Edition - +3.0.5869 BETA (Mot For Resale) [UEFI]
File  View Restore  Other Tasks  Help

Image Selected Disks...

Backup Windows. ..

Backup Files...
Rescue

Backup Templates...

Disk Write Performance...
prTEsKS Local Disks

Create Backur

el 15 8

4 Create Back

[=

For more information about using backup templates see Scheduling backups.

For more information about retaining backups and backup plans see Retention and consolidation.

Restoring files and folders

To directly restore the contents of a file and folder backup use the Macrium Reflect file and folder restore feature.

2 Macrium Reflect - Home Edition - v8.0.5868 BETA (Mot For Resale) [UEFI]
Fle View Backup Restore Other Tasks Help

Q& & QO

Rescue Defaults Updates Help
Create Backups | Existing Backups | Logs
4 Existing Backup Tasks Image File and Folder

EC\) Open an image or backup file in Windows Explorer @ Browse for a backup file.

(= Detach a backup image from Windows Explorer

Search backup files @)

4 Details . = s e e
|,,—, dcards for partial file names and separate names v‘ Modified
ID:  2CFFA24943AF8358
Type: Ful @ alldates () Dates between:  [12/05/2021 | to |12.w:|5.-2021 |
Date: 12/05/2021 16:26 In Files
O allfilesinview @) Selected file
CAUSERSMADMINADOCUMENTSY
e -
Bre: “temp: ~tmp; “bak: Backups From Definition  |All v| ViewAs Backup Sets v
© < Eo|B|= E ©
-
B 3Bl = = F
Edit Remove Refresh Browse Restore Boot Verify New Delete
Folders Path
Al folders 4 EX
E: L . 2CFFA24343AF8358-00-00 mibak

For more information see Restoring a file and folder backup.

Restoring images

Select the Existing Backups taskbar, choose the image you want to restore, then click Restore.
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2 Macrium Reflect - Home Edition - v2.0.5869 BETA (Mot For Resale) [UEFI]
Fle View Backup Restore (Other Tasks Help

Q& & O

Rescue Defaults Updates Help
Create Backups Logs
4 Existing Backup Tasks File and Folder

) S,
E_G‘) Open an image or backup file in Windows Explorer "’E Browse for an image file..

Detach a backup i from Wind. Expl
F@ s GPT Disk 2 [T2E7ARGH2F2B4T4C-AALISCADOTSCI0N] - Msft Virtual Disk 10 <100.00 GB>

4 Details 1- (Nen=)
Unformatted Primary
o ZPABSZTERIDSeE 1
Type:
ype: Ful 50mE
Date: 01/05/2021 14:28 160 MB

Images that contain drive: All Drives ~ | Backups From Definition |Al ~
~ = 2y C
> © < Eo|B|E B &
Edit Remove Refresh Browse Restore Boot Verify MNew Del
Folders Path
Allfolders 4 Ch
C: I | B5276F7059683-00-00 mrimg |

For more information see Restoring an image from within Windows.

Note: If you are unable to boot Windows you can still restore an image by booting from the Macrium Reflect rescue
media and using the temporary Macrium Reflect to find and restore images.

ReDeploying computers

Macrium ReDeploy is included in all licensed editions of Macrium Reflect. With ReDeploy you can restore an image
to a replacement computer or even create various types of virtual hard drives to virtualize the machine, a technique
sometimes called Physical to Virtual or P2V. ReDeploy modifies an existing offline operating system to work with
new hardware.

1. Restore your system image to the PC being deployed before running ReDeploy.
Note: There is no need to reboot your PC after restoring an Image and before you run ReDeploy.

2. Boot the target PC with the Windows PE rescue CD or USB equivalent.

3. On the Existing Backups task pane, click ReDeploy Restored Image to new hardware.

For more information see Re-deploying Windows to new hardware using Macrium ReDeploy.

Scripting backup processes

In the Scripts tab, you can manage script files, run, or schedule them to run later. You can even create a desktop
shortcut for convenience.
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2 Macrium Reflect - Home Edition - v8.0.5863 BETA (Mot For Resale) [UEFI]
File  View Backup Restore Cther Tasks Help

Rescue Defaults Updates Help

Existing Backups =~ Loas
4 Create Backup Tasks Local Disks Definition Files Scheduled Backups

I:I Image selected disks on this computer 0
. o 0 © ¢ O B =

Ml Create an image of the partition(s) required to backup

MW 5nd restore Windows Open Delete Run Schedule Shortet
Create a File and Folder backup File Name
Batch bat

My Backup ps1
My Backups.vbs

Managing Macrium files in Windows

Wherever you browse for files in Windows programs or Windows Explorer, you can find Macrium Reflect functions
by right-clicking on drives or Macrium files. If you have file extensions showing, Macrium files have the extensions .
mrimg for images or .mrbak for file and folder backups. Otherwise, you can look for the icons.

With Macrium Reflect installed, directly from Windows you can:
® Image drives
® Run Macrium XML definition files
® Mount and unmount images for browsing
® View file Macrium properties in the file properties dialog
® See comments in Windows Explorer columns
® See a popup summary of the file contents by hovering the mouse pointer

Note though, the best way to view backup sets is in the Macrium Reflect interface itself where it can automatically
collate the multiple files involved in incremental and differential backups and you can manage them as a set.

Windows Explorer shell integration

Macrium Reflect is integrated with Windows Explorer giving you the following features:
® Context-sensitive menus
® Windows Explorer columns
® _mrimg and .mrbak file properties
® File Infotips

® Extended support for Reflect XML definition files
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Context-sensitive menus

Right-click on Reflect .mrimg and .mrbak files to Explore Image or Restore an image.

[£) OF1605B697787977-00-Q e Disk Partition image 9,750,075 KB
[¥] SDTEE1ACE372E102-00, Explore image File and folder backu... 704 KB
2] ATAB11C627D5BC2A-D) Restare Disk Partition image 442 076 KB

You can then right-click on the disk to unmount the image

Local Disk () [==]  DWD Drive (D¢) Macrium Local Disk (E:}

== | | Technician's Media ]

Ty 72.4 GB free of 99.3 GB 0 bytes free of 670 MB -y 48,6 GB free of 99.9 GB
Macrium Reflect Image (F:)

(2) wm o

1 77.0GB free of 29.] pen

Open in new window
Pin to Quick access

Ea Scan with Microsoft Defender...

Macrium Reflect )

Give access to )

Unrmount Macrium Image

Restore previous versions

Pin to Start

You can also image individual drives by selecting the drive, right-clicking, and selecting the Macrium

Reflect option then Create a Macrium Image of this partition...

~ Devices and drives (3)

Local Disk (C:) [==]  DVD Drive (D:) Macrium Local Disk (E:)
- [ @ Technician's Media [ ]
L 72.4 GB freg=£002 2D O badoc £one £ €70 WB .y 88.6 GB free of 99.9 GB
Open
Open in new window
Pin to Quick access
E; Turn BitLocker on
Ea Scan with Microsoft Defender...
Macrium Reflect > Create a Macrium Image of this partition...
Give access to > |
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Windows Explorer columns

You can add columns in Windows Explorer to show the Backup Method and the comments stored with the backups.

Open a folder containing Macrium Reflect backup files, right-click on any Explorer column heading and select More

MName

%) OF1605B697787977-00-00
4 SDTEE1ACE372E102-00-00
) A1A611C627D5BC2A-00-00
) A1AG11C6E27D5BC2A-01-01

Choose Details

Date modified Type Size Size All Columns to Fit

Disk Partition image

Name
File and folder backu...
~  Date modified
¥ Type

~  Size

Disk Partition image

W W W
= =]

Disk Partition image

Date created
Authors
Tags

Title

More...

Scroll and select Backup Comment and Backup Method

Select the details that you want to display for the items in this

folder.
Details:

|:| Auto summary
[ ] Availability

Backup Method
[] Bec

[] Ber addresses
|:| Beats-per-minute
[ ] Biling information
[ ] girthday

[ ] Bit depth

[ Bit rate

[] Broadcast date
[] Business address
[] Business city

Backup Comment

|:| Business countryregion

>
Ll Mowe Up
Move Down
Show
Hide
W

Width of selected column (jin pixels): IEI

Cancel
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The columns are then added to the Explorer view:
Mame Date modified Type Size Backup Cc\r;m'nrznt Backup Method

) A1AB11CE2TD5BC2A-02-02 30/04/2021 19:29 Disk Partition image 4223 KB  Backup of 55D Incremental
£} OF1605B697787977-00-00 0/04/2021 14:10 Disk Partition image 075 KB Full
171 5DTEE1ACE372E102-00-00 /2021 18:52 File and folder backu... 704 KB Full
[£] A1A611C627D5BC2A-00-00 F2021 1313 Disk Partition image 442,076 KB Full
[#] A1AG11C627D5BC24-01-01 30/04/2021 13:13 Disk Partition image 4,140 KB Incremental

[or}

.mrimg and .mrbak file properties

Right-click and select Properties to view the Macrium Reflect properties pane on image and backup files. This
gives information about the file such as the backup method and time of backup as well as volumes or folders that

have been backed up.

= A1AB11CE2TD5BC2A-02-02 Properties x

General Macrium Reflecl  Security Details  Previous Versions

Summary

Backup type  Image Backup "
Backup met... Inocemental

Backup Time  Friday, April 30, 2021 19....

Compression  Medium

Password pr... No

Disks and partitions backed up
Drive: Msft  Virtwal Disk 1.0
NO MAME, EFI system partition Partition, FAT32 (LBA)
, Microsoft reserved partition Partition, Unformatted
, Partition, NTFS

Comment
Badkup of S50
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File Infotips

Hover the mouse over a Macrium image or backup file, you can get a brief summary of the file including the file type
(Image or Backup), backup method, compression level, and if the file is password protected.

Name

2 ATAG

%] OF1603B697787977-00-00 0/04/2
#) 5D7EE| Macrium Reflect Image Backup

) A1AG]
2] A1AB1 Password protected: No

Date modified

11C627D5BC2A-02-02 30/0

Backup Method: Incremental
Compression: Medium

Type Size Backup Comment
Disk Partition image 4223KE  Backup of 55D

Disk Partition image 9
File and folder backu...

Disk Partition image

Disk Partition image

Backup Method

Incremental
Full
Full
Full

Incremental

Extended support for Reflect XML definition files

You can run full, differential, and incremental backups by right-clicking on XML definition files. Select the Macrium
Reflect option and then the backup type you wish to perform.

Name

Batch
* | My Bad
¥ My Bag
« My Bag
* My Bag

Open

Edit
By Share with Skype
Ea Scan with Microsoft Defender...
E Share

Open with

Macrium Reflect

Give access to

Restore previous versions

Date modified

11%:00
11

3

Create full backup
Create incremental backup

Create differential backup

Type Size

Windows Batch File

XML Document

XML Docurnent

Windows PowerShell Script

ML Document

Reviewing your backup history

Macrium Reflect makes it easy to access logs of all types of backups and restores. Logs can be searched for using
the 'Logs' tab and directly accessed from backup files in the 'Existing Backups' tabs.

Accessing logs from the 'Existing Backups' tab

Select the 'Existing Backups' tab, select 'Image' or 'File and Folder' and right click on the backup file of

interest.

v5
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Creale Backups | Existing Backups  Logs
4 Existing Backup Tasks Image Fie and Folder

\
% Open an image or backup file in Windows Explorer &3] Browse for an imagefile...

\
% 2.5 backup \mage roniiiiiows EXD'DI’EI’ E GPT Dick 1[B13F3F2D-A31E-475D-9FBA-FCE1DBPFBBYF] - Msft  Virtual Disk 10 <25000GB>

[ Launeh Macnum vBoct P ——
NTFS Primary
4 Detsil I
1D: 54A2B9364BCED405 4308 MB
4920MB
Type: Full

Date: 16/12/2020 04:24

Images that contain drive: All Drives v Backups From Definition  |All ~ View As | Backup Se
C B & 5 9
[» O ~ ko B [H Eo &
Bt Remove Refiesh  Browss  Restors 0ol Vedfy  New  Delets
Folders Path Defini
Alfolders a[Jcy
e | £2305608C22A248A3CC 0000 miimg My Bs
E 47\ 54D <
o oo, Image... My B
[} wauttarchive'...\w8test-backups | b e My Bz
| L Epey  Retemage. b
L zyrree;  vidootimage..
|azy4E9122 Verify Image... My Bz
| | e Run Backup > My Be
!_ Loy View Backup Logs > For Backup Definition > All My Be
4721012028 My B
C 2o bzEslTE: Selected Backup Successful Wy Be
Edit Comment.. Selected Backup (In Browser) Warning
Open Folder. Cancelled
Faild

'View Backup Logs' enables all logs to be viewed for the Backup Definition that created the file or the individual
backup, either in the Macrium Log Viewer or in your default web browser.

Navigating Logs in the Macrium Log Viewer

Click the Logs tab in the main user interface

2 Macrium Reflect - Home Edition - v&.0,5831 BETA (Mot For Resale) [UEFI]
Fle  View Backup Restore Cther Tasks Help

Q& @

Rescue Defaults Updates Help

Create Backups  Existing Backups

Logs are initially sorted in descending date order and there's a log 'Filter' at the top of the page to quickly search for
logs of interest.

Fitter
Filter Logs -19 Tab switch on log open Close All Tabs Clear Fitters
Type Image ~ Activity | Al Logs e
Status | Successful, Failed, Waming, Cancelled ~
Backup Definition Al B
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Tab switch
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Clear filters

Activity
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All Types

Image

Image Restore

File and Folder Backup
File and Folder Restore
Clone

SQL Backup

SQL Restore
Exchange Backup
Exchange Restore

Successful
Failed
Warning
Cancelled

All backup definitions with a log for the selected type.

If enabled , a double click or taking the 'View' toolbar or context menu option will cause the newly
opened log tab to be selected and opened.
If not enabled , the log list will retain the focus and the newly opened log tab will glow for a short

time to draw attention to its location.

Returns all filter options to the default 'All' state.

All logs
Today

Last 7 Days
Last 30 Days

Latest - The last backups for the current selection criteria

In Range - From and To dates with a 'Filter button to generate the list:

From 01/01/2000 v| |DD:DD:DD

;| To |15,rD5f2[:-21 v||23:55:55 :

Fitter

Accessing logs in the log list

'View' Button

v5
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Filter Logs - 31

Type

Status

Existing Backups = Logs
All types e Activity
| Successful, Failled, Waming, Cancelled w

Backup Definition All

— W g &

Refresh Purge Recent Events

Result Date -

. Cancelled 13/05/2021 09:00
(% Success 12/05/2021 16:26
(1 Success 03/05/2021 22:00
(% Success 03/05/2021 21:59
(% Success 03052021 21:59
# Cancelled 03/05/2041 21:57
(% Success 03052021 20:50

The log will then open in a new tab.

Create Backups = Existing Backups = Logs
Fitter {7/ File Backup - 12/05/2021 16:26 %

WSS Copied Files

Events Delete Email Save Browser

@ Backup ID - 2CFFA24943AF8358

Backup Summary
Auto Verify: M
Maximum File Size: Automatic
Compression: Medium
Password: N
MTFS Permissions: Y

O | B

Delete Wiew

Type

Clone

File Backup
Image

Image

Image

Image

Image Restors

E ©0 = A B o

Print

1

Email

Definition

My Backup xml
My Backup xml
My Backup xml
C Dive Backup xml

v5

Folder Reparse Points:
Backup set matching:
Power Saving:

Email On Success:
Recipients:

Email On Warning:
Email On Failure:
Recipients:

Current Time:

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.

Follow user reparse points, do not follow system reparse points
Similar - Match on backups with at least one matching folder

M

Y

username@gmail.com; usernamel@gmail.com

M

Y

username@gmail.com; usernamel@gmail.com

12/05/2021 16:26:14
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If the log has a VSS log, this can be viewed by selecting VSS.

Create Backups = Existing Backups | Logs

Fitter (7 File Backup - 12/05/2021 16:25 %¢

Log VS5 Copied Files
[T
E o=@l
Events Delete Email Save s

[Gathering writer metadata...)
(Waiting for the asynchromous operation to finish...)
Initialize writer metadata

- Get exclude files

- Enumerate cCOmMpOnents

- Get file list descriptors

- Get database descriptors

- Get log descriptors

- Get exclude files

- Enumerate components

- Get file list descriptors

- Get database descriptors

Open logs can be saved, opened in a browser, printed, or emailed.

Create Backups = Existing Backups = Logs

Fitter (/i File Backup - 12/05/2021 16:26 %¢

Log W55 Copied Files
Events Delete Email Save Copy

Once you have finished viewing the log, you can close the open log by selecting the X icon.
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Existing Backups =~ Logs

(< File Backup - 12/05/2021 15:2@

W55 Copied Files

5 0 ™=

Delete

Email

=

Save Cop

You can purge your logs by selecting the Purge icon.
This will open the log file purge settings in the Reflect Defaults.

Q @&

Rescue Defaults
Create Backups = Existi

Fitter
Filter Logs - 31

Type
Status

Backup Definition

o | @

Refresh Purge
Result Dat
¥ Canceled 134
(7 Success 124
(5 Success 03,
(% Success 03,
(% Success 03,
¥ Canceled 03,
7 Success 03,
(5 Success 03,
(% Success 03,
(2 Success o
3 Failed |
(7 Success 01
(5 Success |
(% Success m

Reflect Defaults

£y G

Backup Restore
Defaults Defaults
Priority
Log file purge

Advanced Backup Settings
Advanced Incrementals
Intra-Daily Backups
Destination Drive Discovery
W55 Settings

Macrium Reflect PE Files
Optical Media

Script Editors

Configure Hot Key
Miscellaneous Options

%

Advanced
Settings

=] O
=

Schedule  Network Share
Settings Settings

8 ™=@ G

Script Email Settings Update
Defaults and Defaults Settings

Purge Log File Settings

Remove log files older than 52 = Weeks hd

[IMove to the recyde bin
|:| Perform at startup Remove Mow

Enable the 'Perform at startup’ option to remove log files when Macrium Reflect starts.
Alternatively you may use the 'Remove Now' button to action this manually.

Help Cance

Removing your License key when Upgrading your PC

This article covers the procedure for removing a purchased license key from one computer so it can be

transferred to another computer, such as when a computer is replaced due to upgrading your computer or so it
can be restored to the same computer after a major upgrade.

v5
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(D Please note that a separate license key is required on each computer on which Macrium Reflect is
installed. The transfer of a license key from one computer to another is only allowed for legitimate upgrade

/replacement purposes.

1. Make sure you have a record of your license key:

Your license key was sent by e-mail when you originally purchased. Your license key can also be found in
the Help menu of Macrium Reflect by selecting About Macrium Reflect...

Lost keys can also be retrieved here:http://www.macrium.com/account/myorders.aspx

2. Remove your license key and uninstall Macrium Reflect:

Open Macrium Reflect in your old computer and making sure it is connected to the Internet, then in the Help

menu select Remove License...

2 Macrium Reflect - Home Edition - v8.0.5881 BETA (Mot For Resale) [UEFI]
File View Backup Restore (Other Tasks  Help

,A} I:?_} Help...
@ @ Release Motes

Rescue Defaults Llpdates Help Corfigure Update Check...
A2 Update licenze key...

Create Backups =~ Existing Backups = Logs
Remove License...

4 Create Backup Tasks L
About Macrium Reflect...

r— Imane eclartad dicke An this .

The following dialog is displayed:
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Remove License x>

p Remove your license from this computer and allow
installation on a different computer,

This operation reqguires an active internet connection. Flease
ensure that Reflectisn't blocked by any firewall software.

Uninstall Reflect

Cancel

Ensure there is a tick against Uninstall Reflect and click OK.
Macrium Reflect will uninstall and your license key will be removed making it available to be used on your
replacement computer or original computer after a major upgrade.

More information:

You can download installers and license keys by entering your email address here:http.//www.macrium.com
/account/myorders.aspx

You should create a new Windows PE rescue CD on your new hardware.

Backup Internals: What is VSS, how does it work and why do we use
it?

As happens sometimes, our more technically minded customers question a system that “just works”. We like these
sort of customers, as they keep us on our toes. In this specific case, the question was is it safe to continue using my
computer during imaging and the answer is yes, although the longer explanation is much more involved. After the
ensuing discussion, one of our community members suggested we write this information up as a FAQ entry
somewhere and internally we felt it was worth preserving the information from that thread, so this blog post is an
extended, polished version of our notes there.

Reflect can take an image of a live system. How does this work?
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Writes via OS. v

Disk

Application

A simple disk write

Internally Macrium Reflect relies on a Microsoft Windows component called VSS, which stands for Volume Shadow
Storage. Microsoft's VSS operates by taking what is called a copy on write snapshot of your system. This allocates a
small temporary storage space. Then, every time you write to a part of your disk, the information on the disk is first
copied to the snapshot before allowing the write to take place.

Copy written to
shadow storage

First Old
data copied.

Application

Finally, new data
written to disk.

VSSin use

This techniqgue makes VSS quite efficient. A snapshot only contains as much data as has changed since the
snapshot started — you do not need an entire copy of your disk. Also, writes are only affected for used space — free
space does not need to copy anything, as there is no original to preserve.

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 103



Macrium Reflect v8.0 User Guide

Changed area

read from

snapshot
Macrium Unchanged -
Reflect area read v

from disk. g

gJ Gets data at a point in time.

Reading data

However there is another side to this advantage. The more writes made after the snapshot springs into existence,
the more VSS must store. So if you perform an excessive amount of disk activity during imaging, the snapshot
storage space may become large. VSS imposes a cap on this space, and should a snapshot attempt to exceed it,
VSS will stop its copy on write behaviour and delete the temporary storage.

Once the snapshot is finished with, the space can be freed up again — so the temporary storage space is only
needed during use.

What determines where this storage space is?

There is no magic to this — VSS chooses sensible defaults based on your available drives. This configuration can of
course be altered and Microsoft provide a tool for this called VSSAdmin.

Is the data taken at a point in time really consistent?

This is a difficult question to which there is no straightforward answer. As you may have realized already, if a copy is
in progress when the snapshot starts, only the completed part of the copy will be included in the snapshot. The rest
of it will count as new writes and the old, inconsistent blocks will be copied to the snapshot!

To understand how VSS gets around this we need to understand a little more about VSS architecture so I'll introduce
three terms:

® Provider: in VSS land, a provider provides the VSS service and is responsible for all the co-ordination
elements. Essentially this is the “core” of VSS. Microsoft include a VSS Provider with Windows, and Reflect
uses this. (Technically speaking, there are two components, the co-ordinator and the provider, however, for
simplicity we have combined these for the purposes of explaining VSS.)
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® Requester: a requester is, as you might expect from the name, an application that requests a snapshot to
be made. This request goes to the provider.

® Writers: these components provide a mechanism for applications to be alerted to the creation of a snapshot,
so they can prepare their data for snapshotting. VSS providers can notify VSS writers that a snapshot has
been created, and the VSS writer can then perform the appropriate action. Once the snapshot has been
taken, the provider again notifies the writers, so they may let the applications resume.

VSS Writers are an important part of VSS for certain environments. Imagine you are running a heavily loaded
database server in production, or a virtual machine cluster. The database server will have open and be manipulating
its database files, processing transactions etc. while the VMs are continually performing disk operations for the
virtualised OS. Taking a point-in-time snapshot might be fine but, due to the amount of 10, it is likely to catch one or
more of these services off guard in an inconsistent state.

The role of writers is to inform these applications a snapshot is about to be created. The application can then
perform any tidy up operations necessary to ensure what is on disk is consistent. The snapshot starts and the
applications are then notified they can continue. Now the on disk state should be fine.

When do | need to check my applications are VSS aware? l.e. when do | need VSS writers?

You need VSS writers for applications that perform large amounts of 10 and depend heavily on the state of the files
they are writing if you wish to back them up. Virtual machine disk images are a perfect candidate for this — the
running image could easily become inconsistent.

Most applications do not write to disk in quantities of data large enough to be a problem. Many applications from
Microsoft are also VSS aware, which helps greatly.

What about current and previous snapshots?

VSS is smart enough to keep track of its temporary storage location, and will exclude anything in it, including the
current temporary storage area and any persistent snapshots that have been previously created. So when the data
is read by your backup software, you only get what you need.

When is VSS in use and when is it not with regards to taking a backup?

Now a question you may not have thought of — when is VSS in use? Well, VSS solves the problem of imaging a live
system neatly, so whenever you image your system with Reflect you are probably using VSS.

There is one exception to this — we have a fall-back mechanism for live versions of 32-bit Windows client operating
systems up to Windows 7 (so XP, Vista and 7) called pssnap.sys. Reflect can use this on these systems if VSS is
unavailable. pssnap provides the same copy-on-write technique as VSS, but with fewer extra features (pssnap.sys is
not a VSS provider and is independent from VSS). Why have both systems? Well, VSS is a core component of
Windows and available on every edition of Windows greater than XP SP2. We know it will be there as Microsoft are
committed to this feature and it makes sense to use it as it is highly reliable. Before VSS we had no such mechanism
so we built our own. It is equally as reliable but we felt the feature additions of VSS and the support for writers for
enterprise scenarios really meant VSS made sense.

However in the rescue environment we do not use, or need to use, either pssnap.sys or VSS. Why? Because the
system is not in use so the data should be perfectly consistent at all times. Of course we may well end up including
persistent snapshots if they exist because without VSS they are not excluded.

You keep saying VSS is a Windows feature, yet only Reflect uses it...

Actually, that’s not true. Windows itself uses VSS for system restore points! These system restore points are the
persistent snapshots that might exist in your shadow storage.
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That's it. If you'd like to read about VSS directly from Microsoft, you can read their article on TechNet.

Macrium Rapid Delta Clone (RDC)

As with Rapid Delta Restore (RDR) the concept of RDR has been something that has been thought about for quite
some time here at Macrium Software. We wanted to build a clone solution that would effectively and rapidly copy
only the differences between the source and target file systems. The advantage of this is obvious, RDC offers similar
a performance increase as an Incremental disk image offers over a Full image and enables regular clones to be a
viable and fast DR solution.

How does it work?

The NTFS file system resident on the clone source is compared with file system on the target disk. The two file
systems are first verified that they originated from the same format command and then the target NTFS file system
structures are analyzed for differences. All the NTFS file system structures are copied to the target disk and any that
do not exist or have been modified on the target disk cause the data records for each NTFS file or object to be
copied as well. The result is an 'Incremental’ clone applying only file system changes detected between the source
and the target.

(D Note: RDC works with NTFS file systems only. All other file systems will perform a full clone

(D Note: RDC is not available when shrinking partitions during a clone.

Rapid Delta Restore - RDR

Macrium Rapid Delta Restore (RDR)

The concept of RDR has been something that has been thought about for quite some time here at Macrium
Software. We were aware of competing technologies that offer fast restore capabilities but wanted to build something
better...

Known state restore

This method performs a restore of an incremental image to a file system at a known state. The problem with this
method is that the the 'know state' must be prepared before hand and the target disk cannot be accessed before the
final 'rapid' restore. This means that the target disk for the restore cannot be the original 'live' disk and a previous
restore of the same backup set must have been performed beforehand and the disk taken offline. Not very flexible.

Snapshot restore

Another method is to rely on an open Microsoft Volume Shadow copy Service (VSS) snapshot and use this to
restore back to the state when the snapshot was created. Very quick, but only allows restoration back to the same
disk and the image must have been created with VSS. Again, not flexible enough for real world DR.
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Macrium RDR

Where Macrium RDR differs is that it isn't dependent on VSS and a delta restore can be perform to any disk that
has a previous copy of the imaged file system, no matter what it's current state. This means that you can restore
quickly back to the original disk (similar to the Open Snapshot) method, and have the flexibility to restore to a
different disk that contains the same file system on it in any state.

How does RDR work?

Unlike 'Known State' and 'Snapshot' restore, the only dependency for RDR is that the target file system contains a
formatted NTFS file system that is the same file system as was originally imaged. When the restore starts the disk
image is loaded, again this can be an image taken at any time, and the target NTFS file system structures are
analyzed for differences. All the NTFS file system structures are restored to the target disk and any that do not exist
or have been modified on the target disk cause the data records for each NTFS file or object to be restored as well.
The result is an 'Incremental’ restore applying only file system changes detected between the image and the target.

(D Note: RDR works with NTFS file systems only. All other file systems will perform a full restore

@ Note: RDR is not available when shrinking partitions during a restore.

Backup, imaging and cloning

Macrium Reflect creates File and Folder backups as well as disk images including cloning complete disks. The
Macrium Reflect Server Plus for Exchange and SQL version adds MS Exchange and MS SQL Server backup
capabilities to this.

A File and Folder backup is a useful way to backup your working files, personal files, and precious data. Unlike other
backup solutions, Macrium Reflect can backup open and locked files by using Microsoft Volume Shadow Copy
Service (VSS). You can backup your Documents folder and save the backup configuration as an XML file for easy re-

running and scheduling.

A Disk Image stores the information required to completely restore disks (or their individual partitions) exactly as they
were when the image was taken.

Cloning with Macrium Reflect creates an exact copy of partitions to a different drive. For example, Upgrading to a
larger hard drive or moving from a large magnetic hard disk to a smaller and faster SSD. When you Clone a hard
drive, you can boot from the target disk on the same system after cloning.

® Important

Windows cannot boot from a USB-connected drive. This is a restriction imposed by Windows. If you clone
your system disk to a USB-connected external drive then, to boot your clone, the physical disk must be
removed from the USB caddy and attached internally.
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Creating a backup image of your computer, drive or partitions
Manually running a job from a configured XML backup definition
How backup sets are created and maintained

Backing up files and folders

Cloning a disk

Backing up Microsoft Exchange databases

Backing up MS SQL Databases

Creating a disk image of a single drive or partition

Differential and incremental disk images

Creating desktop shortcuts for full, incremental and differential backups

Checking VSS events when backups fall
Alternative Locations For Backups
Advanced Options

Verifying image and backup files

How to backup Hyper-V Cluster Shared Volumes

Using Microsoft Volume Shadow Copy Service (VSS) Macrium Reflect creates point-in-time persistent images of
your system. In Addition to creating backups of all partitions required to backup and restore Windows, you can

backup all or selected drives and partitions on the PC.

Starting the Image Wizard

Setting the Image destination
Adding and Editing the Backup Plan
Displaying the Image settings
Saving the backup definition

Best practices for saving Macrium Reflect backup definition files

Starting the Image Wizard

The Image Wizard can be started in multiple ways...

1.

v5

By selecting Image selected disks on this computer.

Using this option will populate the Image Wizard with all selected disks and partitions in the application main

window.
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Create Backups | Bdsting Backups = Logs

4 Create Backup Tasks

I:I Image zelected disks on this computer

Ml Create an image of the partition(z) required to backup
MM and restore Windows

Create a File and Folder backup

2. By selecting Create an image of the partition(s) required to backup and restore Windows.

Using this option will choose all the partitions required to boot Windows. This may include hidden system

partitions that are essential for Windows to start and run.
See: Windows Partitions
Create Backups = Existing Backups =~ Logs

4 Create Backup Tasks

I:I Image selected disks on this computer

ml Create an image of the partition(s) required to backup
MW and restore Windows

Create a File and Folder backup

3. By Selecting a disk in the application main Window and click Image this disk....

E GPT Disk 1 [A3AEABZE4FFC44DD-B511-2F5F202200CE] - Msft  Virtual Disk 1.0 <10000 GB=

B 1-NONAME (None) B 2- (Nonz) i
FATE2 (LBA) Primary Unformatted Primary I
26.5 MB 16.0 MB ¢
1000 MB 160 MB <

Actions.. ¥

- - .
chonethlsdlsk... E ;Imagethlsdlsk...
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4. By Selecting a disk in the application main Window, click on a partition, then click Actions and select Image

this partition only...

Q GPT Dizk 1 [AAEABZE4FFC44DD-E511-2FSF20Z200CE] - Msft  Virtual Disk 1.0 <100.00 GB=

SE 1-NONAME (MNans] BE 2- iNone)
FAT3Z {LBA) Primary Unformatted Primary
26.5MB _, 16,0 MB _,
1000 MB 160 MB
Actions... ¥
I é Image this partition only. ..
= o= this disk...
5. File System Properties...
9 . & Analyze File System.. B46] - Mcft Virtual Dick 1.0 <100.00GB>»
-#*  Enable Changed Block Tracker e
#  Enable Image Guardian MTFS Primary

Setting the Image destination

The first page of the Image Wizard shows the selected disks and partitions to be included in your Image and allows
you to choose a destination.
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Disk Image

-
g * ; Select Source Drive(s) & Partitions

Source
GPT Dick 1 [AZAEABZEAFFC-44DD-8511-2FSF202200CE] - Meft  Virtual Dick 1.0 <100.00 GB=
23 1-NONAME(None] 2 2- None) am 3- i) __-}: 2m 4- iNone]
FAT32 (LBA) Primary Unformatted Primary NTFS Primary L NTFS Primary
26.5MB 160 MB 4107 GB 430.5 MB
100.0 MB 160 MB 9938 GB 5130 MB
Total Selected: 4153 GB
Destination
(®) Folder |F3\ v m
Altemative locations
CD/DVD Bumer
Backup File Name | {
Type | for parameters F{IMAGEID}-00-00 mrimg
éb Advanced Options Help < Back Next > Cancel Finish

In the Destination section, enter the target backup folder.
You can type the destination path or click the browse button to choose a folder. The destination path can

be on a local drive or network share.

Alternative Locations can be used to provide backup rotations or as a fail-safe for temporary unavailability of the

primary backup destination.

{D Note: You cannot enter a path that is located in any of the partitions included in the Image.

Run time parameters enable dynamic information to be included in backup file names at run time.

In the Image and File and Folder backup dialog simply type '{' or press the '{' button at the end of the file name

edit field:

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.
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{REFLECTVER} - Macrium Reflect major minor and build nurnber (9.9.9999)

{BACKUPTYPE} - Full, Diff er Inc

{COMPRESSION} - None, Med or High

{AES} - Clear, Mone, 128, 192 or 236

{WINVER} - Windows major miner and build number (9.9.99999)

{PCNAME] - The PC MetBIOS name

{USERNAME]} - The Windows account name running Macrium Reflect
Disk Image {USERDOMAIM] - The Windows account demain running Macrium Reflect

> {ISODATE} - Current backup formatted date and time (YYYY-MM-DDTHH.MM.55)

g Select Source IYYYY) - Year with century, as a number

¥} - Year without century, as a number (00 - 99)

Source {MM} - Month as a number (01 - 12)
GPT Dick 1 [B&6 {MMNAME} - Full month name
2= 1 iNow {MMNAMESHORT]} - Abbreviated month name
I:l NTFS Primary {WEEKMUMM]} - Week number (00 - 53). The 1st Monday is the Tst day of week 1
:ﬁ {WEEKMUMS} - Week number (00 - 53). The 1st Sunday is the 1st day of week 1 _
497.0MB {DD} - Day of month as a number (01 - 31)

{WDMNAME} - Full weekday name
IWDMNAMESHORT] - Abbreviated weekday name
{WDNUMMON} - Weekday as a number (1 - 7: Monday is 1)

Total Selected: 0B .
TWDMNUMSUM] - Weekday as a number (0 - & Sunday is 0)
Destination {HH} - Hour in 24-hour format (00 - 23)
{HH12} - Hour in 12-hour format (01 - 12) -
-
® Folder [ {AMPM] - AM./P.M. indicator for 12-hour clock :|

{MIM} - Minute as a number (00 - 53]

(O CD/DVD Bumer {55} - Second as a number (00 - 39)

Backup File Name |{BACKUPT‘(PE}{ISODATE)| | {
Type '{ for parameters D:'test_paramsdiff_missing"{IMAGEID}-Full2021-05-15T15.22 58-00-00.mrimg
ﬁ Advanced Options Help ¢ Back Mext > Cancel F

The selected parameter from the pop-up menu will be inserted into the file name at the edit position.

All parameters are evaluated at run time, and an example of the output is shown in the formatted file name and path
below the edit field.

(D Note: The File name 'Set prefix' (IMAGEID above) is evaluated based on the backup set and isn't
selectable from the parameters list.

(D Note: The timestamp used for the time fields may differ by a few seconds to the backup time recorded for
the backup. This is because the backup file name is created before the completion of the Volume
Snapshot and the actual backup start time.
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Parameter

{REFLECTVER}

{BACKUPTYPE}

{COMPRESSION}

{AES}

{WINVER}

{PCNAME}

{USERNAME}

{USERDOMAIN}

{ISODATE}

{YYYY}

{yv}

{MMm}

{MNAME}

{MNAMESHORT}

{WEEKNUMM}

{WEEKNUMS}

{DD}

{WDNAME}

{WDNAMESHORT}

v5
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Description

Macrium Reflect major minor and build number (9.9.9999)

Full, Diff or Inc

None, Med or High

Clear, None, 128, 192 or 256

Where 'Clear' is no password and 'None' is password with no AES

Windows major minor and build number (9.9.99999)

The PC NetBIOS name

The Windows account name running Macrium Reflect

The Windows account domain running Macrium Reflect

Current backup formatted date and time (YYYY-MM-DDTHH.MM.SS)

Year with century, as a number

Year without century, as a number (00 - 99)

Month as a number (01 - 12)

Full month name

Abbreviated month name

Week number (00 - 53). The 1st Monday is the 1st day of week 1

Week number (00 - 53). The 1st Sunday is the 1st day of week 1

Day of month as a number (01 - 31)

Full weekday name

Abbreviated weekday name
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Parameter

{WDNUMMON}

{WDNUMSUN}

{HH}

{HH12}

{AMPM}

{MIN}

{SSs}

Please see How backup sets are created and maintained for more information on backup file naming.

Click Next. to edit the backup plan for this image or click Finish to save and/or run the Image now.

Macrium Reflect v8.0 User Guide

Description

Weekday as a number (1 - 7; Monday is 1)
Weekday as a number (0 - 6; Sunday is 0)
Hour in 24-hour format (00 - 23)

Hour in 12-hour format (01 - 12)

A.M./P.M. indicator for 12-hour clock
Minute as a number (00 - 59)

Second as a number (00 - 59)

Adding and Editing the Backup Plan

The second page of the Image Wizard is where you create or edit your backup plan. This defines the backup
schedules and retention rules for your backup.

v5
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Disk Image

Edit the Plan for this Backup

1. Select a Template for your Backup Plan

None -

2. Add/Edit Schedules

Backup Type Schedule

(D) rddschedde & Edt Schedule (©) Delete Scheciie

3. Define Retention Rules
Apply retention rules to matching backup sets in the tanget folder ~

Full Keep |12 = | Backups ~
Differential Keep |4 = |Backups ~
Incremental Keep |10 = | Backups v

Create a Syrthetic Full f possible |
[ Fun the purge before backup.

Purge the oldest backup setis) f lessthan |5 2| GB on the target volume {minimum 1GB)

ﬂw Help <Back | | Nets> | | Cancel

| Finish

Macrium Reflect retention rules provide a powerful and flexible way to manage the lifetime and storage space used
by your backups.

Choose how backups are matched, and how retention rules are applied to the target folder

Retention rules are applied to the target folder of the backup by selecting one of two options:

Retention Rules Apply To

Matching backup sets in the target folder

All backup sets in the target folder

sets in the target folder

Similar
backup
sets in the
target
folder.

All backup
sets in the
target
folder.

v5

Disk Images are purged if they contain exactly the same Partitions as the current Image.

Partitions are identified using the unique Disk ID stored in sector O of the disk and the Partition
sector offset. Note: For GPT disks the unique GPT disk GUID is used instead of the Disk ID

For File and Folder backups retention rules are applied according to the File and Folder 'Backup

Set Matching' selection.

All backup sets in the target folder of the same type (Disk Image or File and
according the retention rules.

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.

Folder) are purged

Page 115



Macrium Reflect v8.0 User Guide

Select the age

or number of backup types that you wish to keep

Retention Rules Apply To

Matching backup sets in the target folder D
Full Keep | 12 Backups v
Differential Keep |4 = Backups v
Incremental Keep | 10 Backups ~

Create a Synthetic Full if possible |:|

|:| Purge before a backup

Purge oldest backup set(s) if less than > GB on the target volume

Option

Full

Differential

Incremental

v5

Description

When deleting Full backups all linked incremental and Differential backups in the same backup
chain (set) are also deleted This operation will delete the entire backup set.

When deleting Differential backups all linked incremental backups in the same backup chain (set)
are also deleted.

When deleting Incremental backups the integrity of the backup set is maintained by ensuring that
the chain is never broken. This is achieved by merging older Incremental backups when required.

In the example below, before retention, there is 1 Full backup, 1 Differential backup and 6
Incremental backups. The retention rules are set to retain 4 incremental backups. After retention,
the most recent 4 incremental backups are retained. Deleting the oldest 2 incrementals would
cause the backup chain to be invalid as the oldest retained incremental requires the previous 2
incremental backups to complete the chain. To ensure backup integrity the 2 older incremental
backups are consolidated with it to create a new incremental backup.

F = Full
D = Differential
I =Incremental
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Option Description

M T W T F M T W T F M T W

F D | | | | F | |

- -> |

Create a When purging Incremental backups, if the backup set only contains a Full backup followed by
Synthetic Incremental backups, then this option causes the Full backup to be ‘'rolled forward' to create a
Full if Synthetic Full backup. This is also known as Incremental Forever.
possible
Run the Select this option to run the retention rules before the current backup.
purge Note: in Macrium Reflect v5 the current backup set wasn't included in the purge calculation when

before the purging before the current backup. In v6 the current backup set IS included. This means that if you
backup set the retention count to 1 Full backup then all of your backups will be deleted and a new Full
backup created.

Delete Automatically remove the oldest backup set(s) in the target folder if the free space on the drive
oldest drops below the GB threshold.

backup set Note: The free space threshold is actioned dynamically. If the free space available drops below the
(s) if less threshold then the running backup is temporarily paused while older backup sets are purged.

than n GB

Click Next to view a summary of all settings for this image or click Finish to save and/or run the Image now.

Displaying the Image settings

The final page of the Image Wizard displays all settings used for creating this image.
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Disk Image

Imaging Summary

- Auta Verfy:
B Verify File System:

Compression:
Password:
Intelligent Copy:
Power Saving:

Email On Failure:
Total Selected:
Cument Time:
Schedules
Retention Rules
Full:

Differential:

Incremental:

ﬂ Advanced Options

Maximum File Size:

Email On Success:
Email On Waming:

Automatic
Medium

ZZI=Z=Z<X=Z

41.55GB
13/05/2021 14:48:53

None

Rules will be applied to all matching backup sets in the destination folder

Retain 12 full images
Linked incremental and differential images will also be deleted

Retain 4 differential images
Linked incremental images will also be deleted

Retain 10 incremental images
The oldest incremental images may be consolidated

Purge will be run after the image.

Next =

Cancel

Click Finish to Run and/or save your Image definition.

Saving the backup definition

You are now given the opportunity to save the backup options.

The backup Save Options Dialog enables you to save your backup options as a re-usable XML definition file.

@ This is essential for many operations in Reflect including Scheduling and creating Incremental and

Differential backups

v5
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Backup Save Options X ‘
What do you want to do now?

Run this backup now
Save backup and schedules as an XML Backup Definition File

The saved Backup Definition enables you to quickly rerun this
configuration.

Enter a name for this backup definition.

lSystemeage ‘

C:\Users\Dev'\Documents'\Reflect\System_Image xml

Help Cancel

Option Description
Run this backup now Create a 'Full' backup now using the backup definition
Save to an XML file Saving your definition enables you to:

® Re-run the same backup without stepping through the wizard
® Run Incremental and Differential backups
® Schedule your backups

® Create a Desktop shortcut for running with one click

Name for this backup Enter a meaningful name for this definition
definition

Choose a folder to save the XML definition to.
Always save to a local folder. It isn't necessary to save the definition to the same
folder as your backup target

(D Note: Always save your definition to a local drive and never to a password-
protected network share.

See also: Manually running a job from a configured XML backup definition
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Best practices for saving Macrium Reflect backup definition files

Regardless of your PC environment, leaving your backup definition files in an insecure location is bad practice. The
effort required to ensure your files are secure is minimal and doesn't impede day to day usage of Macrium Reflect.

What's the problem?

Backup definition (.xml) files are used to initiate backups either interactively by using Macrium Reflect directly, or as
scheduled tasks using the Windows Tasks Scheduler. If you save your backup definitions to a publicly accessible
folder then these can be edited by standard users and could potentially compromise your system. In addition, it's
also possible to create batch files, either MS-DOS, PowerShell or VBScript, to automatically run during your backups
as described here. A restricted user with bad intentions could easily create a batch file to run with elevated privileges
when a scheduled or interactive backup runs.

The default, and recommended, location for your backup definitions is folder 'C:\users\<USER
NAME>\documents\reflect'. When running Reflect for the first time this location is created and defaulted when
saving. See Backup Save Options for more information on how to save your definitions.

This folder is automatically restricted for standard users and can only be accessed by Administrators and the local
SYSTEM account.

To see assigned NTFS permissions right click on any folder, select '‘Properties’ and click the 'Security' tab:
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Reflect Properties x

General Sharng Security  Previous Versions Customize

Object name:  C:UsershDev \Documents' Reflect

GI'CILII:I Qr User names:

S8 SYSTEM
& Dev (WIN10VM-5\Dev)
SR Administrators (WIN10YM-5\Administrators)

To change permissions, click Edit. Edit

Pemissions for 5YSTEM Allow Dery

Full control

Modify

Read & execute
List folder contents
Read

Write A

For special permissions or adwvanced settings, P rEer
click Advanced.

Cancel Aoy

In the above example only SYSTEM, Dev (the Macrium Reflect user) and the Administrators group can access files
contained in the folder. Standard users are denied access and cannot modify or create files.

We strongly recommend that, if not using the default location. you ensure that NTFS permissions are used to
prevent unauthorised modification and creation of files in your backup definition folders.

For more information on setting NTFS permissions for folders and files please see Microsoft TechNet - How IT works
NTFS Permissions

(D Note: A popular misconception is that backup definition files should be saved to the same folder as your
backup files. This is incorrect. Backup definitions are only required to create backups and have no other
purpose. They are not required for restore.

If you want to run the backup at this point, select Run this backup now and click OK.
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'ChAUsers\Admin\Documents\Reflect\My Backup(2)xml'

Starting Image - Thursday, May 13, 2021 14:50:16

Initializing

Write Method: Using Direct Disk 1/0

Destination Drive: Secondary Drive (E;) - Free Space 55.88 GB
Image Guardian: Protected

Free space threshold:  Delete oldest backup setz when free space is less than 5.00 GB

Creating Volume Snapshot - Please Wait

Analyzing file system on volume
Analyzing file system on volume C:
Analyzing file system on volume

Saving Partition - NO NAME
Reading File System Bitmap
Saving Partition

Saving Partition - <NO NAME>
Reading File System Bitmap
Saving Partition

Saving Partition - <NO NAME= (C:)
Reading File System Bitmap
Saving Partition

Overall Progress: 1% Transfer Rate: 68.3 Mb/s
Cument Progress: 1%
ﬁ:ﬁh’ I Eﬂ:ﬁy 0On Completion Mo Shutdown ~

Hide

Time remaining: 1 Hour Sm

Time remaining: 1 Hour Sm

Cancel

Pause

Windows Partitions

The Windows operating system requires various partitions for normal operation. This article explains which
partitions are automatically selected when selecting 'Create an image of the partition(s) required to backup

and restore Windows'.
Create Backups  Existing Backups Logs

4 Create Backup Tasks

Image selected disks on thes computer

il Create an image of the pariion|s) required to backup
MW o0 restors Windows

Ia Create a File and Folder backup
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UEFI booting systems with GPT style disks

Introduced with Windows 8.0 and a few Windows 7 systems, GPT disks are the replacement for the legacy MBR
disk format. GPT disks can have up to 128 partitions and have a maximum size of 9.4 ZB (9.4 x 1021 bytes)

https://en.wikipedia.org/wiki/GUID_Partition_Table

Partition

Windows
Recovery

EFI
System
partition
(ESP)

Microsoft
Reserved
Partition
(MSR)

Operating
System
(Windows
C:)

Unique
Identifier

de94bba4-
06d1-4d40-
al6a-
bfd50179d6ac

c12a7328-f81f-
11d2-badb-
00a0c93ec93b

e3c9e316-
0Ob5c-4db8-
817d-
f92df00215ae

ebdOala2-
b9e5-4433-
87¢c0-
68b6b72699c7

Description

There may be more than one Recovery Partitions:

Windows RE Tools - Provides the 'Startup Repair' options for Windows recovery.
Recovery Image - There may also be an additional manufacturer system
recovery partition.

Always formatted FAT32 and between 200 and 300 MB in size, this partition
contains the boot loader that runs when the system starts. The critical files in here
are the Boot Configuration Data (BCD) and the EFI micro-code.

Usually 128 MB in size, this unformatted partition is reserved for MS data
structures including the Logical Disk Manager (LDM) for dynamic disks. Every
GPT disk initialized by Windows includes this partition.

Always formatted using NTFS, this partition contains the full Windows Operating
System and is loaded using the BCD in the ESP,

@ Note: The Microsoft Reserved Partition (MSR) is not shown in the Windows Disk Management Console

Surface Pro 3 running Windows 10

Legacy MBR booting systems

MBR systems support a maximum disk size of 2TB and up to four primary partitions. In modern PC's this format has

been superseded by the more flexible GPT disk format.

v5
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https://en.wikipedia.org/wiki/Master_boot_record

Partition

Microsoft
Reserved
Partition
(MSR)

Operating
System
(Windows C:)

WInRE Tools
Partition

Description

For MBR disks, Windows 7 onwards, this is the 'Active’ partition and contains the Boot
Configuration Data (BCD). This partition provides the second stage for the MBR boot process
after the MBR boot code.

Windows XP and Vista do not use this partition.

This partition contains the full Windows Operating System.
For Windows XP & Vista this is the 'Active’ partition and is the only partition required to boot and
start Windows.

Windows 10 includes this small partition, usually located immediately after the Windows
partition, to provides the 'Startup Repair' options for Windows recovery and to store the WinRE
image file.

@ Note: MBR systems may also contain proprietary system recovery partitions, however, there are no

unique identifiers for these partitions and they are not automatically included.

Windows 7 MBR System

g MBR Disk 1

[A364E338] - Virtual HD 1.1.0 <3000 GB>

B 1-System Reserved {None] = Z- i
NTFS Active NTFS Primary
281 MB 7 1101GB v
100.0 MB 2950GE
Actions.. *

Windows 10 MBR System

MER Disk 1 [58069678] - Wirtual HD 1.1.0 =50,00 GE=

== 1 - System Reserved (None) == 2-(c) == 3 - [Mon2)

NTFS Active NTFS Primary NTFS Primary
30,3 ME v i 17468 7 4MEME v
50.0 ME % 45,45 GB 513.0 ME

v5
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Manually running a job from a configured XML backup definition

Macrium Reflect saves backup configurations using XML. Using an XML definition you can schedule a backup,
generate a VBScript file for complex scenarios or simply create a desktop shortcut so you can instantly run your

backup by clicking the shortcut icon.

1. Select Definition Files, to view your saved XML backup configurations.

2 Macrium Reflect - Home Edition - v8.0.5881 BETA (Mot For Resale) [UEFI]

Fle  View Backup Restore (Other Tasks Help
Rescue Defaults Updates Help

Create Backups = Existing Backups = Logs

4 Create Backup Tasks

I;I Image selected disks on this computer

ml Create an image of the parition(s) required to backup
and restore Windows

Create a File and Folder backup

Local Disks Definttion Files Scripts

Cpen Delete

File Name

[£3 C Drive Backup xml
{é My Backup =ml
2% My Backup(1)zml
£234 My Backup(2)xml

2. Right-click on the XML file to view options including; Run Now, Schedule, or Create a Desktop Shortcut.
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0 ©

Open Add

File Name

{éf}, My Backup xml
£234 My Backup(1)s

B

Definition Files Scripts Scheduled Backups
0= ﬁ
¢ O [
Edit Delete Run Schedule Shortout Advanced
Path

£234 My Backup(2)s 4

Image Cptions

Imaging Summar

©

Backup O G@

é Auto Verih

Verify File

Maximum

Compressi
Pazzword
Intelligent
Power 520
Email On !
Email On 1
Email On |
Total Sele
Cumrent Ti

Schedules

=L
&

Qpen Containing Folder
Add to list

Edit

Bename

Delete

Duplicate

Validate

Bun Mow

Schedule

View Backup Logs
Generate a PowerShell Script File
Generate a VBScript File
Generate an M5-DOS Batch File
Create a Desktop Shortcut
Advanced Qptions

Cllzers\AdminDocumerts\Reflect’,
Cvlleers\AdminDocumerts\Reflect,
Chillsers\AdminDocumerts\Reflect,
ChilsershAdminDocumerts\Reflect,

flect’C Drive Backup xmi

r Prompt...
Full

4 Differential
Incremental

How backup sets are created and maintained

This article explains how Full, Incremental, and Differential images and backups are saved to the target folder
specified in your backup definition file. Also, which backup set is chosen when you run a Differential or Incremental.

For information on how to create Incremental or Differential backups please see here: Differential and incremental

disk images

How do | specify the backup target folder?

For disk images this is specified on the first page of the backup wizard:

v5
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Disk Image
» " g
E l § Select Source Drive(s) & Partitions
Source
GPT Dizk 1 [AZAEABZE4FFC44DD-B511-2F5F202200CE] - Msft  Virtual Disk 1.0 <100.00 GB=
SR 1-NONAMEiNone) B 2- (None) HEN ] __—gc B - (None)
FAT32 (LBA] Primary Unformatted Primary NTFS Primary [ NTFS Primary
265MB 160MB 4109GE 4305 MB
100.0 MB 160MB 99.38GB 5130 MB
Total Selected: 4155GH
Destination
(®) Folder I|E:'\Backups\ ~m |I
Altemative locations
CD/DVD Bumer
Backup File Name | | {
Type { for parameters E:\Backups\{IMAGEID}-00-00.mrimg
(;9 Advanced Options Help < Back Next > Cancel Finish

Similarly, for File and Folder backups, this is also on the first page of the backup wizard.

What is a backup set?

Backups are grouped into 'Sets'. A backup set contains first a Full backup and subsequent linked Incremental

and Differential backups. This is sometimes referred to as a Backup Chain. You can see the links by looking at

the default file name which is a unique backup set identifier, followed by a number pair:

Mame Date modified Type Size Backup Comment Backup Method
MacriumBackup File folder

£ OF1605B697787977-00-00 Disk Partition image , Full

] 5DTEE1ACE372E102-00-00 File and folder backu... 704 KB Full

E A1AB11C627D5BC24-00-00 Disk Partition image 442 076 KB Full

E A1AB11CE27D5BC24-01-01 Disk Partition image 4,140 KB Incremental
E A1AB11C627D5BC2A-02-02 Disk Partition image 4,223 KB Backup of 55D Incremental
[ A1AB11CE27D5BC24-03-03 Disk Partition image Incremental
E A1AB11CE27D5BC2A-04-04 Disk Partition image Incremental
E A1AB11C627D5BC2A-05-05 Disk Partition image Incremental
El A1A611C627D5BC2A-06-06 Disk Partition image 4,141 KB Incremental

The above folder contents show (marked in red) a single backup set {A1A611C627D5BC2A} which
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contains a full image and 4 increments. The end of the image file contains a number pair? 'xx-yy.mrimg'

'xx' is the increment number.

00 - Full image

01 - first incremental/differential

02 - Second incremental/differential

'yy' is the file number and is always sequential. 00, 01, 02, 03... . This will be different from the increment
number only if files have been split. This can happen if files larger than 4GB are saved to a FAT32 file
system or you are saving an image to multiple DVDs.

So the first file for a full image always ends with '00-00.mrimg’.
Note: The Image ID, file, and increment numbers are also stored as data inside the files. Renaming a

file does not affect the integrity of the set, Macrium Reflect's ability to append to the set, or
restoration of the files.

How is a set chosen when an Incremental or Differential backup is run?

Each backup set is grouped by similar backup types. This means that a single set will only consist of images of
*exactly the same partitions or a File and Folder backups of exactly the same selection criteria.

*Note: A change in partition layout will cause a new backup set to be created even if the drive letters are consistent.
The partitions must have the same disk offset and length and must be from the same disk, i.e, the disk must have
the same Disk ID.

e.g, If you run an Incremental image of only drive 'C' and the target folder contains 4 image files:

6698CD700DF88DF4-00-00.mrimg Drives: C, D, E Created 1st Jan 2015
430D57E2CEEA8552-00-00.mrimg Drive: F Created 2st Dec 2014
1EB1112ABA7C3898-00-00.mrimg Drive: C: Created 1st Nov 2014
D407A9E1BF98D822-00-00.mrimg Drive: C: Created 1st Oct 2014

Then the newly created image file will be 1IEB1112ABA7C3898-01-01.mrimg. This is because file
1EB1112ABA7C3898-00-00.mrimg is the most recent full image in the target folder that contains exactly the
same partitions as the current Incremental image. The next Incremental (or Differential) image would be
1EB1112ABA7C3898-02-02.mrimg and so on...

Note: If there was no existing backup set that contained only drive 'C:' then a new backup set (full) would be created.

Doesn't this get confusing if multiple backup types are saved to the same
folder?

Not if you use the 'Existing Backups' tab in Macrium Reflect to view your images to mount and/or restore. The

Restore Tab can be restricted to show only images that contain a particular drive and also be sorted by date. So, if
you want to restore drive 'C' as it was last week then you can easily find it. In fact, Backup Sets are an abstraction
that you don't need to worry about when restoring data, they are only relevant to optimizing backup speed and
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Image File and Folder

@ Browse for an image file

E GPT Dick 1 [A3JAEAB28-4FFC44DD-8511-2F5F20Z200CE] - Maft  Virtual Disk 1

S 1-NONAME None)

FAT32 (LBA) Primary

265MB
1000 MB

Images that contain drive:

2 ©

Edit Remove

Folders
Al folders
B E:\Backups

Macrium Reflect v8.0 User Guide

0 <10000GB>
S 2- tNone) HER =]
Unformatted Primary NTFS Primary
180MB 3587GB
180MB 9938GB

All Drives ~ |  Backups From Definition

| 2
C BB
Refresh  Browse  Restore Boot

Path
4 [} E\Backups®
La é 8532AF0A69344607-00-00.mrimg

Al

E & O

Verify Mew Delete
Definition

My Backup(2)xml

}» {21 8532AF0A69344607-01-01 mrimg
{21 8532AF0A69344607-02-02 mrimg

My Backup{2)xml
My Backup{2)xml
My Backup(2)xml

£3
C

)— {21 8532AF0A69344607-03-03 mrimg
L 421 8532AF0469344607-04-D4.miimg
(2, 8532AF0A69344607-05-05.mrimg

My Backup(2)xml
My Backup(2)xml

= 4~ (None)
NTFS Primary

4265MB
5130MB

~ |  ViewAs |Backup Sets v

ImagelD

B532AF0AE9344607
8532AF0AGI344607
8532AF0AGI344607
8532AF0AGI344607
8532AF0AGI344607
8532AF0AGI344607

Type Date

Full 13/05/2021 14:50
Inc (Deta) 13/05/2021 15:18
Inc (Deta) 13/05/2021 15:23
Inc (Deta) 13/05/2021 15:25

Diff 13/05/202115:28
Inc (Delta) 13/05/202115:30

Size

2544 GB
27.3MB
13.2MB
121MB
78.9MB
1z4MB

Note: If you want to organize your backup sets so they are easier to find in Windows Explorer then we
recommend that you save different backup types to different folders. e.g.

D:\Backups\images of C
D:\Backups\images of D

D:\Backups\images of Disk 1

Additional Information

A differential backup saves only the changes made since the last full backup of the same type found in the target

folder for the backup.

An incremental backup saves only the changes made since the last backup of the same type found in the target

folder for the backup.

See also:

® How to delete backup files
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How to delete backup files

If you create only Full images or Full File and Folder backups then you can safely delete your .mrimg or .mrbak

files using Windows Explorer. However, if you create Differential and/or Incremental backup files then we

suggest that you use the functionality built into Reflect to avoid breaking backup chains. For more information

please see How backup sets are created and maintained.

Select the Existing Backups tab, select either Image or File and Folder, select the file you want to delete, and click

the Delete icon.

Create Backups Logs

4 Existing Backup Tasks

I_FG\) Open an image or backup file in Windows Explorer

F@) Detach a backup image from Windows Explorer

4 Details

D 8532AF0AG9344607
Type: Incremental
Date: 13/05/2021 15:25

File and Folder

{,E Browse for an image file...

E GPT Dick 1 [A3AEAB2E4FFC44D0-8511-2FSF202200CE] - Msft  Virtual Disk 1.0 <100.00 GB=>

BE 1-NONAME(None]
FAT32 (LBA) Primary

26.3MB
100.0 MB

Images that contain drive:

L[5
Edit Remove
Folders

Allfolders
D E:\Backups

2R 2- (Nonel R 3-
Unformatted Primary NTFS Primary
I
160MB 3367GB
160MB F9.38GB
Al Drives ~ | Backups From Definition  |All

~ @ 3O

~ Eo Eo [F ko &

Refresh Browse Restore Boot Verify Mew Delete

Path Defirition

4 D EBackups®
La [}, B532AFDAGY344607-00-00.mrimg
|— [} 8532AF0ABS344607-01-01.miimg
|— {2, 8532AF0A69344607-02-02 mrimg
|— {2 8532AF0A69344607-03-03.mrimg
La {21 8532AF0AGI344607-04-04 mrimg

L é 8532AF0AB5344607-05-05 mrimg

My Backup(2)xml
My Backup(2)xml
My Backup(2)xml
My Backup(2)xml
My Backup(2)xml
My Backup(2)xml

This opens the Delete file(s) from the backup set dialog to safely delete backup files:
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B Delete files from backup set X

Delete file(s) from the backup set

Image file folder: E:\Backups* MNumber of files to remove: 2

Place checks next to the files you want to delete Disk space to be reclaimed: 25.3 MB
@ Filename Type Created File Size  Filename Size,
[0 8532AF0A65344607-00-00.mimg 4 Ful 13/05/2021 14:50 2544 GB 18532 AF0A69344607-02-02.mrimg 13.2 IVIB
[0 8532AF0DAE5344607-01-01.mimg |— Inc 13/05/2021 15:18 273MB 8532AF0AG9344607-03-03.mrimg 12,1 ME
8532AF0AG9344607-02-02 mimg |—A Inc 13/05/2021 15:23 132 MB
8532AF0AG5344607-03-03 mimg | L e 13/05/2021 15:25 121 MB
[0 8532AF0A65344607-04-04 mimg L4 Diff 13/05/2021 15:28 78.9MB
O 8532AF0AE5344607-05-05.mimg L e 13/05/2021 15:30 124 MB

Heb Carce

Along with the select file, any dependant files will automatically be included for deletion. In the above example
Incremental image '8532A0A69344607-03-03.mrimg’ was also selected because it is dependant on the previous
incremental 8532A0A69344607-02-02.mrimg.

Backing up files and folders

A file and folder backup is a useful way to backup your working files, personal files, and precious data. Unlike other
backup solutions, Macrium Reflect can backup open and locked files by using Microsoft Volume Shadow Copy
Service (VSS). You can backup your Documents folder and save the backup as an XML file for easy re-running and
scheduling.

(D To backup your Windows operating system, do not use a file and folder backup, use an image backup,
see Creating a backup of your computer. A file and folder backup is not suitable for restoring your
Windows operating system.

1. From the Create Backup Tasks taskbar, select Create a File and Folder backup to start the backup
wizard.
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2 Macrium Reflect - Home Edition - v2.0.5881 BETA (Mot |
File  View Backup Restore  Other Tasks Help

Q& &

Rescue Defaults pdates Help
Create Backups | Existing Backups = Logs

4 Create Backup Tasks

I:I Image selected disks on this computer

mll Create an image of the partition(s) required to backup
MW ond restors Windows

Create a File and Folder backup

2. Select Add Source Folders.

File and folder backup

Add the Folders you want to Backup

Backup Sources

Backup File & Folder Inclusions & Exclusions

Add, edit and delete files & folders that you wish to backup. After adding a folder you can select sub folders and files using wild-card filtters for
inclusions and exclusions.

Click the "Add Source’ link below.

@ Add Source Folders f Edit Source Folder Filters @ Remove Source Folder Backup NTFS pemissions
Destination
(@ Folder |F_;\ ~m

Altemative locations
CD/DVD Bumer

Backup filename | {

EA{IMAGEID}-00-00 mrbak

& Advanced Options Help < Back Next > Cancel Finish

The Add Souce Folders dialog appears.
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File And Folder Backup

@ Add Source Folders

Select Folder To Backup Specify Folder To Backup
v [ Desktop
> [] # OneDrive S o
. O & Admin ource Folders
v g This PC

» [ 3D Objects

» [ I Desktop

» [ £ Documents

» O * Downloads

» O J! Music

» [ [&] Pictures

> O Videos

» [J%. Local Disk (C:)

» [ DVD Drve {D:) Rescue
» [ =a Secondary Drive (E:)
» [_} Network

Cancel

Select the folder you want to backup, or the folder containing the files you want to backup.
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File and felder backup
Add the Folders you want to Backup

Backup Sources

MName Size Modified

E C:\Users'Admin‘Documents', 13 files (75 KB} 03/05/2021 21:19:31
@ Add Source Folders | f Edit Source Folder Filters I @ Remove Source Folder Backup NTFS permissions
Destination
@ Folder |E;\ ~ m |

Altemative locations
CD/DVD Bumer

Backup filename | | {

EA{IMAGEID}-D0-00 mrbak

(P Advanced Options Help < Back Next > Cancel Firish

Select the Edit Souce Folder Folders icon to change the filters that will be applied to the selected
folder,
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File And Folder Backup
Inclusion and Exclusion Masks
1. Folder Options
C:4Users'Admin*.Documents’,

Include subfolders
[] Exclude hidden files and folders
[] Exclude System files and folders

2. Add files to include. Separate multiple masks with semi-colons (eg: * xls; *_.doc; “.mp3)

* ¥ »

3. Add files to exclude_ Separate multiple masks with semi-colons (eg: “ tmp: * bak: *.™)

4. Add folders to exclude. Full or partial paths are supported with wildcards

Cancs

Several different masks and wildcards can be specified to include specific files within the given
directory or exclude other files.

Option Description

Include subfolders Recurse all folders below the backup folder using the specified filters

Do not backup files or folders that have the Hidden attribute
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Option

Exclude hidden files
and folders

Exclude system
files and folders

Add files to include

Add files to exclude

Add any folders to
exclude

3. Click OK

Macrium Reflect v8.0 User Guide

Description

Do not backup files or folders that have the System attribute

Add a semi-colon separated list of file name filters to include in the backup. Use the
asterisk * character as a wild card.
For example; *.doc; *data*; *.xIs

Add a semi-colon separated list of file name filters to exclude from the backup. Use
the asterisk * character as a wild card.
Note: Exclude filters take precedence over include filters

Add a semi-colon separated list of folder name filters to exclude from the backup.
Use the asterisk * character as a wild card.
Filter names can be full path and/or folder names.

For example:

*temp* will exclude all folders with the letters 'temp’ anywhere in the folder name
*\data\temp* will exclude all paths where the folder name begins with 'temp' that
has a parent folder named 'data’

4. Repeat to add further individual directories if necessary.

5. Inthe Destination section, specify where you want the backup to be made.
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File and felder backup

Add the Folders you want to Backup

Backup Sources

MName Size Modified

E] C:\Users'Admin‘Documents', 13 files (75 KB} 03/05/2021 21:19:31
@ Add Source Folders f Edit Source Folder Filters @ Remove Source Folder Backup NTFS permissions
Destination
@ Folder I|E;\ ~ m |I

Altemative locations
CD/DVD Bumer

Backup filename | | {

EA{IMAGEID}-D0-00 mrbak

(P Advanced Options Help < Back Next > Cancel Firish

Alternative Locations can be used to provide backup rotations or as a fail-safe for temporary
unavailability of the primary backup destination.

. When you have finished adding folders and making all necessary changes, click Next.

. The Backup Plan Page is shown:
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File and felder backup

Edit the Plan for this Backup

1. Select a Template for your Backup Plan

None

2. Add/Edit Schedules

Backup Type Schedule

(D) add Schedde > Edt Schedule (©) Deiete Scheduie

3. Define Retention Rules
Apply retention rules to matching backup sets in the target folder w

Full Keep |12 = |Backups w
Differertial Keep |4

Incremental Keep |10
Create a Synthetic Full # possible []

[ Run the punge before backup.

Purge the oldest backup set(s) if less than 5 2| GB on the target volume {minimum 1GE)

= | Backups w

Backups w

& Advanced Options Help < Back Mext = Cancel

Finish

Macrium Reflect retention rules provide a powerful and flexible way to manage the lifetime and storage space

used by your backups.

Choose how backups are matched, and how retention rules are applied to the target folder

Retention rules are applied to the target folder of the backup by selecting one of two options:

Retention Rules Apply To

Matching backup sets in the target folder

AII backup sets in the target folder

Similar
backup
sets in the
target
folder.

Disk Images are purged if they contain exactly the same Partitions as the current Image.
Partitions are identified using the unique Disk ID stored in sector O of the disk and the
Partition sector offset. Note: For GPT disks the unique GPT disk GUID is used instead of

the Disk ID

For File and Folder backups retention rules are applied according to the File and Folder*

Backup Set Matching' selection.

All backup sets in the target folder of the same type (Disk Image or File and Folder) are

purged according the retention rules.
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Select the age

or number of backup types that you wish to keep

Retention Rules Apply To

Matching backup sets in the target folder L
Full Keep | 12 Backups v
Differential Keep |4 = |Backups v
Incremental Keep | 10 Backups ~

Create a Synthetic Full if possible [ ]

|:| Purge before a backup

Purge oldest backup set(s) if less than 5 GB on the target volume

Option

Full

Differential

Incremental

Description

When deleting Full backups all linked incremental and Differential backups in the same
backup chain (set) are also deleted This operation will delete the entire backup set.

When deleting Differential backups all linked incremental backups in the same backup
chain (set) are also deleted.

When deleting Incremental backups the integrity of the backup set is maintained by
ensuring that the chain is never broken. This is achieved by merging older Incremental
backups when required.

In the example below, before retention, there is 1 Full backup, 1 Differential backup and
6 Incremental backups. The retention rules are set to retain 4 incremental backups. After
retention, the most recent 4 incremental backups are retained. Deleting the oldest 2

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 139



Macrium Reflect v8.0 User Guide

Option Description

incrementals would cause the backup chain to be invalid as the oldest retained
incremental requires the previous 2 incremental backups to complete the chain. To ensure
backup integrity the 2 older incremental backups are consolidated with it to create a
new incremental backup.

F = Full
D = Differential
I =Incremental
M T W T F M T W T F M T W
F D | | | | F | |
- -> |
Create a When purging Incremental backups, if the backup set only contains a Full backup
Synthetic followed by Incremental backups, then this option causes the Full backup to be 'rolled
Full if forward' to create a Synthetic Full backup. This is also known as Incremental Forever.
possible
Run the Select this option to run the retention rules before the current backup.
purge Note: in Macrium Reflect v5 the current backup set wasn't included in the purge calculation
beforethe  when purging before the current backup. In v6 the current backup set IS included. This
backup means that if you set the retention count to 1 Full backup then all of your backups will be
deleted and a new Full backup created.
Delete Automatically remove the oldest backup set(s) in the target folder if the free space on the
oldest drive drops below the GB threshold.
backup set Note: The free space threshold is actioned dynamically. If the free space available drops
(s) if less below the threshold then the running backup is temporarily paused while older backup sets

than n GB are purged.

8. The summary screen gives the details of what is being backed up. Click Finish.

9. You are now given the opportunity to save the backup options.

The backup Save Options Dialog enables you to save your backup options as a re-usable XML definition file.

@ This is essential for many operations in Reflect including Scheduling and creating Incremental and
Differential backups
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Backup Save Options X ‘
What do you want to do now?

Run this backup now
Save backup and schedules as an XML Backup Defintion File

The saved Backup Definition enables you to quickly rerun this
configuration.

Enter a name for this backup definition.

lSystemeage I

C:\Users\Dev'\Documents'Reflect\System_Image xml

el Cance

Option Description
Run this backup now  Create a 'Full' backup now using the backup definition

Save to an XML file Saving your definition enables you to:
® Re-run the same backup without stepping through the wizard
® Run Incremental and Differential backups
® Schedule your backups

® Create a Desktop shortcut for running with one click

Name for this backup  Enter a meaningful name for this definition
definition

Choose a folder to save the XML definition to.
Always save to a local folder. It isn't necessary to save the definition to the
same folder as your backup target

@ Note: Always save your definition to a local drive and never to a
password-protected network share.

See also: Manually running a job from a configured XML backup definition

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 141



v5

Macrium Reflect v8.0 User Guide

Best practices for saving Macrium Reflect backup definition files

Regardless of your PC environment, leaving your backup definition files in an insecure location is bad
practice. The effort required to ensure your files are secure is minimal and doesn't impede day to day usage
of Macrium Reflect.

What's the problem?

Backup definition (.xml) files are used to initiate backups either interactively by using Macrium Reflect
directly, or as scheduled tasks using the Windows Tasks Scheduler. If you save your backup definitions to a
publicly accessible folder then these can be edited by standard users and could potentially compromise your
system. In addition, it's also possible to create batch files, either MS-DOS, PowerShell or VBScript, to
automatically run during your backups as described here. A restricted user with bad intentions could easily
create a batch file to run with elevated privileges when a scheduled or interactive backup runs.

The default, and recommended, location for your backup definitions is folder 'C:\users\<USER
NAME>\documents\reflect'. When running Reflect for the first time this location is created and defaulted
when saving. See Backup Save Options for more information on how to save your definitions.

This folder is automatically restricted for standard users and can only be accessed by Administrators and the
local SYSTEM account.

To see assigned NTFS permissions right click on any folder, select 'Properties' and click the 'Security"
tab:
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Reflect Properties

Object name:  C:A\Users'\Dev \Documents' Reflect

GI'CILIFI Qr User names:

General Sharng Security  Previous Versions Customize

S8 5YSTEM
& Dev (WIN1DVM-5\Dev)
SR Administrators (WIN10VM-5'Administrators)

To change permissions, click Edit.

Pemissions for 5YSTEM Allow

Edit...

Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

For special pemissions or advanced settings,
click Advanced.

Cancel

Advanced

Apply

In the above example only SYSTEM, Dev (the Macrium Reflect user) and the Administrators group can

access files contained in the folder. Standard users are denied access and cannot modify or create files.

We strongly recommend that, if not using the default location. you ensure that NTFS permissions are used to

prevent unauthorised modification and creation of files in your backup definition folders.

For more information on setting NTFS permissions for folders and files please see Microsoft TechNet - How

IT works NTFS Permissions

(D Note: A popular misconception is that backup definition files should be saved to the same folder

as your backup files. This is incorrect. Backup definitions are only required to create backups and

have no other purpose. They are not required for restore.

If you want to run the backup at this point, select Run this backup now and click OK.
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Cloning a disk

It is possible to clone an entire hard drive or specific partitions on a hard drive. This is useful if you are upgrading to
a larger hard drive. With Macrium Reflect you can boot the target disk on the same system after cloning. Cloning
your hard drive creates a bootable new hard drive with the state of your computer at the time you undertook the
clone. You can clone to a hard drive installed in your computer or to a hard drive installed in a USB Drive Caddy.

® Important

Windows cannot boot from a USB-connected drive. This is a restriction imposed by Microsoft. If you clone
your system disk to a USB-connected external drive then, to boot your clone, the physical disk must be
removed from the USB caddy and attached internally.

Deleting and re-configuring existing partitions or configuring new partitions is possible with Macrium Reflect, so you
don't need to do this prior to cloning.

Show important information about MS Dynamic Volumes...

@ A Dynamic volume is a logical abstraction of the underlying physical disk and maybe striped or extended
over multiple physical disks. Because of this, Dynamic volume file systems are copied not disk
partitions.

For more information see
If your source disk contains Dynamic Volume(s) then the background color will change and the link will
show '‘Copy Dynamic Volumes..."

E‘ Copy dynamic volumes..,

In the Clone Wizard:

® The partition selection checkboxes and Copy selected partitions link will not be available.
Therefore, Dynamic Volumes must be dragged and dropped to the destination.

® To copy source Dynamic Volume(s) to destination Dynamic Volume(s) you must prepare the
target as Dynamic and format the destination volume(s) in advance of the clone operation. This
can be achieved using the Windows Disk Management Console to convert one or more physical
disks to Dynamic.
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® A destination Dynamic Volume cannot be resized so the Cloned partition properties link will
not be available if the destination is Dynamic.

To convert Dynamic Volume(s) to standard partitions, select an unformatted or an MBR/GPT
basic disk as the destination and use Drag and Drop to copy the source volumes. After the clone

operation, you can leave the disk as a 'Basic' disk or convert it to Dynamic using the Windows
Disk Management Console.

See also: Bare metal restore of a Dynamic disk system

Macrium reflect v8 adds additional partiton resizing and automation options when cloning and
restoring.

For more complex scenarios where partitions are resized and moved on different disk sizes, please see
Restore and Clone Partition Layout

1. Select the disk to clone from in the main application window and click Clone this disk...

2 Macrium Reflect - Home Edition - v8.0.5831 BETA (Mot For Resale) [UEFI]
Fle  View Backup Restore Other Tasks Help

CEORONO

Rescue Defaults Updates Help

Create Backups = Bxdsting Backups =~ Logs

4 Create Backup Tasks Local Disks Definition Files Scripts Scheduled Backups

I;I Image selected disks on this computer S Refresh

mll Create animage of the partition|(s) required to backup
B nd restore Windows

GPT Dizk 1 [AZAEAB2E4FFC-44DD-B511-2FSF202200CE] - Msft  Wirtual Disk 10 <10000 GB
Create a File and Folder backup 9
&

B 1-NONAME(None) B 2- (None)
) FAT32 {LBA] Primary Unformatted Primary
4 Detls | I
EF| system partition 26.5MB 16.0 MB
{DBC48CCO-BAAR-4806-9ECA-FFF3D192C54C) 1000 MB 16.0 MB
File System: FAT32 (LBA) -
v
Free Space: 73.5MB ctions...
Total Size:  100.0 MB rl - - -
1 Clone this disk... + Y Image this disk...
Start Sector: 2,048 = g
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In the wizard that opens Click Select a disk to clone to...
Destination  Local disk
Select a disk to clone to...
Select the clone target disk. In this case, there is only one disk available.
If you do not want to modify the order or size of partitions of the clone, click Next. This is the default
behavior.
Alternatively, drag the partitions you want to clone, the red arrow below shows this.
Clone
@ Drag partitions to the destination disk or click '‘Copy Partitions'
Source  Local disk Select a different source disk
g 9 GPT Dick 1 [A3AEAB2B4FFC44DD-B511-2F5F02200CE] - Msft  Virtual Dick 10 <10000GB>
S 1-NONAME (Nore) S 2- iNone) HEN = S 4- iNonz)
FAT32 (LBA Primary Unformatted Primary NTFS Primary NTFS Primary
Il | I NS 909 s
Toaons Home 325008 siome
Destination  Local disk Select a different target disk
@ Copy Parttions E\@ Erase Disk Delete Partition O LUndo
g Q ‘GPT Dizk 2 [J2E7AS64-2F2B-474C-AALI4CADOTSCI1044] - Msft  Virtual Dick 10 <100.00GB»
1- {None) 2 - Sacondary Drive (E)
Unformatted Primary NTFS Primary
I
160MB 1021 MB
160MB 9998 GE
Copy selected partitions when | click "Mext
& Advanced Options Help < Back Mext = Cancel Finish
Becomes
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Clone

@ Drag partitions to the destination disk or click '‘Copy Partitions'

Source  Local disk Select a different source dick

g E ‘GPT Dick 1 [AZAEAB2E-4FFC44DD-B511-2FSF202200CE] - Msft  Virtual Dick 1.0 <100.00GB~
S 1-NONAME iNone) S 2- iNone) H-EN= S 4- iNonz)
[0 rataziea primay Unfommatted Primary NTFS Primary NTFS Primary

26.5MB 160 MB 4109GB 4305 MB
100.0 MB D 160 MB D F9.3EGB lE‘ 5130MB

Il | B S 0000 ..

Destination  Local disk

Select a different target disk
% Copy Parttions E\@ Erase Disk Delete Partition D Undo I Float Left Float Right Fill Space & Layout

I:I Q GPT Dick 2 [JZETASG4-2FZB-474C-AA114CADOTICI046] - Meft Virtual Dick 10 <100.00GB»

1- {None) N

Unformatted Primary NTFS Primary

160MB 4109GB

160MB 99.38GB

Copy selected partitions when | click "Mext

ﬁ Advanced Options Help < Back Next > Cancel Finish

In this example, there is 650MB of free space after the copied partition. You can modify the size of each

partition to fit the new disk if required.

{D You can delete partitions on the target disk by selecting and clicking 'Delete existing partitions'..

. To extend the partition to make use of the remaining space on the destination, click Fill Space.

You can open the more detailed Partition Properties dialogue by selecting a partition on the destination

then clicking Layout. Using the Partition Properties dialogue you can:

a. Set the partition size precisely using the Partition Size entry box.

b. Resize the partition automatically by clicking Maximum size or Minimum size. You can set the

partition back to the original size by clicking Revert.
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Partition Properties

[] Legacy XP partiton alignment Drive Letter: GPT Disk Format

iR 3- (E)
MTFS Primany

41.09 GB
59.38 GB

Sze: GB[39  [HMB[391 ] [ =]

Before: GB |n %| MB |u %| | we | I

After: GB |n %| MB |G15 %

End Sector: 208,455,336 99.98 GB

Start Sector: 34,816 4114 GB Revert 9338 GB

| hHep | [ ok ]| cancel

6. Click OK.

7. If required, click Advanced Options to change settings for this clone:

150 MB 4109GB
150 MB 9938 GB

y Advanced Options
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Cloning Options x
Clone Email
Options
Shutdown
Clone Options
Set default options for disk cloning. Please note that Inteligent Sector Copy will always be used
if the target partition is smaller than the source partition
(®) Perform an Intelligent Sector Copy. This will anly copy the sectors that are in use on the
source file system.
[+] Verify File System. Verify the source file system prior to the cloning operation
Rapid delta clone. Only copy the differences between the source and target.
Enable S50 TRIM. This increases lifetime and the performance by flagging unused
blocks: avoiding slow erase operations and the read-modify-write cycle forthese
blocks.
(Z) Perform a Forensic Sector Copy. This option will copy all sectors from the source disk,
whether they are in use ornat. This operation will take longer than an Inteligent Sector
Copy.
Help Cancel
Option Description
Intelligent Copy only file system sectors/clusters that are in use. This reduces the time to create

sector copy

Verify File
System

Rapid Delta
Clone

the clone as unused file system clusters are not copied.

Verifying the file system prior to cloning ensures that there are no file system errors
transferred to the clone.

@ Please note that this may take several minutes to complete

Copy only file system differences between the clone source and target. This increases
cloning speed dramatically.

Show more information on RDC...
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Description

As with Rapid Delta Restore (RDR) the concept of RDR has been something that has
been thought about for quite some time here at Macrium Software. We wanted to build
a clone solution that would effectively and rapidly copy only the differences between
the source and target file systems. The advantage of this is obvious, RDC offers similar
a performance increase as an Incremental disk image offers over a Full image and
enables regular clones to be a viable and fast DR solution.

How does it work?

The NTFS file system resident on the clone source is compared with file system on the
target disk. The two file systems are first verified that they originated from the same
format command and then the target NTFS file system structures are analyzed for
differences. All the NTFS file system structures are copied to the target disk and any
that do not exist or have been modified on the target disk cause the data records for
each NTFS file or object to be copied as well. The result is an 'Incremental’ clone
applying only file system changes detected between the source and the target.

@ Note: RDC works with NTFS file systems only. All other file systems will
perform a full clone

(D Note: RDC is not available when shrinking partitions during a clone.

Enable SSD TRIM on the clone target to optimize the disk.
Show more information on SSD TRIM...

This features provides automated SSD optimization resulting enhanced SSD
performance and longevity. Writing to an unused block is much quicker than an in-use
block as it avoids both the slow erase operation and the read-modify-write cycle. This
results an increase of both the lifetime and the performance of the device. It is effective
for all windows operating systems, even those that support SSD trim natively as the file
system driver can only TRIM blocks on de-allocation; it cannot TRIM blocks written by
another process. It is also effective for USB attached SSDs.

Copy every sector from the source to the target disk partition.

@ Please note that this option is only necessary if you want to copy unused file
system space and will significantly increase the time to complete the clone.
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Description

Set power saving options after a clone task.

Set recipient, subject, body, and attachments should this clone succeed.

Set recipient, subject, body, and attachments should this clone fail

The options to Add Schedule, Edit Schedule, or Delete Schedule is displayed.

Clone

0= .
Schedule this Clone

I you wish to run this clone again in future you can schedule it below (stherwise click "Next”to skip this step):

Type

Schedule

(%) Add Scheduie 47 Edt Schedule (©) Delete Scheduie

& Advanced Options Help < Back Mext > Cancel Finish
Click Add Schedule to optionally schedule your clone
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Backup Schedule
i Backup Schedule Settings
Frequency Options
() Manthly (®) Every Day
() Weekly () Weekdays
(®) Daily () Every 1 “ | days
() Intra-Daily
O One Time Only Start Time |ﬂ92[H] = |
(O 0n Event Start Date [13/05/2021 B |
Conditions... Cancel

Make any required changes and click Next.
For more information see Scheduling backups.

Review the settings and click Finish.

Verify the settings in Backup Save Options and if appropriate, click OK.

Backup Save Options >

What do you want to do now?

Run this backup now
Save backup and schedules as an XML Backup Definition File

The saved Backup Definttion enables you to quickly remun this
configuration.

Enter a name far this backup definition.
|I't'h' Clone| |
C:AUeers " Admin*.Documents'.Reflect \My Clone xmi

Help Cancel

{D Note: Saving a backup definition enables you to run your Clone at any time with a single click
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(D Note: You must save your backup definition if you have created Clone schedules. Your schedules

cannot run if this step is missed.

If you want to run the Clone at this point, select Run this backup now and click OK.

11. A Warning box appears, if appropriate click Continue.

Confirm Cwverwrite *

é WARNING:

The following drives will be overwritten

Drive  Valume

=1 Secondary Drive

[+ all target volume data will be overwritten, Confirm to proceed,

® Important

The target disk for the clone operation will be overwritten. This is unrecoverable, so please ensure

that the target disk contains no valid data.
12. The clone operation now starts.

® Incompatible Disk Selected

If you receive the error message 'Incompatible Disk Selected' when cloning then please see this article for

more information: .Incompatible Disk Selected

Creating a clone video

v5
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Backing up Microsoft Exchange databases

With Macrium Reflect Server Plus you can choose which databases to backup on the local Microsoft Exchange

Server.
Note: Remote backups are not possible.

Before you begin: Macrium Reflect requires the Microsoft Exchange Information Store service to be installed and
running in order for successful database backup to function.

1. On the main Backup interface, click Backup Microsoft Exchange.

Create Backups = Existing B

4 Create Backup Tasks

ted disks on this computer

required to backup

4 Exchange Tasks

Backup Microsoft Exchange

The Microsoft Exchange Backup wizard appears. A Microsoft Exchange 2010 example is shown below:
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1angeBackup

set file

2. Select the items you want to backup:
® For Microsoft Exchange 2010 and later, select individual databases to backup.

® For Microsoft Exchange 2007 and earlier, select storage groups to backup, this includes all the
databases in the selected storage group.

@ Caution

Unmounted Exchange databases are shown in the Microsoft Exchange Backup Wizard
and can be selected for backup. However, VSS will not include unmounted databases in
the snapshot and the Exchange backup will fail. To include these databases in the
backup, either ensure the databases are mounted at point of backup or use established
recovery mechanisms to bring the affected databases into a clean, shutdown state.

Alternative Locations can be used to provide backup rotations or as a fail safe for temporary
unavailability of the primary backup destination.

3. Optionally, click View component files to see the list of files that make up the currently selected items.

The Exchange Component File List appears. Files are grouped according to type and show last date
modified along with file size. Each category of file shows the total size. Groups of files can be expanded
[collapsed by clicking the plus/minus button to the left of the file type name.
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Enter the Destination Folder for the backup.
Note: MS Exchange backups cannot be stored on optical media.

If the primary target location is not available, click Alternative Locations to add the relevant folder.

p Locations

dngepac

secondaryBackuplocation',

6. Click Next to proceed.

7.

If desired, edit the plan for the backup. For more information see Scheduling backups.
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icrosoft Exchange Backup

1. Select a Template for your Backup Plan

edule ¥

(@) 3. Define Retention Rules

Full

Select the age or number of backup types that you wish to keep

(@ 3. Define Retention Rules

Full
Differantial

Inc

nental

[ Run the pu
Purge the

on the targe

ume: {minimum

Option Description

Full When deleting Full backups all linked Incremental and Differential backups in the same
backup chain (set) are also deleted This operation will delete the entire backup set.

Differential =~ When deleting Differential backups all linked Incremental backups in the same backup

chain (set) are also deleted.
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Incremental

Create a
Synthetic
Full if
possible

Run the
purge
before the
backup

Delete
oldest
backup set
(s) if less
than n GB
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Description

When deleting Incremental backups the integrity of the backup set is maintained by
ensuring that the chain is never broken. This is achieved by merging older Incremental
backups when required.

In the example below, before retention, there is 1 Full backup, 1 Differential backup, and
6 Incremental backups. The retention rules are set to retain 4 Incremental backups. After
retention, the most recent 4 Incremental backups are retained. Deleting the oldest 2
Incrementals would cause the backup chain to be invalid as the oldest retained
incremental requires the previous 2 Incremental backups to complete the chain. To ensure
backup integrity the 2 older Incremental backups are consolidated with it to create a
new Incremental backup.

F =Full

D = Differential

I =Incremental

M T W T F M T w T F M T W
F D | | | | F | |

When purging Incremental backups, if the backup set only contains a Full backup
followed by Incremental backups, then this option causes the Full backup to be 'rolled
forward' to create a Synthetic Full backup. This is also known as Incremental Forever.

Select this option to run the retention rules before the current backup.

@ Note: in Macrium Reflect v5 the current backup set wasn't included in the purge
calculation when purging before the current backup. In v6 the current backup set
IS included. This means that if you set the retention count to 1 Full backup then
all of your backups will be deleted and a new Full backup created.

Automatically remove the oldest backup set(s) in the target folder if the free space on the
drive drops below the GB threshold.
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8. Review the summary of the backup.

9. Click Finish.
Backup Save Options is shown.

Backup Sa

Run this backup now

ackup and schedules as an XML Backup Defintion File

d Backup Definition enables you to quickly rerun this

Enter a name for this backup definition.

Exchange Backup]| Izl

fdministrator CO ange Backup xml

@ Note: Saving a backup definition enables you to run your backup Image at any time with a single
click

@ Note: You must save your backup definition if you have created backup schedules. Your
schedules cannot run if this step is missed.

If you want to run the backup at this point, select Run this backup now and click OK.

Backing up MS SQL Databases

Error: RuntimeException occurred while performing an XHTML storage transformation (java.lang.String cannot be
cast to com.atlassian.confluence.content.render.xhtml.model.resource.identifiers.Resourceldentifier)

Creating a disk image of a single drive or partition
Using Microsoft Volume Shadow Copy Service (VSS) Macrium Reflect creates persistent images of your system.

1. Select Image selected disks on this computer.
2. The wizard starts. All partitions are displayed, select the required drives or partitions.
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Disk Image

-
E i ; Select Source Drive(s) & Partitions

Source
GPT Dick 1 [A3AEAB2E-4FFC44DD-B511-2FSF202200CE] - Meft  Virtual Disk 10 <10000GB»
B 1-NOMNAME(None) B 2- (None) HEN ] _‘-}: B 4~ (None)
lE‘ FAT32{LBA) Primary Unformatted Primary NTFS Primary Le NTFS Primary
265MB 160 MB 4113GB 4305 MB
100.0 MB U 160 MB U 99.38 GB 5130MB Ul
GPT Dick 2 [T2E7A564-2F2B-474C-AALLSCADOTSC1046] - Meft  Virtual Disk 10 <10000GB=
1- (None) 2- Secondary Drive (E) _J.}:
[]  Unformatted Primary NTFS Brimary 7
160MB 25.68GB
160MB U 9998 GB U
Total Selected: 4113GB
Destination
(®) Folder |E:\Elackups\ ~m |
AMtemative locations
CD/DVD Bumer o
Backup File Mame | | { |
Type {'for parameters E:\Backups\{IMAGEID}-00-00 mrimg
(P Acvanced Options Help <Back | [ New> || Cancd | | Finish

In the Destination section, select where to write the resultant image.
In this example, 'E drive' is used.
Click Next.

If desired, edit the plan for the backup by making the necessary selections.
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Disk Image

Edit the Plan for this Backup

1. Select a Template for your Backup Plan

MNaone

2. Add/Edit Schedules

Backup Type Schedule

() mdschedde » P Edt Scheduke (©) Delete Schedie

3. Define Retention Rules
Apply retention rules to matching backup sets in the tanget folder

Full Keep |12 = |Backups ~
Differential Keep |4 2| | Backups w
Incremental Keep |10 = |Backups w

Create a Synthetic Full f possible O
[1Run the purge before backup.
Purge the oldest backup set(s)if lessthan |5 = | GB on the target volume {minimum 1GB)

yw Help | <Back || Met> | | Cancel Finish

For more information on editing the backup plan and advanced options see Scheduling backups.

6. Click Next.

7. A summary screen displays detailing the settings used for this image.
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Disk Image
Imaging Summary ~
- Auto Werify: N
E Werify File System: Y
Maximum File Size: Automatic
Compression: Medium
Password: N
Intelligent Copy: Y
Power Saving: N
Email On Success: N
Email On Waming: N
Email On Failure: N
Total Selected: 4113GB
Cumrent Tima: 13/05/2021 16:43:30
Schedules
None

Retention Rules
Rulez will be applied to all matching backup sets in the destination folder

Full: Retain 12 full images
Linked incremental and differential images will also be deleted

Differential: Retain 4 differential images
Linked incremental imagas will also be deleted

Incremental: Retain 10 incremental images
The oldest incremental images may be consolidated

Purge will be run after the image.

Free space threshold:  Delete oldest backup setz when free space iz less than 5.00 GB

Destination:
File Mame: E:\Backups'{IMAGEID}-00-00.mrimg
Operation 1 of 1
Hard Disk: 1
Drive Letter: C
File System: NTFS o
reT. v

(P advanced Options Hol <Back Next > Cancel

8. Click Finish.

You are now given the opportunity to save the backup options.

Backup Save Options =

What do you want to do now?

Run this backup now
Save backup and schedules as an XML Backup Definition File

The saved Backup Definttion enables you to quickly rerun this
configuration .

Enter & name for this backup defintion.

C Drive Backup| |

C:AUsers\Admin\Documents'Reflect\C Drive Backup xml

o Cancs
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9. If you want to run the backup at this point, click OK.

The selected partitions are backed up to the chosen location.

'ChUsers\Admin\Documents\Reflect\.C Drive Backup.xml'

Email Un Failure: N ~
Total Selected: 41.13GB
Currert Time: 13/05/2021 16:63:20
Destination:
Backup Type: Full
File Name: E:\Backups'0D21E8CACE1B4ESF-00-00 mrimg
Operation 1 of 1
Hard Digh:: 1
Drive Letter: [
File System: NTFS
CBT: Y
Label:
Size: 99.38 GB
Free: 58.25GB
Used: 41.13GB
Starting Image - Thursday. May 13, 2021 16:58:20
Imitializing
Write Method: Using Direct Disk 1410
Destination Drive: Secondary Drive (E:) - Free Space 74.31GB
Image Guardian: Protected

Free space threshold:  Delete oldest backup sets when free space is less than 5.00 GBE

Creating Volume Snapshot - Please Wait

Analyzing file gystem on volume C:

Saving Partition - <NO NAME= (C:)
Reading File System Bitmap

Saving Partition W
Cwerall Progress: 2% Transfer Rate: 126.0 Mb/z Time remaining: 36 Minutes
Current Progress: 2% Time remaining: 36 Minutes
Low High )
Priority I Pn%rit)' On Completion Mo Shutdown ~ Hide Cancel Pause

10. When the image has completed, click Close to shut down the message box.
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'ChlUsers\Admin\Documents\Reflect\C Drive Backup.xml'

Saving Farmition - <NU NAMES> [L-) "
Reading File System Bitmap
Saving Partition

Saving Indax
New File: 25 GB 0D21E8CACE1B4ESF-00-00 mrimg

Retention Rules
Rulezs will be applied to all matching backup sets in the destination folder

Full: Retain 12 full images
Linked incremental and differential images will also be deleted
Backup Sets: 1 sets found
Nothing to delete
Differential: Retd |15 crium Refle
Links
Differential Backups:  0fol o Image Completed Successfully in 00:22:26
Noth
Incremental: ‘Rn?:. oK

Incremental Backups: 0 found

10 Performance: Read 242.9 Mb/s - Write 6.2 Gb/s

Image Completed Successfully in 00:22-26

v
Cwerall Progress: 100% Time remaining: 0 Seconds
Current Progress: 1007% Time remaining: {f Seconds
Low High )
Priority I F‘n%rity On Completion Mo Shutdown ~ Close

11. Click Close to close the backup window.

See also: Windows Partitions

Differential and incremental disk images
The entire contents of the imaged file system are stored in a Full image file. This is a reliable way of backing up your
PC, however, repeating the process is slow and subsequent images can fill your backup media very quickly.

After you have created an initial Full image, you can create Differential and Incremental images. These are both
quicker to execute than Full images and create much smaller image files.

Note: With the Free Edition of Macrium Reflect you can only make Full and Differential images of your disks and
partitions.

® Differential Images
® Incremental Images

® Maintaining backup sets
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® Selecting an Incremental or Differential backup

® Alternative method using an existing backup

Differential Images

A Differential image stores the changes that have been made to the imaged file system since the last Full image.
Subsequent Differentials can be taken, but only one Differential and the Full are required in order to fully restore the
system.

This is quicker than creating a Full image, however the longer the time between the Full and the Differential, the
larger the Differential image file is and the longer it takes to create.

Advantages of Differential images:

® Differential images created after the initial full Image are very quick because only file system changes since
the full backup are saved.

® The amount of disk space used by differential images is significantly less than that of full images.
® Only two image files are required to restore the system.
Disadvantages of Differential images:

® As the time since the last Full image was taken increases, the size of the Differential grows as does the time
it takes to create the Differential image.

® In order to reduce this time, it is necessary to perform a Full image occasionally to reduce the size of the
subsequent Differential images.

Incremental Images

The main difference with Incremental images is that they only store file system changes since the last image, either
Full, Differential, or Incremental. The resultant backup set, therefore, consists of a full image and a number of
Incremental images which must all be present in order to restore the system correctly.

Advantage of Incremental images:

® Incremental images have the same advantages as Differential images, but since they only store the changes
that were made since the last Full or Incremental. They are always small and very quick to make, especially
if done frequently.

Disadvantage of Incremental images:

® All files must be present in the image set. If any intermediate Incremental images are missing, it is not
possible to restore the system to the latest backup.

Maintaining backup sets

Maintaining backup sets can seem an onerous task, however, Macrium Reflect takes care of all the hard work for
you. With Macrium Reflect you can schedule Incremental or Differential backups automatically. It is as simple as
selecting the image you wish to restore and Macrium Reflect automatically selects the required files in the image set
as part of the restore process. The same is true for exploring an image. If you choose to explore an Incremental
image in an explorer window, Macrium Reflect reconstructs all the files that have been backed up to that time.

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 165



Macrium Reflect v8.0 User Guide

Macrium Reflect also includes functionality to automatically delete expired image sets. For example, if you take a
Full image every month and then Incremental images every day, you can configure Reflect to keep two full image
sets (the equivalent of two months of backups) and delete any older files. As a result, your backup media does not

become full of obsolete image files.

Selecting an Incremental or Differential backup

The process for creating a Differential or Incremental backup is the same. Both save changes since the Full backup

if this is the only backup made so far.

1. Toinitiate an Incremental or Differential backup, select Backup Definitions Files.

Fle  View Backup Restore Other Tasks Help

Rescue Defaults Updates Help

Existing Backups =~ Logs

4 Create Backup Tasks
I;I Image selected disks on this computer

ml Create an image of the partition(z) required to backup
MW and restore Windows

Create a File and Folder backup

Local Disks Scripts
L @ ¢ ©

Open Edit Delete

File Name

fé]‘ My Backup xml
£ My Backup(1)ml
23 My Backup(2)ml
£~ My Clone xmil

Schedu

[

Run

In this instance, there is one saved XML definitions file MyBackup.xml which contains the

configuration required to back up the C drive.
2. Right-click MyBackup.xml and select Run Now.

You are presented with a number of options.

3. Select Full, Incremental, or Differential to automatically execute that particular backup. If unsure which you

want to run, click Prompt.
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Create Backups = Existing Backups =~ Logs

4 Create Backup Tasks Local Disks Definition Files Scripts Scheduled Backups
I:I Image selected disks on this computer 2
0 ® ¢ o DB %
== Elrjedatr:;;énﬁ?:d‘;{\;:e parttion(s) required to backup Open Add Edit Delete Run Schedule Shortcut Advan
@ Create a File and Folder backup File Name Path
P4y Backup xml [ Open Cortaining Folder Admin'\Documents'Reflect
é My Backup(1)xml @ Add to list Admin‘Documents'\Reflect
Add to li
é My Backup(2)xml f . Admin‘Documents'\Reflect
=4 My Clone xml E Admin‘Documents'\Reflect
Bename
Image Options XML View @ Delete
Imaging Summary Duplicate
€ Validate |

- Backup Definition File:

g Auto Verify: Bun Now r Prompt ...
Werify File System:

Maximum File Size: B Schedue Eul
Compression: e Eos iy L b ) )
Password: i Differential
Intelligert Copy: Generate a PowerShell Script File Incremental
Power Saving: . ) -
Email On Success: Generate a VBScript File
Email On Waming: h
Email On Failure: Generate an MS-DOS Batch File
Total Selected:
Cumert Time- [3] Create a Desktop Shortcut
ﬂ Advanced Options
Schedules

4. Click Finish.

5. When the Image is complete close the dialog.

Alternative method using an existing backup

1. Click the Existing Backups tab

2. Select either Image or File and Folder.

This presents a list of image or file and folder backup files.
3. Select the file that you want to create an incremental or differential from.

4. Select the NEW icon, and choose Create Differential or Create Incremental
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Create Backups Logs

4 Existing Backup Tasks
(=Y Gpen an image or backup file in Windows Explorer

E@\ Detach a backup image from Windows Explorer

Fe o ke

&3] Browise for an image file

g GPT Disk 1 [A3AEABZBAFFC44DD-8511-2FSF202200CE] - Msft  Virtual Disk 1.0 <100.00GB>

4 Details SR
NTFS Primary
ID: DD21EBCACKTBAESF —
Type: Ful
Ladts 3587GB
95.38GB

Date: 13/05/2021 16:58

«| Viewas |Backup Set

Images that contain drive: All Drives ~| Backups From Definition Al
~ 2
b O C B B @ B & O
Edt Remove Refresh  Browse  Restore Boot Werify New Delste
Folders Path Create Dfferertial Image!D
Al folders 4 D E:\Backups'. Create Incremental
DE Backups )— @DDZW E8C4CE1B4ERF-D0-00.mrimg T Oive Backup xmT D21E8CACE1B4ESF
La é 8532AF0A65344607-00-00 mrimg My Backup(2)xml 8532AFDA69344607
|» é 8532AF0A69344607-01-01 mrimg My Backup(2)xml 8532AFDA69344607
|» ‘E 8532AF0A69344607-02-02 mrimg My Backup(2)xml 8532AFDA69344607
|— {21 8532AF0AG9344607-03-03 mrimg My Backup(2)xml 8532AFDAG9344607
La {21 8532AF0AE9344607-04-04 mrimg My Backup(2)xml 8532AFDAG9344607
L QBSBZAFDAEEBMED?—DS»DS.mnmg My Backup(2)xml 8532AFDAB9344607

Creating desktop shortcuts for full, incremental and differential

backups

Type

Ful
Ful

Inc (Deta)
Inc (Deta)
Inc (Deta)
Dif

Inc (Deta)

' Creating Desktop Shortcuts for your backups enables quick and easy execution without the need to start
Macrium Reflect or choose the backup type (Full, Diff, or Inc).

Pre-requisite: To create a desktop shortcut for your definitions files you must already have a backup definition file. If
required, follow the instructions in Creating a backup image of your computer, drive or partitions.

1. Select the Definition Files tab.

Create Backups | Bisting Backups = Loas

4 Create Backup Tasks

I:I Image selected disks on this computer

ml Create animage of the partition(s) required to backup
MWW and restore Windows

Create a File and Folder backup

Local Digks I Definition Files I
Cpen Add Edit Delete
File Mame

é}, My Backup xml
£234 My Backup(1)xml
(24 My Backup(2)xml
E My Clone =ml

Scripts

2. Select the backup definition file and click the Create Desktop Shortcut button on the Backup Definition

File View toolbar.
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Local Disks Defintion Files Scripts Scheduled Backups
0..
b ® ¢ o [N B | & |acwm
Open Add Edit Delete Run Schedule Shortout Advanced
File Name Create Desktop Shortcut = Type
é My Backup xml et Image
» . You can run the selected XML, VBS or BAT ]
£ My Backup(1).ml file by double dicking the shortcut file on ect’. Image
é My Backup(2).xml your desktop, ect’ Image
E'l My Clone xml Source File: C:\Wsers\admin'Doc, .. \My Badkup.xml ectt Clone
Image Options XML View Backup type: | Full ~
Imaging Summary Target Name: | My Backup
- Backup Defintion File:  C:\Users'/y
—\  Auto Verfy: N
Verify File System: Y
Maximum File Size: Automatic Cancel
Compression: Medium
Password:
Inteligent Copy: Y

3. Select the Backup Type and enter the shortcut name that appears on the Desktop.

(D For easy reference to the backup type, you could add a Full, Diff or Inc suffix to the shortcut
name.

4. Click OK.

Checking VSS events when backups fail

Macrium uses Volume Shadow Copy Service (VSS) to create its images and backups and windows keeps a
log of VSS events. These events can give you information, useful if you are experiencing problems, such as
backup failures.

View events to check what has occurred as follows.

1. From the toolbar click Other Tasks.

2. Click View Windows VSS Events.
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Fle View Backup Restore | Other Tasks | Help

,-} @ Create Rescue Media...
@ @ @:3? Edit Defaults and Settings. ..
rt/Import Settings...
Rescue Defaults Update Bxport/impo -

@ Check for updates. ..
IE‘; Wiew Windows VS5 Events. ..

Create Backups = Existing Backups

4 Create Backup Tasks Fix VS5 Problems...
|;| Image selected disks onthis 2 Macrium Image Guardian Settings... 1
mll Create animage of the parti Change Theme... |

and restore Windows

3. Select the parameters for your event search.

4. The viewer updates automatically displaying relevant information.

Windows Event Viewer

ﬂ' Show events | Last 30 Days ~| @VSSEvents (O All Everts Refresh
From: [13/04/2021 ~ | [D0:0D:D0 2 | To: |13.--:5.--2:21 235959 = Search Intemet
Error Events Waming Events Information Events Clipboard Copy
Save to File
Evert ID Date
13/05/2021 09:16:33 Close
12348 13/05/2021 09:00:10
12348 13/05/2021 09:00:10 Help

V5SS 12348 13/05/2021 09:00:10
(i Vss 8225 13/05/2021 00:15:26
WSS 17948 nN7/0R:20%1 14-17-R%

21 Events

Date: 13/05/2021 09:16:33
Type: Information

Event: 8225

Source: WSS

The WSS service is shutting down due to shutdown event from the Service Control
Manager.

5. If required, select an event and choose to:

a. Search Internet. This will open your default browser with search terms configured for the selected
Windows error event.

b. Clipboard Copy. Useful for pasting into an email if you are contacting support.
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C. Save to File.

Windows Event Viewer

ﬁ;} Show events | Last 30 Days

Refresh
Search Intemet
Clipboard Copy

Save to File

Close

Help

~ | (@VS5Everts () All Events
From:  [13/04/2021 00:00:00 = To |13--"C5--'2321 | 235859
Ermor Events Waming Events Information Events
Source  Event 1D Date
0] vss 13/05/2021 09:16:33
W55 12348 13/05/2021 09:00:10
W55 12348 13/05/2021 09:00:10
W55 12348 13/05/2021 09:00:10
{i3vss 8225  13/05/2021 00:15:26
WSS 17748 OFMNRANIT 14-17RD
21 Events

Date: 13/05/2021 09:16:33
Type: Information

Event: 8225

Source: W55

Manager.

The V55 service is shutting down due to shutdown event from the Service Control

6. When you have finished reviewing events, click Close.

Alternative Locations For Backups

All backup wizards in Macrium Reflect allow you to select Alternative Locations to use for the backup destination.
Should the primary backup location not be available, each location will be checked in sequence until an available

one is found.

{D Alternative locations can also be used to provide backup rotations, for example, keeping an offsite backup,

or as a fail safe for temporary unavailability of the primary backup destination.
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1. Click Alternative Locations

Disk Image

-
‘ i ; Select Source Drive(s) & Partitions

Source
GPT Disk 1 [AZAEAB28-4FFC-44DD-B511-2FSF202200CE] - Mcft  Virtual Disk 10 <100.00GB>
2 1-NONAME (None) o 2- (None) HER ] ¢ Em 4-iNone)
[=] FAT3Z {LBA) Primary Unformatted Primary NTFS Primary /- NTFS Primary
265 MB 160MB 4113GB 7] 43:5MB
1000 MB U 160MB L 99.38GB 5130 MB U

Total Selected: 41.13GH

Destination

@ Folder [E\Backups\ ~ |

I Altemative locations I

Backup File Name | | { |

CD/DVD Bumer

Type {'for parameters E:\Backups{IMAGEID}-00-00.mrimg

&Advanced Options Help = Back MNext > | | Cancel | | Finizh

2. The Backup Locations dialog is shown.
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Backup Locations

*

ﬁ-ai Edit the list of alternative backup locations

When a backup is running, each location in this list will be tried in sequence until a valid location is found.

Thiz enables, for example, backup rotations to use multiple extemal drives that are assigned different drive

letters by Windows. Mote: During the backup, missing sub<folders will be created automatically.

|| |
G—) Add to list Reorder priority: f p ‘ Down @ Remaove
Folder
‘E\Backupsh.

Help Cancel

3. Select a folder and click Add to list

4. Repeat for each folder to be used as an alternative location

5. Change the order of locations by selecting a folder in the list and click Up or Down

Backup Locations

*
ﬁ-&i Edit the list of alternative backup locations
‘When a backup iz running, each location in this list will be tried in sequence until a valid location is found.
This enables, for example, backup rotations to use multiple extemal drives that are assiagned different drive
letters by Windows. MNote: During the backup, mizsing subfolders will be created automatically.
|T1_.'pe in a folder here to add as an altemative location || |
(—D Add to list Reorder priority: f Up ‘ Diown G) Remove

Folder

|E:\Eackups\ |

Help Cancel
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6. Remove a folder by selecting it and clicking Remove

7. Click OK when done

Advanced Options

Advanced Options

All forms of backup in Macrium Reflect have advanced options, accessed by clicking the Advanced Options link, All
backup wizards have this link which can always be located in the lower left hand corner of each wizard. Cloning, too,
is a form or backup and this also has advanced options, accessed in the same way.

Disk Image
» " wgw
( + ; Select Source Drive(s) & Partitions
Source
GPT Disk 1 [A3AEABZE4FFC44DD-B511-2F5F202200CE] - Meft  Virtual Disk 1.0 <100.00GB=>
B 1-NONAME (None) B 2- iNone) HEN __-}-_ B 4- iNone)
lE‘ FAT32 (LBA] Primary Unformatted Primary NTFE Primary # NTFS Primary
265MB 160MB 411368 4305MB
1000 MB O 160MB 0 3538GE 5130 MB 0
Total Selected: 4113GB
Destination
(®) Folder |E:\Backups\ ~m |
Altemative locations
CD/DVD Bumer
Backup File Name | |{
Type | for parameters E:\Backups\{IMAGEID}-00-00.mrimg
ﬁ Advanced Options Help < Back Next > Cancel Finish
Below is the Image backup advanced options as an example:
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Advanced Options

-5
£ X3
Backup Email

Compression

File Size

Password

Auto Verfy Image

Verify File System

Backup Set File Name Prefix

Compression Leve

Compression reduces the file size but may increase the total backup time.

Comments Medium (Recommended) ~ | Compression level
Shutdown

(®) Intelligert sectorcopy  {Recommended)

Copies only disk sectors used by the file system.

Windows pagefile and suspend to disk (hibemation) files are not copied. This reduces the
image size and backup time.

(C) Make an exact copy of the partition(s).

Partitions include unused sectors therefore forensic examination of the partition(s) remain
unchanged. Deleted files may be recovered for example.

Help Cancel

Common Advanced Options - Available to all backup types except Cloning

Option Description

Compression  Set the desired compression on the resulting backup file. Choose between None, Medium, or

High.
Intelligent Copy only file system sectors/clusters that are in use. This reduces the size of the disk image file
sector copy as unused file system clusters are not copied.
Make an Copy every sector/cluster used by the partition. This will also copy unused space and will make
exact copy the image file significantly larger than ‘Intelligent sector copy".
File Size Set maximum file size that will be created for the backup file, these are also known as file splits.

Choose between Automatic or fixed size in either Megabytes or Gigabytes.

Password Add password protection to the resulting backup files. Choose between standard, medium, and

v5

high encryption. Each increasing level of encryption will require a stronger password.
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Auto Verify

Verify File
System

Backup Set
File Name
Prefix

Comments

Shutdown

Email
Success

Email Failure
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Description

Automatically verify the resulting backup file. This will add more time to the backup process but
confirms if the resulting backup can be restored.

Verify the integrity of the file system being backed up.

Prefix the backup file name with the backup set Image ID.

Add a free form text comment to the backup.

Once the backup has complete you can choose to shut down the computer, choose between
Shutdown, Hibernate or Suspend.

Set recipient, subject, body, and attachments should this backup succeed.

Set recipient, subject, body, and attachments should this backup fail.

Cloning Advanced Options

Option

Intelligent
Copy

Forensic
Copy

Shutdown

Email
Success

v5

Description

Clone only sectors in use from the source disk. Further to this option:
® Verify File System. Ensure the source file system is valid before cloning.

® Rapid Delta Clone. Only clone differences in the source and target disks since the previous
clone was made.

® Enable SSD Trim. Ensure target SSD partitions are trimmed prior to a clone.

Clone all sectors from the source disk.

Set power saving options after a clone task.

Set recipient, subject, body, and attachments should this clone succeed.
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Option Description
Email Set recipient, subject, body, and attachments should this clone fail.
Failure

File & Folder Backup Advanced Options

Option Description

Reparse  For both system and user reparse points, select to either follow or do not follow. An example reparse
Points point is the folder "Documents and Settings" which when followed points (or expands) to a number of
other folders. If followed then all folders the reparse point "contains” will be included in the backup.

Backup Choose between Similar, Strict or All.
Set
Matching

Verifying image and backup files

Backup verification checks the entire contents of backup files against MD5 message digests (Hashes) created from
the source data when the backup was created. For more information on the verification process see: Understanding
Image Verification Failures

To verify Image and File and Folder backup files using the command line see: Verifying image and backup files from
the command line

To verify using the Macrium Reflect user interface follow the steps below:

Disk Images
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1. Click the Existing Backups tab, then select Image. Next, select the image you want to verify then click the

Verify icon.

Create Backups Logs

4 Existing Backup Tasks

% Open an image or backup file in Windows Explorer

E@\ Detach a backup image from Windows Explorer

4 Details

ID:  8532AF0AGS344607
Type: Incremental
Date: 13/05/2021 15:18

File and Folder

S 1-NONAME {None)
FAT32 {LBA] Primary

@ Browse for an image file...

9 GPT Dizk 1 [ASAEABZE-4FFC44D0-8511-2F5F202200CE] - Msft  Virtual Disk 10 <100.00 GB~

S 2- iNone) KN =]
Unformatted Primary NTFS Primary

BN | N

26.5MB
100.0MB

Images that contain drive:

Folders
Al folders
D E-\Backups

2. Click the Verify button in the dialog that opens:

160 MB 3587 GB
160 MB 99.38GB
All Drives w Backups From Definition | All
o b B D|R|lAa O
Refresh Browse Restare viBoot Verify MNew Delete
Path Defirition
Fl B E:\Backups*
F éﬂDZ] E8CA4CE1B4E5F-00-00.mrimg C Drive Backupxml
La ‘gﬁ&?zﬂFﬂAG‘}m?—Dﬂ-ﬂ'ﬂ.mrimg My Backup(2).xml
|— {21 8532AF0AE9344607-01-01.mimg My Backup(2)xml
I— ‘ngAFﬂAGBm?ﬂZﬂZ.mrimg My Backup(2).xml
|— ‘ESBZAFDAGBMT-D}DS mrmg My Backup(2).xml
La @WZAFDAG!}}HGDF’MM.mrimg My Backup(2)xml
L ”BB&BZAFDAGQ}MGD?—G&GS mrimg My Backup(2).xml

Verify

Selected Image

Image |D
o Backup Date

E * ; Drive
Partition
Partition
Partition
Partition

8532AFDAGI344607
13/05/2021 15:18

Msft  Virtual Disk 1.0
NO NAME

<NOQ NAME:

<NO NAME: (C:)

<NO NAME:

Automatically attempt repair [

Verify just this Incremental [

< Back

Next > Cancel
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Automatically If selected and corruption is detected in a backed up data block then the current
attempt repair live file system is checked to see if it contains the original data. If found then the
Image file is repaired by replacing the corrupt data.

If not selected and corruption is detected and the current live file system
contains the original data then the following message box is shown to either
cancel the verification or correct the data:

Data Verification Failure X

Block 4436 - Failed verification but can be repaired

Repeat for all Cancel

Selected 'Repeat for all' to repair subsequent blocks automatically.
Note: Verification will halt on the first un-repairable block detected.
Verify just this By default, the entire backup set required to restore the selected backup file will

Incremental be verified. Select this option to just verify the integrity of the selected Differential
or Incremental.

File and Folder Backups

1. Click the Existing Backups tab, then click the File and Folder tab. choose the File and Folder backup you
want to verify and click the Verify icon.
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Create Backups | Existing Backups | Logs
4 Existing Backup Tasks Image File and Folder

Sa—
% Open an image or backup file in Windows Explorer @ Browse for a backup file...

Search backup files (2
Details |
ID: 642273CF6FEF59B6
Type: Incremental
Date: 13/05/2021 17:55 In Files
O Al files in view

EC:) Detach a backup image from Windows Explorer

[

hd ‘ Modified

CAUSERSHWADMINYDOCUMENTS
Inc: =~

Exc: “temp; “tmp; *bak; *~* Backups From Definition | Al w| ViewA | Backup Sets v

3 O B B @[e|B O
Verify

Delete

Edit Remove Refresh  Browse  Restore viBoot New
Folders Path Definition
Allfolders 4 D Ex
D E: L [7) 542273CFEFEF59R5-00-00.mibak

L [3) 642273CF6FEF5986-01-01.mbak

2. Click the Verify button in the dialog that opens:

(@ Alldates  (C)Dates between:

(® 5el

Werify
Selected Image
Image 1D 6422 7ICFGFEFS5B6
- Backup Date 13/05/2021 17:55
pal Drive File Backup Virtual Drive
Partition File Backup Vitual Drive
Verify just this Incremental [
< Back Mext = Cancel
Verify just this By default, the entire backup set required to restore the selected backup file
Incremental will be verified. Select this option to just verify the integrity of the selected

Differential or Incremental.
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How to backup Hyper-V Cluster Shared Volumes

G} Please ensure that you are running Macrium Reflect v6.1.1309 or later.
Disk images cannot be used to backup Hyper-V Cluster Shared Volumes.

Server 2012R2 Hyper-V Cluster Shared Volumes (CSV) can be backed up using the File and Folder
backup functionality in Macrium Reflect. Earlier versions of Windows are not supported.

You must use the File and Folder restore functionality to restore VHD and VHDX files. You cannot mount
/browse backup files and use Copy and Paste to restore files larger than 4GB

To ensure that you have correctly backed up the CSV folders please check
the backup log.

Successful CSV snapshot Example.
Note the lines ‘CSV - Volume n’ and the snapshot line:

The successful VSS log will also indicate ‘C:\ClusterStorage\Volume*’
added to the snapshot:
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Di scover explicitly included conmponents ...
Verifying explicitly specified witers/conponents ...
Sel ect explicitly included conponents ...
* Witer 'Mcrosoft Hyper-V VSS Witer':
- Add conponent \6FALEOB1- 72D8- 4687- BAD3- C7BBC29E8338
Creati ng shadow set {e72a35c8- eef c- 4f e9- bd50- 35e95a123f e5}
- Addi ng vol une \\ ?\ Vol une{ 12f 7f 3d3- b552- 4a05- b948- da5ba054f 7f d}\ [C:
\ClusterStorage\ Vol unel\] to the shadow set...
- Addi ng vol une \\ ?\ Vol une{2cd57d04- 80b0- 4d12- ac10- 406e9f 121b09}\ [C
\ClusterStorage\ Vol ume2\] to the shadow set...

Failed Snapshot Example.

Note the Error message: VSS failed for Cluster Shared Storage. Ensure that no folders outside of CSV mount
points are included in this backup

How to backup Cluster Shared Volumes

1. From the Backup task bar, select 'Create a File and Folder backup' to start the backup wizard.
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File View Backup Restore OtherTasks Help

P05

4 Backup Tasks | Create a Backup | Backup Definition Files | VBScript Files | PowerShell Files | MS-DOS Batch Files | Scheduled Backups

g Image selected disks on this computer, r._ e ) /- e Q Q @ -E) -?—.) !

@l Create an image of the partition(s) required to
. e o f Filter list All -

. = —
ﬂ Create a File and Folder backup.

File Name Path Type £
b Other T357s Q My Backup.xml C:\Users\Richard\Documents\Reflect\ Disk Image
> Exchange Tasks &2 My Backup(1)xml C:\Users\Richard\Documents\Reflect\ Disk Image
[> SQL Server Tasks ° {2 My Backup(2)xml C:\Users\Richard\Documents\Reflect\ Disk Image
2 My Backup(3)xml C:\Users\Richard\Documents\Reflect\ Disk Image
4 0\ Detzis (2 My Backup(4)xml C:\Users\Richard\Documents\Reflect! Disk Image .
<| >
Image Options {XMLVMJ
Imaging Summary [l
Backup Definttion File: ~ C:\Users\Richard\Documents\Reflect\My Backup(7)xml
% Auto Verify: N
Masimum File Size: Automatic
Compression: Medium
Password: N
Inteligent Copy: Y
Power Saving: N
Total Selected: 255MB
Retention Rules
Full Retain full images for 26 Weeks
Linked incremental and differential images wil also be deleted v

2. Select'Add folder'.

@ Add the Folders you want to Backup

Source
Backup Files and Folders

Add, edit and delete folders that you wish to backup. After adding a folder you can select sub folders
and files using wild-card filters for inclusions and exclusions.

Click the "Add folder' link below.

(e Add folder )/‘ Edit folder 3¢ Delete folder [[] Backup NTFS permissions
Destinati

® Folder | E:\FileAndFoldery vl EI

Alternative lecations

() CD/DVD Burner |

[#]Use the Image ID as the file name. {Recommended)
Backup filename: | {IMAGEID}

| E:'\FileAndFolder \{IMAGEID}-00-00. mrbak

TAdvanced Options Help | | < Back | | Next >
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The 'Select Folder to backup' dialog appears.

Select folder to backup
File and folder inclusion and exclusion masks

1. Folder to backup

‘ C:\ClusterStorageWolume 1

Include subfolders
[]Exdude hidden files and folders
[ |Exdude System files and folders

Select files and folders to be included/excluded.

Wildcards are supported, Separate multiple masks with semi-celon ("xls: *.doc *mp3)

2. Add files to include

v]
3. Add any files to exclude
| * temp; *.tmp; *.bak; * ~* v|
4. Add any folders to exclude
| v]

Enter full or partial folder path, wildcards are supported.
"e.g. c:\temp; temp; *Ytemp; temp®”

CK | | Cancel

(D Select/Add o nly folder(s) beneath the C:\ClusterStorage\ in order for the Clustered Shared
Volume contents to be included in your backup.
Do not include folders outside of the 'C:\ClusterStorage\' mount point otherwise VSS will fail.

Several different masks and wildcards can be specified to include specific files within the given directory
or exclude other files.

Option Description
Include sub-folders  Recourse all folders below the backup folder using the specified filters

Exclude hidden files = Do not backup files or folders that have the Hidden attribute
and folders
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Option

Exclude system
files and folders

Add files to include

Add files to exclude

Add any folders to
exclude

3. Click OK

Macrium Reflect v8.0 User Guide

Description

Do not backup files or folders that have the System attribute

Add a semi-colon separated list of file name filters to include in the backup. Use the
asterisk * character as a wild card.
For example; *.doc; *data*; *.xIs

Add a semi-colon separated list of file name filters to exclude from the backup. Use
the asterisk * character as a wild card.
Note: Exclude filters take precedence over include filters

Add a semi-colon separated list of folder name filters to exclude from the backup.
Use the asterisk * character as a wild card.
Filter names can be full path and/or folder names.

For example:

*temp* will exclude all folders with the letters 'temp’ anywhere in the folder name
*\data\temp* will exclude all paths where the folder name begins with 'temp' that
has a parent folder named 'data’

4. Repeat to add further CSV directories if necessary.

5. Inthe Destination section, specify where you want the backup to be created.
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ﬁ Add the Folders you want to Backup

Source

Folder Indude Files  Exdude Files Sub Folders  Exdude Folders
C:\ClusterStorage\Wolume 1}, *.* *.temp; *.imp; *.bak; *.~* Y

&) Add folder " Edit folder M Delete folder [#] Backup NTFS permissions

Destination
(@) Folder E:\FileAndFolder)] vl EI
ative locations

() CD/DVD Burner | |

[w]Use the Image ID as the file name. (Recommended)
Backup filename: | {IMAGEID}
.. Ei\FileAndFolder \{IMAGEID}-00-00.mrbak

+lTAdvancedOgtions | Help || < Back || Mext = || Cancel

Alternative Locations can be used to provide backup rotations or as a fail safe for temporary unavailability of
the primary backup destination.

. When you have finished adding folders and making all necessary changes, click Next.

. The Backup Plan is shown:
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MNone

2. Add/Edit Schedules

File and folder backup

U L
| E'@ Edit the Plan for this Backup

1. Select a Template for your Backup Plan

Backup Type

Schedule

Add Schedule ¥

@ 3. Define Retention Rules

E‘ Edit Schedule

|Apply retention rules to matching backup sets in the target folder |

Full Keep
Differential Keep
Incremental Keep
[JRun the purge before backup.

|LT Advanced Options

12 =

B
e
[0 5 e V]

Create a Synthetic Full if possible [

|§==g Delete Schedule

Delete the oldest backup set(s) if less than | 5 : GB on the target volume {minimum 1GE)

| Help

<Back | | Mext =

| | Cancel

Finish

Macrium Reflect retention rules provide a powerful and flexible way to manage the lifetime and storage space

used by your backups.

Choose how backups are matched, and how retention rules are applied to the target folder

Retention rules are applied to the target folder of the backup by selecting one of two options:

Retention Rules Apply To

Matching backup sets in th

e target folder

'Matching backup sets in the target folder
All backup sets in the target folder

Similar
backup
sets in the
target
folder.

the Disk ID

For File and Folder backups retention rules are applied according to the File and Folder "

Backup Set Matching' selection.

All backup sets in the target folder of the same type (Disk Image or File and Folder) are

purged according the retention rules.
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Select the age

or number of backup types that you wish to keep

Retention Rules Apply To

Matching backup sets in the target folder L
Full Keep | 12 Backups v
Differential Keep |4 = |Backups v
Incremental Keep | 10 Backups ~

Create a Synthetic Full if possible [ ]

|:| Purge before a backup

Purge oldest backup set(s) if less than 5 GB on the target volume

Option

Full

Differential

Incremental

Description

When deleting Full backups all linked incremental and Differential backups in the same
backup chain (set) are also deleted This operation will delete the entire backup set.

When deleting Differential backups all linked incremental backups in the same backup
chain (set) are also deleted.

When deleting Incremental backups the integrity of the backup set is maintained by
ensuring that the chain is never broken. This is achieved by merging older Incremental
backups when required.

In the example below, before retention, there is 1 Full backup, 1 Differential backup and
6 Incremental backups. The retention rules are set to retain 4 incremental backups. After
retention, the most recent 4 incremental backups are retained. Deleting the oldest 2
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Option Description

incrementals would cause the backup chain to be invalid as the oldest retained
incremental requires the previous 2 incremental backups to complete the chain. To ensure
backup integrity the 2 older incremental backups are consolidated with it to create a
new incremental backup.

F = Full
D = Differential
I =Incremental
M T W T F M T W T F M T W
F D | | | | F | |
- -> |
Create a When purging Incremental backups, if the backup set only contains a Full backup
Synthetic followed by Incremental backups, then this option causes the Full backup to be 'rolled
Full if forward' to create a Synthetic Full backup. This is also known as Incremental Forever.
possible
Run the Select this option to run the retention rules before the current backup.
purge Note: in Macrium Reflect v5 the current backup set wasn't included in the purge calculation

beforethe  when purging before the current backup. In v6 the current backup set IS included. This
backup means that if you set the retention count to 1 Full backup then all of your backups will be
deleted and a new Full backup created.

Delete Automatically remove the oldest backup set(s) in the target folder if the free space on the
oldest drive drops below the GB threshold.

backup set Note: The free space threshold is actioned dynamically. If the free space available drops
(s) if less below the threshold then the running backup is temporarily paused while older backup sets

than n GB are purged.

8. The next screen, Summary, gives the details of what is being backed up. Click Finish.

Restoring and browsing

Macrium Reflect can restore disk partitions exactly as they were when the backup was taken. With File and Folder
backups you can restore all or selected files and folders to their original or new location.

You can also explore any backup or image file in Windows Explorer. This powerful feature enables you to restore
individual files or folders by simply using copy and paste.
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To restore whole computers, including boot partitions, Macrium Reflect uses Windows PE, a cut down version of
Windows. On a working system, when you restore to an earlier time, Macrium Reflect reboots into the Windows PE
operating system, carries out the requested restore, then boots back into the restored operating system. On a
system that is not working, to restore to an earlier time, you need to boot from your Windows PE rescue media,
whether that is a CD, DVD or USB-stick. The rescue media contains Macrium Reflect so that you can carry out the
restore, then boot back into the restored operating system.

Although this all sounds complex, it really is very simple to perform with Macrium Reflect leading you through each
step.

Finally, if you have Macrium Reflect Server Plus, it has a rich feature set for restoring backups of SQL databases
and Microsoft Exchange Servers while giving you the power to restore to any time and granularity right down to an
individual email.

Further reading:
® Restoring an image from within Windows
® Understanding partition alignment
® Browsing Macrium Reflect images and backups in Windows Explorer
® Restoring a file and folder backup
® Restoring MS SQL
® Restoring MS Exchange databases
® Restoring an MBR System image to UEFI/GPT
® Restoring a UEFI/GPT System image to MBR
® Bare metal restore of a Dynamic disk system
® Drive letters assigned to restored or cloned partitions

® Restore to VHD

Restoring an image from within Windows

This topic is for restoring a data image. For restoring a system image see Restoring a System image from Windows.

If the image contains only data, restoring it is very simple using Macrium Reflect. You can restore it back to its
original location without interrupting the operating system.

Before you begin: You must have a backup image of the disk ready to restore.

1. On the main screen, select Existing Backups.
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2 Macrium Reflect - Home Edition - v8.0.5881 BETA (Mot For Resale) [UEFI]
Fle View Backup BRestore  COther Tasks

Q & u®

Rescue Defaults Updates

Create Backups Logs

4 Existing Backup Tasks Image Fil

ll:_(\i) Open an image or backup file in Windows Explorer @ B e

B GPT Dizk 1

ll:_(\;) Detach a backup image fram Windows Explorer

Backup images available to be restored are shown in the main pane.

2. Select the image you wish to restore and click the Restore icon.

Image File and Folder

j Browse for an image file...

g GPT Dick 2 [72E7FARG4-2F2B-474C-AALIACADOTSCI046] - Meft  Virtual Dick 1.0 <100.00GB=

1- {Nonel 2 - Secondary (E
Unformatted Primary MTFS Primary
B |
160MB 11426GB
160MB PR28GE
Images that contain drive: Al Drives w Backups From Definition | Al w | Viev
[ © - B|B|E B & O
Edit Remove Refresh Browse Restore viBoot Werify Mew Delete
Folders Path Definition Image|D
All folders Fl D CA
D E:\Backups l— (1 E21487ASCEBO043E-00-00.mrimg E21487A5CEBDD43E
c: | L p212F1B5276F7099683-00-00 miimg 2F1B5276F7D99683 |
] u E:\Backups'.

La QSESZAFDAGBBMJE»DT{H}'DD.mrimg My Backup{2)xml B8532AF0ABI344607
|— {21 8532AF0AB5344607-01-01.mrimg My Backup(2)xml B8532AF0AB9344607
|— é&&BZAFﬂAGBBMGDT-ﬂZ-DZ.mrimg My Backup{2)xml B8532AF0AB9344607
|— QE»&SZAFDAGBBMDT-DHS.mrimg My Backup{2)xml B8532AF0ABI344607
La [218532AF0A63344607-04-04 mrimg My Backup{2)xml B8532AF0ABI344607

L @%&%Fﬂﬂﬁﬂm’;’-ﬂ&ﬂ&mnmg My Backup{2)xml B8532AF0AB9344607

3. The next dialog gives you the opportunity to modify the destination properties.

@ Moving and Resizing the restored partition

To restore partitions, select Copy Partitions, you can then select Exact partition offset and
length to restore the partitions to the same location on the target disk, or select Shrink or extend
to fill the target disk to resize the partitions automatically to fit the target. It's also possible to
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select a different target disk and to drag partitions to different locations, and resize them manually
them to use the available space. Simply drag the source partition to any available partition or free
space on the target disk. You can also delete partitions on the target disk to make space. For more
destination options and further information, see Modifying restored partition properties.

Drag Partitions to the Destination Disk or click 'Copy Partitions'

Source  01/05/2021 14:28 C\2F1B5276F7D99683-00-00.mrimg

-

E ..,} Q GPT Disk 2 [F2E7A964-2F2B4T4C-AA114CADOTSCI046] - Maft  Virtual Disk 10 <100.00 GB»

1- {None) 2 - Secondary (E:

Unfarmattzd Primary NTFS Primary

160 ME " 1142GB "

160MB 9555 GE
Destination Local disk Select a different target disk

@ Copy Parttions E\& Erase Disk [El Delete Partition Undo

I:I Q GPT Disk 2 [F2ETASE4-2FZB-474C-AALI4CADOTSCI04] - Mesft  Virtual Dick 10 <100.00GB>

1- (None) 2 - Secondary Drive (E)

Unformatizd Primary NTFS Primary

160 MB 2568GE

160 MB 955 GE

Verffy image before restore [
Copy selected partitions when | click "Next”

Help < Back Next > Cancel Finish

4. Click Next to restore back to the original location.
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Restore Summary

Image 1D:
Date:

Time:

Image Type:

Image File
&

Source Disk:
Geometry:

Verify:

Delta

S50 Trim:
Power Saving:

Schedules

Operation 1 of 2
Restore Partition

Drive Letter
Start Sector:
End Sector:
Partition Type:

Operation 2 of 2
Restore Partition

Drive Letter
Start Sector:
End Sector:
Parttion Type:

Destination Disk:

CA\2F1B5276F7D53683-00-00 mimg
2F1B5276F7D99683

01 May 2021

14:28

GPT Disk 2 [72E7AS64-2F2B-47AC-AA114CADO7EC1046] - Msft  Virtual Disk

130544631512

GPT Disk 2 [72E7AS64-2F2B-474C-AA11-4CADO7EC1046] - Msft  Virtual Disk

Z<=<=

None

1-<NO NAME:

Urformatted 16.0 MB / 16.0 MB
None

63

32.79%6

Primary

2 - Secondary (E}

NTFS 11.42GB / 59.98 GB
E:
34,816
209,713,151
Primarny

& Advanced Options Help < Back Next Cancel

5. If required, set Advanced Options as follows:

& Advanced Options

Option Description

Rapid Copy only changed data blocks to complete the restore process more quickly

Delta See: Rapid Delta Restore - RDR

Restore:

SSD Trim: Enable TRIM on restore to increase both the lifetime and the performance of the SSD.
See: SSD Trim Support

Verify To verify the image integrity before restoring.

Image:

Master

Boot

Record:
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Option Description

To replace the Master Boot Record (MBR) with the MBR from the backup.
The MBR is a small program that executes when the computer starts up. If this program
becomes corrupt then you can have problems starting the computer operating system.

Note: On modern GPT/UEFI systems this option has no effect.

Shutdown Set power saving options after a restore task has completed.
6. A summary screen is displayed confirming the choices that have been made, click finish.

Restoring a System image from Windows

System images of, for example, the C drive, contain operating system files so it is not possible to restore files in real-
time because they will be in use by the operating system. To resolve this Macrium Reflect boots Windows PE, a cut-
down version of Windows. It then restores the file system before rebooting again and loading the restored Windows
OS. Although this sounds complex, it really is very simple to perform.

1. Inthe main application window, select Existing Backups.

2 Macrium Reflect - Home Edition - v2.0.5831 BETA (Mot
File  View Backup Restore Other Tasks Help

CRCHONE

Rescue Defaults pdates Help

Create Backups I Existing Backups I Logs

4 Existing Backup Tasks
Eﬁ‘l} Open an image or backup file in Windows Explorer

F@) Detach a backup image from Windows Explorer

2. Select the required image and click the Restore icon.
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File and Folder
£2] Browse for an image file
9 GPT Disk 1]A3AEAB28-4FFC44DD-8511-2F5F202200CE] - Msft  Virtual Disk 1.0 <100.00GB>
B 1-NONAME (None) S 2- None) HER =] = 4- iNane)
FAT32 {LBA] Primary Unformatted Primary NTFS Primary NTFS Primary
HEN | I  — | '/ |
265MB 160MB 3587 GB 4265MB.
1000MB 160MB 99.38GB S130ME
Images that contain drive: | All Drives ~ | Backups From Definition Al v | ViewAs |Backup Sets
I A -
> © — R |E B & O
Edit Remove Refresh Browse Restore viBoot Verify New Delete
Folders Path Definition ImagelD Type Date Size
Al folders 4o
[}E:\Backups |» {21 E21487ASCEBO043E-00-00.mrimg E21487A5CEBO043E Full 13/05/2021 18:06 25.46GB
[dc L {24 2F1B5276F 7D59683-00-00.miimg 2F1B5276F 7099683 Full 01/05/2021 14:28 11.27GB
4 [ ] E\Backups',

I LAQBEBZAFOAMAIHJTMmrimg My Backup(2)xml B532AF0ARS344607 Full 13/06/2021 14:50 ZBMGFI
|» ”EHESZAFOAMHN-N mrimg My Backup(2)xml B53ZAF0ARS344607 Inc (Delta) 13/06/2021 15:18 273MB
|» ”EHESZAFOAGHMHH-DZ-DZ mrimg My Backup(2)xml B532AFDABS344607 Inc (Delta) 13/06/2021 15:23 13.2MB
|» éﬂﬂ?ﬂme?M mrimg My Backup(2)xml B532AFDABS344607 Inc (Delta) 13/06/2021 15:25 121MB
La é&&]ZAFDAG‘.B‘MED?M mrimg My Backup(2)xml B532AFDABS344607 Diff 13/06/2021 15:28 789 MB

3. The next dialog gives you the opportunity to restore the image, click Next and select all defaults.

Drag Partitions to the Destination Disk or click 'Copy Partitions'
Source  13/05/202114:50  E:\Backups\B532AF0A&9344607-00-00.mrimg
E‘Z} 9 GPT Dick 1[A3AEAB2E-4FFC44DD-E511-2F SF202200CE] - Msft  Virtual Dick 10 <100.00GB>
HR 1-NONAME(None) B 2- None) - ER] HE - None)
FAT32 (LBA] Primary Unformatted Primary NTFS Primary NTFS Primary
26.5 MB 160 MB 3567GB 4265 MB
100.0 MB 160MB 99.38GB 5130 MB
Destination  Local dlisk Select a different target disk
@ Copy Partitions E\o Erase Disk []ZI Delete Partition O Undo
I:I Q GPT Dick 1[A3AEABZE~4FFC~44DD-6511-2F5F202200CE] - Msft  Virtual Disk 10 <100.00GB>
B 1-NONAME (Nong) = 2- Nong] HEN =] B 4 (Nene)
FAT32 (LBA) Primary Unformatted Primary NTFS Primary NTFS Primary
265 MB 160MB 66.58GB 4305 MB
100.0 ME 160MB S93EGE 5130 ME
erfy image before restore []
Copy selected parttions when | click "Next” [
Help < Back Mext > Cancel Finish

G) Note: By default, partition(s) restore to their original locations. However, it is possible to restore to
a different partition by using Drag and Drop. Simply drag the source partition to any available
partition on the target disk. See Modifying restored partition properties
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4. Review the summary and click Finish.

5. Macrium Reflect, recognizing that it is not possible to restore the image to the C drive, displays a dialog

informing you that Windows PE must be used. Click Yes.

Macrium Reflect

o Build rescue media boot menu

rescue environment,

menu now to automatically restore?

es

This restore must be completed in the Windows PE

Do you want to build rescue media and add a boot

6. You will then be prompted to boot into Windows PE and configure what will happen after the restore. Once

you have selected what will happen after the restore, select Run from Windows PE.

B Unable to lock drive

v5

g The following drive is in use and the restore cannot continue:
! Ch [Volumeis5186205-733-42d0-a97a-6418cfbcZeall]

Windows PE Restore Options

Automatic boot
Automatically boot into Windows PE. This option is only
available if you have enabled the Windows boot menu
option in Macrium Reflect.

After Restore | Reboot I

No Shutdown
Select "Run from ‘.“J Reboot |

restore the nesd time Windows PE starts.

Run from Windows PE I Cancel
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Menu option for system Image recovery and retry the restore.

Page 196



Macrium Reflect v8.0 User Guide

7. You are prompted to restart your PC. Close any saved work and click Restart Now.

Choose an operating system

Windows 10

Macrium Reflect

D System Recovery

Change defaults or choose other options

8. The system reboots, Macrium adds a boot menu option and automatically selects the recovery environment.

9. Windows PE boots and automatically runs Macrium Reflect. Macrium Reflect detects which image is to be
restored and starts restoring automatically. When restore is complete, Macrium automatically reboots the PC
again and the restored Windows OS boots as normal.

Restoring a system image video

Modifying restore destination partition properties

@ Note: Macrium Reflect v8 adds improved the Restore and Clone functionality by adding automatic fill
/shrink where the target disk is a different size to the source. The most common disk copy tasks are
automated by using the toolbar '‘Copy' functionality but we've also added the ability to set free space
before and after a copied partition to precisely locate and resize partitions on the target disk.

Please see Restore and Clone Partition Layout

Hard disks are organized into partitions, similar to a filing cabinet, to optimize the use of space on the device. Each
partition contains a small amount of error correction data, in case of a fault. Partitions are aligned to further optimize
the amount of error correction data they require, maximizing the available space on the device.

There are two alignment possibilities used by Windows:

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 197



Macrium Reflect v8.0 User Guide

1. 1MB alignment. Beginning with Windows Vista/Server 2008 partitions are aligned on 1MB boundaries. For a

disk with 512 bytes per sector, this equates to 2048 sector alignment.

2. Cylinder, Head, Sector (CHS) alignment. This is the alignment used by all Windows versions, up to and
including Windows XP/Server 2003. Disks are described as having sectors, heads, and cylinders, typically
512 bytes per sector, 63 sectors per head, and 255 heads per cylinder. A head is often referred to as a track.
Partitions start on a head (or track) boundary and end on a cylinder boundary http://en.wikipedia.org/wiki

/Cylinder-head-sector.

Solid State Disks (SSD) require partition alignment to 4KB boundaries for optimum performance and life. 1MB
aligned partitions are aligned on 4KB boundaries so present no problem, however, CHS aligned partitions are often
aligned on 63 sectors (31.5KB) degrading SSD performance and life span considerably. This can be improved by

modifying restore destination partition properties when you restore an image.

When you ask to restore images Macrium Reflect initially sets out to restore the partitions back to their original
position on the disk. From here you can modify their destinations.

To modify the restore destination:

1. Click the Restore icon.

Image File and Folder

{,E Browse for an image file..

9 GPT Disk 1 [A3AEABZE-4FFC-44DD-B511-2FSF202200CE] - Msft  Virtual Dick 1.0 <10000GB=

Bl 1-NONAME (None)
FAT32 {LBA] Primary

26.5MB
100.0 MB

Images that contain drive: All Drives

[ ©

Edit Remove

Folders
All folders
|j E:\Backups

BC:

2. The following dialog shows.
the original location.

|
| o
Refresh

Path

Fl D Ch

Bl 2- (None)
Uniformatted Primary

14.0 MB
14.0MB

RN
MTFS Primary

3387 GB
w238 GH

~ Backups From Definition | All

Eo

Browse

2
E®

Restore

Definition

|— (21 E21487A5CEBD043E-00-00 mimg
L (24 2F1B5276F7D59683-00-00.mrimg

Fi Lol PR P

Source shows the location of the image file we are restoring from. The Target is
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Drag Partitions to the Destination Disk or click 'Copy Partitions'

I Source  13/05/202114:50  E:\Backups\B532AF0A&9344607-00-00.mrimg I

26.5MB 160 MB 6058 GB
100.0 MB 160 MB 9938 GB

E‘:} 9 GPT Dick 1[A3AEABZE-4FFC-44DD-E511-2F SF202200CE] - Msft  Virtual Disk 10 <100.00G8>

HR 1-NONAME(None) B 2- None) - EN] HE - None)

FAT32 (LBA) Primary Unformatted Primary NTFS Primary NTFS Primary

265 MB 7] 160MB 7|  3587GB 7| 426.5MB )

100.0 MB 160MB 99.38GB 5130 MB
Destination Local disk Select a different target disk

@ Copy Partitions E\o Erase Disk []ZI Delete Partition O Undo

I:I Q GPT Dick 1 [A3AEABZE-4FFC<4DD-8511-2F5F202200CE] - Msft  Virtual Disk 10 <100.00GB~

B 1-NONAME (Nong) =i 2- iNong] HEN =] B 4 (Nene)

FAT32 {LBA) Primary Unformatted Primary NTFS Primary NTFS Primary

HE | I N 0 |

4305 MB
5120 MB

erfy image before restore []
Copy selected parttions when | click 'Next'

Help

< Back

Next = Cancel Firish

Click Select a different target disk and select the required target disk.

If you have partitions on the target disk which you are sure can be deleted, select each one in turn and click
Erase Disk to delete all partitions on the disk, or select Delete Partition to delete certain partitions.

Drag the source partition onto the destination partition.

The partition locates to the first available free area of the new disk. In this case, partition 2.
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Drag Partitions to the Destination Disk or click 'Copy Partitions'

Source  13/05/202114:50  E:\Backups\B532AF0A&9344607-00-00.mrimg

-

E ..} g GPT Dick 1[A3AEABZE-4FFC-44DD-E511-2F SF202200CE] - Msft  Virtual Disk 10 <100.00G8>

HR 1-NONAME(None) B 2- None) - EN] HE - None)

[l FAT32 (LBA) Primary Unformatted Primary NTFS Primary NTFS Primary

265 MB 160MB 3567GB 4265 MB

100.0 MB O 160MB O 99.38GB [ 5130 MB O
Destination  Local disk Select a different target disk

i‘% Copy Partitions E\o Erase Disk Delete Partition O Undo [¢] Float Left Float Right % Fill Space & Layout

I:I Q GPT Dick 1 [A3AEABZE-4FFC<4DD-8511-2F5F202200CE] - Msft  Virtual Disk 10 <100.00GB~

B 1-NONAME (Nong) o 3- taute)

FAT32 (LBA) Primary NTFS Primary

26.5MB 35E7GB

100.0 ME 59.3EGE

erfy image before restore []
Copy selected parttions when | click "Next”

Help < Back Mext = Cancel Finish

6. The partition can be floated between the left and right of the disk, and also resized. The partition shown
below has been floated to the right:

Drag Partitions to the Destination Disk or click 'Copy Partitions'

Source  13/05/2021 14:50 E\Backups'85332AF0A69344607-00-00. mrimg

E‘z ! Q GPT Dizk 1 [A3AEAB2B4FFC44DD-8511-2F5F202200CE] - Msft  Virtual Disk 10 <100.00GE~
S 1-NONAME (None) S 2- iNone) LN =] =i 4- None)
O FAT32 (LBA] Primary Unfomatted Primary NTFS Primary NTFS Primary
265MB 160ME 358768 4265MB
1000 MB O 160MB O 59.38GE [ 5130MB O
Destination  Local disk Select a different target disk

y Parttions E\o Erase Disk Delete Partition O LUndo Float Left Float Right Eill Space | ﬁ Layout

I:I 9 GPT Disk 1 [A3AEAB2E-4FFC44DD-6511-2F5F202200CE] - Msft  Virtual Dick 10 <100.00GB>
B 1-NOMAME (None) o 2 tauto]
FAT22 (LBA) Primary NTFS Primary
26.5MB 3587GB
1000 MB 99.36GB

Verffy image before restore []
Copy selected partitions when | click "Next

< Back Finish
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7. Click Layout to open the partition properties window for additional options.

Partition Properties *

] Legacy XP partiton alignment Drive Letter: Auto ~ | GPT Digk Format

2R 3- (Auw)
NTFS Primany

35.87 GB
59.84 GB

Sze: GB[59 [ MB (857 [2 »¢ | o

4

L3

Before: GB |0 SR

e I <>

4

L3

After: GB |4[:- = MB |55

4

Start Sector: 206,348 Minimum Size 3592 GB Revert 59.38 GB

End Sector: 125,693,951 Maximum Size 99.90 GB

Help Cancel

8. There are a number of things you can do here:
®  Modify the drive letter by selecting another from the list.
® Click between the arrows < > above the disk view and drag the partition to a new size.
® Fine-tune the Partition Size, Free Space, and Location on the destination disk.

® Click Maximum Size to configure the partition to the maximum available unallocated space on the
disk, in this case about 10 TB (the size of the disk)

® Click Minimum Size to configure the partition to the minimum size, The minimum size is equivalent
to the used space on the restored partition plus 50MB.

® Click Revert to set the partition to the same size as it was when backed up.

(D Note: If the source disk is an MBR disk and the target is greater than 2TB in size then the
restore process will automatically convert the disk to GPT style format.

9. Click OK.

v5
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See also: Drive letters assigned to restored or cloned partitions

Understanding partition alignment

Partition alignment refers to the physical sector offset of partitions. There are two alignment possibilities used by
Windows:

1. 1MB alignment. Beginning with Windows Vista/Server 2008 partitions are aligned on 1MB boundaries. For a
disk with 512 bytes per sector this equates to 2048 sector alignment.

2. Cylinder, Head, Sector (CHS) alignment. This is the alignment used by all Windows versions, up to and
including Windows XP/Server 2003. Disks are described as having sectors, heads and cylinders, typically
512 bytes per sector, 63 sectors per head and 255 heads per cylinder. A head is often referred to as a track.
Partitions start on a head (or track) boundary and end on a cylinder boundary. http://en.wikipedia.org/wiki
/Cylinder-head-sector

Partition alignment and Solid State Disks (SSD)

Solid State Disks require partition alignment to 4KB boundaries for optimum performance and life. 1MB aligned
partitions are aligned on 4KB boundaries so present no problem, however, CHS aligned partition are often aligned
on 63 sectors (31.5KB) degrading SSD performance and life time considerably.

Partition alignment and the Macrium Reflect cloning and restore function

To preserve the source partition alignment either...

1. Select the source partition check box(es) and click the ‘Copy selected partitions' link.

2. Drag and drop the source partition(s) to free space on the target disk

To use the target partition alignhment.

(D Note: This could be used to ‘convert’' and XP aligned partition for SSD alignment
1. Drag and drop the source partition to an existing partition on the target disk

These defaulted alignment possibilities can be overridden in the Partition Properties dialog by selecting the
'‘Alignment’ drop down control.
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Set the properties for the restored partition

Drive Letter: Partition Type:

1 - System Ressrved (Mons)
NTFS Primary

42,0 MB
100.0 MB

Partition Size: 100 Maximurm Size | |Mir|in1um Size | | Criginal Size
360.0 MB 92,0 MB 100.0 MB

Free Space: [a]

280 =
! Start Sector: 2,048
Alignment: |'~ﬁsiaﬁf55D {(1Me) End Sector: 206,847

oK | | Cancel

Browsing Macrium Reflect images and backups in Windows Explorer

Introduction

By mounting image files in Windows Explorer you can browse or explore an image and access all the files in a
backup. The backed up data appears as a temporary drive in Windows Explorer that you can access, just like
any other drive, mounted with its own drive letter. Individual Files and Folders can easily be recovered by using
Copy and Paste.

If you mount an Incremental or Differential backup, the chosen folder must contain all the files required to load
the image. Meaning an Incremental backup requires all the previous files in the backup set to be present, and a
Differential backup requires the Full backup to be present. For example, If your backup is split across multiple
DVD's then it isn't possible to mount the backup.

If you restart Windows, all temporarily mounted images are detached.

There are several ways to mount/unmount an image:
® Mounting an image in Windows Explorer
® Using Macrium to mount an image
® Using Macrium Reflect Command Line Interface (CLI) to mount an image
® Unmounting a temporary mounted drive

See also: Browsing Linux Ext File System Images
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Mounting an image in Windows Explorer

1. Navigate to the location of the image you wish to mount.

2. Right-click the image file and select Explore image.

MName

[Z] 8532AFDAB9344607-00-00.mrimg
[Z] 8532AFDAB9344607-01-01.mrimg
[Z] 8532AFDAGS344607-02-02.mrimg
[F] 8532AFDAGS344607-02-03.mrimg
[F] 8532AFDAGS344607-04-04.mrimg

L=l 8532AF0A69344607-03-05.mrimg

Date modified Type

13/05/2021 15:08

Disk Partition image

Open with...

Restore previous versions

Send to

Explore image £
Restore B
©) Share with Skype 1=
Ea Scan with Microsoft Defender... =
1= Share 1

3. Select the partition you wish to mount and click OK.

In this example, the image only contains one partition.

You can also select which Drive Letter you would like to be assigned.
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26,672,364 ..,

13,501 KB
12,439 KB
80,835 KB
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Backup Selection

Select the Backup or Image that you wish to browse and associate a drive letter in explorer.

Valume

1 NO NAME

N <NO MAME:
<MD MAME: (C:)
O <NO NAME:

£

Backup Date

13/05/2021 14:50
13/05/2021 14:50
13/05/2021 14:50
13/05/2021 14:50

Drive Letter Backup 1D Capacity
N/A 8532AF0ABS344607 956.0 MB
NAA 8532AF0AG9344607 16.0 MB
E: ~ | 8532AF0AG9344607 99.38GB
NAA 8532AF0AE9344607 513.0MB

L
26
16
15
42

] Enable access to restricted folders

] Make writable. Mote: Changes are temporary and will be discarded.

Help Cancel

The option Enable access to restricted folders mounts the image with full NTFS access rights to all folders
in the image. This means you can browse images created on another PC without having to grant NTFS

permissions.

The option Make writable makes the mounted file system temporarily writable. This is useful when

accessing files in the image where the opening application is required to write to the file. For example,
Microsoft Virtual Hard Disk (.vhdx) files can be mounted and files in the mounted backup can be recovered
without having to restore the .vhdx file first.

(D Note: Changes made to the mounted file system are temporary and are discarded when the image

is unmounted.

4. You can now navigate through the image in Windows Explorer.
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= Manage Macrium Reflect Image (F:) _ O w

Home  Share  View  Drive Toals 2]

4 [E s ThisPC » Macrium Reflect Image (F)

v B O Search Macrium Reflect Image ()
Name Date modified Trpe Size
st Quick access
boot 0 Filefolder
[ Desktol #*
r Perflogs 0 Filefolder
* Pownloads 4 Program Files 3 File falder
[ Documents Program Files (x26) 0 File folder
(=] Pictures #* Users 1 Filefolder
Backups Windows 1 Filefolder
B Music [%] 2F1B5276F7D99683-00-00.mrimg 0 Disk Partition image 1
Reflect @ bootmgr 3 File 4
[2] MacriumRescueVt.iso 0 Disc Image File 264
w Secondary Drive (B —
5] Reflect Installlog 3 Text Document 110 K8
@ OneDrive 5] rescuepelog o Text Document 1K8
[ This PC
=¥ Network

11 items (=]

Using Macrium to mount an image
1. Inthe main window of Macrium Reflect, select Existing Backups, then select the Image tab.

Cecte Backups Logs

4 Existing Backup Tasks Image File and Folder

EG\) Cpen an image or backup file in Windows Explorer @ Browse for an image file...

E‘@ Detach a backup image from Windows Explorer 9 ‘GPT Disk 1 [A3AEAB2E<4FFC44DD-B511-2F5F202200CE] - Msft  Virtual Disk 10 <10000GB=

4 Details BB 1-NONAME None) S 2- iNone] R =]
FAT32{LBA] Primary Unformatted Primary NTFS Primary
o TR EE | IS .
Type: Full
26.5MB 160 MB 3567 GB
Date: 13/05/2021 14:50 1000 MB 160 MB 938 GB
Actions... ¥
Images that contain drive: Al Drives ~ Backups From Definition  |All
'l 2y -
5 o || = B A O
Edit Refresh Browse Restore viBoot Verify MNew Delete
Folders Path Definition
Al folders 4 D C
D E:Backups |» @ E21487ARCERD043E-00-00.mrimg
Oc: L (212F1B5276F7D99683-00-00mrimg

4 E:\Backups'.
4 [ 8532AF0AE9344607-00-00.mrimg My Backup(2)xml I

(£ 8532AF0A6534460/-07-01 mrimg My Backup(2)xm|

2. Select the image you wish to mount then click the Browse icon.
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Using Macrium Reflect Command Line Interface (CLI) to mount an image

1. Open acommand prompt and change the directories as necessary so the path tor ef | ect . exe is shown.
See Running an elevated command prompt.

Complete the command line as follows:

reflect.exe ["Path to Image file"] [Add one or nore switches]

Note: Instead of inserting Path to | mage fil e you can also replace it with LAST_FI LE_CREATED if you
want the last Image created in the current Windows session to be mounted.

Available CLI switches:

-b Browse Image, always needed to mount Image.
-auto Do not show the Backup Selection dialog and automatically mount all partitions in the image file.

- A comma separated list of drive letters to use for the mounted image eg; -drives m,n If no drive
drives letters are specified then the next available letters are used.

@ Note: To 'skip’ mounting a partition use the Asterisk character instead of a drive letter

-pass  Use for password protected Image files, add password in inverted commas. e.g. -pass
"password"

Note: If you do not use -auto you will be prompted with the Backup Selection dialog to assign the drive
letters.

Some examples of using the CLI to mount images:

To mount an image and prompt for a drive letter:

C.\Program Fil es\ Macrium Refl ect>refl ect.exe "J:\76FF71EBBB032A35-00- 00. ntri nmg" -b

To mount all partitions of an image using the next available drive letter(s):

C:\Program Fi | es\ Macrium Refl ect>refl ect.exe "J:\76FF71EBBB032A35- 00- 00. nri ng" -
b -auto
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To mount all partitions for the last image created in the current Windows session:

C.\Program Fi | es\ Macri um Refl ect >refl ect. exe "LAST_FI LE CREATED' -b -auto

To mount all partitions in an image using drive letters p,q,r

C:\Program Fi | es\ Macri um Refl ect >refl ect.exe "J:\76FF71EBBB032A35- 00- 00. nri mg" -b
-auto -drives p,q,r

To mount the third partition only using drive letter 'R’

C.\Program Fi | es\ Macri um Refl ect>refl ect.exe "J:\76FF71EBBB032A35- 00- 00. nti ng" -b
-auto -drives *,* r

To mount all partitions in a password protected image using drive letters p,q,r where pwd is the password,(the
password is case sensitive):

C.\Program Fi | es\ Macri um Refl ect>refl ect.exe "J:\76FF71EBBB032A35- 00- 00. nti ng" -b
-auto -drives p,q,r -pass "pwd"

Unmounting a temporary mounted drive

Using Windows Explorer:

1. To detach a temporary mounted drive using Windows Explorer, right-click the drive you wish to unmount.

2. Scroll to Macrium Reflect, click Unmount Macrium Image.
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[~ AN = | Manage This PC
Computer view | DrweToots
« v 4 B ThisPC

# Quick access v Folders (7)

[ Desktop » 3D Objects

& Downloads |

[ Documents £ Downloads

=T

D Music

Reflect ﬂ Videos
B videos
~ Devices and drives (5)
@ OneDrive
- Local Disk (C:)

& This PC L] rrrr—
- Ty 61.8 GB free of 99.3 GB
¥ Network

Secondary (F)
L

L 76.5 GB free of 99.9

Using Macrium Reflect:

<

Desktop e

) Music

.
nll

ni

[==]  DVD Drive (D:) Macrium
Technician's Media
0 bytes free of 670 MB Ty

[} 2 Search This PC

Documents

Pictures

Larger Disk (E:)

1.99 TB free of 1.99 TB

7y Macrium Reflect
I Open

—zl 61.3GBfree of 9 Open in new window

Pin to Quick access

E3 Scan with Microsoft Defender...

Macrium Reflect

Give access to

Pin to Start

Restore previous versions

> Unmount Macrium Image

Format...

1. In the Macrium Reflect application, select Existing Backups in the top menu.

2. Expand the Existing Backup Tasks then select Detach a backup image from Windows Explorer.

Create Backups

Existing Backups

Logs

4 Existing Backup Tasks

% Open an image or backup file in Windows Explarer

LFG\) Detach a backup image from Windows Explorer

4 Details

ID:  8532AF0AGH344607

Type: Full

Date: 13/05/2021 14:50

3. Select the drive letter you wish to unmount.
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Detach lmage )4
Drive Detach
7 -
Sl Cancel
Help
Using the CLI:

1. Open acommand prompt and change the directory as necessary so the path to r ef | ect . exe is shown.

See Running an elevated command prompt .
2. Complete the command line as follows:
reflect.exe [drive letter to detach] [-u]

(if no drive letter is included the switch - u will detach all temporary mounted drives).

3. Press Enter.

Examples of using CLI to unmount an image:

To Detach all temporary drives:

C:\Program Fi | es\ Macri um Refl ect >refl ect.exe -u

To Detach Drive J only:

C:\Program Fil es\ Macrium Refl ect>reflect.exe J -u

® Problems mounting images

If you have a problem mounting your images, it is possible that the image mounting system driver has
failed to load correctly. To resolve this issue it is recommended you reinstall Macrium Reflect. This
problem can be caused by anti-virus software disabling features as a security precaution.
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Browsing Linux Ext File System Images

(D Note: It's been reported that Ext2Fsd is no-longer compatible with Windows 10.

This page is provided for reference and it is no-longer recommend that this driver is installed.

By default Windows doesn't recognize file systems formatted using Linux ext, however, Images containing Linux ext
file systems can be browsed by using a free Windows driver.

Download Ext2Fsd from here: https://sourceforge.net/projects/ext2fsd/

Once downloaded, run the installer accepting any defaults.

5 Setup - Ext2Fsd -

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Ext2Fsd,
then dick Mext.

Make Ext2Fsd automatically started when system boots
Enable write support for Ext2 partitions
Enable force writing support an Ext3 partitions

De-select launching the volume manage as this isn't required.
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i5) Setup - Ext2Fsd -

Completing the Ext2Fsd Setup
Wizard

Setup has finished installing Ext2Fsd on your computer, The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

m art Ext2 Volume Manager right now to assign driver
ters for your ext2/fext3 partitions ?

Linux ext partitions in Macrium Reflect image files can now be mounted and explored.

Backup Selectior

Select the Backup or Image that you wish to browse and associate a drive letter in explorer.

Volume Backup Date Drive Letter Backup ID Capacity Used Space Free Space File System Compression Mo, of files
<NO NAME> 11/05/2021 10:30 F: 7982E034313C1200 57.50GB 9.63GB 47.81GB ext Medium 1
<
[] Enable access to restricted folders
[[] Make writable. Note: Changes are temporary and will be discarded.
Help Cancel
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E » This PC » Macrium Reflect Image (E5] » w Search [
g
Mare Date modified Type
55
dev 127207 121 File folder

lost+found 09/
ds

s

f2017 12:04 File folder

See also: Linux ext file systems can show a larger used and total space in Macrium Reflect

Restoring a file and folder backup

When you restore a file and folder backup, you can restore files to their original folder or restore the folder structure
and selected files to a place of your choosing. If you want to restore individual files without their folder structure,

browse them instead and use Windows Explorer to copy and paste them.

(D This tutorial is only for File and Folder backups and not image backups. For information on restoring

image backups see Restoring a System image from Windows.

1. Open Macrium Reflect and select the Existing Backup tab, then select File and Folder.

2. Select your backup, if none show select Browse for a backup file... and locate the file you want, it is added

to the list of backups in the bottom half of the window.

Create Backups Logs
4 Existing Backup Tasks Image File and Folder

Ei\) Open an image or backup file in Windows Explarer @ Browse for a backup file...

% Detach a backup image from Windows Explorer -
Search backup files (@)

4 Details |

ID: 642273CFEFEF59B6
Type: Incremental
Date: 13/05/2021 17:55

CAUSERS\ADMINYDOCUMENTSY
Ing: **

Exc: “temp; “tmp; *bak; * ™~ Backups From Definition | All
> O
Edit Remove
Folders
Al folders
=

3. Click the Restore icon.
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|
~/
Refresh

Path

4[JEn

L 4 [ 642273CFEFEF5SBE-00-00 mrbak

~

E®

Browse

View As

£

Restore

Modified
@ aldates () Dates betwesn:

In Files
O Al files in view (®) sel

Backup Sets w

Ed S,
Verify New Delete
Definition

L @ 642273CFEFEF59B6-01-01 mrbak

Page 213


https://knowledgebase.macrium.com/display/KNOW80/Linux+ext+file+systems+used+and+total+space+in+Reflect

v5

Macrium Reflect v8.0 User Guide

Backup Date, 13/05/2021 17:55

File Mame: E\64227ICFEFEFSSBE-01-01.mrbak

E%) Select the Folders and Files that you want to Restore

v Drive (C)
v Users
v | Admin
v Documerts
M My Music
M My Pictures
MK My Videos
Reflect

Users

Type of file:  Folder

Created: 07/12/2019 05:03

Attributes: Read anly

][5 After Backup exe o

idden
2| ATextDocid -

ystem
Before Backup bat 1
:B desktop.ini
| newnd

< Back Mext = Cancel Finish

4. Select the files that to be restored. You may restore all the files as shown in this tutorial, or select individual

directories and files you wish to restore.
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Eb'@ Where do you want to restore to?

(®) Original location. Restore to the same directory as the backed up files.

(") Mew location. Choose a new location for the restored files.

' Browse for folder....

File replace option

Replace all files w

Restore folder create and modffied dates

Restore NTFS pemigsions.
MNote: MTFS pemissions can only be restored to MTFS formatted drives.

< Back Mext = Cancel Finish

5. Click Next.

6. Select where you would like the files restored to. By default, they are placed in the original location, but it is

possible to restore them to a new location.

7. Click Next.
8. A summary window displays showing the details of the restore.

9. Click Finish.

Macrium Reflect

Restore completed successfully
See history log for more details

Restoring MS SQL

Macrium Reflect Server Plus offers a rich feature set for restoring backups taken of SQL databases.

v5

® Restoring MS SQL to time of backup
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® Restoring MS SQL to a point-in-time

® Restoring MS SQL to a different instance, folder, or database name

Restoring MS SQL to time of backup

v5

1. Select Existing Backups then select SQL.

You should see your backups. If no backups show click Folders to search, to direct Macrium Reflect to the
location of the SQL backup files.

Crte Backups e
4 Existing Backup Tasks
',:_(71) Open an image or backup file in Windows Explorer

(Eg) Detach =backup imagafom Windons Eplorsr
4 Exchange Tasks
[Z) Retor Exchang Malboxes
[E71, Mount an Exchange Backup
(6]
[71 Verfy an Exchange Backup
£

4 SQL Server Tasks
g Manage SQL Logins
R

Image File and Folder

SQL2079DEY
@ (loca)

O @ master

8 ﬁ

saL

[} Folders to search
Set the restore options for SQL database: msdb’

Restoreto (@) Original name and location
() Different name and location

Instance SQL2019DEV
Datsbase  msdb

Folder C:\Program Files\Microsaft SOL Server\M5¢

Time Restore most recent backup: | Select time....

File
C:\SQL2019DEV_msdb_2021-05-10-14-18-43 mrsql

Restore summary

Database to restore

Restore plan
Type Date and time
Full 10/05/2021 14:18:45

<

@ SQL2019DEV'msch Restore o previous backup 141546

Restore Type Date/Tin|
10/05/2.

The left-hand tree shows databases that can be restored.

Select the databases you wish to restore.

Verfy By Resor

The middle of the screen shows controls for choosing the destination instance, database name and directory

that contains the MDF and LDF files. The controls automatically default to the instance, database name and
directory of the original backup. The latest backup is selected.

Review the summary and click Restore.

When you are happy with the selection, click Restore.
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Restore Plan

Restoring database:
Backup File:

Restore action:

Rlestore time:
Target directory:

Cwverall Progress:

Restoring to instance:

msdb
CASQL20159DEY_msdb_2021-05-10-14-18-43 mrsql
SQL20150DEV

Restore to previous backup

20210510 14:18:45

C:\Program FilesMicrosoft SQL Server'\M55GL15 MSSQLSERVERMSSGLVDATAN

Restors

6. A warning box appears, if appropriate click Yes to continue with the restore.

Macrium Reflect

Restoring a backup may lead to data being lost that has
. been added since the last backup.

Do you wish to continue?

The restore completes and a dialog box advising completion appears.

7. Click OK.
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Macrium Reflect

Restore completed successfully
See history log for more details

Restoring MS SQL to a point-in-time
In some circumstances, it is possible to restore a database to a specific point-in-time. This is especially useful if you

have accidentally deleted a table or other specific piece of data and need to roll back to the point just before the
delete was done. The following situations must be considered when trying to restore to a point-in-time:

® The database must be running the FULL recovery model.
® |tis not possible to restore to a point-in-time prior to the last full or differential backup.

® |tis not possible to restore to a point-in-time between full or differential images. You can restore to a point-in-

time from the last full or differential to the present.

In order to restore to a point-in-time:

1. On the Existing Backups task pane, select SQL and select a database.

2. Click Select Time... you see the following dialog showing the history of backups made for the selected

database.
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Select restore time >
Select the time you wish to restore to

(®) Restore to time of backup
Restore to Cument Time

Restore to a specffic date and time

10 May 2021 14:12:24 Mow

Backup file: CASQL20190EV_master_2021-05-10-14-12-24 mrsql

Backup date Backup type
Men 1070552021 14:12:24 Full

Cancel

3. Select Restore to a specific date and time.

4. Select the time you wish to restore to, either setting the time and date manually, or selecting the backup you
wish to restore and then tweaking the date/time as required. It is not possible to set the controls to a date
/time that can not be restored. Click OK.

5. Continue as above.

Restoring MS SQL to a different instance, folder, or database name

It is possible to restore a backup to a different instance by selecting the target instance in the Instance drop-down
combo box. Be aware that there can be compatibility issues when restoring databases to Microsoft SQL instances of

differing versions.

By default, the folder selected in Restore to directory is the default folder where the instance places MDF and LDF
files associated with the databases. If you change the folder, upon restoration, the MDF and LDF files move to the
target directory, wherever they were to start with.
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By default, Macrium Reflect restores the database back to the original database name. However, if you change the
name of the database in Target database name, a new database of that name is created. The MDF and LDF files
that restore also rename. This ensures the original database does not change but can be deleted manually when it is
no longer required.

Restoring MS Exchange databases

Macrium Reflect Server Plus can restore select databases back to your Microsoft Exchange Server providing the
following restore scenarios:

® Restoring MS Exchange databases to time of backup
® Restoring MS Exchange databases to point in time

® Restoring MS Exchange databases to a different name or location

Restoring MS Exchange databases to time of backup

1. Select Existing Backups then select Exchange.

Available databases will be displayed. If no databases are showing, click Folders to search to search for
Microsoft Exchange backup files.

Exchange

e
> Refresh

S"E Excha

2. Select each database to restore. By default, the most recent backup is selected.

Restore Plan shows the backup files selected.

Restore Summary lists all databases restoring and the date/time of the backup file to restore from.
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File and Folder Exchange

-EEE.

{2 5"5 ExchangeMailbox

Restore Summary

3. Click Restore to restore selected databases back to their original volume locations and database names.

4. Review the information and click Restore.

Restoring MS Exchange databases to point in time

When you restore to a different point in time, only the log files up to that point in time are restored which are then
replayed into the restored database. you restore to a different point in time Macrium Reflect replays the log files up

until the selected point.

1. Select the databases to restore.

2. For each database restoring, select Restore from backup.
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Select a file in the list.
Click OK.

Optionally, click View files in Exchange Backup file to show files contained in the backup.

o o > Ww

Click OK to keep the current selection.

(D Note: When restoring databases to point in time for the same storage group (under Microsoft
Exchange 2003/2007) Macrium Reflect forces you to use the same backup file in a single restore
operation to maintain log file consistency during the mount process. If you need to restore
databases in the same storage group to different points in time, do so in separate restore
operations.

7. Review the information and click Restore.

Restoring MS Exchange databases to a different name or location

Macrium Reflect Server Plus allows you to restore databases to different names and locations with support for
storage group and database creation.

1. Select the databases to restore.

2. Click Restore to (in this example) Mailbox Database.
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File and Folder Exchange

chan

E}'E ExchangeMailbox

Restore Options

re Destination

3. Select Restore to alternate location.
4. Click Next.

5. Specify the database to restore to:

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.

Page 223



Macrium Reflect v8.0 User Guide

Select Restore Destination

_‘.;ﬁr

Mew databas

Mame

Path

Log file path C: administrator CONTO

Name: Specify the name for the database

Path: Specify the folder where you want the database restored.

Log file path: Specify the folder where transaction log files are stored.
6. Click Next.

7. Review the information and click Finish.

Restoring emails with Mailbox Restore

In Macrium Reflect Server Plus you can use Mailbox Restore to restore individual emails from a backup of Microsoft
Exchange. This is useful if your backup contains some vital emails or attachments, but you don't want to have to
restore the whole MS Exchange server in order to access them.

Mailbox Restore can restore emails, appointments, contacts, journal entries, notes, and tasks in the same way.

Before you begin:
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For Mailbox Restore to function, Microsoft Exchange MAPI and CDO must be installed on the server. These are

present by default on Microsoft Exchange Server 2003. For Exchange 2007 or later, they can be downloaded from
the following link:
http://www.microsoft.com/en-us/download/details.aspx?id=42040

To restore an email using Mailbox Restore, the edition of Microsoft Exchange running on the target server must be
the same as the original server. An email backed up on a server running Exchange Server 2007, for example, can

be restored onto other servers running Exchange 2007, but not to a server running Exchange 2010.
Note: A mailbox needs to exist on the target server, with the same name as the original mailbox.

The user running Macrium Reflect must have full access permissions for the mailbox being restored to.

1.
2.

3. Select the required message store/database to restore from and click Next.

v5

In Existing Backups, select Exchange.

Select Restore Exchange Mailboxes.

Create Backups | Bdsting Backups | Logs
4 Existing Backup Tasks

Open an image or backup file in Wi

F@ pen an image or backup file in YWin

A

Detach a backup image from Windows
g\@ ach a backup image from Win

4 Exchange Tasks

R & Bochange Mailb

€Al Mount an Exchange Backup
o

y an Exchange Backup

wploner

xplorer

The Exchange Mailbox Restore Wizard appears.
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Time

& From k ot Date Time:
¢ Bridget Wilson <bridget....  Centurion discomfit 23 January 2019 0%:32:10
i Incen "

FAREEREERERREREAED

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

5. Click the filter button to filter the email list by Sender, Recipient, Subject, Between dates, or whether there
are attachments.
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[ Where items have

IPM.Note

IAEREREERRERRERERD

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

6. When you have made all the required selections/deselections, click OK.

7. Click Restore.

Setting up permissions for Mailbox Restore

MS Exchange 2007 or more recent

1. Open the Microsoft Exchange Management Shell as an administrator.

2. Run the following commands:

Add- Mai | boxPer mi ssi on -user USERNAME - AccessRi ghts Ful | Access -

I nheritanceType Al MAI LBOX

Add- ADPer ni ssi on -user USERNAME - Ext endedRi ghts Send- As MAI LBOX
Add- ADPer i ssi on -user USERNAME - Ext endedRi ghts Recei ve- As MAI LBOX

substituting USERNAME and MAI LBOX with your own username and the name of the user of the target
mailbox.

MS Exchange 2003

1. Click Start > Administrative Tools > Active Directory Users and Computers.

2. Under Users, right click on the user whose mailbox you wish to restore to, and click Properties.
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;.‘: Active Directory Users and Computers

<5 Fle  Action  Wiew

Sindiows

Help

¢ | BE LB XEF0R @E

gk vae

=[] Saved Queries
=2 Zkatest.local
7] Builtin

D Computers

K I

{4 Domain Contrallers
D ForeignSecurityPrincipals

@ Active Directory Users and Computer

i

Marne Type

Descripkion

!3 Adminiskrator User
ﬁi Cert Publishers

!ﬁ DnsAdrrins

ﬁ DnsUpdateProsxy

!ﬁ Darnain Adrmins

ﬁ Darnain Computers

ﬁ Dornain Controllers

ﬁ Domain Guests
ﬁDomain Users

ﬁ Enterprise Admins

ﬁ Exchange Domain Servers

Guest User
!ﬁ HelpServicesGroup
s wes
IUSR_TSTSYRO1 User
!3 IWWAM_TSTSVROL User
ﬁRAS and A5 Servers
ﬁ Schema Admins
% SUPPORT_3858945a User

Copy..,

Add to & group. ..
Disable Account
Reset Password. ..
Mowe, .,

Exchange Tasks. ..
Open Home Page
Send Mail

!ﬁ TelnetClients

All Tasks

Cut

Security Group ..
Security Group ...
Security Group ..
Security Group ...
Security Group ..
Security Group ...
Security Group ..
Security Group ...
Security Group ..
Security Group ...
ﬁExchange Enterprise Servers  Security Group ..,
!ﬁGroup Policy Creator Owners  Secority Group ..

Security Group ...

Security Group ...

Security Group ...
Security Group ...

Built-in account For admini. ..

Mermbers of this group are. ..

DMS Administrators Group

DNS clients who are permi...
Designated administrators. ..
&l warkstations and serve. .,
&l domain controllers in th...

All domain quests
&l domain users

Designated administratars, .,
Microsoft Exchange Domai...

Microsoft Exchange Enter...

Members in this group can...

Built-in account for quest ...

Group fFor the Help and 5u...

115 Worker Process Group

Built-in account for anorey...
Built-in account for Inkern...
Servers in this group can ...

Designated administrators,
This is a vendor's account ...

Members of this group ha. ..

|Opens the properties dialog box For the current selection, Delete

Renarne

3. In Exchange Advanced, click Mailbox Rights.
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Target Mailbox Name Properties EE

Member Of I Dial-in I Erevironment I Sessions I Rermote control
Terminal 5ervices Frofile I CObd+ I Exchange General
General I Addresz I Accaunt I Prafile I Telephones | Organizatian
E-mail Addrezzes I Exchange Features Exchange Advanced

Simple dizplay name;

[ Hide from Exchange address lists
[™ Downgrade high priority mail bound for #2400

Yiew and modify custom attributes

Caonfigure server and account information
for Internet locator service

Yiew and modify permizzions to access Wzilbos Bights.
thiz mailbos e =

Administrative Group: First Adminiztrative Group

Cuztom Attributes. ..

ILS Settings...

In the Permissions dialog, click Advanced, select your user name in the list, and click Edit.

F, Cancel

If your user name does not appear on the list, then click Add, use the dialog to select your user name, then

click OK.
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Permissions for Target Mailbox Name

Mailbox Rights |

Group or user names:

Advanced Security Settings for Target Mailbox Name

Permizzions | Ower I

ﬁ Administrator [2K.3TES T%Administrator]
ﬂANDNYMDUS LOGON

!ﬁ Domain Adminz [2K3TESTWDomain Adminz)

!ﬁ Enterprise Adming [2K3TES TAE nterprize Adring]

ﬁ?: ........ -

Permizzions for Administrator

Deny

[
Add... | Bemave

Pearmission entries:

To wiew more information about special permissions, select a permission entry, and then click Edit.

Type

| Mame

| Permission | Inherited Fram

| Apply Ta

Delete mailbax starage
Fead permissions

Change permissions

T ake ownership

Full mailbox access
Associated extenal account

I
ONEEEE|F

For special permissions or for advanced setlings, Advanced
click Advanced =

Al
B llow
Deny
Deny
Deny
Lleny

SELF
TSTSVROTE [2K3T...
Exchange Domain 5.

Drarnain Admins [2K.3...
Enterprise Adminz [2...
i E..

Administr
Ewemane
ANONYROUS LOG...

Edt...

Special <not inherited:>
Special Parent Object
Full mailbox acc...  Parent Object
Full mailbox acc...  Parent Object
Parent Object
Farent [bject
Read permiszions  Parent Object
Fead permizzsions  Parent Object

| Bemove I

Cancel |

Ll |

Learn more about access contial

Thiz object and subc...
Thiz object and subc...
This object and subc...
Thiz abject and subc...
This object and subc...
Thiz object and subc...
Thiz abject and subc...
This object and subc...

5. Check Full mailbox access - Allow , and click OK.

Permission Entry for Target Mailbox Mame

Object |

Thiz permizzion iz inherited from the parent object.

Hame: I.ﬁ.dministratur [2k.3TES T “&dminiztrator] Chatige... |

Apply onto; IThis ohbject and zubcontainers

Permizzions:

Al

i

Deny

Delete mailbox storage
Read permizsions

Change permiszions

Take ownership

Full mailbox access
Agzociated external account

O
O
O
O

O

r Spply these permizsions to objects andor
containers within this container anly

[Clear Al |

Ok, I Cancel
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Adding MS Exchange search folders

Macrium Reflect Server Plus maintains a list of all Microsoft Exchange backup folders, these folders are queried in
the Microsoft Exchange Restore view for storage groups/databases that can be restored.

(D Note: Macrium Reflect Server Plus can discover backups of Microsoft Exchange made on different
servers by using the following steps but only detects backups made from the same version of Microsoft
Exchange. When restoring databases from a different server you must restore databases to Microsoft
Exchange recovery mechanisms before migrating mailboxes using Microsoft Exchange.

1. Select Folders To Search at the top of the Exchange tab.

Create Backups | Basting Backups = Logs

Image File and Folder Exchange SQL

mage orbeckup e n Windo . o Refresh [}, Folder

The Rebuild Exchange Backup Cache wizard displays.

Rebuild Exchange Backup Ca

Add a folder to the list
ere to add to t

2. To add additional folders to the search by either:

a. Typing a folder name into the edit box.
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b. Clicking the browse button.
C. Selecting Add to list and browsing available folders.

3. Select required folders and click Next.

up Cache

hangeBackup*

Finish

4. Review the folders to scan.
5. Click Finish.

Macrium Reflect scans the specified folders for Microsoft Exchange backups and lists those available for
restore in Microsoft Exchange Restore.

Restoring an MBR System image to UEFI/GPT

The Unified Extensible Firmware Interface (UEFI) is an interface between a computer's firmware and operating
system. It is designed as a replacement for Basic Input/Output System (BIOS). UEFI supports hard disks with either
master boot record (MBR) or the newer GUID Partition Table (GPT) system. GPT is a newer standard that supports
disks larger than 2TiB and allows for more than four primary partitions per disk.

As UEFI and GPT are increasingly widespread, older images of MBR disks often need restoring to replacement
UEFI / GPT systems.

® Rescue media created on Windows 7 and later is dual boot, meaning it boots in both MBR and UEFI
mode. Boot your rescue media in UEFI mode. Consult your Motherboard user manual for information
on how to do this.
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Caution: We assume there are no other hardware differences between the system being imaged and the
system being restored to. For dissimilar hardware, use ReDeploy.

. Boot into Windows PE.

. Open a Windows command window. To open a command window click the icon on the taskbar.

Type:

di skpart

Type:

l'ist disk

Select the disk number that you want to restore to. For example:

select disk O

. Clean the selected disk:

cl ean

. By default, "clean" creates an empty MBR disk. Convert it to GPT:

convert gpt

Create the EFI partition:

create partition efi size=200

Format the EFI partition:

format fs=fat32

Create the MSR patrtition:
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Create partition nsr size=128

11. Exit Diskpart:

exit

]

12. In Macrium Reflect, click Create Backups tab.

13. Click Refresh to read the newly initialized disk.

Create Backups = Existing Backups

4 Create Backup Tasks

Image selected disks on this
computer

Fﬁ Create a File and Folder

14. Click the Existing Backups tab.

Local Disks

~§
o Refresh

15. Select the image file and select the Restore icon, drag and drop the imaged patrtitions but DO NOT restore
the MSR partition from the image file. In this example, only the C partition is restored to the target disk.
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Drag Partitions to the Destination Disk or click 'Copy Partitions'

Source  24/01/2020 12:58 '410.0.0.92\archive\Clean Images\Windows 10132-Bit\DOSA3ZEEC238DF381-00-00.mrimg
E‘.‘.’,} Q MBR Dick 2 [64630965] - Msft Virtual Dick 10 <30.00GB>
1-System Reserved (None) 2- (Neone]
[0 NtFsacve NTFS Primary
310M8 937GB
5000 M8 O 2951GB [

Destination  Local disk Select a ditferent target disk

Y Copy Patitions Erase Disk Delete Parition Undo  [[¢] Foa B i space Layout
= &

I:I 9 GPT Disk 2 [SFOA4CS6-ED32-4CF5-B7D2-83262313C7B7] - Msft  Virtual Dick 1.0 <200TB>

1-NONAME{Nonz] =R 2- None) 2- {None]
FAT32 (LBA] Primary Unformatted Primary NTFS Primary
2KB 1280 MB 9.37GB
200.0M2 128.0MB 200TB

Verfy image before restore [
Copy selected partitions when | click "Next

< Back Meat > Cancel Finish

16. When the restore is complete, configure the UEFI boot files in the EFI system partition.

Follow the steps in the section Fix Boot problems for GPT/UEFI Boot Systems in the following KB article:
Fixing Windows boot problems

(D You may need to edit the UEFI configuration to tell it to boot into the new GPT hard disk.

Restoring a UEFI/GPT System image to MBR

The Unified Extensible Firmware Interface (UEFI) is an interface between a computer's firmware and operating
system. It is designed as a replacement for Basic Input/Output System (BIOS). UEFI supports hard disks with either
master boot record (MBR) or the newer GUID Partition Table (GPT) system. GPT is a newer standard that supports
disks larger than 2TiB and allows for more than four primary partitions per disk.

This article covers restoring a disk image of a UEFI/GPT system and enable the restored image to boot using legacy
MBR booting.

@ Caution: We assume there are no other hardware differences between the system being imaged and the
system being restored to. For dissimilar hardware, use ReDeploy.
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Boot into Windows PE.

Type:

di skpart

. Type:

l'ist disk

Select the disk number that you want to restore to. For example:

sel ect disk 3

@ Please ensure that you use the correct disk number in the above command.

Clean the selected disk:

cl ean

. Ensure that the target disk is MBR formatted

convert nbr

Create the Microsoft System Reserved partition

create par pri size=300

Format the MSR partition:

format fs=NTFS quick

Set the partition 'Active’

active

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.
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11. Exit Diskpart:

exit

Bl Adrministrator: Cormand Prampt =R @

c:N>diskpart
Microsoft DiskPart version 6.1.7681
Copyright <C> 1999-28088 Microsoft Corporation.
On computer: NICK-DEU
DISKPART > sel dis 3
Disk 3 is now the selected disk.
DISKPART > clean
DiskPart succeeded in cleaning the disk.
DISKPART > convert mbr
DiskPart successfully converted the selected disk to MBR format.
DISKPART > create par pri size=300
DiskPart succeeded in creating the specified partition.
DISKPART > format f=s=NTFS gquick
188 percent completed
DiskPart successfully formatted the volume.
DISKPART > actiwve
DiskPart marked the current partition as active.

DISKPART > exit

Leaving DiskPart...

C o

12. In Macrium Reflect, click Backup tab.

13. Click Refresh to read the newly initialized disk.

=T |
‘o_
[ —

14. Click Restore tab.

15. Select the image file, drag and drop just the Windows System partition to the free space on the target
disk. In this example, only the 'C:' partition is restored to the target disk.
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z Drag Partitions to the Destination Disk or click 'Copy selected partitions'

Source  02/06/201410:14  ‘\\hv3\public\Images\win81_efi-00-00.mrimg
@ GPT Dizk 1 [AC38ACEE-CBI7-43F A-Bo44-913CFDO0BASS] - Msft  Wirual Disk 1.0 =126.99 GB=
»
= .
1 - Recovery (Mone) 2 - MO HAME (Mone) 3 - (Mone) == 4- (S9)
I:‘ MTFS Primary FATI2 (LBA) Primary Unformatted Prirany NTFS Primary

264.8 ME D 25.2 MB 128.0 ME D 12,16 GB
200.0 ME 99.0 MB 128.0 ME 126.48 GB

Destination  Local disk ¥ Unde Copy selected partitions Select a different target disk

D “ MER Disk 4 [ECTIIDB3] - Msh Vitual Disk 1.0 =2.00 TB=
=m A

1- (Mone) == 4 - [fura)

MTFS Active MTFS Primaty

24.7 MB 12.16 GB

200.0 ME 12648 GB 122 TB

Delete Existing partition
356758711391647615, 3567E711391647615

|v+| Restored Partition Properties

< Back

Copy selected partitions when I click Mext'

Werify image before restore [

Mexk = ][ Cancel

(D Note: You can click 'Restored Partition Properties' to resize the restored partition to fill the new
disk if you wish.

16. Follow the steps in the section Fix boot problems on MBR/BIOS systems in the following KB article:
Fixing Windows boot problems

(D Note: You should select the newly created 300MB partition as the 'Active’ partition when running
'Fix Boot Problems'

Bare metal restore of a Dynamic disk system

Introduction

Dynamic disks are Microsoft's LVM implementation. It is analogous to RAID enabling volumes to be extended
over more than one disk, be mirrored over multiple disks, etc. Unlike RAID, it does not need any specific
hardware.

As dynamic volumes support many more than the 4 primary partitions of an MBR partitioning scheme but can
still be booted (in mirrored or simple configurations), they are occasionally used for single disk configurations.
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Non-Dynamic disks are known as Basic disks by Microsoft.

How Reflect images a Dynamic disk

Dynamic disk systems can be imaged by Macrium Reflect Home, Workstation, and Server editions. The physical
structure of the source dynamic volume is not stored in the image and so dynamic volumes restructures to the
physical layout of the target disk when restored.

Dynamic volumes are differentiated from standard partitions by the use of a contrasting color and the disk title.

E Dynamic Disk 1 [A3AEABZE-4FFC-44DD-8511-2FSF202200CE] - Msft VinualDisk L0 <100.00GB>
1-NO NAME(None) Rz - 3- (Nore)
FAT32 (LBA) Dynamic NTFS Dynamic NTFS Dynamic
265MB 7| 6136GB 7| 4285MB "
1000MB #9.38GE S130MB
Actions... ¥

How to restore a Dynamic disk

Typically, the target will be the same as the dynamic disk from which the backup was taken; in which case the
restore is automatically configured when the image is selected for restore. It is just as straightforward as the restore

of a Basic disk.

There are some limitations if you wish to restore to an already configured dynamic volume:

1. Before the backup is started, the Dynamic disk initialization and Volume configuration must be have been
completed by an external tool such as Disk Management or diskpart (both included with all versions of
Windows).

(D Dynamic disk initialization and Volume configuration is not possible in the rescue environment,
even with diskpart. This is a known limitation of Windows PE (read more here and here) as a result
of not being able to persist the Dynamic disk state in the (possibly absent) host OS. If your target
disk is not initialized, and you need to restore it from the rescue environment, then you must
restore to a Basic disk, and convert it back to dynamic once you have booted your (restored)
Windows system. See the next section for more details.

2. The restore is by volume. As part of the restore configuration, volumes to be restored must be "dragged" to
already configured Dynamic volumes on your target disk. It is not possible to reconfigure the target volume
size, so the "Restored partition properties" option is not available.

(D You can also drag and drop dynamic volumes to Basic MBR or GPT partitioned or an uninitialized
target disk. This enables you to convert a Dynamic disk back to Basic. This is not possible with

Microsoft tools.

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 239


http://technet.microsoft.com/en-us/library/cc770943.aspx
http://technet.microsoft.com/en-us/library/cc766465.aspx
http://technet.microsoft.com/en-us/library/cc766093%28v=ws.10%29.aspx
http://support.microsoft.com/kb/331498

Macrium Reflect v8.0 User Guide

How to restore a bootable Dynamic volume to an uninitialized disk

If your computer is not bootable, the restore must be run from the Reflect PE-based rescue environment.

The process is complicated as it is not possible to create a Dynamic disk from the rescue environment.

Therefore, the recommended method is to restore up to the first 4 partitions from within the rescue environment
ensuring the C: partition and your system reserved (if used) are included. Follow the restore steps, here, noting that

you must drag each partition from the backup layout to the target disk.

Note that if there is no target disk then start the PE command window (icon lower left). Then type

di skpart
list disks

@ Note: If you don't see your target disk, then a driver is missing for your target mass storage interface.
Please read about adding additional drivers here.

Identify the target disk and note the disk number. Then type

sel di sk <di sk nunmber>
cl ean

(D Note: The clean command will reinitialize your disk. Any data will be lost. Please ensure that you select
the correct disk!

To update windows PE with the new disk configuration, type
rescan
exit

Example diskpart session...
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=5 Administrator: X\Windows\System32\cmd.exe - diskpart === @
Microsoft Windows [Uersion 6.3.96881

¥ iswindowsssystemn32>diskpart

Microszoft DiskPart verszion 6.3.9608

Copyright <G> 199920813 Microsoft Corporation.
On computer: MININI-8RS5CSBL

DISKPART > list disk
Dyn Gpt
Online I
DISKPART > sel disk @

Disk B iz now the selected disk.

DISKPART > clean_

Then use the refresh link in the backup tab. You should now be able to see the disk.

_ocal Disks [

i

o7 Rzfresh

ackup

—— Cmemesele el

You should now be able to drag and drop up to 4 partitions from your image to your target disk.

If your Dynamic disk is UEFI / GPT configured, you will be able to restore all your partitions to a Basic

GPT disk.
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Drag Partitions to the Destination Disk or click 'Copy Partitions'
Source  17/05/2021 20:42 E:\615D13739D34AD29-00-00.mrimg
E‘:! 9 Dynamic Disk 1[A3AEABZE-4FFC44DD-8511-2FSF202200CE] - Meft  Virtual Disk 10 <100.00 GB>
1-NO NAME (None) R 2-ic 3- {Nene)
| FAT32{LBA) Dynamic NTFS Dynamic NTFS Dynamic
265MB 2430GB 4265 MB
1000 MB [=] 99.38GB [=] 513.0MB [=]
Destination Local disk Select a different target disk
[ - - o - o n E oy
LT:|\ ! itions E@ Eras Delete Partition O Undo Tl Aozt Left Il Float Rig % Fill Space & Layout
I:I 9 Dynamic Disk 1 [A3AEAB2ZE-4FFC-44DD-8511-2F5F202200CE] - Msft  Virtual Disk 1.0 <100.00GB=>
1-NO NAME (None) = 2- i 3- {None)
FAT32{LBA) Dynamic NTFS Dynamic NTFS Dynamic
265 MB 2430GB 426.5MB
100.0 ME F5.3EGE 513.0 ME
Verfy image before restore []
Help < Back Mext = Cancel Finish

Once the restore has completed you should be able to reboot your computer, this time booting into your

restored Windows system.

Lt your system doesn't reboot, you can use the fix boot problems feature.

You now have the choice of leaving your system as it is or converting back to a Dynamic configuration. To do this,

use Disk Management, right click on the disk, and select "Convert to Dynamic Disk...".
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e Disk Management
File Action View Help
s mHEI=0E
Volume ‘ Layout | Type File Systerm | Status | Capacity | Free Spa... | % Free
- () Simple Basic NTFS Healthy (B... 99.38 GB 5785GB 38 %
= (E) Simple Basic NTFS Healthy (P... 2048.00 GB 2035.32.. 9%
== (Disk 0 partition 1) Simple Basic Healthy (E... 100 MB 100 ME 100 %
== (Disk 0 partition 4)  Simple Basic Healthy (R... 513 MB 513 ME 100 %
- Rescue (D) Simple Basic UDF Healthy (P... 510 MB o0MB 0%
—Diskco | I
Basic (C)
99.95 GB LOD.LID o028 GB NTFS 513 MB
Online New Spanned Volume... y (Boot, Page File, Crash Dump, Basic Data Partition) Healthy (Recowvery Partition)
New Striped Volume...
—pisy Mo Miored Velume. ]
Basic New RAID-5 Volume...
99.93 GB
Online Convert to Dynamic Disk...
Convert to MBR Disk
—piskz  Offfine 1
Basic -
2048.00 Gl Properties
Online Help

Once you have taken this step, if you have already restored all your volumes from the rescue
environment, the restore task is complete.

If you have further volumes to restore, you should use Disk Management (or diskpart) to create the new volumes of
a large enough size to contain the partitions to be restored. You can then restore any additional partitions that could
not be restored from the rescue environment.

Drive letters assigned to restored or cloned partitions

This article explains how to change the drive letters of restored or cloned partitions during and after the restore
or clone process.

® How Windows assigns drive letters to mounted volumes (drives) on your system

® Changing drive letters in the 'Restore Wizard' or 'Clone Wizard' when running Reflect in Windows

® Changing drive letters using the Windows Disk Management Console after restoring or cloning

v5
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How Windows assigns drive letters to mounted volumes (drives) on your
system

Windows maintains driver letter persistence by storing a reference to each mounted volume and drive letter in the
system registry using the following registry key

HKEY_LOCAL_MACHI NE\ SYSTEM Mount edDevi ces

https://technet.microsoft.com/en-us/library/cc978525.aspx

@ Note: When restoring using the Windows PE rescue media, the letters assigned to restored partitions are
temporary for that Windows PE session only. When you boot into the restored system, drive letter
assignments will be exactly the same as they were when the image was created.

Changing drive letters in the 'Restore Wizard' or 'Clone Wizard' when
running Reflect in Windows

1. Inthe Restore Wizard click the Layout icon link after copying or dragging the partition to the target disk:

Clone
@ Drag partitions to the destination disk or click 'Copy Partitions'
Source  Local disk Select a different source disk
I:I 9 GPT Dick 1[ASAEABZE-4FFC-4DD-E511-2F SFR0Z200CE] - Mcft  Virtual Disk 10 <100.00 GB>
S 1-NONAME (None) =i 2- iNong] H N e =i 4- (Nong)
O FAT32 (LBA] Primary Unformatted Primary NTFS Primary NTFS Primary
265 MB 160MB 565EGE 4305 MB
100.0 MB [ 160MB [=] 99.36GE [ 513.0 MB [
Destination  Local disk Select a different target disk
gt ~ o C m m o O - o O % oo
LT\'__‘_'-I Copy Partitions g‘@ Erase Disk Delete Partition O Undo I Float Left I Float Right Fill Space & Layout
I:I 9 GPT Dick 2 [72E7AP64-F2B-474C-AA114CADOTSC1046] - Meft  Virtual Dick 10 <100.00GB>
B 1-NONAME{None) = 2- iNone) o 3-tAut) =i 4- iNong)
FAT3Z [LBA) Primary Unformatted Primary NTFS Primary NTF5 Primary
265 MB 160MB 66.5EGE 430.5 MB
100.0 MB 160MB 99.38GB 5130 MB
Copy selected partitions when | click "Next
ﬁ Advanced Options Help < Back Mext > Cancel Finish
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2. In the 'Partition Properties’ dialog click the Drive Letter combo box:

Partition Properties >
Legacy *P partiton alignment Drive Letter: Auto ~ | GPT Disk Format
Auto
MNone
am A
R B
NTFS Primary E:
I
H:
66,58 GB I
99.38 GB T
J:
K
M:
M:
. . - & Q:
Sze: GB[33  [2] MB [391 [2 < > I
Q:
R:
S:
T:
Before: G |u = MB |u = e I U =
V:
After: GB |0 S ;"’
Y:
Z
Start Sector: 239,616 Minimum Size 66.63 GB Revert 59533 GB
End Sector: 208 660,186 Maxzimum Size 995.33GB

Help Cancel

Property Description

Auto Let Windows automatically assign the next available drive letter

None No drive letter will be assigned to the restored partition

Letter Select a drive letter to use from the list of free letters. The original drive letter will be selected
by default.

Changing drive letters using the Windows Disk Management Console after
restoring or cloning

Windows ships with a utility to maintain local drives and partitions called the Windows Disk Management Console
(DMC). Using the DMC you can easily change the drive letters assigned to any partition on your system, (except for
your system drive C:),
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1. To start the Windows Disk Management Console

Click 'Start' or press the Windows Key, Type the following, and press enter:

di skngnt . msc

2. The DMC starts as shown below:

=i Disk Management EI@
File Action ‘“iew Help
e HEFIRXEesaR
Yolurne | Layout | Type | File Systern | Status | Capacity | Free Spa... | % Free Fault Tolerance =
[S{ch] Simple Basic MTFS Healthy (P...  127.00 GB 126,89 GE 100 %% Mo
[S=NiH] Sirmple Dynamic  MTFS Healthy 126,48 GB 116.68 GB 92 %% Mo
CaFATIZTEST (H) Simple Basic FAT32 Healthy (A, 126,87 GB 76,48 GB 0% Mo
o Mew Valume Sirmple Basic NTFS Healthy (P... 200 MB 130 ME 65 %% Mo
Ca MEW VOLUIME Simnle Basic MTFS Healthy (A, 350 ME 307 MEB a8 % Mo b
4 n
i
Disk 0 ! |
Basic System Reserved c: =
500-_00 GB 100 ME MTFS 499,90 GB MTFS 1
Online Healthy (System, Active, P || Healthy (Boot, Page File, Crash Dump, Prirmary Partition)
aDisk 1 - |
Basic FAT32TEST (H:) New Yolume (P:)
500-_90 GB 126,99 GB FAT3Z2 373.00 GB MTFS
Online Healthy {Active, Primary Partition) Healthy (Prirnary Partition)
Disk 2 ' ! |
Basic New Yolume Windows
204_7-93 GB 200 ME MTFS 9,45 GB MTFS 203823 GB
Online Healthy (Prirnary Pz || Healthy (Prirmary Partition) Unallocated
B Unallocated Wl Primary partition Bl Simple volume

3. Right-click on the partition that you want to change in the lower pane and select Change drive letters and

paths:
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=i Disk Management EI@

File Action ‘iew Help

e | T HE RX & @

Wolurme | Layout | Type | File Systern | Status | Capacity | Free Spa.., | %% Free Fault Tolerance =
[S{ch] Simple Basic MTFS Healthy (... 127.00 GB 12689 GB 100 % Mo

[ Simple Dynamic  NTFS Healthy 126.48 GB 116.68 GB 92% Mo

CaFATIZTEST (H) Simple Basic FAT32 Healthy (4., 126,87 GB T6.48 GE 60 % Mo

o New Wolurme Simple Basic MTFS Healthy (P... 200 MB 130 MB 63 % Mo

Ca MEW WO LUIME Simnle Basic MTFS Healthy (4,., 350 ME 307 ME 88 % Mo i
4 n 3

sk 0 ' |

Basic System Reserved (c:) =
500-_00 GB 100 MEB MTFS 499,90 GB MTFS 1
Online Healthy (System, Active, P || Healthy (Boot, Page File, Crash Dump, Primary Partition)
=Disk 1
Basic FAT32TEST (H:) Mew VYolume (P:)
500-_00 GB 126,99 GB FAT32 e Omen
Online Healthy {fctive, Primary Partition) Healthy (Primary Partit P

Explore
CDisk 2 I IorkFortitionas Active
Basic Mew Yolume Windows Change Drive Letter and Paths... I
204?.88 G5B 200 hB NTFS 9,45 GB NTFS 2038.23 GB Farmat...
Online Healthy (Primary Pz || Healthy (Primary Partition) Unallocated

Extend Wolume...

Shrink Yalume.., i
B Unallocated [l Primary partition [l Simple volume Add Mirror

Delete Wolume..,

4. In the dialog that opens, select the original drive letter, click Change, choose a new drive letter and finally

click OK.
ynarmic MNIES Healthy 126,448 GB 116,68 GE 4% Mo
Basic FAT3

——— Change Drive Letter or Path

Change Drive Let )
Enter a new drive letter or path for P: [Mew Yaolume).

Allows access to b @) Aszzign the following drive letter:

bl ount in the following empty MTFS folder:

| Add... Change... |I Remaove |

Windnwe

See also:
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Restoring and browsing

Restoring an image from within Windows
Restoring a System image from Windows
Modifying restore destination partition properties

How to create a VHD and restore a backup to the VHD using Macrium

Reflect.

(D This article applies to Windows 7 and higher versions of Windows.

1. This section will take you through the creation of a VHD using the Windows Disk Management console and

the mounting process.

a. Open Windows Disk Management console.

wr Disk Management

File Action View Help

e mEE=XPELED

Volume | Layout |T)rpe | File System | Status | Capacity | Free Spa.. | % Free
- (] Simple Basic NTFS (BitLo... Healthy (B... 11145 GE 243 GB 2%
== System Reserved Simple Basic MTFS Healthy (5. 350 MB 317 MB 91 %

= Disk 0

Basic System Reserved

111.79 GB 350 MB NTFS

Online Healthy (Systemn, Active, Primary Parti

W Unallocated [l Primary partition

(C:)
111.45 GB NTF5 (BitLocker Encrypted)
Healthy (Boot, Page File, Crash Dump, Primary Partition)

b. Click on Action followed by Create VHD.
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we Disk Management

File = Action View Help

e Refresh M 4 o E
Volur Recapliel |T)rpe | File System | Status | Capacity | Free Spa... | % Free
- (C Create VHD Basic NTFS (BitLo... Healthy (B.. 111.45 GB 2,43 GB 2%
-Gy Attach VHD Basic MNTFS Healthy (5. 330 ME 37T ME 91 %
All Tasks >
Help

= Disk 0 |

Basic System Reserved (c:)
111.79 GB 350 MB NTFS 111.45 GB NTFS (BitLocker Encrypted)
Online Healthy (System, Active, Primary Parti | ‘Healthy (Boot, Page File, Crash Dump, Primary Partition)

B Unallocated [l Primary partition

C. Set your desired options and click OK to generate the VHD at the set location.

Create and Attach Virtual Hard Disk X
Specify the virtual hard disk location on the machine.

Location:

|C:"-.Users"-.‘Usemame“-.Desktop"-.Reﬂec‘t Restore vhd | Browse...

Virtual hard disk gize: GB ~

Virtual hard disk format
®VHD

Supports vitual disks up to 2040 GB in size.
(O VHDX

Supports virtual disks larger than 2040 GB in size (Supported
maximum of 64 TB) and is resilient to power failure events. This format
is not supported in operating systems earier than Windows 8 or
Windows Server 2012,

Virtual hard disk type
(®) Fixed size (Recommended)

The virtual hard disk file is allocated to its maximum size when the
virtual hard disk is created.

(C) Dynamically expanding

The virtual hard disk file grows to its maximum size as data is written
to the vittual hard disk.

Corcsl
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d. Locate the VHD in Windows Explorer and mount it by right-clicking the icon and selecting the Mount

option.

- My

PO

Mount
Share with Skype

Scan with Microsoft Defender...

Share
Open with...

Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

Hard Disk Image File

32,976 KB

€. Once Mounted, Macrium Reflect Create Backups tab and Disk Management console will now
show the mounted VHD.
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w Disk Management

File Action View Help

o | @ EE =S
Volume | Layout |T)rpe | File System | Status | Capacity | Free Spa... | % Free
- () Simple Basic MTFS (BitLo.. Healthy (B.. 111.43GB 2.39GB 2%
== System Reserved Simple Basic MTFS Healthy (5. 350 MB N7 MB 91 %

= Disk 0

Basic System Reserved

111.79 GB 350 MB NTFS

Online Healthy (System, Active, Primary Partil
= Disk 2

Basic

100.00 GB 100.00 GB

Online Unallocated

B Unallocated [l Primary partition

(]
111.45 GB NTF5 (BitLocker Encrypted)
Healthy (Boot, Page File, Crash Dump, Primary Partition)

9 GPT Dick 3 [PEDSEE4F-DBAG-464-BF70-AB94CTDCICAT] - Msft  Virtual Dk 10 «150.00GB>

1- Nene)
Unformatted Primary
160MB

160MB

button.

If the VHD is not visible in Reflect after it has been mounted, please click the O Refresh

2. This section will take you through the restore process of your image to the VHD.

Before you begin: You must have a backup image of the disk ready to restore.

a. On the main screen, select Existing Backups then select Image.
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Create Backups | Existing Backups | Logs

4 Existing Backup Tasks

E‘I Cpen an image or backup file in
® Windows Explarer

E‘l Detach a backup image from
® Windows Explarer

4 [Details

ID:  F42FDFAE3AT1IEDTG
Type: Full
Date: 14/05/2021 14:13

Backup images available to be restored are shown in the main pane.

b. Select the image you wish to restore and the Restore icon.

9 GPT Dizk 1 [ASAEAB2E-4FFC44DD-B511-2FSF202200CE] - Msft  Virtusl Dick 1.0 <10000GB>

BE 1-NO NAME (None) B 2- (Nore] HER =
FAT32 (LBA] Primary Unformatted Primary MNTFS Primary
| | I
26.5MB 1560 MB 35E7GB
1000 MB 1560 MB 92 3EGB
Images that contain drive: All Drives ~ | Backups From Definition Al
~ 2 2
3 O S B[e]lr & oA
Edit Remaove Refresh Browse Restore viBoot Verfy New
Folders Path
4l folders » [JE
jCZ F] D E:Backups®
"JC:\Backups | L ar?18532AF0A69344607-00-00.mrimg |
:‘i' E: |— QSEBEAFGJ&EBMGT-N-N mrimg
:‘i E:\Backups |— @WZAFG&EBMG?—HZ—GZ.mﬁmg

|— (21 8532AF0A69344607-03-03.mrimg
La [£38532AF0AE9344607-04-04 mrimg
L (21 8532AF0AE5344607-05-05.mrimg

C. The next dialog gives you the opportunity to modify the destination properties.

@® Moving and Resizing the restored partition
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By default, partitions restore to their original locations if you click Copy selected partitions
. However, to drag partitions to different locations and resize them to use the available
space. Simply drag the source partition to any available partition or free space on the target
disk. You can also delete partitions on the target disk to make space. For more destination
options and further information, see Modifying restored partition properties.

Drag and drop the disk partitions from the Source image to the Destination VHD.

Drag Partitions to the Destination Disk or click 'Copy Partitions'

Source  13/05/202114:30  E:\Backups'8332AF0A69344607-00-00.mrimg

Ez } 5 GPT Disk 1 [A3AEABIE4FFC44DD-8511-2FSF202200CE] - Msft  Virtual Disk 10 <100.00GB>
SR 1-NOMNAME None) B 2- (None) HER HERUES
O FAT32 (LBA] Primary Unformatted Primary NTFS Primary MTFS Primary
265MB 160ME 358768 4265MB
1000 MB [ 160MB [=] 5938 GE O 5130MB O
Destination  Local disk Select a different target disk

fow! _ . . E —c
L_'i_‘-"l Ce te Partition O Undo Left Float Right Fill Space ﬂ Layout
I;l E GPT Dick 3 [FEDFEESF-DBAB-MGA-BFT0-AB94CTDCICAT] - Meft  Virtusl Disk 10 <150.00GB>
HE 1-NONAME Nong) = 2- iNone)
FAT3Z (LBA] Primary Unformatted Primary
26.5MB 160 MB
1000MB 16.0 MB 149,89 GB

Verify image before restore [[]
Copy selected partitions when | click "Next

Help < Back Mext > Cancel Finish

d. Click Next to restore the image onto the VHD.
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Restore Summary

Image 10:
Date:

Time:

Image Type:

Image File:
%

Source Disk:
Geometry:
Destination Disk:

Werify:

Delta:

550 Trim:
Power Saving:

Schedules

Operation 1cof 4

Drive Letter
Start Sector:
End Sector:
Partition Type:

Operation 2 of 4

Drive Letter
Start Sector:
End Sector:
Partition Type:

Operation 3 of 4

& Advanced Options

Restore Partition:

Restore Partition:

Restore Partition:

E:\Backups“8532AF0AE5344607-00-00 mimg
8532AF0ABS344607

13 May 2021

14:50

Full

GPT Disk 1 [A3AEAB28-4FFC-44DD-8511-2F5F202200CE] - Msft  Virtual Disk
13054\634512

GPT Disk ..3[BED5EE4F—DBAE—445A—SF?D—A854C?DCBCdB] -Msft  Vitual Disk 1.0 <150.00 GB>

=<=<=

None

1- NO NAME
FAT32(LBA)26.5MB / 100.0 MB
None

2,048

206,847

Primary

2 - <NO NAME=

Unformatted 16.0 ME / 16.0 MB
None

206,843

239615

Primary

3- <NO NAME (C:)

Help

1.0 <100.00 GB>

< Back

Next

Cancel

Finish

e. A summary screen is displayed confirming the choices that have been made, click Finish.

(D Note: You may need to run Macrium ReDeploy to enable a restored system image to boot into the Hyper-
V VM. Please see Re-deploying to new hardware for more information.

Scheduling and Retention rules

Macrium Reflect provides multiple Backup Plan options to create backup cycles in days, weeks, or months that
allow you to pick when you want your backup definitions to run and whether they should be Full, Differential or
Incremental backups. Scheduled backups can run independently of whether anyone is logged into the computer.

Macrium Reflect provides an easy 3 step approach to editing backup plans for a backup definition:

1. First, optionally select a Template from a set that includes implementations of industry best practice like
Grandfather, Father, Son (GFS), or Incremental Forever

2. Add, remove or change the schedules as needed for Full, Differential, and Incremental backups

3. Finally, define Retention Rules for each type of backup. Using the Retention Rules, you can retain a
specific number of each type of backup or keep them for a number of days or weeks before cleaning up.
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Options define whether to apply the retention rules to all the backups in the folder, whether to run the purge before
backing up, and let you define a minimum amount of disk space to retain in gigabytes (GB) before automatically
deleting the oldest backup sets in the destination folder to make space available for new backups.

@ Note: A backup set consists of a full backup and any Incrementals or Differentials with the same image
ID. The image ID is the part underlined in the following example backup file name: 69B5FC3F39E0F9F5

-00-00.mrimg

Further reading:

® Scheduling backups

® Configuring e-mail notifications

® Running continuous backup of SQL databases

®  Which user name and password is used when scheduling a backup?

® Retention and consolidation

Scheduling backups

Creating and Editing a Backup Plan

v5

Disk Image
XS i +1 s )
Edit the Plan for this Backup

1. Select a Template for your Backup Plan

None =

2. Add/Edit Schedules

Backup Type Schedule

(D rdschedde ~  F Edt Schedule () Delete Schedie

3. Define Retention Rules
Apply retention rules to matching backup sets in the target folder ~

Full Keep |12 =| |Backups ~
Differential Keep |4 = | |Backups w
Incremental Keep |10 2| |Backups w

Create a Synthetic Full f possible []
[ Run the purge before backup.
Purge the oldest backup set(s) if lessthan |5 2| GB on the target volume {minimum 1GE)

&9 Advanced Options Help < Back Next > Cancel

Finish
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Select a Template for your Backup Plan

1. Click the drop-down box and chose an applicable template.

1. Select a Template for your Backup Plan

None

A summary is given for each template to help you select the template you require.

None
Create your own schedules by selecting this option.

Grandfather. Father. Son.

Daily Incremental (" Son"), weekly Differential {"Father™), and monthly
Full {"Grandfather") backups.

Differential Backup Set
A Full backup is created periodically followed by daily Differential
backups.

Incremental Backup Set

A Full backup is created periodically followed by daily Incremental
backups.

Intra-Daily Backup Set

A Full backup is created manthly, then daily Differentials followed by
Incremental backups every 15 minutes during the day.

| T et [N mmee—

w

Add/Edit Schedules

When you have selected the template you want to use you can view the planned schedule.

v5
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Disk Image

Edit the Plan for this Backup

1. Select a Template for your Backup Plan

|Grar1dfa1her, Father, Son. - |
2. Add/Edit Schedules
Backup Type Schedule
Full At 09:00 on the first Mon of every month, starting 13/05/2021
Differential At 09:00 every Mon of every week, starting 13/05/2021
Incremental At 05:00 every Mon, Tue, Wed, Thu, Fii of every week, starting 13/05/2021
(D addschede ¥ Edi Schedue (©) Delete Schedile

3. Define Retention Rules
Apply retention rules to matching backup sets in the target folder ~

Ful Keep |26 = |Weeks -
Differential Keep |4 : Weeks o
Incremertal Keep (14 = Days =

Run the purge before backup.
Purge the oldest backup set(s) if less than E 2 | GB onthe target volume (minimum 1GB)

ﬁ' Advanced Options Help < Back Next > Cancel Finish

® Resolving Scheduling Conflicts

If multiple backup types are scheduled to run at the same time on the same day then only one backup will
run. For example, when scheduling a Full backup on the first Monday of each month and scheduling a
Differential for every Monday, on the first Monday a Full and Differential are both scheduled to run at the

same time. In this scenario, only the Full backup will run.

® Full backups take precedence over Differentials and Incrementals

® Differential Backups take precedence over Incrementals.

To add to this schedule:

1. Click Add Schedule and select either Full, Differential, or Incremental.

2. Set the frequency for the backup schedule.
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Full Schedule
£’ Full Schedule Settings
Frequency Settings
(®) Morthly (®) Every First ~ | | Monday o
() Weekly
() Daily O Day 1
() Intra-Daily Of manthis) January February March
() One Time Only Al May June
() On Event July August September
October November December
Start Time |D9:1]'D = |
Start Date [13/05/2021 B~ |
Conditions. .. Cancel
3. Click OK.
To Edit the schedule:
1. Select the schedule you want to edit and click Edit Schedule.
2. Change the schedule to meet your needs and click OK.
Full Schedule
£~ Full Schedule Settings
Frequency Settings
(®) Marthly (®) Every First ~ | | Monday o
() Weelkdy
) Daily O Day 1
() Intra-Daily Of monthig) January February March
(0 One Time Only Al May June
() On Event July Pugust September
October Movember December
Start Time |ﬂ'9:ﬂ'|} =
Start Date [13/05/2021 B~ |
Conditions. .. Cancel

v5

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.

Page 258



Macrium Reflect v8.0 User Guide

To delete a schedule:

1. Select the schedule you want to delete and click Delete Schedule.

2. A confirmation box appears, click Yes.

Macrium Reflect

= Confirm Delete

Confirm deletion of the backup schedule(s):

At 0%:00 on the first Mon of every month, starting
13,/05/2021

Yes Mo

a Click Yes to delete or Mo to cancel

Define Retention Rules

1. Establish how long each type of backup in the schedule should be kept. It is advisable to keep backups for
the recommended period, however, you can de-select the backup type if you do not want to retain it.

Disk Image

Edit the Plan for this Backup

1. Select a Template for your Backup Plan
Grandfather, Father, Son.

2. Add/Edit Schedules

Backup Type Schedule

Full At 059:00 on the first Mon of every month, starting 13/05/2021

Differential At 05:00 every Mon of every week, starting 13/05/2021

Incremental At 05:00 every Mon, Tue, Wed, Thu, Fi of every week, starting 13/05/2021
() AddSchedde v 5 Edit Schedue (©) Delete Schedule

3. Define Retention Rules
Apply retention rules to matching backup sets in the tanget folder w

Full Keep |26 = |Weeks ~
Differential Keep |4 = | Weeks ™
Incremental Keep |14 = |Days ™

Run the purge before backup.
Purge the oldest backup setis) f less than E 2| GB on the target volume (minimum 1GE)

&9 Advanced Options Help < Back Next > Cancel Finish

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 259



v5

Macrium Reflect v8.0 User Guide

Macrium Reflect retention rules provide a powerful and flexible way to manage the lifetime and storage space
used by your backups.

Choose how backups are matched, and how retention rules are applied to the target folder

Retention rules are applied to the target folder of the backup by selecting one of two options:

Retention Rules Apply To

Matching backup sets in the target folder v

Matching backup sets in the target folder
All backup sets in the target folder

Similar Disk Images are purged if they contain exactly the same Partitions as the current Image.
backup Partitions are identified using the unique Disk ID stored in sector O of the disk and the
setsinthe  Partition sector offset. Note: For GPT disks the unique GPT disk GUID is used instead of
target the Disk ID

folder.

For File and Folder backups retention rules are applied according to the File and Folder*
Backup Set Matching' selection.

All backup  All backup sets in the target folder of the same type (Disk Image or File and Folder) are
sets in the  purged according the retention rules.

target

folder.

Select the age or number of backup types that you wish to keep

Retention Rules Apply To

Matching backup sets in the target folder P
Full Keep | 12 Backups w
Differential Keep |4 = Backups v
Incremental Keep | 10 Backups v

Create a Synthetic Full if possible |:|

[ ]Purge before a backup

Purge oldest backup set(s) if less than 5 GB on the target volume
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Full if
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before the
backup
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Description

When deleting Full backups all linked incremental and Differential backups in the same
backup chain (set) are also deleted This operation will delete the entire backup set.

When deleting Differential backups all linked incremental backups in the same backup
chain (set) are also deleted.

When deleting Incremental backups the integrity of the backup set is maintained by
ensuring that the chain is never broken. This is achieved by merging older Incremental
backups when required.

In the example below, before retention, there is 1 Full backup, 1 Differential backup and
6 Incremental backups. The retention rules are set to retain 4 incremental backups. After
retention, the most recent 4 incremental backups are retained. Deleting the oldest 2
incrementals would cause the backup chain to be invalid as the oldest retained
incremental requires the previous 2 incremental backups to complete the chain. To ensure
backup integrity the 2 older incremental backups are consolidated with it to create a
new incremental backup.

F = Full

D = Differential

I =Incremental
M T W T F M T W T F M T W
F D | | | | F | |

When purging Incremental backups, if the backup set only contains a Full backup
followed by Incremental backups, then this option causes the Full backup to be 'rolled
forward' to create a Synthetic Full backup. This is also known as Incremental Forever.

Select this option to run the retention rules before the current backup.

Note: in Macrium Reflect v5 the current backup set wasn't included in the purge calculation
when purging before the current backup. In v6 the current backup set IS included. This
means that if you set the retention count to 1 Full backup then all of your backups will be
deleted and a new Full backup created.
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Option Description
Delete Automatically remove the oldest backup set(s) in the target folder if the free space on the
oldest drive drops below the GB threshold.

backup set Note: The free space threshold is actioned dynamically. If the free space available drops
(s) if less below the threshold then the running backup is temporarily paused while older backup sets
than n GB are purged.

Advanced options
If required, set Advanced Options as follows:

® Compression to reduce the file size. Select level of compression and whether to make an intelligent sector
copy, that copies only disk sectors used by the file system or make an exact copy of the partitions, that
includes unused sectors.
Note: reducing the file size may increase the total backup time.

® File Size to enter a fixed file size for the image, this is useful for manually copying the image file to CD/DVD.
® Password to select whether to password protect the image.

® Auto Verify Image to select to verify image or backup file directly after creation.
Note: This can add a significant amount of time to the backup process.

® Comments to set comments for the image or backup.

® Shutdown to set whether the computer should be shutdown after a backup task has completed.

Configuring e-mail notifications

For many users, email notification of success or failure of a backup helps them keep on top of the status of their
backups, particularly with scheduled backups which take place in the background.

®  Program Defaults and SMTP Server settings
® Custom SMTP Server

® Google - Gmail and Microsoft Outlook 365

® Default Email Success, Warning and Failure

® Email notification for existing individual backups

Program Defaults and SMTP Server settings
The default settings are used when creating new backup definitions

® From Other Tasks select Edit Defaults and Settings...
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2 Macrium Reflect - Home Edition - v8.0.5881 BETA (Mot For Resale) [UEFI]

File  View Backup Restore | Cther Tasks | Help
,A} (’\ @' Create Rescue Media...
@ @ K "';t I@? Edit Defaults and Settings...

Export/Import Settings...
Rescue Defaults Update St -

'E_\,'- Check for updates. ..

W
Create Back Existing Back

feale backups e rfz'; View Windows V55 Events...
4 Create Backup Tasks Fix WSS Problems...

I;I Image selected disks onthis 2 Macrium Image Guardian Settings...

ml Create an image of the parti Change Theme...

and reatars Windnwe

Emails can be sent for backup completion notifications, software update notifications and for add-hoc emails of logs
and support contact.

You can choose to manually configure your Email SMTP server, or use your Google or Microsoft account to send
Emails using Gmail or Outlook 365

Service Provider Google - Gmail i
Custom SMTP Server

Subject:

Microsoft - Qutlook 365
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Custom SMTP Server

Reflect Defaults and Settings

B b & =G

H P B 2

Senders Email
Subject:

Test Recipients
Authentication
SMTP Username
SMTP Password
SMTP Server
Connection Type

SMTP Port

Backup Restore Script Email Settings Update Schedule Network Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Email Server
Default Email Success
Default Email Warning Email Server
Default Email Failure

Service Provider Custom SMTP Server b

| you@domain.com

| Test Email from Macrium Reflect 3

| Enter test recipients and click Test, separate recipients with ;

Challenge/Response Authentication (CRAM-MD5) ~

| username

| smtp.yoursever.com|

Secure Sockets (SSL/TLS) v

|25

Send test email

Option Description

Senders Email The Email address of the sender. This is normally required to be the same domain as your ISP.

Authentication Authentication options are set by your email provider/server.

Challenge/Response Authentication (CRAM-MD3) v

None
Auto Detect

Microsoft NT Lan Manager (NTLM)

'Challenge/Response Authentication (CRAM-MD5)
Secure Username/Password login (AUTH LOGIN)
Username/Password login (AUTH PLAIN)

(D Note: If you do not know your authentication settings, try Auto Detect.

SMTP The user name associated with your e-mail account. This is essentially your email address.
Username
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Option Description
SMTP This is the password for your e-mail Server.
Password

SMTP Server This is the outgoing / SMTP Server setting or IP address.

Connection Contact your ISP for the correct setting
Type

Secure Sockets (SSL/TLS) £3

Plain Text (No Security)
'Secure Sockets (SSL/TLS
Transport Layer Security (STARTTLS)

(D Note: These settings can be found from your email provider.

SMTP Port This is associated with Connection Type and is the port number that the SMTP server is
listening on.

(D Note: These settings can be found from your email provider.

Test This option is used to test the configured settings; enter your e-mail address in that field and
Recipients click Test to send a test message to your email.

Google - Gmail and Microsoft Outlook 365

Macrium Reflect v8.0 includes OAuth 2.0 to authenticate Macrium Reflect to send emails using your Microsoft or
Gmail account. It's easy to setup and uses your account sign in, including two factor if enabled, to securely
authenticate.

@ Note: OAuth 2.0 authentication tokens are stored locally. We don't see or store any authentication
information on our servers.

Microsoft - Outlook 365
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£y 6

Backup Restore
Defaults Defaults
Email Server

Default Email Success
Default Email Wamning

Default Email Failure

Reflect Defaults and Settings

H = G B - 2

Script Email Settings Update Schedule Network Share Event Advanced

Defaults and Defaults Settings Settings Settings Settings Settings
Email Server

Service Provider Microsoft - Outlook 365 v

Subject:

Test Recipients

Sign in with:

| Test Email from Macrium Reflect 3

| Enter test recipients and click Test, separate recipients with ;

B® Microsoft Send test email

Google - Gmail

v5
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Reflect Defaults and Settings X
- 7&'\ O
(4 E X = ; i
R & 1 G B o B
Backup Restore Script Email Settings Update Schedule Network Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Email Server

Default Email Success
Default Email Warning Email Server

Default Email Failure

Service Provider Google - Gmail ™
Subject: | Test Email from Macrium Reflect 3 |
Test Recipients | Enter test recipients and click Test, separate recipients with ; |

Sign in with: G Google Send test ema

The first time you sign in you will be prompted for a one time download and install of the WebView2 distribution
installer.

This is a lightweight MS Edge Chromium web browser that provides a controlled experience for the Macrium Reflect
implementation of the OAuth 2.0 login.

Macrium Reflect

MS WebView2 Runtime Install

The MS W runti ightweight addition to the MS
E b Itp the
Macrium Reflect implementation of the Gmail OAuth 2.0 login.

to install or 'No' to continue with your default web

Click 'Yes' to install or 'No' to continue with your web browser.
If you click 'No' you will be taken out of Macrium Reflect to continue in your default web browser.
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Downloading Microsoft Edge Webview?2 Runtime

Downloading Microsoft Edge Webview2 Runtime... 7
second(s) remaining

Once WebView? installation is complete a web sign in dialog opens. Follow the normal sign in procedure for

either Microsoft or Google, completing two factor authorization as necessary.

You'll be prompted to accept permissions to allow Macrium Reflect to send emails on your behalf.

@ Note: These are the absolute minimum permissions required to send emails. We don't require or request

anything else

For Microsoft Click 'Accept’

B O X

B® Microsoft

account@macrium.com

Permissions requested

#» Macrium Reflect
Paramount Software UK LTD #&
This app would like to:
v Maintain access to data you have given it access to
v View your basic profile

v Send mail as you

D Consent on behalf of your organization

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Terms of use  Privacy 8 cookies
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For Google click 'Allow'

G Sign in with Google

2

Macrium Reflect wants to access your
Google Account

This will allow Macrium Reflect to:

@® Send email on your behalf @

Make sure that you trust Macrium Reflect

You may be sharing sensitive info with this site or app. Find out how
Macrium Reflect will handle your data by reviewing its

terms of service and privacy policies. You can always see or
remove access in your Google Account.

Find out about the risks

Cancel Allow

That's it! You're now setup to use Gmail or Microsoft as the service provider to send your backup completion

emails.
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Reflect Defaults and Settings

£y 6

Backup Restore
Defaults Defaults
Email Server

Default Email Success
Default Email Wamning

Default Email Failure

5l

Y]

&

%4

Script Email Settings Update Schedule Network Share Event Advanced
Defaults and Defaults Settings Settings Settings Settings Settings
Email Server
Service Provider Microsoft - Outlook 365 ™

Subject:

Test Recipients

Sign out of:

| Test Email from Macrium Reflect 3

| Enter test recipients and click Test, separate recipients with ;

B® Microsoft Send test email

Cancel

v5
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Reflect Defaults and Settings

£y 6

Backup Restore
Defaults Defaults
Email Server

Default Email Success
Default Email Wamning

Default Email Failure

B @ G EFE % E

%4

Script Email Settings Update Schedule Network Share Event Advanced
Defaults and Defaults Settings Settings Settings Settings Settings
Email Server
Service Provider Google - Gmail bd
Subject: | Test Email from Macrium Reflect 3
Test Recipients | Enter test recipients and click Test, separate recipients with ;
Sign out of: & Google Send test email

v5
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Default Email Success, Warning and Failure

Reflect Defaults and Settings

KANES

B 3 G EFE % E

%

Backup Restore Script Email Settings Update Schedule Network Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Email Server
Default Email Success
Default Email Warning Default Success Notification Email
Default Email Failure
Send email notification on success

] Attach log file

[] Attach VSS log file

Recipient List ;

Subject ‘ Macrium Reflect Success Notification

Content Type your email message here for a success notification

Option Description

Attach log file

Attach VSS log file

Include Cancellations

Recipient List

Subject
Content

Attach the HTML backup log file.

Attach the VSS log if VSS was involved in the backup.

Email Failure setting. Also send an Email for cancelled backups.

Separate multiple Email addresses with ;'

name@domain.com; name2@domain.com

Enter your own text in these fields to identify the backup job.

Email notification for existing individual backups

v5
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® Click Definition Files, right-click on the backup definition and select Advanced Options.

Macrium Reflect v8.0 User Guide

Local Disks Definttion Files Scripts Scheduled Backups

0 o

File Mame

(K&} C Drive Backup
é My Backup xml
@ My Backup(1)xm
é My Backup(Z)xm

Image Options @
Imaging Summary
Backup Def %

é Auto Verify:

Verify File 5y

g O B

it Delete Run

Open Containing Folder
Add to list

Edit

Bename

Delete

Duplicate

Walidate

Bun Mow

Maximum Fil Schedule

Compressior
Paszsword:
Inteligent Cc @
Power Savir
Email On Su [2
Email On W,
Email On Fa
Total Select

Wiew Backup Logs
Generate a PowerShell Script File

Generate a VBScript File
Generate an M5-DOS Batch File

Cumert Time (5] Create a Desktop Shortcut

Schedule

Path

CAllsers'Adr
CallsersiAdr
Callsers'Adr

sct'C Drive Back

Schedules ﬁ

Advanced Options

® Click the Email icon.

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.

Page 273



Macrium Reflect v8.0 User Guide

Advanced Options bt
-
4 X
Backup Email

Email Success

Email Waming

Email Faillre Success Notification Emai

[ 5end email notification on success
Attach log file
Attach V5S log file
Recipient List username @gmail.com; username 1@gmail.com
Subject Macrium Reflect Success Motification

Content My Desktop PC backup has completed successfully

Help Cancel

® Set your e-mails for success and failure of a backup as described above.

® Click OK.

Running continuous backup of SQL databases

Running continuous backups of SQL databases ensures that frequent backups of your databases are taken at
required time intervals. It is always possible, therefore, to restore your data to a point as close as possible to the
failure point.

Continuous backups run separately from normal backups and imaging functions. A new Macrium Reflect SQL
backup file is made each day and has its own email notification, disk space management, compression, and
password settings.

If an additional backup of a database under continuous backup is made, Macrium Reflect automatically creates a
new full backup to ensure consistency of backed up logs.

You can not run continuous backups on databases that are not running the Full Recovery Model.

1. Select Continuous Backup from SQL Server Tasks.
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4 S0 Server Tasks
@ Backup SQL Databases

E:J Continuous Backup
«al
[

g Manage 5GL Logins
2

2. The first time a reminder box displays, check Don't ask me again, if appropriate, and click OK.

3. Adialog showing databases running the Full recovery model appears, select Enable SQL continuous
backup.

% Schedule Continuous 5QL Backup

I Enable SQL continuous backup I

Schedule as Windows user Password

|DDmain\User | |iii....i. E

Select the databases for continuous backup and a destination directory for the images

@ Add new instance Refresh
| —

Destination |“\Backups\SGL ~

Advanced Options

< Back Mext = Cancel Finigh

4. Select the databases you wish to add to continuous backup.

You can select databases from multiple SQL instances.
5. If required, click Advanced Settings to change the compression, password, and email option.
6. Click Next.

The dialog Select how you would like to run continuous backup appears.
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Select how you would like to run continuous

() Run all day

Create log backup every : minutes

< Back

Dackup

(® Run from Start Time: [16:53:00 [= End Time: [18:00:00 =

Create a new full backup after : days, at 165300 =
Select days that continuous backup will be running
Manday Thursday Sunday
Tuesday Friday
Wednesday Saturday

Mext =

Cancel

By default, Run all day is selected.

7. Select run from and specify a time range when you want to have the continuous backup running.

8. If required, select the frequency for log backups.

9. Specify; how many days between full backups and what time of day you want them to start.

10. When you are happy with your selection, click Finish.

Continuous backup runs in the background. You can run and create backups of the system or of SQL databases
without interfering with continuous backup. Only log files for failed continuous backups are stored.

Which user name and password is used when scheduling a backup?

Macrium Reflect uses the standard Windows task scheduler to schedule backup jobs. To ensure that tasks can run
when no users are logged on to the computer it is necessary to supply a Windows user account and login password.

These are the same details that are used when you login to Windows:

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.

Page 276



Macrium Reflect v8.0 User Guide

Scheduled Tasks User Name “

E Please enter a user name to run your scheduled tasks,

LIser Mame OFFICE-3\Dave

Password TIIIIITIIIIT]

This user name will be used to execute all scheduled tasks and can be
modified using the 'Defaults’ menu option.

Mote: The user must be a member of the Administrators group.

Ok Cancel

How do | see what my actual user account name is?

The actual account name can be different to the name used at the Windows login screen. If you are having difficulty
finding your user account name then:

1. Click the Windows start button and type:

cmd

For more information on starting a command prompt please see Running an elevated command prompt

2. In the command prompt window, type:

whoam

i Command Prompt

Microsoft Windows [Version 6.4.9879]
(c) 2014 Microsoft Corporation. All rights reserved.

C:\Users\Richard>whoami
win-71vi3irnfoe\richard

C:\Users\Richard>_
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The screen-shot shows that the user account currently logged on is Ri char d.

Note: for Windows XP, the command is:

W ndows XP

echo %user nane%

| don't use a password but the scheduler is prompting for one

If you don't use a password when logging into Windows your system might have been set to automatically log you in

with a saved password. To reset your password:

1. Click Windows key

2. Type net pl wi z and press Enter.

3. Check Users must enter a user name and password to use this computer and click Apply.

User Accounts

Users | Advanced

%a Use the list below to grant or deny users access to your
m computer, and to change passwords and other settings.

A —

.
g |Users must enter a user name and password to use this computer. >
N

Users for this computer:

User Name Group
% Richard Administrators

Add... Remaove

Password for Richard

- Change Password.

Properties

To change your password, press Ctrl-Alt-Del and select

Reset Password...

Apply

3. To manage/change your user account password press Ctrl+Alt+Del.

Retention and consolidation

Scheduling full, incremental and differential images as part of a regular backup cycle is essential for optimising the
use of available storage space, protecting your computer from sudden failure and giving you the ability to recover

historical data.

Retention types
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Retention and consolidation of full, differential and incremental backups combined with deletion logic maintains
backup set integrity by ensuring the backup chain is never broken.

The following are examples to show how retention rules operate on your backup sets....

Full backup retention

In Full backup retention, a specified number, or age, of full backups are retained. When full backups are purged, the
entire backup set is also deleted.

F = Full
D = Differential

I = Incremental

MTWTTF MTWTTF MTWTF MTWTF MTWTTF MTTW
FIIITI DIITITI DIITITI DIITITI DITITITI FITI

e.g, Retain 1 Full backup.

After retention, the entire previous backup set is deleted

MTWTTF MTWTTF MTWTF MTWTF MTWTF MTW
FIITITI DIITITI DIITITI DIIITI DIITITI FITI

Differential retention

Specify a number of differential backups to retain by age or number,

MTWTF MTWTF MTWTF MTWTF MTWTTF MTW
FIIII DIITITI DIITITI DIIII DIIITI FITI

For example, Retain 2 differential backups.

After retention, the most recent 2 differential backups are retained. Incremental backups that are linked to previous
differential backups are deleted along with the deleted differentials.

MTWTF MTWTTF MTWTFEF MTWTF MTWTF MTW
FIITITI DIITITI DIITITI DIIII DIITITI FITI
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Incremental retention

Specify the number of incremental backups to retain. If by deleting an incremental the backup chain is broken this
causes consolidation of the oldest retained Incremental.

MTWTFMTWTFMTWTFMTWTFMTWTFMTW
Firtrr1robrittr1rbrir 11Dl bbbt 11 FI1I

For example, Retain 4 incremental backups.
After retention, the most recent 4 incremental backups are retained. The oldest retained incremental is not be valid
on its own as it requires the previous 2 incremental backups to complete the chain. To ensure backup integrity the 2
older incremental backups are consolidated with it to create a new incremental backup.
MTWTF MTWTTF MTWTF MTWTF MTWTVF MTTW
FIITTI DITITTI DI ITTI DIIITI DIITITTI FITI

-———>I1 I FITI

Synthetic Full / Incrementals forever

Incrementals forever optimises backup space and time by only ever creating a single full backup. After this,
incremental backups are created forever and, once the specified number of incremental backups is reached,
Macrium Reflect consolidates the incremental backup into a new 'synthetic' full backup. This is also known as a
Synthetic Full backup.

For example, Incrementals forever with retain 4 incrementals. For the first week,

MTWTF
FIITITI

The next Monday, to retain 4 Incrementals, the Full is consolidated with the first incremental to create a new
Synthetic Full.

MTWTF M

FIITTI I

-»>F I I I I

On Tuesday the consolidation step is repeated again on the next incremental image.
MTWTF MT

FIIT I T

—=F I I I T

This process is repeated forever. After the first Full only Incremental backups are required.
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Consolidation is performed non destructively and ‘In Place’. Therefore, very little additional disk space is required

during consolidation and failed consolidations will automatically revert to the pre-consolidation state. For example, a

consolidation could fail mid process due to a hardware malfunction such as a dropped network connection. In this

circumstance the consolidation would automatically begin again the next time the backup is run without any loss of

backup integrity.

Backup Plans

Backups schedules and retention rules are saved in a Backup Plan with each backup definition. You can even

define your own Backup Pan Templates for easy reuse. The following are default templates:

Grandfather, Father, Son.

Daily Incremental ("Son"), weekly Differential ("Father"), and monthly Full ("Grandfather") backups. Retention for

each backup type can be set based on data history and space requirements. e.g,

Backup Type Schedule Retention
Monthly Full Backup Run on the 1st Monday of every month 26 Weeks
Weekly Diff Backup Run on every Monday (except 1st Monday) 4 Weeks
Daily Inc Run Tues, Wed, Thu, Fri 14 Days

Differential Backup Set

A Full backup is created periodically followed by daily Differential backups.

Backup Type Schedule Retention
Monthly Full Backup Run on the 1st Monday of every month 26 Weeks
Daily Diff Backup Run on Mon, Tues, Wed, Thu, Fri (except 1st Monday) 30 Days

Incremental Backup Set

A Full backup is created periodically followed by daily Incremental backups.

Backup Type Schedule Retention
Monthly Full Backup Run on the 1st Monday of every month 26 Weeks
Daily Inc Backup Run on Mon, Tues, Wed, Thu, Fri (except 1st Monday) 30 Days
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Incrementals Forever

An initial Full backup is created followed by daily Incremental backups.

Backup Schedule Retention

Type

Initial Full Initially created when the first Incremental is A Synthetic Full is created after the first 30
Backup scheduled to be created Incrementals

Daily Inc Run Every Mon, Tues, Wed, Thu Fri 30

Backup

The Macrium Rescue Environment

1. Caution

The first thing you need to do after installing Macrium Reflect is create Rescue Media

If you lose your Windows operating system, you can start your PC using Macrium Reflect rescue media on CD,
DVD, or USB stick. This makes creating rescue media the first thing you need to do with Macrium Reflect. It contains
a bootable, lightweight version of Windows and a full version of Macrium Reflect.

This lightweight version of Windows is called the Windows Recovery Environment (also known as Windows RE or
WInRE) and is supplied with Windows 7 and later operating systems. For Windows XP, Vista and systems without
WInRE, Reflect will download the Windows Pre-installation Environment (also known as Windows PE or WinPE)
directly from Microsoft.

You have the option of restoring to a new system or virtual machine using Macrium ReDeploy to reconfigure your
Windows installation for the new hardware.

Windows PE hardware support

The Macrium Rescue Environment needs to include support for your hardware such as USB ports, network
interfaces, and in particular for your storage device if for example you use RAID disks. The default Windows PE
environment supports a good selection of hardware and you can add support for further devices. When Macrium
Reflect creates a rescue CD or USB, it analyses your system hardware and tries to locate drivers for unsupported
devices by looking on your system. If it can't find appropriate drivers, Macrium Reflect prompts you to provide
drivers. You can provide drivers by finding driver packages on the local hard drive, looking for driver CDs supplied
with the system, or downloading drivers from the web. After you provide these additional drivers, Macrium Reflect
adds them to the Windows PE environment.

@ Note: You cannot add support for booting media because booting takes place before drivers are loaded.
For example, if your CD drive is connected via an unsupported SCSI interface card or your boot menu lies
on an unsupported RAID array, then the Windows PE cannot boot. Booting using a USB stick is a good
workaround in this case as all USB 2/3 interfaces are supported by default.
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CD, DVD and USB rescue media

You can boot your computer into Windows PE from a CD, DVD, USB stick or USB attached external hard disk. For

convenience or for automated restores to your system disk, you can add Windows PE to a boot menu that's

displayed when your system first starts. Although, do not rely upon this local copy as a rescue mechanism because it

could be lost if you suffered hard disk failure or corruption leaving you without a method for rescuing your system.

Macrium Reflect creates custom Windows PE systems for each installation type by downloading the required

components from Microsoft.

Further reading:
® Rescue Media Builder - How It Works

® Creating rescue media

® Adding a Boot Menu option for system Image recovery

® Technicians portable application support

® About Adding Drivers to WinPE Rescue Media

®  Fixing Windows boot problems

® Updating rescue media to include additional hardware drivers

® Adding iSCSI support to Windows PE

® Adding BitLocker support to Windows PE

® Restoring an image from within the Rescue Media

Rescue Media Builder - How It Works

RMBuilder.exe

The Rescue Media Builder executable 'RMBuilder.exe' is located in the Macrium Reflect installation folder, usually

'C:\Program Files\Macrium\Reflect'. RMBuilder.exe can be launched independently or by taking the Rescue Media

build menu option in Macrium Reflect.

RMBuilder.exe depends on the following files:

Description Architecture
DVD/CD Support 32 Bit

64 Bit
Free Edition 32 Bit

64 Bit
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PrimoBurner.dll

PrimoBurnerx64.dll

WaikFiles00x86.exe

WaikFiles00x64.exe
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Description Architecture

Home/Workstation Edition 32 Bit

64 Bit
Server Edition 32 Bit
64 Bit
Server Plus Edition 32 Bit
64 Bit

@ Note: RMBuilder.exe requires Macrium Reflect to be installed.

File name

WaikFiles15x86.exe

WaikFiles15x64.exe

WaikFiles20x86.exe

WaikFiles20x64.exe

WaikFiles25x86.exe

WaikFiles25x64.exe

Windows Image File (WIM) and toolset files location

For Windows PE 3.1/4.0/5.0/10 the files required to build the Macrium Rescue media are copied from the Input
location to the Repository. The Repository is then used to populate the Staging Area when rescue media is built

from scratch or stale.

For the Windows Recovery Environment (WinRE) the required files are located on the current system and copied

to the Staging Area when rescue media is built from scratch or stale.

The Staging Area provides the files for the Boot Menu and for creating ISO/DVD/CD and USB boot media.
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Macrium Rescue Environment

PE 3.1\4.0\5.0\10
Zip File(s) in Macrium
Download Folder l
PE Repository Staging Area €e
[ e
Y Installed y , w — - BB
H MS WADK or WAIK — U — .

C:\ProgramData\Macrium\Reflect\Windows AIK
C:A\ProgramData\Macrium\Reflect\Windows Kits
) Microsoft

B & !
Download

Windows Recovery
Environment (WINRE)

WinRE.wim

These folders and sub-folders are searched:

C:\Windows\System32\Recovery
<ALL VOLUMES>\Recovery

Other Files
c\windows\boot

usB

Boot Menu

C:\boot\macrium\WAIKFiles
C:\boot\macrium\WA4KFiles
C:\boot\macrium\WAS5KFiles
C:\boot\macrium\WA10KFiles
C:\boot\macrium\WinREFiles

A

Windows PE 3.1/4.0/5.0/10

Required files to populate the PE Repository are searched for in the following sequence...

1. PE Zip files: - PE zip files(s) containing the Windows Image (WIM) file and toolset files are saved to the
Macrium download folder by the Reflect download manager ReflectDL.exe.

The default location is 'C:\users\<USER>\Downloads\Macrium'

Windows PE File Name
PE 3.1 pe3x64.zip
pe3x86.zip
PE 4.0 pe4x64.zip
pe4x86.zip
PE 5.0 pe5x64.zip
pe5x86.zip
PE 10
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pel0_1709x64.zip
pel0_1709x86.zip

2. WAIK/WADK - Windows is searched for installations of the Windows® Automated Installation Kit (AIK) for
PE 3.1 or the Windows® Assessment and Deployment Kit (Windows ADK). These products contain the
Windows Image File (WIM) and tools to create the rescue media.

https://docs.microsoft.com/en-us/windows-hardware/get-started/adk-install
https://www.microsoft.com/en-us/download/details.aspx?id=5753

(D Note: The WADK and WAIK download is several GB. It isn't necessary to manually install these
products unless you are having problems with the automated download.

3. Automated Download - Finally, any missing files are automatically downloaded directly from Microsoft and
copied to the PE Repository.

(D Note: If there is no Internet connection at this stage then the build process will fail.

PE Repository

Files located in 1. above are copied to the PE repository in the following folders.

PE Version  Location

3.1 C:\ProgramData\Macrium\Reflect\Windows AIK

4.0 C:\ProgramData\Macrium\Reflect\Windows Kits\8.0
5.0 C:\ProgramData\Macrium\Reflect\Windows Kits\8.1
10 C:\ProgrambData\Macrium\Reflect\Windows Kits\10

Windows Recovery Environment (WIinRE)
Files for the Windows Recovery rescue environment are pre-existing and located on the local file system.

The folowinng folders, and sub-folders are searched for file WinRE.wim
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C:\Windows\System32\Recovery

<ALL VOLUMES>\Recovery

If multiple copies of WinRE.wim are found then each WIM is examined and the WIM that contains the most recent
Windows OS is copied to the Staging Area.

Additional toolset files are copied from folder 'C:\Windows\Boot'

Staging Area

The Staging Area is re-populated each time the rescue media is re-built. Immediately after the Windows Image
(WIM) file is copied to the Staging Area, it is mounted and the current version of Macrium Reflect is copied to the
WIM file system along with required components and additional files extracted from WaikFilesxNNnnn.exe.

PE Version Location

3.1 C:\boot\macrium\WAIKFiles

4.0 C:\boot\macrium\WA4KFiles

5.0 C:\boot\macrium\WA5KFiles

10 C:\boot\macrium\WA10KFiles

WinRE C:\boot\macrium\WinREFiles
Output

When the 'Build' button is clicked files are copied from the Staging Area to the rescue media target. For the Boot
menu, the Windows Boot Configuration Data (BCD) is updated to add a ‘Macrium Reflect System Recovery'
menu option which loads the Windows Image File (WIM) directly from the Staging Area.

For more information on the Windows BCD please see here: https://en.wikipedia.org/wiki
/Windows_Vista_startup_process

Creating rescue media

® Main User Interface
® Boot Menu Options

® USB Rescue Media Options
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® |SO/CD/DVD Rescue Medi

® Advanced Options

a Options

® USB Flash Drive Formatting

Main User Interface

Macrium Rescue Media Builder provides a simple interface to allow for quick rescue media generation by selecting
where the rescue media will be generated and then clicking the Build button.

All options for the rescue media will be suitably defaulted based on existing rescue media builds and a scan of the

operating system environment.

1. Choose a rescue media target under Select Device

2. Click Build

@ Macrium Rescue Media Builder
File Logs Help

Rescue Media Settings

m  Windows RE:
B Macrium Reflect:

Select Device

Windows RE 10 Release 2004 (64-bit)
Home Edition (64-bit) v8.0.24463
Macrium Reflect edition has changed
Click 'Build' to update.

¥ Show more

1SO File
Create new 1SO File

Windows Boot Menu
Add/change the boot menu for the selected Windows PE version

Removable USB Flash Drive
KingstonDataTraveler 3.0 - E: MACRIUM_PE - 28.82 GB

USB Rescue Media options

D Check for devices missing drivers on boot

Enable Multi Boot (MBR/UEFI) - Recommended for your system.

Advanced Build

Close
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The 'Header' area shows the currently selected Windows PE/RE version and settings. 'Show more' expands the
view to show the selected Advanced options.

Rebuilding the Windows Image File (WIM)
If the Rescue media needs rebuilding then this will be indicated in the header area. Reasons for rebuilding:
® A later version of Macrium Reflect is available and needs to be added to the build.

® A later version of Windows RE is available. A Windows update can cause the installed version of
Windows RE to be updated.

® Any 'Advanced' settings that have changed since the rescue media was last built. If you click 'Show
more' these settings will be highlighted in blue text.

® A 'Custom WIM file has changed since the last build.
® The 'Boot\Macrium\Drivers' sub folder contains new or changed driver files.

Clicking Build will re-populate the Staging Area, mount the WIM and copy the relevant files before dismounting the
WIM and continuing with the build target operation.

WIM Rebuild Override

Overriding the default WIM rebuild behaviour may be useful to create rescue media without updating to a later
release of Macrium Reflect, or, to force a rebuild to troubleshoot corrupt or non-booting rescue media or boot menu
option.

The default WIM rebuild action can be overridden by pressing the Ctrl key. Once pressed, and if appropriate, the
Build button becomes a 'split' button showing either a Skip WIM Rebuild... or a Force WIM Rebuild... menu option,
the opposite of the default 'Build' button behaviour.

Advanced Close Advanced Buld |~ Close

Force WIM Rebuild... Skip WIM Rebuild...

@ The override menu is not displayed in the following scenarios:

1. The 'Remove boot menu’ option is selected. WIM operations are not relevant in this case.

2. The WIM needs rebuilding and the 'Current boot menu' option is selected. In this case, the
default operation of rebuilding the WIM is the only operation relevant and available.

The 'Select Device' area shows a list of possible ways the rescue media can be created.

Target Description

Windows  Will either add, update or remove an entry from the Windows Boot Menu, select from the 'Boot Menu
Boot Options' for the desired action.
Menu
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Target Description

USB Creates the rescue environment on an external USB flash drive. At least one partition is required on

Flash the drive with enough space for the rescue media files or the disk should be empty of partitions but be

Drive large enough for a new partition to accommodate the rescue media files.

USB Creates the rescue environment on an external USB HDD. As with the USB Flash Drive option a

HDD partition must be available with enough space or there should be enough space to create a new
partition.

ISO File  Creates an I1SO file suitable for either burning with third party software or booting a virtual machine
from.

@ Note: In the case of external USB Flash/HDD the creation process is non destructive. No existing partition
will be removed from the disk, only files added to an existing partition or a new partition created.

Boot Menu Options

Selecting the ‘Windows Boot Menu' device will offer the following options

Option Description

No boot Do not add a boot menu option to the Windows boot menu.
menu

@ Note: This option is not visible if a Macrium Reflect rescue environment exists in the
Windows boot menu

Remove Remove the currently configured Macrium Reflect rescue environment Windows boot menu item.
boot
menu

Set boot  Add the currently selected WinPE/WInRE environment as a Windows boot menu item. A description of
menu the current environment can be seen to right of this option. Also, review the 'Header' area further up in
this document.

Current  Retain the currently configured Macrium Reflect rescue environment Windows boot menu item.
boot
menu
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USB Rescue Media Options

Selecting either 'Removable USB Flash Drive' or 'Removable USB Hard Drive' device will offer the following
options

Option Description

Check for devices Scans for Mass storage or network controllers that do not have driver support and
missing drivers on boot show a dialog to assist with adding and loading drivers.

Enable Multi Boot (MBR Enables USB media to boot on both MBR and UEFI systems.
/UEFI)

Create Portable Adds support for running the 'Technicians Portable' form of Macrium Reflect rescue
Technicians Rescue environment.
Media

@ Note: This will require a valid Technicians license key

ISO/CD/DVD Rescue Media Options

Selecting 'ISO File' or 'CD/DVD Burner' device will offer the following options

Option Description

Check for devices missing ~ Scans for Mass storage or network controllers that do not have driver support and

drivers on boot show a dialog to assist with adding and loading drivers.
Prompt for key press to Shows a simple prompt during boot, pressing any key will boot from the ISO media
continue boot sequence and not pressing any key will boot from the normal volume.

Advanced Options

The 'Advanced' button opens options to change PE version and choose additional features for the rescue media
build.
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Advanced Options X
3t : .
Select the Windows Image File Toolset
Choose Base WIM Options Devices & Drivers Rescue Media Volume

mEl Windows RE A

MMl  Thisis the default choice for Windows 7 and above. Windows RE is pre installed with Windows.
This option is best suited for your computer, includes WiFi support if built from Windows 10, and
requires no further component downloads.

@l Windows PE 10 (WADK)

M A downloadable option that supports UEFI / secure boot, USB 3.0, HyperV Gen 2 VMs and
Windows overlay filesystems.
This 1s a good choice for Win 10, 8, 8.1, 10, Server 2012, 2012R2 systems if Windows RE is
unavailable. Itis a requirement for Win 8.1 WIMBoot and Win 10 compact installs.

mll Windows PE 5.0 (WADK)

B A downloadable option that supports UEFI / secure boot, USB 3.0 and HyperV Generation 2 virtual
machines.
This is a good choice for Windows 8 or Windows Server 2012 systems. You may also consider this
for older systems requiring default USB3 support.

ml Windows PE 4.0 (WADK)

MM Similar to Windows PE 5.0, but based on the Windows 8.0 kernel.
Only use Windows PE 4.0 if you need Windows PE 5.0 features on Windows XP or Windows Server
2003. v

What version of Windows PE should | choose?

The default Windows PE version selected on a fresh installation:

(OS] Default Rescue Environment

Windows XP/Server 2003 Windows PE 3.1

Windows 7/Server 2008 Windows RE if available otherwise Windows PE 3.1
Windows 8.0/8.1/Server 2012/R2 Windows RE if available otherwise Windows PE 5
Windows 10/Server 2016./17 Windows RE if available otherwise Windows PE 10

You should ensure that your rescue media can access your System drive and also your backup location. The default
option selects Windows RE if available. If Windows RE is not supported or cannot be located then the Windows PE
version is selected that is the best match for your Windows operating system (see table above). This enables the
rescue media wizard to automatically copy any required drivers for Network, USB or SATA controllers. However,
versions of Windows PE that are more recent than your Windows OS may already contain compatible drivers and
also offer additional support for USB 3.0.
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@ Note: For Windows 7 systems with USB 3.0 ports it may be necessary to use PE 5.0 or PE 10.0 to enable
USB 3.0 in the rescue media

PE
version

Windows
RE

Windows
PE 10.0

Windows
PE 5.0

Windows
PE 4.0

v5

Description

This is the default choice for Windows 7 and above. Windows RE is pre installed with Windows. If
available, this option is best suited for your computer, includes WiFi support if built with Windows 10
and requires no further component downloads.

@ Note: Not available for Windows XP/Vista or for later Operating Systems if Windows RE
cannot be located.

Based on Windows 10. Supports UEFI / secure boot, USB 3.0, Hyper-V Gen 2 VMs and Windows
overlay file systems.

This is a good choice for Win 8, 8.1, 10, Server 2012, 2012R2 systems if Windows RE is
unavailable. Windows PE 10 supports Windows 8.1 WIMBoot technology and Windows 10 '‘Compact
Install'. Both of these installation types are rare but may be used on Windows Tablet PCs with limited
disk space.

@ Note: The Windows PE 10.0 download option is not available if you are running Windows
XP, Vista or Server 2003/2008

Based on Windows 8.1. Supports UEFI / secure boot, USB 3.0 and Hyper-V Generation 2 virtual
machines.

This is a good choice for Windows 8/8.1 or Windows Server 2012 systems if Windows RE is
unavailable. You may also consider this for older systems requiring default USB3.0 support.

(D Note: The Windows PE 5.0 download option is not available if you are running Windows XP
or Server 2003.

Based on Windows 8. Similar to Windows PE 5.0, but based on the Windows 8.0 kernel.

This is a legacy option that is provided if you have used previous versions of Macrium Reflect before
PE 5.0 was included. Includes support for USB 3.0. We recommend that you use PE 5.0/10 unless
your require PE 5.0 features on Windows XP or Server 2003.
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PE Description
version

Windows Based on Windows 7. This is the best option for Windows XP, Vista, Windows 7, Server 2003,

PE3.1 Server 2008, 2008R2 operating systems if Windows RE is unavailable.

@ Note: USB 3.0 support is not included.

@ Note: Some very early Windows XP systems may not meet the minimum requirements to

boot Windows PE.

@ Note: If you have already built rescue media with an earlier version of Macrium Reflect then that PE

version will be defaulted

Advanced Options

@ Set WIM Build Options

Choose Base WIM Options Devices & Drivers Rescue Media Volume

Architecture

()32-bit (@) 64-hit

Options
[ ] Add BitLocker Support

Automatically unlock BitLocker Volumes

[]Add isCslI Support
[]Enable legacy EFI screen resolution support. Select if experiencing low resolution in PE.

D Enable legacy SMB v1 support

Advanced
D Custom base WIM. Advanced users can supply a pre-prepared Windows Image file.
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Option Description

Architecture  Choose from 32 or 64 bit.
WInRE is only available for the same architecture as the current Windows OS.

@ It's only necessary to choose an alternative architecture when creating rescue media to
boot a different PC.

iISCSI Enables restoration and clones to iSCSI connected disks. Please note that adding these
Support components may several minutes to the creation process.
See Adding iSCSI support to Windows PE for more information on using iSCSI in Windows PE

Bitlocker Add Add the components required to run ‘'managebde.exe' and unlock BitLockered

Support drives to Windows PE.

Auto Automatically unlocked BitLockered drives when the rescue media starts.
Unlock

Also see: Adding BitLocker support to Windows PE and BitLocker Restore/Clone Outcomes

Legacy EFI  Select this option if you are experiencing very low, less than 1024 x 768, screen resolution in PE 10

Screen or WIinRE. Some early UEFI BIOS chipsets are incompatible with Windows 10 Pre-Installation

Resolution Environment graphics output. Selecting this option will cause the PE 5.0 EFI microcode to be used
instead of PE 10 when starting the rescue environment.

Copy WiFi Select this option to copy WiFi profiles, including passwords, to the rescue media. If possible a
Profiles WiFi connection will be automatically established when Windows RE starts.

@ Note: This option, and WiFi support, is only available in Windows RE 10. WiFi profiles
are encrypted to prevent unauthorised access.

Custom Use your own customized WIM for the rescue media. This is an advanced topic not covered in this
base WIM help.
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Advanced Options X

@ Update Drivers for Mass Storage and Network

Choose Base WIM Options Devices & Drivers Rescue Media Volume

Device Status
(7 Realtek Gaming GbE Family Controller Device support in WinPE
(7 USB xHCI Compliant Host Controller ~ Compatible device support in WinPE

[ ] Use host drivers for USB devices where possible Update Driver |~

Mass Storage and Network devices will be listed showing the current state of driver support. Drivers can be added
for devices missing driver support as well as updating drivers previously added to the rescue media.

The status of a device can be one of the following

Device Status Meaning

Device The device has no drivers and will not function in WinPE/WInRE. If you require this device then
Detected drivers should be added.

Device support  The device has a supporting driver in WinPE/WInRE. Generally you do not need to update this
in WinPE form of driver.

Compatible The device has a compatible driver in WinPE/WInRE. Again, this driver generally does not
device support  require updating.
in WinPE

A driver has been previously added to the Macrium Reflect rescue media for this device.
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Device Status  Meaning

Driver already

present in

Drivers folder

Copy host
driver

added to the rescue media.

For Vista based and later operating systems if a device is found without driver support then the
operating system will be scanned for a compatible driver. If discovered the host OS driver will be

(D Note: If no compatible device is found then the status will remain at Device Detected

® How To Update Drivers

Note: Click Update or double click a device to add or update a driver for a device.

@ WiFI Device Support

Note: WiFi device support will only be available in WinRE based rescue environments, even if drivers are

v5

added for the device.

Update Device Driver

LP' USB xHCI Compliant Host Controller

Driver Provider Microsoft
Driver Version Provided by base WIM
Driver Date Provided by base WIM

Scan for an updated driver in folder...

‘ Browse

[ ]Scan subfolders Scan

Apply Cancel
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This dialog will show the current driver information for a device. To update the driver, click Browse, select a folder

and click the Scan button (optionally select to scan subfolders before starting the scan). The folder will be checked

for an updated driver based on either version number or date and if discovered, a prompt will be shown for update

confirmation.

Driver Scan Results
.jej. Update To This Device Driver ?
An updated device driver was found:

Manufacturer: Microsoft
Version: 11.0.18299.639
Date: 06/21/2016

Path: D:\NewDrivers\nvme\,
Filename: stornvme.inf

Yes

o View discovered INF file

No

Once an updated driver has been found and selected, click Apply to save the updated driver or Cancel to retain the

current driver.

v5
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C{‘,}? Select Volume for Rescue Media File storage

Choose Base WIM Options Devices & Drivers Rescue Media Volume

Drive Available Space File System
C:\ 135.80 GB NTFS
DA 56.24 GB NTFS

Help OK Cancel

Macrium Reflect Rescue Media files can be stored on a different volume, this tab allows for selection of the preferred
volume. Select a volume by clicking the check box and then Click OK. Rescue media files will now be stored on that
volume, any existing Macrium Reflect rescue media files from previous builds will be moved to a newly selected
volume.

@ Note: This option is not available in Windows XP
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USB Flash Drive Formatting

'0»

The following partition is required on the USB flash drive for booting the Macrium Reflect rescue
media:

Boot Type Min Partition Size

Multi-Boot MBR / UEFI FAT32 1.2 x Size of Rescue Media
PE files

MBR Only FAT32 or NTFS 1.2 x Size of Rescue Media
PE files

The Rescue Media PE files vary in size dependant on PE/RE version. 1GB will be sufficient for all PE and RE
versions as of May 2018. If there is insufficient free space then the build may fail.

Rescue Media Builder will first attempt to non-destructively copy the PE/RE files to an existing partition, then non-

destructively create a new partition if necessary. If this is not possible then you will be prompt to destructively format

the drive.

The Flash drive is prepared and files copied according to the following steps...

1. The flash media is first searched for a partition of sufficient size and the required file system type as defined

in the above table. If found then the PE/RE files are copied to the Flash drive.

@ Note:

For Multi-Boot (MBR/UEFI) rescue media the suitable partition is determined in the following
sequence:

The current 'Active' partition is checked for suitability.
If not found, the first suitable FAT32 partition is used. This partition is then marked 'Active’

For non Multi-Boot (MBR) rescue media the suitable partition is determined in the following
sequence:

The current 'Active' partition is checked for suitability.
If not found, the first suitable FAT32 partition is used. This partition is then marked 'Active’
If not found, the first suitable NTFS partition is used. This partition is then marked 'Active’

2. If no suitable partition/file system is found and the rescue media creation is Multi-Partition Aware then the

flash drive is searched to locate unallocated space to create a 1GB FAT32 partition.

v5
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@ USB flash Rescue media is considered Multi-Partition Aware if the host OS is Windows 10
Release 1709 or later and the target Win PE/RE WIM is also Windows 10 Release 1709 or later
. In all other cases only a single partition will be allowed on flash media.

There can be a maximum of 4 primary partitions on the drive.
If a partition is successfully created and formatted then it is marked 'Active' and the PE/RE files are copied.

3. If the rescue media creation is not Multi-Partition Aware or if the partition in step 2 cannot be created then

Rescue Media Builder will prompt to format the Flash Drive. This is destructive and all existing data will be
lost on the drive:

scue Media

7 The USB flash drive requires reformatting.
(]
Existing data will be lost on the drive.

Click confirm and OK to proceed

B Confirm format Cancel

Partition and File System Created

Multi-Partition  Type Size

Aware
Y FAT32 1GB
N FAT32 32GB or the maximum size of the flash drive

If a partition is successfully created and formatted then it is marked 'Active' and the PE/RE files are copied.

Adding a Boot Menu option for system Image recovery

Adding a Macrium Reflect Windows boot menu enables direct access to the Macrium Windows PE recovery
environment without the need to burn a DVD or USB Flash drive.

0)
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Note: You are advised to create physical boot media, USB or DVD, that can be used if your OS system
disk fails.

You can add a Macrium Reflect System Recovery menu option to your PC boot menu. By doing this you can
restore a system image (the C drive) without a recovery CD.

1. To open the Macrium Rescue Media Builder, Select Other Tasks then Create Rescue Media... or select the
Rescue icon.

File View Backup Restore OtherTasks Help

@
Export/import Settings...

3
©
Rescue Defaults Update (35 Check for updates...

@

Create Rescue Media._..
Edit Defaults and Settings...

(

View Windows VSS Events...
Fix VSS Problems...

Macrium Image Guardian Settings...

Create Backups = Existing Backups

4 (Create Backup Tasks

13

Image selected disks on this

Change Theme...
computer

2. Select Windows Boot Menu in the device list and click Build.

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 302



Macrium Reflect v8.0 User Guide

@ Macrium Rescue Media Builder

File Logs Help
Rescue Media Settings ¥ Show more
m Windows RE: Windows RE 10 Release 2004 (64-bit)
M  Macrium Reflect: Home Edition (64-bit) v8.0.5869
Status: OK

Select Device

Windows Boot Menu
Add/change the boot menu for the selected Windows PE version

IS0 File
\'D Create new ISO File

Boot menu options
() No boot menu
@ Add boot menu - Windows RE 10 Release 2004 (64-bit)

o

Close

v5
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The Macrium recovery boot menu option - Windows 10

Choose an operating system

Windows 10

Macrium Reflect

D Systemn Recovery

Change defaults or choose other options

Technicians portable application support

@ Applies to Server Edition Technician's License only.

Note: Technician's Portable Application USB sticks, Optical media and ISO image files expire when your

license for Technician's product expires. You need to recreate your USB stick / ISO image file after this
time.

The Macrium Reflect Technician's License allows a single user to image multiple PCs (as specified in the license).
Macrium Reflect runs as a portable application from USB Rescue Media, mounted ISO image file or optical media.
The media also acts as a bootable rescue environment, which you can use to back up and restore licensed PCs.
Portable Mode Reflect is very similar to the Macrium Reflect environment you are familiar with.

Creating a technician's USB stick

1. Take the 'Other Tasks' > 'Create Rescue Media..." menu option.
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File  View Backup Restore OtherTasks Help

@ Create Rescue Media...
@ @} @ &} Edit Defaults and Settings...
K./ Export/lmport Settings..
Rescue Defaults Update @ Check for updates..
Create Backups = Existing Backups Ei  View Windows VSS Events...

Fix V5SS Problems...

A
GG AT Macrium Image Guardian Settings...

%

Change Theme...

E] Image selected disks on this
computer

2. Select USB Device, CD/DVD Burner or ISO File as your target media.

3. Check Create a Technician's Rescue Media.

@ Macrium Rescue Media Builder

File Logs Help
Rescue Media Settings ¥ Show more
M  Windows RE: Windows RE 10 Release 2004 (64-bit)
B Macrium Reflect: Server Edition (64-bit) Technician's License v8.0.24463
Status: OK
Select Device

Windows Boot Menu
Add/change the boot menu for the selected Windows PE version

Removable USB Flash Dnive
KingstonDataTraveler 3.0 - E: MACRIUM_PE - 28.82 GB

1SO File
@ Create new 1SO File

USB Rescue Mediaoptions
[ ] Check for devices missing drivers on boot

/| Enable Multi Boot (MBR/UEF) - Recommended for your system.
| ] Create Portable Technician's Rescue Media |

Advanced Build Close

4. Click Build.
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Launching Macrium Reflect from the USB or ISO image

Insert the USB or Optical media file and you will be asked to choose what happens with it.

The media contains both 32-bit and 64-bit versions of Macrium Reflect. To launch the right one, a launcher is

¥ Network

Date modified

13/05/2021 14:06
13/05/2021 14:06
13/05/2021 14:07
13/05/2021 14:07
13/05/2021 14:08
13/05/2021 14:08
13/05/2021 14:08
13/05/2021 14:06
13/05/2021 14:06
13/05/2021 14:06
13/05/2021 14:07
13/05/2021 14:08
13/05/2021 14:07
13/05/2021 14:08
13/05/2021 14:08

1.
2. Select Open folders to view files.
3. In the root of the USB stick, select folder Win32 or Winé4.
provided called portable.exe.
4. Double click reflect.exe to launch Macrium Reflect.
<~ v 4 B » ThisPC > Macrium Technician's Media (E:)
Name -
5 Quick access
Boot
= This PC Drivers
J 3D Objects EFI
[ Desktop sources
|=] Documents Win32
4 Downloads Win64
B Music | autorun.inf -
&=/ Pictures j Eooimgfw.efl
) ootmgr
B videos || bootmgr.efi
< Acer (C) | | PEVersion
~ Secondary (D:) & portable.exe
% Macrium Technician's Media (E £ RMBuilder.xml
= . - . L] Version
& Macrium Technician's Media (E:)
| | x64

Type

File folder

File folder

File folder

File folder

File folder

File folder
Setup Information
EFI File

File

EFI File

File

Application
XML Document
File

File

Size

1KB
1,522 KB
405 KB
1,507 KB
1KB
227 KB
3KB
1KB

0 KB

Adding drivers to the portable PE environment

You can add drivers directly to the Windows PE rescue environment by booting into Windows PE and taking Restore

> View Unsupported Devices. For more information see Adding device driver software

Adding drivers in Windows

@ Please note that this option is not accessible when booted in the PE environment and is only available in

Windows.

The portable edition of Reflect offers the ability to copy any missing drivers from the current system. To do this:

v5

1. Select the Add Drivers to technician's rescue media option from the other tasks group on either the

backup or restore tabs.
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File View Backup Restore

Create Backups = Existing Backups

4 Other Tasks

Add drivers to technician's
rescue media

4 Existing Backup Tasks

E \  Open an image or backup file
® inWindows Explorer

E \ Detach a backup image from
® windows Explorer

4 Details

Other Tasks  Help

Image File and Folder

&E’ Browse for an image file...

5 GPT Disk 1 [EE814599-COE4-4154

1 - ESP (None)
FAT32 (LBA) Primary

]

51.3 MB
100.0 MB

Advanced Options

% Update Drivers for Mass Storage and Network

Choose Base WIM  Options Devices & Drivers  Rescue Media Yolume

Device

" Intel(R) & Series SATA AHCI Controller - 9C03
#" 1USB xHCI Compliant Host Controller

Status

" Marvell AVASTAR, Wireless-AC Network Controller Driver already presentin Drivers folder
Driver already present in Drivers folder
Driver already present in Drivers folder

Update

Help 0K Cancel

v5
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About Adding Drivers to WinPE Rescue Media

WInPE is packaged with a large collection of drivers, however, there are many devices that are not part of the WinPE
list of drivers. For WIinPE to recognize your device, you need to add a driver. Your device then communicates with
WinPE and loads at boot time of WinPE.

The main devices to be concerned with are hard drive/RAID controllers, network interface cards (NIC) or USB
controllers and USB hubs.

If you intend to use a network device then you need to ensure that your NIC is supported in WInPE. If your hard
drives are attached to a RAID controller then you need to ensure that your RAID Controller is supported in WinPE,
either by a WiIinPE driver or by adding a driver.

A device driver is a collection of files (also referred to as a driver package) and generally comprises of:

1. The driver software. These files have a .SYS extension.

2. The driver information, or INF, file which contains the installation instructions for the drivers. These files have
a .INF extension.

3. An optional security catalog which signs the drivers for operating systems which require signed drivers,
commonly used on x64 operating systems. These files have a .CAT extension.

4. One or more optional supporting software library files (Dynamic Link Library) which contain further code to

support the driver software. These files have a .DLL extension.

Your best sources for driver packages are the CD that comes with your device (or motherboard) or downloads from
the vendor website as a ZIP file. When downloading a package from the vendor website, it is best to source a ZIP
package for easy extraction.

Fixing Windows boot problems
This article explains how to use the 'Fix Boot Problems' option to resolve common boot problems when restoring an
image.

®  Fix boot problems on MBR/BIOS systems

® Fix Boot problems for GPT/UEFI Boot Systems

When restoring an image or cloning an HD there can be situations where Windows is unable to boot due to incorrect
boot configuration. This article explains how Reflect enables you to resolve these situations.

Depending on whether the disk you have restored uses GPT or MBR partitioning schemes, the action you need to
take may vary. This article covers both cases.

Fix boot problems on MBR/BIOS systems

Fix Windows boot problems is available in the Windows PE Rescue media environment. To fix Windows boot
problems, start your computer with your rescue media inserted. Then, after a restore or clone, to use fix boot
problems:
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1. Select the Restore menu, then select Fix Windows boot problems. Alternatively, select the Existing Backups
tab then under existing backup tasks select Fix Windows Boot Problems.

-

T Macrium Reflect - Home Edition - v80.5840 BETA - Windows RE 10 Release 2004 (64-bit) (Mot For Resale)

File  View Backup I Restore I Other Tasks  Help

Create Backups = Ewisting Backups

4 Existing Backup Tasks Image File and Folder

I_r‘ (Open an image or backup file in
@ Windows Explorer

I_r‘ Detach a backup image from
@ Windows Explorer

[» Details

2. The Fix boot problems wizard will then open.

(R e @ Browse for an image file...
@ Fix Windows boot problems

3. You will be presented with a list of Windows Installs, which the wizard detects. Verify these are correct. If the
wizard has not automatically detected your Windows install, add it using the buttons on the right. You can also

correct any details using the edit functionality.

Fix Boot Problems

metall oA VAT A e
| I:t-:- U WVITILILIW S

Locate installed Windows operating systems on your PC.

erating Systems

Description Version Drive Path
Disk 1- Virtwal HD 1.1.0 <100.00 GE >
== Windows 10 Home 10,0 C:  Windows

Each installation of Windows should be listed here.

¥ou can change this by selecting the item and dicking the 'Edit’ button.

Please press the Mext button to continue,

< Back Mext = Cancel

Add

Edit

Ignore

Search

The 'Description’ column represents the name that will appear in the Windows boot loader menu.

Finigh

4. Select the active partition. The wizard automatically selects the boot disk for the relevant Windows install, but

you can change this if you are using an alternative setup:
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Fix Boot Problems

Active Partition

Select which partition your PC should boot from.

Primary Partition Drive Letter File System  Disk ID
Disk 1 - Virtwal HD 1.1.0 < 100,00 GE>

=3 <NO MAME= {(C:)  NTFS 1234ABCD

D gl 2 <MNO NAME = (E:) MNTFS 1234ABCD

The "Active’ partition is loaded from the Master Boot Record. This can be any 'Primary’ partition
on the boot disk on your PC.

Flease press the Next button to continue,

Mext = Cancel Finish

5. Choose the boot options to be fixed. We recommend leaving all options checked, however, power users may wish

to alter the behavior of the wizard.

v5

Fix Boot Problems

Boot Code Options
Select options to repair your PC boot code.

Reset the boot disk ID.
This is the unigue identifier of your hard disk and is 2 common cause of boot problems.

Replace the Master Boot Record,
Your computer will not be able to start if the Master Boot Record is missing or corrupt.

Replace partition sector boot code.
The partition sector boot code is called from the Master Boot Record, If this is corrupt
then your computer cannot start.

Rebuild the Boot Configuration Database (BCD) and BOOT,INI files

The BCD and BOOT.INI files are essential for the active partition to locate any
operating systems on your disk(s). The BOOT.INI file is only required if you have a
Windows version earlier than Vista on your PC.

Flease press the Anistbutton to continue.

Mt = Cancel Finigh
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6. Click Finish. The wizard will then offer you the choice to reboot. If you need to perform additional tasks in the PE

environment such as ReDeploy, select no. Otherwise, select yes.

7. Your system will now boot.

Fix Boot problems for GPT/UEFI Boot Systems

Fix boot problems is available in the same location as for MBR systems. Boot your UEFI capable rescue media.
Then:

1. Select the Restore menu, then select Fix Windows Boot Problems. Alternatively, choose the Existing Backups
tab then under existing backup tasks select Fix Windows Boot Problems.

2 Macrium Reflect - Home Edition - v8.0.5840 BETA - Windows RE 10 Release 2004 (64-bit) (Not For Resale) [UEF]

File  View Backup IRestoreI Other Tasks  Help

Create Backups = Existing Backups

4 Existing Bockup Tasks Image File and Folder

@ ReDeploy restored image to new hardware @ Browse for an image file_.

| Fix Windows boot problems

ll:—\ COpen an image or backup file in Windows
@ Explorer

ll:—\ Detach a backup image from Windows
@® Explorer

2. The Fix boot problems wizard will then open.

3. You will be presented with a list of Windows Installs, which the wizard detects. Verify these are correct. If the
wizard has not automatically detected your Windows install, add it using the buttons on the left. You can also
correct any details using the edit functionality.
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Fix Boot Problems

Installed Windows Operating Systems

Locate installed Windows operating systems on your PC.

Description Version Drive Path Add
Disk 1- Msft  Vintwal Disk 1.0 <100.00 GE > Edit
== Windows 10 Pro 10.0 C: Windows
Ignore
Search

Each installation of Windows should be listed here.

The 'Description’ column represents the name that will appear in the Windows boot loader menu.
You can change this by selecting the item and dicking the 'Edit’ button,

Flease press the Next button to continue.

< Back Mext > Cancel Finizh

4. (Optional Step) if you have multiple disks, you may be asked to select which you should boot from. Choose the
disk you wish to boot from, then press next.
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Fix Boot Problems

Boot Drive

Select which drive your PC should boot from,

Mumber  Mame Size

a1 Msft WirtualDisk 1.0 100,00 GB

Flease press the Mext button to continue,

| <Back || MNew> |  Cancel Finish

5. The wizard will then display a summary screen. Press Next.

6. You will then see a report showing you a choice of actions and allowing you to restart your PC. Select Yes if you
wish to restart now and select No if you wish to perform additional tasks in the PE environment.
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S-\.J mmanry
Review options to repair your PC boot code.

Chck Pl Macripm Reflect

Boot D
?
Disk o Restart your PC:

Windoy
Wing
Yes No

Cancel

Please press the Finish button to continue.

< Back Mext » Cancel Finizh

Updating rescue media to include additional hardware drivers

While you have valid rescue media, it is possible that further down the line you add hardware to your computer
without updating the rescue media. Macrium Reflect provides a way of loading drivers for these pieces of hardware

when in Windows PE.

Select the Restore > View Unsupported Devices menu option, the following dialog will be shown:

Devices With Mo Drivers

Drivers may need to be loaded for the following devices in order to backupjrestare

Description Vendor Device Type Last Load Result

Realtek PCle GBE Family Controller VEM_10EC DEV_8168 NIC Mo driver loaded

Export device list to XML for support

Scan Folder Load Driver Close

a list of devices which are currently unsupported will be shown. Drivers can be loaded using two methods:
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® Select a device from the list and click Load Driver. Browse and select a driver INF file in the dialog that is
displayed. Macrium Reflect will try and load the driver and report the result back.

® Select 'Scan Folder'. The selected folder structure will be searched for driver INF files for all devices in the
list. After the scan, a dialog will be displayed showing which devices had drivers loaded.

Notes on Driver Packages

After downloading a driver package, unzip to a folder that Macrium Reflect has access to. All files within the driver
package should be extracted including .CAT and .DLL files.

When loading drivers Macrium Reflect will check for device support in INF files and if found will attempt to load the
driver. It is important that all the files that the driver package consist of should be present in the same folder as the
INF file. There will definitely need to be the .SYS file for the driver. The driver package may also consist of .CAT and .
DLL files, these need to be present in the same folder as well in order to load successfully.

Drivers must ideally match the architecture of your Windows PE installation. It should be noted that Windows 7
drivers may appear to have been added to Windows PE 4.0/5.0 successfully but will only sometimes work.

Adding iSCSI support to Windows PE

Macrium Reflect can include the components necessary to connect Windows PE to iISCSI. This enables restoration
and clones to iISCSI connected disks.

1. Ensure that your Windows PE rescue media has been created with the 'Add iSCSI Support' option selected.
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Advanced Qptions

g9 Macrium Rescue —=_ ] .
File Logs Help ‘h Set WIM Build Options

Rescue Media Settings Choose Base WIM  Options  Devices & Drivers Rescue Media Volume

| mml Windows RE: Architecture
| W Macrium Reflact:
| Status:
(O 32+bit (@) 54-bit
|
| Select Device Options

Add BitLocker Support

Windows Boot |
Automatically unlock BitLocker Volumes

Add/change the|

Add iSCST Support

'Q Removable USE [CEnable legacy EFI screen resolution suppart, Select if experiencing low resolution in PE.
SanDisk SanDisk
Add WiFi Support
USE Hard Drive [Jcopy profiles to automatically connect to WiFi
ﬂ G-DRIVE ev (Gen| Advanced
|
| [ custom base WIM. Advanced users can supply a pre-prepared Windows Image file.
CD/DVD Burnei
@ (G:) - VXDV, B
‘ Boot menu options
(C) Remove boot menu
(®) Current boot menu - Wind
Help

Help Build Close

2. Boot into Windows PE and start a command prompt.

The command line can be accessed by clicking the black icon on the bottom left corner of your screen.

3. You will need to change the IP address of your Windows Pre-installation Environment to the same IP

address that is configured on your Windows Host in order to be authenticated by the iISCSI target since

unknown IP addresses will result in a timeout when trying to login to the target.

Take 'Other Tasks' > 'Network Config'

v Macrium R
File View Backup Restore OtherTasks Help

Backup | Restore Metwork Config

Keyboard Layout
4 Restore Tasks = y rrrvct)f

4. Select the connected network adapter and click 'Properties'.
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i1 Metwork Connections

Available Network Connections

MName
Ethernet Connections

i Surface Ethernet Adapter
WiFi Connections

Status

Connected

o BTOpenzone Disconnected
<t dlink_office Disconnected
Refresh Connect Close

target.
Note: In this case the Windows host IP address is '10.17.0.15'".
Please replace with the correct IP address for your Windows host.

Metwork Adapter Properties
Surface Ethernet Adapter
Address Settings
(O) Obtain an IP address automatically Renew
(®) Use the following IP address
IP Address 0. 7.0 .15 |
Subnet Mask | 255 .255. 0 . 0 |
Gateway | 0.0 .0 1 |
DMS Settings
(C) Obtain a OMS server automaically
(®) Use the following DNS server address
Preferred DNS Server | 0 . 0 0 1 |
Alternate DNS | 255 , 255 ., 255 . 255 |
Cancel
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In the command window type “net start msiscsi” to enable the Microsoft iISCSI server:

In Network Adapter Properties input the same IP address that is configured to connect to the iSCSI
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o1 Administrator; X \Windows\System32\cmd.exe | @
Microsoft Windows [Uersion 6.3.96001

®=s\Windows™system3d2>net start msiscsi
The Microsoft iSCSI Initiator Service service is starting.
The Microsoft iSCS5I Initiator Service service was started successfully.

@i Windowsssystem32 >

7. After the service has started connect the iISCSI target to Windows PE by typing “iscsicli QAddTargetPortal

10.17.0.32" .
Note: In this case the target is '10.17.0.32' please replace with the correct IP address for your own iSCSII

target.

oo Administrator: X:\Windows\System32\cmd.exe =n EcE <

Wi Windowsssystem3d2riscsicli QAddTargetPortal 18.17.8.32
Microsoft iSCS5I Initiator Uersion 6.3 Build 7688

The operation completed successfully.

¥ osWindowsssystem32>

Note: Replace 10.17.0.32 with your IP address

8. Connect to the target in order to find out its Internet Qualified Name that is used to logon to the iSCSI target.
Type: “iscsicli ListTargets T”
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#W=sWindowsssystem32»iscsicli ListTargets T
Microsoft i%CS5I1 Initiator Uersion 6.3 Build 7668

Targets List:
ign.1991-B5.com.microsoft:fileserver—iscsi-drive—target
The operation completed successfully.

@ s Windowssystem32>

= Administrator: X:\Windows\System32\cmd.exe ][ ]

The above command gave output to a target name: ign.1991-05.com.microsoft:fileserver-iscsi-

drive-target
This target name is used to logon and access the iSCSI Virtual Disk.

9. Using the “iscsicli QLogInTarget ign.1991-05.com.microsoft:fileserver-iscsi-drive-target” you will add
the iISCSI Virtual Disk to Reflects interface and it will appear as a local disk available for restore and clone .

ccsi—drive—target

Microsoft iSCE8I Initiator Uersion 6.3 Build 7688
Beszion Id is BxffffedBBA32AA02B-0:x100001 3700000AAS
Connection Id iz BxffffeBABAI2ZAdA2ZA-Ox4

The operation completed successfully.

®=sWindowsssystem32>

=n Administrator: XX\Windows\System32\cmd.exe == |@
-~

#=sWindowsssystem3d2»iscsicli QLogInTarget ign.1991-85%.com.microsoft:fileserver—-i

10. Ifthe iSCSI disk is not visible at first in the restore tab, select the 'Backup’ tab in Reflect and click Refresh .
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Create a Backup

O Refresh
E GPT Disk

MEBR Disk 2 [10FAESDO] - MSFT  Virnusl HD 6.3 <50.00 GE=

1 - iscsi (1)
NTFS Primany

100.3 ME v
50,00 GB

Your iSCSII disk is now connected and can be used as a target for your image restores and clones.

Adding BitLocker support to Windows PE

(D Note: It isn't absolutely necessary to unlock a BitLocker encrypted drive when restoring an image of the
encrypted partition. The partition will restore without problems but will require re-encrypting on reboot.

Unlocking the drive in Windows PE enables intelligent sector copy imaging and cloning, RapidDelta
Restore (RDR), and also free access to the drive's contents using PE Explorer. In addition, restoring to an
unlocked drive will retain the encryption status of the drive when rebooting.

Automatically unlocking BitLocker encrypted drives

Macrium Reflect can include the components and decryption keys necessary to automatically unlock Microsoft
BitLocker encrypted drives in Windows PE.

In the Rescue Media Builder select Advanced then Add BitLocker Support and Automatically unlock BitLocker
Volumes.
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Advanced Options

@ Set WIM Build Options

Choose Base WIM Options Devices & Drivers Rescue Media Volume

Architecture

()32-bit (@) 64-bit

Options
Add BitLocker Support

Automatically unlock BitLocker Volumes
[ ] Add i5CslI Support
D Enable legacy EFI screen resolution support. Select if experiencing low resolution in PE.
D Enable legacy SMB v1 support
Add WiFi Support

Copy profiles to automatically connect to WiFi

Advanced
D Custom base WIM. Advanced users can supply a pre-prepared Windows Image file.

When Windows PE starts any BitLocker locked drives that were attached when the recovery media was created it

will automatically unlock them.

Unlocking BitLocker encrypted drives using a USB stick
Automatically unlocking encrypted drives when PE starts may present an unacceptable security risk for some users.

Automatic unlocking requires no user intervention and the Macrium Reflect boot menu is able to access encrypted

drives without password entry.

An alternative method is to de-select the Automatically unlock BitLocker encrypted drives option in the Rescue

Media Builder:
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Advanced Options

@’ Set WIM Build Options

Choose Base WIM Options Devices & Drivers Rescue Media Volume

Architecture

()32-bit (@) 64-hit

Options
Add BitLocker Support

[ ] Automatically unlock BitLocker Volumes
[]Add IsCSI Support
D Enable legacy EFI screen resolution support. Select if experiencing low resolution in PE.
D Enable legacy SMB v1 support
Add WiFi Support

Copy profiles to automatically connect to Wik

Advanced
D Custom base WIM. Advanced users can supply a pre-prepared Windows Image file.

You can then save BitLocker Encryption Key files (.BEK) and/or BitLocker password TXT files to the root of any USB
stick. This could also be a Windows PE rescue media USB stick.
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In Windows Explorer, right click on any BitLocker encrypted drive and click on Manage BitLocker.

== Local Disk (Z:)

- =1 I
=) 39.4 GE free of 49.6 GEB

ol

[==]  Macrium Reflect Technician's USE

Open
Open in new window

Change BitLocker password

Manage BitLocker I

Macrium Reflect 3
Share with k

Pin to Start
Format...

Copy

Create shortcut

Rename

Properties

In the newly opened window click ‘Back up your recovery key’

C: BitLocker on

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.

& Suspend protection

'@' Back up your recovery key

ange password
'@' Remove password
'@' Copy start-up key
'@' Turn off BitLocker
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In the BitLocker Drive Encryption wizard select ‘Save to a USB flash drive’ and chose the USB device you

want to save to.

How do you want to back up your recovery key?

) Some settings are managed by your system administrator.

A recovery key can be used to access your files and felders if you're having problems unlocking your PC,
It's a good idea to have more than one and keep each in a safe place other than your PC.

= Save to your Microsoft account

< Save to a USB flash drive

< Saveto afile

= Print the recovery key

What is a recovery key?

Insert the USB device, select it in the list,
and click Save.

E Macrium Reflect Technician's USE (D)
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After choosing the USB device you want to save the Recovery Key file to, click Save and then Finish in the
BitLocker Drive encryption wizard. This action will save a .BEK file and/or a recovery password text file to the
chosen USB device.

(D Note: The .BEK file is a protected operating system file, it is hidden by default and won't be visible
within Windows Explorer. it can be made visible by changing Folder Options and de-selecting the
option to Hide Protected operating system files.

You can add as many keys as you have encrypted drives.

When Windows PE starts ensure that your USB flash drive is attached to your PC. Your encrypted drives will then be
automatically unlocked when Macrium Reflect initializes.

Restoring an image from within the Rescue Media

This article is for Restoring an image from within Windows PE Rescue Media. For restoring an image in Windows
see Restoring an image within Windows.

If the image contains only data, restoring it is very simple using Macrium Reflect. You can restore it back to its
original location without interrupting the operating system.

Before you begin: You must have a backup image of the disk ready to restore.

1. During start up of your PC on the first image you see press a button that will start a Boot selection menu.

@ Boot selection button differs from one PC manufacturer to another, best way to find out the Boot
selection menu on your PC is to consult the motherboard manual provided by the manufacturer.
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+Removable Devices
+Hard Drive

Metwork boot from Intel E1000

<{Enter Setup>

Chose CD-ROM drive or a Removable USB device based on the choice of Rescue Media you've b
press Enter to load the Rescue Media.

2. When You have loaded into windows PE, select the Existing Backups tab, then Image.

uilt and

'?" Macrium Reflect - Home Edition - vB.0.5840 BETA - Windows RE 10 Release 2004 (64-bit) (Not For Resale) [UEF]

Fle View Backup Restore Other Tasks Help

Create Backups

4 Existing Backup Tasks Image File and Folder
i
R HEDEDIDF restored image to new £37 Rrowecs for an imaae file

Backup images will be available to choose from and be restored in the main pane.

3. Select the image you wish to restore and click the Restore icon.
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Image File and Folder

"E‘i Browse for an image file...

E GPT Dizk 1 [ABAEABZE-4FFC44DD-8511-2F5F20Z200CE] - Meft  Virtual Disk 1.0 <100.00 GB~

1- NO NAME {None) B 2- (None) HEN =]
FAT32{LBA] Primary Unformatted Primary NTFS Primary
264 MB 160MB 3150GB
100.0MB 160MB %538 GB

4- (None)
NTFS. Primary

426.5MB
513.0MB

Images that contain drive: Al Drives ~ | Backups From Definition | Al wv| WiewAs |Backup Sets v ® View
¢ SENQ)

Edit Remove Refresh Browse Restore Boot WVerify MNew Delete
Folders Path Definition ImagelD Type
Allfolders 4 [FF
c | L {2)52A9CFAGSF113CC4-00-00 miimg 92ASCFAGSF113CC4 Rl |
D E: 4

L 2F1B5276F7039683 Full

D E:\MacriumBackup

{212F1B5276F7D55683-00-00.mrimg

If you cannot find the backup image you would like to use in the provided list, select Browse for an image

file... at the top of the existing backups tab and look through the windows explorer to find it.

4. This next window gives you the ability to edit partitions prior to the restore.

® Moving and Resizing the restored partition

By default, partitions restore to their original locations. However, it's also possible to select a
different target disk and to drag partitions to different locations, and resize them to use the
available space. Simply drag the source partition to any available partition or free space on the
target disk. You can also delete partitions on the target disk to make space. For more destination
options and further information, see Modifying restored partition properties.
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Drag Partitions to the Destination Disk or click 'Copy Par

Source  01/05/2021 15:27 F:\92A9CFAG5F113CC4-00-00.mrimg

E‘:! 9 GPT Disk 1 [A3AEABZE-4FFC-H4DD-6511-2F5F202200CE] - Mstt  Virtual Disk 10 <100.00GE>
1-NONAME {Nane) 23 4- (None)
FAT32 (LBA] Primary NTFS Primary
264 MB 315068 4265MB
1000 MB 99.38G8 5130MB

Destination  Local disk

@ Copy Partitions E\o Erase Disk

Select a different target disk

Delete Parttion O Und:

I:I g GPT Dick 1 [A3AEAB26-4FFC44DD-8511-2FSF202200CE] - Met  Virtual Disk 10 <10000GB>
1-NONAME (Nane) H B 4- (None)
FAT3Z (LEA] Primary NTFS Primary
265 MB 4305MB
1000 MB 5130MB

Verfy image before restore []
Copy selected partitions when | click ‘Mext'

< Back Next > Cancel Finish

5. This is the restore summary page, here you can finalize your Restore and if required access the Advanced

Options.
Restore Summary ]
2y Image File: F:\92A9CFABSF113CC4-00-00.miimg
E@ Image ID: 92A9CFAGSF113CC4
Date 01 May 2021
Time 15:27
Image Type Full
Source Disk GPT Disk 1 [A3AEAB28-4FFC-44DD-8511-2F5F202200CE] - Msft  Vitual Disk 1.0 <100.00 GB=
Geometry: 13054\60512
Destination Disk: GPT Disk 1 [A3AEAB28-4FFC-44DD-8511-2F5F202200CE] - Msft  Virtual Disk 1.0 <100.00 GB=
Very N
Delta: Y
55D Trim: Y
Power Saving: N
Schedules
None
Operation 1 of 4
Restore Partition: 1-NO NAME
FAT32(LBA) 26.4 MB / 100.0 MB
Drive Letter None
Start Sector 2,048
End Sector; 206,847
Parttion Type: Primary
Operation 2 of 4
Restare Partition: 2- <NO NAME>
Unformatted 16.0 MB / 16.0 MB
Drive Letter Mone
Start Sector. 206,848
End Sector: 239615
Partition Type: Primary
Operation 3 of 4
Restore Partition: 3-<NO NAME> (C) v

& Advanced Options

< Back Next > Cancel

The Advanced Options include:

v5
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Rapid
Delta
Restore:

SSD Trim:

Verify
Image:

Master
Boot
Record:
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Description
Copy only changed data blocks to complete the restore process more quickly

See: Rapid Delta Restore - RDR

Enable TRIM on restore to increase both the lifetime and the performance of the SSD.
See: SSD Trim Support

To verify the image integrity before restoring.

To replace the Master Boot Record (MBR) with the MBR from the backup.
The MBR is a small program that executes when the computer starts up. If this program
becomes corrupt then you can have problems starting the computer operating system.

Note: On modern GPT/UEFI systems this option has no effect.

6. Once you have looked over the summary and you are happy with your restore settings you can click Finish

and begin the operation.

Macrium Image Guardian

® Macrium Image Guardian Overview

Protected File Access

Installing Macrium Image Guardian

Activating Macrium Image Guardian

Macrium Image Guardian Events

Enabling and Disabling MIG on NTFS Volumes

v5
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Macrium Image Guardian Overview

IMAGE
GUARDIAN

2

Macrium Image Guardian protects your backup files from unauthorised modification.

MIG grants write access to existing backups file for Macrium Reflect 7.1, any image tools
created by us, and optionally, MS RoboCopy. All other process attempting to update existing

backup files will be denied access.

MIG protects local NTFS volumes and allows Macrium Reflect 7.1 and later to use the

protected volume as a shared network resource.

Macrium Image Guardian protection architecture

=
-

Local Volume USB Disk {ﬂb Remote Volume
s ™

Macrium Image Guardian

Storage

Macrium Other
Software Software

File Type Filter

Macrium Other
Image Files
Files

Macrium Image Guardian protecting backups in a networked environment

v5
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Reflect 7.1 Image Guardian installed
and enabled on shared volume

i N

Lt
-, ¢
Reflect 7.1 Shared Volume &/ Reflect 71
Protecting Macrium .
backup files

Reflect 7.1

In the above illustration, the PC sharing the backup repository (Shared Volume) has a full install of Macrium Reflect,
including MIG. A local drive is shared over the network and MIG has been enabled on that drive in the Macrium
Reflect user interface.

The other PC’s on the network can backup to this shared drive and do not require MIG to be installed. Backup file
write access is automatically granted to Macrium Reflect 7.1, and later, write access for earlier versions of Macrium
Reflect and other processes will fail.

The PC hosting the share with MIG installed can be used as a standalone Macrium Reflect installation. The
protected drive will prevent unauthorised access to backup files on that drive if the local PC creates backups to the
protected volume.

Protected File Access

Macrium Image Guardian will protect all existing local backup files from unauthorised modification or deletion. All
such activity will be blocked with error 0x80070510 - Storage policy block.
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iy 1 Interrupted Action — >

An unexpected error is keeping you from deleting the file, If you continue
to receive this error, you can use the error code to search for help with this
problem.

Error 0x30070510: The requested file cperation failed because the storage
pelicy blocks that type of file. For more information, contact your system
administrator,

BESTOBD383C40F11-00-00 - Copy.mrimg
Macrium Reflect Image Backup

Backup Method: Full

Compression: Medium

Password protected: No

Try Again Skip Cancel

Fewer details

Protected File Types

The following file extensions are protected by Macrium Image Guardian.

Extension Backup Type

.mrimg Macrium Reflect image files

.mrbak Macrium Reflect File and Folder backup files
.mrex Macrium Reflect Exchange backup files
.mrsql *Macrium reflect SQL backup files

@ *Note: SQL backup files can only be created to a protect volume by Macrium Reflect running on the local
PC. Network write access will be blocked for all processes, including Macrium Reflect. This limitation will
be removed in a future update.

Windows File operations on Macrium Backup files
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Macrium Image Guardian will block opening of backup files for modification or delete, The following lists some of the

operations and special considerations if you are maintaining the location and life of Macrium backup files outside of

Macrium Reflect.

v5

1. Windows Explorer Copy. New backup files can be created on a protected volume as the result of a

Windows Explorer copy operation.

Copying a file to the same folder as the original will be blocked on local file systems. Duplicate files in the
same folder is undesirable and should be avoided. The identity of the backup file will be duplicated and this
can lead to unpredictable results in Macrium Reflect.

. DOS Commands. COPY, MOVE, and XCOPY. These commands will succeed where the result of the

operation is a new file. Overwriting or deleting existing backup files files will fail.

. RoboCopy. RoboCopy.exe can copy, move and synchronise folders. For more information on RoboCopy

parameters please see here: https://technet.microsoft.com/en-us/library/cc733145(v=ws.11).aspx

Some RoboCopy parameters may perform delete file and overwrite operatons on your backup files and have
special functionality in MIG if the 'Allow RoboCopy to sync and move backup files on protected volumes'
option is enabled:

Image Guardian Settings
g @ Turn on Image Guardian

Automatically protect local badkup drives

Allow RoboCopy to sync and move backup files on protected volumes

Parameter Rule

/MOVE If the source folder is on a protected volume then the /IMOVE /MOV parameters will only
/MOV delete backup files in the source folder if the destination folder is also on a protected
volume.

This ensures that existing files cannot be moved to an unprotected volume and
compromised.

/MIR If the target folder is on a protected volume then the the /MIR /PURGE parameters will only
/PURGE delete backup files in the target folder if both of the following conditions are true:

a. The source folder is a backup destination in any saved backup definition xml file.
b. The target folder is not a backup destination in any saved backup defintion xml file

This ensures that the synchronisation operation cannot inadvertently, or otherwise, delete
files in a folder that is used as a backup destination in Macrium Reflect.
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Parameter Rule

All If the result of any parameter is to overwrite an existing backup file on a protected volume
overwrite  then this will only be allowed if the target folder is not a backup destination in any saved
operations backup definition xml file.

® RoboCopy and Network Shares

If the source of a /IMOVE /MOV or target of a /IMIR /PURGE operation is a MIG protected
volume on a network share then all delete operations are blocked. This is because RoboCopy
‘Rules' can only be applied if the Windows session that's opening the files is the same Windows
session that's running RoboCopy. In the case of a network share, the remote computer is opening
the files and will block all delete operations.

Installing Macrium Image Guardian

MIG is an optional component in the Macrium Reflect installer, It is selected by default and is available for Windows
7 and above in all editions of Macrium Reflect except for the Free Edition.

ﬁ Macrium Reflect Home Edition +8.0.5840 64 bit Setup *
Custom Setup A
Customise the Reflect installation. «

T

Lige the following options to customise the Reflect install

Install CBT
Changed block tracking for high performance backups

Install Image Guardian
Ransomware protection for Macrium badkups

Install ViBoot
Instant VM booting of Macrium badkups

Install Desktop Shortout

Install location: |c: \Program Files\Macrium'\Reflect)
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After installation, if MIG has automatically protected any local back drives for existing backup definitions then
the following message box is displayed the first time Macrium Reflect is started:

Macrium Reflect

i i i
@ Macrium Image Guardian

Macrium Image Guardian has protected your local
backup destination drives

-@' Fer more infoermation on Macrium Image Guardian please
click here

Activating Macrium Image Guardian

MIG is active directly after installation and will automatically protect backup destination drives.

To turn MIG on, off, or temporarily disable take the Other Tasks menu, then select the Macrium Image Guardian
Settings... menu option.

2 Macrium Reflect - Home Edition - vB.0.5881 BETA (Mot For Resale) [UEFI]

File  View Backup Restore | Cther Tasks | Help
,A} (’\ Create Rescue Media. ..
@ @ K ’:!. r Edit Defaults and Settings...

Export /| it Setti
Rescue Defaults Update —_ S -
{#) Check forupdates...

Create Backups = Existing Backups EL  View Windows VSS Everts
E

4 Create Backup Tasks Fic V55 Problems..
Cl Image selected disks on this| 2 Macrium Image Guardian Settings... ]
ml Create an image of the parti Change Theme... :
| amd ractars Windawe *

You can also activate the MIG Settings dialog by clicking Settings in the MIG blocked activity popup.
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Macrium Image Guardian

Blocked a total of 8 file operations...

Ch\Windows\Explorer.EXE

information...

The MIG Settings dialog

Macrium Image Guardian

P _ .
+ Macrium Image Guardian

Prevent unauthorised medification of Macrium Reflect backup files
Settings  Yolumes Events
Image Guardian Settings
° @ Turn on Image Guardian

Automatically protect Reflect local backup drives
Allow RoboCopy to sync and move backup files on protected volumes

e () Turn off Image Guardian {not recommended)
Mare Options...
Macrium Image Guardian protects your backup files on local disks from unauthorised modification.

Only Macrium Reflect w7, 1 and later products and tools are granted access to write to .mrima,
.mrbak, .mrzgl and .mrex files,

Select the "Volumes' tab to choose NTFS volumes to protect.

# Current Status: Enabled

Help Apply Ok Cancel
Turn on Starts the Image Guardian Service
Image
Guardian
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Automatically When turned on, all saved backup definitions are searched and Image Guardian is enabled for
protect local local backup drives

backup drives When creating a new backup, unprotected target drives will be automatically protected by

enabling Image Guardian on the drive.

When the PC is restarted, Image Guardian will be re-enabled on all backup drives. This prevents
accidentally leaving your drives unprotected by manually turning protection off.

Allow Enables the MS utility RoboCopy to delete and overwrite backup files on protected volumes with
RoboCopy to  the /MOV, IMOVE, /PURGE and /MIR parameters.

sync and

move backup Parameter Rule

files on

protected IMOVE If the source folder is on a protected volume then the /MOVE /MOV

volumes IMOV parameters will only delete backup files in the source folder if the destination

folder is also on a protected volume.

This ensures that existing files cannot be moved to an unprotected volume and
compromised.

/MIR If the target folder is on a protected volume then the the /MIR /PURGE
/PURGE parameters will only delete backup files in the target folder if both of the
following conditions are true:

1. The source folder is a backup destination in any saved backup definition
xml file.

2. The target folder is not a backup destination in any saved backup
defintion xml file

This ensures that the synchronisation operation cannot inadvertently, or
otherwise, delete files in a folder that is used as a backup destination in
Macrium Reflect.

All If the result of any parameter is to overwrite an existing backup file on a
overwrite  protected volume then this will only be allowed if the target folder is not a
operations backup destination in any saved backup definition xml file.

@® RoboCopy and Network Shares

If the source of a IMOVE /MOV or target of a /MIR /PURGE operation is a MIG
protected volume on a network share then all delete operations are blocked. This
is because RoboCopy 'Rules' can only be applied if the Windows session that's
opening the files is the same Windows session that's running RoboCopy. In the case
of a network share, the remote computer is opening the files and will block all delete
operations.
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Turn off Turns off the Image Guardian service. Optionally select from the list of further options:
Image
Guardian 1 Minute to Select to temporarily disable MIG for the selected time

2 Hours

Restart MIG will remain 'Off' until the next Windows reboot.

service on

reboot

Permanently = When 'Turn off Image Guardian' is selected, 'Permanently Off' is the

Off defaulted option if MIG is currently enabled and nothing is selected in the
‘More Options..." list. Otherwise, selecting this option will cancel any
temporary disable settings and turn off MIG.

(D Note: Clicking 'Apply" willimmediately change MIG and update the status text:.

The status area above the buttons shows the current status of MIG.

‘:!- Current Status: Enabled

Current Status: Disabled

© Current Status: Disabled Until Reboot

- Current Status: Tempararily Disabled MIG is dissbled for: 04:28 Re-Enable

Clicking 'Re-Enable' will immediately cancel the outstanding temporary disable and turn MIG 'On’.
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Macrium Image Guardian Events

To view Image Guardian windows events, take the Other Tasks menu, then select Macrium Image Guardian

Settings... menu option and select the Events tab:

Macrium Image Guardian
-, - .
*/ Macrium Image Guardian
Prevent unauthonsed modification of Macrium Reflect backup files
Settings  Volumes Events
Errors |:|Warnings Information
Last 7 Days ~ Refresh Clipboard Copy Save to File
Source EventID Date ~
(i MacriumImageGuardian 90 13/05/2021 19:41:27
(i MacriumImageGuardian 31 13/05/2021 18:06:24
(i MacriumImageGuardian 330 13,05/2021 14:50:15
(i} MacriumImageGuardian 330 13/05/2021 09:39:39
(i MacriumImageGuardian 100 13/05/2021 09: 16:46
(i} MacriumImageGuardian 330 13/05/2021 00:16:27 w
Date:  13/05/2021 19:41:27
Type:  Information
Event: 90
Source:  MacriumImageGuardian
MIG protection enabled
# Current Status: Enabled
Help Apply Cancel
Number Event Name Severity Description
100 EVT_MIG_SERVICE_STARTED Informational Image Guardian service started
110 EVT_MIG_DRIVER_STARTED_BY_SERVICE Informational Image Guardian driver started
by service
200 EVT_MIG_SERVICE_STOPPED Informational = Image Guardian service
stopped
300 EVT_MIG_VOLUME_PROTECTED Informational
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Number Event Name Severity Description

Volume (\\?\Volume{6a2d53fe-
c79a-11e1-b189-
806e6f6e6963}\) is protected

310 EVT_MIG_BLOCK_VERIFICATION_FILE_ACCESS Informational Blocking process
(processname.exe) creating
verification file as the process
is not Macrium certified

320 EVT_MIG_BLOCKED_FILE_ACCESS Warning Blocked unauthorised
process (processname.exe)
accessing file (\?\Volume
{6a2d53fe-c79a-11e1-b189-
806e6f6€6963}
\Folder\filename.mrimg)

330 EVT_MIG_USER_PROTECTED_VOLUME Informational = User has enabled Image
Guardian on volume (\?
\Volume{6a2d53fe-c79a-11el-
b189-806e6f6e6963}\)

340 EVT_MIG_USER_DISABLED_VOLUME Informational =~ User has disabled Image
Guardian on volume (\\?
\Volume{6a2d53fe-c79a-11e1l-
b189-806e6f6€6963}\)

500 EVT_MIG_ERROR_BAD_EVENT Error Error could not open Image
Guardian verification event.
Error code = 123

510 EVT_MIG_ERROR_PROTECTING_VOLUME Error Error protecting volume (\?
\Volume{6a2d53fe-c79a-11el-
b189-806e6f6e6963}\). Error
code =123

520 EVT_MIG_ERROR_UNPROTECTING_VOLUME Error Error unprotecting volume (\\?
\Volume{6a2d53fe-c79a-11el-
b189-806e6f6e6963}\). Error
code = 123
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When an unauthorized process attempts to write to, delete, or rename a Macrium backup file the action
will be blocked and Windows Event 320 will be generated

Enabling and Disabling MIG on NTFS Volumes

MIG can be enabled or disabled on any NTFS volume by using the Actions menu in the Macrium Reflect main
window.

B GPT Dick 1 [A3AEAB28-4FFC-44DD-8511-2F5F202200CE] - Msft  Virtual Dick 1.0 <100.00GB>

EE 1-NONAME (None) =E 2- Nonel o 31 2 _:}-_ =R 4- Nonel
FAT32 (LBA] Primary Unformatted Primary NTFS Primary . NTFS Primary
— 1
I 2 | I |
26.5MB 7] 1somB 7]  ©6658GB 7]  4305mB 7
1000 MB 160MB 99.38GB 5130MB
Actions... *
- é Image this partition only...
F“‘ Clone this disk. [ Image this disk

9 File System Properties
(GPT Dick 2 [72E7A964-2F28 4T4C-AALL4CADOTCION] - ekt Virtual Disk 10 <100.00G O Analyze Fie System...

my— pym— 8t Disable Changed Block Tracker
- [Nane| - ey o
Unformatted Primary NTFsPima @ Disable Image Guardian * 7}

A MIG shield indicates that a volume is protected:

aR 3- 0 2 ¢t 2 4- iNons)
MTFE Primary MTFE Primary
Image Guardian - Yolume Protected I
658 GB 1205 MB
TP 3B GB 5130MB

@ Automatic Protection

Please note that if the option to 'Automatically protect local backup drives' is selected in the MIG
settings dialog, then unprotected volumes will be automatically protected when the next backup runs
to the volume, or on reboot, if the volume contains the path of a backup destination saved in a backup
definition.

Why MIG isn't available for 3rd party NAS devices

A frequent question asked about Macrium Image Guardian is why popular NAS devices aren't supported. This is an
obvious question but misses a fundamental understanding of how network storage works.
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Unlike Windows shares, NAS devices have their own proprietary operating systems. Each NAS device is effectively
a computer with it's own file system and sharing control software. It isn't possible to control the way files are stored
on NAS devices without installing a low level device driver specialised for each different NAS OS, usually Linux
based. This also assumes that the NAS manufacturer has allowed 3rd party suppliers access to install file system
drivers. It's a similar scenario to installing popular Anti-Virus software directly on a NAS, it isn't possible.

With that said, we are open to working with NAS manufacturers, and should a method of complementing a NAS file
system be possible, we will certainly be involved.

Macrium Changed Block Tracker

Macrium Reflect Changed Block Tracker (MRCBT) reduces the amount of time it takes to perform incremental
and differential images by monitoring the changes to an NTFS formatted volume in real-time. This is especially
relevant when a file system contains very large files, such as virtual hard disk (VHD) files, where speed
improvements are significant and can reduce the Incremental image time from hours to minutes or even seconds.

Implemented as a kernel mode filter driver, sitting below the NTFS file system driver, MRCBT is able to intercept all |
/O requests to the logical volume and maintain a record of which blocks have changed.

Traditionally, Macrium Reflect has detected changes to the file system by comparing the NTFS Master File Table
(MFT) on the source volume, with the MFT of the most recent image in the backup set. While this is method is one of
the quickest solutions available, we do not consider it an optimal solution when used in a continuous incremental
scenario, especially if multi-GB files are present in the file system.

In addition to numerous performance improvements, starting with version 7.2, MRCBT tracks TRIM events. These
events are generated by NTFS when a file is deleted or moved and are used by MRCBT to optimize the image by
excluding the relevant blocks from the backup.

When MRCBT is first enabled, it captures an internal NTFS attribute that represents the number of times that the file
system has been restarted. By tracking changes to this value, MRCBT can detect if a volume has been modified in
any environment where MRCBT is not operating (e.g. on another computer or operating system).

When MRCBT is enabled and Reflect detects that the Restart attribute correctly sequenced, the subsequent
incremental and differential image can be generated by comparing the changed block database (created by MRCBT)
on the logical volume with that stored in the previous image in the chain. This is indicated by a blue running-man
icon displayed in the Reflect Ul (see image below).

If Reflect detects that the Restart attribute is not correctly sequenced, the subsequent incremental or differential
image will be generated using the traditional method. This is indicated by a grey running-man icon displayed in the
Reflect Ul.

mz-@ -3¢
NTFS Active

91.00 GB v
111.00 GB
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A reboot is required after installing Macrium Reflect to enable CBT. You can create images without
rebooting but CBT will only be enabled after a restart.

The NTFS Restart attribute is a fundamental component of the NTFS file-system and has been supported
by all Linux and Apple operating systems dating back several years.

Due to technical limitations with Windows XP, Macrium Reflect Changed Block Tracker will only work on
Windows Vista and higher operating systems.

When MRCBT is being used to generate an Incremental or Differential image of the volume, you will see the
following line in the Image log:

Operation 1 of 1

Hard Disk: 1

Drive Letter: C

File System: NTFS
Label:

Size: 475.91 GB
Free: 163.94 GB
Used: 311.98 GB

Starting Image - Saturday, February 18, 2017 13:58:34

Initializing
Destination Drive: Macrium Drive (G:) - Free Space 250.54 GB
Creating Volume Snapshot - Please Wait

Volume Snapshots Created

Saving Partition - {C:)
Reading File System Bitmap
CBT Init Success
Searching for NITS meta data
Looking for changes
Saving Partition

Saving Index
MNews File: 2 GB 8133288622FA0FED-15-15.mrimg

% Image Completed Successfully in 00:02:34

I/O Performance: Read 71.2 MB/s - Write 264.9 MB/s

CBT Init Success indicates that the Incremental is using the CBT driver. Note that the 'Looking For Changes'
operation will be nearly instantaneous with no progress shown.

Macrium CBT Driver Tools

Macrium CBT Driver Tools is a small Windows utility to install and monitor the Macrium CBT driver. Macrium CBT
Driver Tools provides the user with a visual representation of the changed blocks and of the various performance
metrics reported by the kernel mode driver. Macrium Driver Tools can be found here: C:\Program
Files\Macrium\Reflect\MrCBTTools.exe
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Local Disk (C:\)

/i

84.7 GB free of 231 GB (NTFS)
Local Disk (D:\)
= 569 GB free of 447 GB (NTFS)

Removable Disk (E:\)
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Description

MRCBT Driver Version
Session Start Time

Number of Wites

Number of Paged Writes
Number of Tracked Writes
Number of Excluded Wites
Number of Failed Writes
Total Time Tracking

Value

7.23654

23/10/2018 - 14:26:22
2196073

0

2196073

0

0

83 Miliseconds

" 18178 free of 181 T8 (NTFS) Average Time Per Tracked Write 37ns
Number of Changed Blocks 3634286
Number of Changed Bytes 189 Ga
SCBT Starting LCN 16464270
SCBT Ending LCN 16467740
Bytes Per Logical Cluster 409
Bytes Per Block 135162
SLogFile Restart Count 1595265065
Number of TRIM/UNMAP Bytes 54068

Displaying 5828 virtual blocks. One virtual block spans 610 physical blocks.

(542,513) Blocks=2693150-2693759 Clusters=88873950-88894079

Selecting a drive shows performance metrics and tracked block information for the chosen drive. The darker shades
indicate a higher percentage of changed blocks.

Note: The red blocks indicate the physical location of the MRCBT tracking file on the volume. This view will be reset
when a Macrium Reflect backup of the volume is started.

Clicking on one of the shaded blocks will cause Macrium Driver Tools to display a list of files that are currently using
the clusters within the block.

Performance Metrics

Metric Name Description

Session Start Time  The date and time that MRCBT started monitoring the volume. This value will be reset

when the volume is mounted, normally when Windows is restarted.

Number of Writes The total number of write operations on the volume that MRCBT has monitored since the

session started.

Number of Paged The total number of write operations on the volume, flagged as PAGING_10, that MRCBT

Writes has monitored since the session started.

Number of Tracked  The total number of write operations on the volume that MRCBT has tracked since the
Writes session started.
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Tracked Write

Number of
Changed Blocks

Number of
Changed Bytes

$CBT Starting LCN

$CBT Ending LCN
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Cluster

Bytes Per Block

$LogFile Restart
Count

Number of TRIM
/UNMAP Bytes
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The total number of write operations on the volume that MRCBT has excluded, due to
already having a record of a change to that disk area, since the session started.

The total number of write operations on the volume that MRCBT has failed to track since
the session started. NOTE: If this value is anything other than zero. Macrium Reflect will
fall back to the normal method of generating an incremental backup.

The total length of time that MRCBT has taken to track writes on the volume since the
session started.

The average length of time that MRCBT is taking to track each write operation on the
volume since the session started.

The total number of changed blocks on the volume since the session started.

The total number of changed bytes on the volume since the session started.

The first Logical Cluster Number (LCN) of the MRCBT tracking file.
The last Logical Cluster Number (LCN) of the MRCBT tracking file.

The number of bytes per logical cluster for the volume, as reported by NTFS.

The number of bytes per block, as reported by Macrium Reflect.

The current value of the NTFS $LogFile Restart Count.

The number of bytes that have been affected by a TRIM or UNMAP event.

Enabling and disabling CBT

CBT is enabled by default. You can change whether CBT is enabled or disabled by selecting the Enable Changed
Block Tracking for Incremental Backups check-box in the Advanced Incrementals page of the Reflect Defaults
and settings.
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Reflect Defaults and Settings 4
28 B =ma B °
Backup Restore Script Email Settings Update Schedule Metwork Share  Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings
Priority
Log file purge
Advanced Backup Settings Advanced Incremental Settings

Advanced Incrementals
Intra-Dailty Backups

Enable Delta Indexes for Incremental Backups.

Destination Drive Discovery

W55 Settings Enabling Delta Indexes will reduce incremental file size and can increase the speed
Macrium Reflect PE Files of merging Incremental backups during Synthetic Full and Incremental
consolidation.

Optical Media
Seriot Edit Please note that if this option is enabled then the image Index for each
cript Editors incremental is calculated when the file is opened. This may increase the time
Configure Het Key required to mount an Incremental backup in Windows Explarer.
Miscellansous Options Additionally, all previous files in the badap set, up to the previous Diff or Full, are

required to continue to append to the set,

Enable Changed Block Tracking for Incremental Backups.

Enabling Changed Block Tracking will reduce the time required to create an
Incremental image.

File system changes will be tracked as they occur rather than determined at run
time.

[Jreset CBT on reboot, Emulates the behaviour of earlier versions,

Help Cancel

@ Note: You can enable or disable CBT at any time without affecting your Image sets.

We recommend enabling the Delta Indexes for Incremental Backups option as this will produce the
smallest incremental image files in the shortest amount of time. Please see Delta Indexes for Incremental
Backups

Macrium viBoot

Macrium viBoot
Macrium viBoot enables you, to instantly create, start and manage Microsoft Hyper-V and VirtualBox virtual
machines using one or more Macrium Reflect image files as the basis of the virtual machine storage sub-system.

At a minimum, viBoot enables you to boot into the images you have made using Macrium Reflect, for validation
purposes, or to retrieve data from old applications stored on a bootable image. At an enterprise level, you could
recover an entire network environment in minutes.
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Macrium viBoot is now built upon new technology that allows it to instantly present a Macrium Reflect image file as a
Microsoft Virtual Disk (.VHDX) or VirtualBox/VMWare (.vmdk) file. The type of virtual machine to create is
automatically detected by viBoot based on the virtualization software installed on the host.

When creating a new Hyper-V or VirtualBox virtual machine, Macrium viBoot will create two Microsoft Virtual Hard
Disk (.VHDX) or VirtualBox (.VMDK) files respectively for each of the disks described within the selected Macrium
Image file. The first VHDX/VMDK file is incomplete and only contains enough information to describe the disk layout
and a signature to mark it as a Macrium viBoot VHDX/VMDK. The data for the disk is retrieved from the Macrium
Image File by the Macrium Virtual Disk Provider filter driver as required. Because the data is not stored with the
VHDX/VMDK, it size will never exceed a few megabytes. The second VHDX/VMDK file is a standard differencing
disk that will receive any modifications made to during the lifetime of the virtual machine.

As with any differencing difference file (VHDX or VMDK), this file can grow dramatically in size, depending on the
usage of the virtual machine.

These disk files (VHDX or VMDK) are stored in the designated Macrium viBoot repository and remain open until the
Macrium viBoot virtual machine is deleted from within viBoot.

(D Note: The default location for the viBoot Microsoft Hyper-V VHDX files is C:
\ProgramData\Macrium\viBoot. This is configurable from within the Macrium viBoot Ul.

Both VHDX and VMDK files related to VirtualBox VMs are stored under C:
\ProgramData\Macrium\viBoot\VirtualBox

@ Note: viBoot only supports Microsoft's Hyper-V and VirtualBox running on a minimum of Windows 8.0
or Windows Server 2012.

Switching between Hyper-V and VirtualBox

viBoot can be switched between Hyper-V and VirtualBox mode using the ‘Tools’ menu:
Note: VirtualBox less than v6.1.4 cannot be run on Windows where Microsoft Hyper-V service is running.

Microsoft Hyper-V feature must be disabled for VirtualBox 6.0.xx to function. Please run "bcdedit / set
hypervisorlaunchtype off" after disabling Hyper-V feature from "Turn Windows features on or off"

Tools | Help
+  Show Log S Refrest
) Options..,
- Refresh F5 Ctate
( Hypervisor > & Hyper-V
u%rtual Disks | VirtualBox
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Macrium viBoot will be restarted after changing Hypervisor mode. This doesn’t affect the state of existing VMs,
whether they are running or not:

Macrium viBoot

Are you sure you want to change Hypervisor
type to VirtualBox?

Macrium viBoot will restart to apply the changes.

Yes Mo

o VirtualBox will use the Hyper-Y hypervisor. This may have
a negative impact on perfformance as indicated in the
VirtualBox release notes.

(D Performance Warning
If VirtualBox v6.1.4 (or later) is installed alongside Microsoft Hyper-V, VMs will not run with
optimum performance.
See the VirtualBox Change Log for more information on this.

The current hypervisor type is shown in the application title bar:

CE Macrium viBoot - Hyper-V
Virtual Machine Tools  Help

|___'® MNew ... S Refresh ‘ &9 Options @ Help

Booting an image directly from Macrium Reflect

An image that contains the Windows System and Boot partition(s) can be directly booted from the 'Restore’ view in
Macrium Reflect.

Boot architecture Partitions

MBR - Master Boot Boot partition: This may be the same partition as drive 'C:' but is likely to be a separate
Record small (100 to 300 MB) partition named the Microsoft System Reserved partition or MSR.

Windows partition: This is the partition that contains the Windows OS and will be drive C:

UEFI - Unified UEFI System Partition: A small FAT32 formatted partition that doesn't have a drive letter.
Extensible Firmware
Interface Windows partition: This is the partition that contains the Windows OS and will be drive C:
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If an image contains the partitions required for booting then the image will show an active 'viBoot' Icon:

— E» B |H|E &

[

Refresh Browse Restore viBoot Verify New
Path Definition
“[YEN
My Backup xml

L {21 68F1654B8D371627-00-00.mrimg

Otherwise the icon will be disabled:

— b B |E|E &

L

Refresh Browse Restore Boot Verify MNew
Path Definition
Fl D EM

|— {21 68F1634B3D371627-00-00.mrimg My Backup xml
L {1 6D7F4AR5F5501F11-00-00.mrimg

To boot an image directly with viBoot.

1. Click the 'Existing Backups' tab.
2. Select the bootable image.

3. Click the 'viBoot' icon.

[R

viBoot

0)

v5

S

Delete

©

Delete

Image|D

68F1654B8D371627

ImagelD

68F1694B8D371627
BD7F4AB5F5501F11

Type

Type

Full
Full

Date

27/04/2021 11:40

Date

27/04/2021 11:40
15/01/2021 16:59

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.

Size

30.96 GB

Size

30.96 GB
44 MB
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Note: If viBoot cannot run on your Windows installation then you will receive an error message
indicating the reason(s):

Error

@ Failed to boot image file

YirtualBox or Hyper must be installed

Macrium viBoot

e viBoot could not detect a running instance of the Virtual Machine Management Services,
Macrium viBoot requires at least Hyper-V 6.02 or VirtualBox 6.0

o

4. If viBoot can launch, the viBoot Hyper-V/VirtualBox settings dialog will start.

[E Creating VM from file - D:\3017F33F7CCF3EOD-00-00.mrimg O >
Hyper-V VM Settings [
Welcome

Specifiy the name of the new vitual machine...

il

Select Image Files Mame: viBoot - 5017F33F7CCFSEQD-00-00 mrimg |

Hyper-W VM Settings

Specifiy the amourt of memory that this vitual machine will be stated with...

Startup RAM: 2,048 = MB

=
=
=

Specifiy the number of virtual processors based on the processors on the hast computer. ..

Processors: Automatic ~

Specifiy the corfiguration of the network adapter or remove the network adapter. ..

)

Wirtual Switch: <None> ~

Automatically power on the virtual machine after creation.

< Previous Mest = Finish Cancel Help

5. Make any changes to the VM properties and click ‘Finish'
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The VM will now start and boot directly into Windows.

Starting the viBoot create Virtual Machine Wizard from Macrium
Reflect.

Take the 'Restore' > 'Launch Macrium viBoot' menu option

Fle  View Backup Restore  Cther Tasks Help

,} &E Browse for an image or backup file to restore. .
@ I':_'@. Explore Image

Es Detach |
Rescue Defaults =Ll
Ce  Launch Macrium viBoot

Create Backups = Existirke

Or, click the 'Launch Macrium viBoot' task link on the Existing Backups tab.

Create Backups  Existing Backups | Logs

4 Existing Backup Tasks
E\B Open an image or backup file in Windows Explorer

F@) Detach a backup image from Windows Explorer

Launch Macrium viBoaot
[R

This will start the viBoot Virtual Machine User Interface.

Launching viBoot as a standalone application

viBoot is installed by default during the standard Macrium Reflect installation and can be started using the installed

shortcut:
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All Apps Documents Web More =

Best match

@ Macrium viBoot
App

Search the web
L viboot - see web results >

Documents (14+)

2 viboot] I

Main Window

The Macrium viBoot main window allows you to see at a glance, which Macrium Reflect image files you have
mounted (2), and which virtual machines are connected to those drives (1).
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L__'® New...

Wirtual Machine

CF Macrium viBoot - Hyper-V

Jools  Help

L-_l@ Delete... g Backup...

Vitual Machines

Refresh ‘ ﬁ' Options @ Help

Name State CPU Usage  Assigned Memory Uptime Status
viBoot - 5017F33F 7CCF5E0D-00 mimg |Running 0% [2048MB_ ] 00:00:19
New Vitual Machine Cff 0% 1024 MB oK

1

Mourted Images

Image Path Drive Mo Type Capacity
D:\5017F33FACCFSEQD-00-00.mrimg 2 GPT 115GB

2

Log

Type Date and Time Description
Information 13/05/2021 16:25...  Refreshing wirtual machines E
Information 13/05/2021 16:25...  Detected Windows version 10.0.15042 (SPO)

Information 1370572021 16:25...  Starting virtual machine [viBoot - 5017F33FFCCFSEDD-00 mrima].
Infarmation 13705/2021 16:25...  Virtual machine [viBoot - 5017F33F7CCFEEND-00 mrima] state changed from Off to Starting.
Information 1370842021 16:25...  Virtual machine [viBoot - B017F33F7CCFEEOD-00.mimg] state changed from Starting to Running.

Cument Yersion 8.0.5881 No updates.

Last checked 13/05/2021 16:25

The “Virtual Machines” view (1), displays the name of the viBoot created virtual machine, the current state of the

virtual machine (Off, Running, etc) and the current CPU usage of the virtual machine. Selecting a Hyper-V virtual
machine in the “Virtual Machines” view (1) will update the “Mounted Images” view (2) to list the Macrium Reflect
images that are being referenced by the virtual machine.

The “Mounted Images” view (2), displays the path of the image file(s) used to create the virtual drive(s), the physical
drive number assigned to the drive by Windows, the partition type of the drive (MBR or GPT) and the drive capacity.

The "Log" view (3), shows a record of the actions taken by viBoot.

Macrium viBoot can only monitor the state of virtual machines and drives while it is running. Clicking the Windows

close button will close viBoot.

Main Window Commands

Macrium viBoot menu:

Menu
Item

Virtual
Machine

v5

Sub Menu
Item

Connect

Description

Connect to a virtual machine.
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Menu

Item

Tools

Help

v5

Tip

Sub Menu
Item

Backup...

New...

Edit...

Delete...

Start

Shut down

Turn off

Pause

Reset

Exit

Show Log

Options...

Refresh

Hypervisor

Contents...

About Macrium
viBoot...

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.
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Description

Backup a powered off virtual machine.

Displays the viBoot Wizard which allows you to create a new virtual machine.

Allows you to modify existing virtual machine settings such as adding additional
mrimg into the VM.

Deletes the currently selected virtual machine and allows you to backup any
changes to the data that have been made.

Starts the currently selected virtual machine.

Shuts down the currently selected virtual machine.

Turns off the currently selected virtual machine.

Pauses the currently selected virtual machine.

Resets the currently selected virtual machine.

Exit the Macrium viBoot application.

Toggles the display of the Log window.

Configure the virtual machine repository folder, and logging options.

Instructs viBoot to refresh it's view of the virtual machines and mounted images.

Allows you to choose between Hyper-V or VirtualBox Hypervisor when both are
available.

Displays this help content.

Displays the viBoot version and copyright notice.
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You can right-click on the virtual machine pane to display the "Virtual Machine" menu as a context menu.

Macrium viBoot toolbar:

|__'[£I New - Displays the viBoot Wizard which allows you to create a new virtual machine.

Edit - Displays the viBoot Wizard which allows you to modify existing virtual machine settings.

8]

Deletes the currently selected virtual machine and allows you to backup any changes to the data that
have been made.

o)

g Backup a powered off virtual machine.

# Refresh the list virtual machines and states.
| -

&9 Options - Configure the virtual machine repository folder, and logging options.

) Help - Displays this help content.

Macrium viBoot Wizard

The Macrium viBoot Wizard will configure and start a Microsoft Hyper-V virtual machine from one or more Macrium
Reflect image files.

The "Welcome" page provides a brief introduction and explains some of the limitations of virtualization.
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[E Mew Virtual Machine

Welcome

Select Image Files

[N

Welcome to the Macrium viBoot Wizard
This wizard will guide you through the process of creating, configuring and starting a virtual machine, from
one or more Macrium Reflect image files.

What is Macrium viBoot?

Macrium viBoot is a technology that provides a mechanism to use Macrium Reflect Image files to very
quickly test your backups or to perform a temporary virtualization of a failed server as part of a Business
Continuity Plan (BCP).

Operational Considerations
Before proceeding vou should note the following operational considerations. There are some servers that
you will not be able to virtualize. Please see the relevant hypervisor documentation for more information.

System Configuration

Macrium viBoot will medify the virtual environment to include device drivers for the virtual machine disk
sub-system, however; upon starting, the guest operating system will automatically assign drive letters and
these may or may not correspond to the drive letters assigned at the time of backup.

< Previous et = Finishi Cancel Help

Select Image Files allows you to add one or more Macrium Reflect image files to be used for the virtual machine.

@ For VirtualBox VM

If creating new VirtualBox VM, below dialog box will show "VirtualBox VM Settings" to select VirtualBox
VM settings instead of Hyper-V VM settings.
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[E Mew Virtual Machine O X
Select Image Files [N
Welcome The virtual machine will be configured to boot from drive "GIGABYTE GP-GSM2NEB128GNTD
E8TM14.2" in image file "D:\81C8E860782B1E62-00-00.mrimg™
Select Image Files
Hyper-V VM Settings Name Type Size File System Bootable
= [ D:\B1CBESG0782B1E62...
- GIGABYTEGP-GS... GPT 118GB Yes (Active)
& Recovery (None)  Windows Recovery Envi... NTFS
== NO NAME (None) EF| System Partition FAT32 (LBA)
Qo Local Disk (None) Microsoft Reserved Parti... Urformatted
=@ Local Disk (C3) Basic Data Partition NTFS
Add... Bemove Set a= Boot
< Previous Next = FEinish Cancel Help

The first boot-able disk will be marked as the boot disk. If there are multiple disks that are boot-able, these can be
set to be the boot disk by selecting the disk and clicking the "Set as Boot" button.

Hyper-V or VirtualBox VM Settings allows you to configure the virtual machine. The RAM and CPU are limited to
match the host computer. If the number of processors is set to "Automatic”, viBoot will interrogate the Windows
settings from the image files to set the correct number of processors. A Virtual Switch of "<None>" ensures that the
new virtual machine is not connected to the network. "Automatically power on the virtual machine after creation”
checkbox is selected by default. By unchecking, user can just create a virtual machine without starting it.
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[E Mew Virtual Machine O X
Hyper-V VM Settings [N
Welcome g Specifiy the name of the new virtual machine...
Select Image Files Mame: viBoot - 81C3E86078281E62-00-00 mrimg |
Hyper-V VM Settings
Specifiy the amount of memary that this vitual machine will be started with ...
——
Startup RAM: 2,048 S MB
ﬁ Specifiy the number of virtual processors based on the processors on the host computer...
Processors: Automatic ~
EEJ Specifiy the configuration of the network adapter or remove the network adapter...
Virtual Switch: <None> ~
[Atomatically power on the vitual machine after creation.
< Previous Meat = Finish Cancel Help

@ Please note that no changes whatsoever, are made to the original image files.

Delete Virtual Machine

Virtual machines can be deleted from viBoot when the virtual machine is turned off. When the virtual machine is
deleted from viBoot the virtual drives will be dismounted and the virtual machine removed from Hyper-V. Prior to
deletion viBoot allows the virtual machine to be backed up.

If a viBoot virtual machine is deleted from Hyper-V, the virtual drives will still be mounted. viBoot will list a virtual
machine called "Unassigned Virtual Disks" that can be deleted to dismount the virtual drives.

Note: When you delete a virtual machine the Macrium Reflect images used to create the virtual machine are not
deleted.
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Backup Virtual Machine

Please select one of the following options to configure how the
changes to the image file will be backed up:

. —> Create an Incremental backup

: An incremental backup copies changes since the most recent backup. To restore
from an incremental image, you need the full backup and all incremental backups
in the backup set.

— Create a Differential backup

A differential backup copies changes since the last full backup. To restore from a
differential image, you need the full backup and the differential.

—> Create a Full backup

In creating a full image, the entire contents of the imaged file system(s) are stored
in the image file. Although this is a reliable way of backing up your PC, repeating
the process is slow and subsequent images can fill your target media very quickly.

Cancel

Options

The “Options” button on the Macrium viBoot main toolbar, will display the “Options” dialog box. From here you can

modify some of the behavior of Macrium viBoot.

The “Virtual Machine Repository” specifies the folder that Macrium viBoot will use to store Virtual Machine

configurations and the virtual machine drive cache. ViBoot will move existing virtual machine configurations and

associated files to the new location if it was changed after creating virtual machines.
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Opticns

Wirtual Machine Repositony

Defines the base folder that Macrium viBoot will use to store Virtual Machine configurations and the
virtual drive cache. The pefformance of the drivels) where this folder resides, will directly affect the
performance of the Virtual Machines.

| “\Program Data“Macrium*wiBoot

MNOTE: Some Virtual Machines may require large amounts of storage. |t is recommended that you
have enough free space to accomodate the total capacity of the drives you intend to mount.

Logging

C\ProgramData ‘' Macrium wiBoaot*,

Log level: Critical w | Daysto keep: =
Maximum number of files: = Maximum log file size (MB): -

Cancel Help

Macrium viBoot writes a log of actions taken by the application. This file is saved to "%LOCALAPPDATA%

\Temp\Macrium". The log file is configured by the following options:
Log level - Controls type of information written to the log file:

® Critical

® Error

® Warning

® Information

® Debug

Maximum number of files - Number of log files to keep before purging. A value of zero will disable this check.

Days to keep - Log files older than the specified number will be purged. A value of zero will disable this check.

Maximum log file size(MB) - Maximum file size for the log file, before a new log file is created. A value of zero will

disable this check.

Macrium viBoot demonstration video
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Re-deploying to new hardware

From the rescue environment you can launch Macrium ReDeploy to adapt the recovered Windows system to its new
environment whether that is a virtual machine or a different computer. With Macrium Reflect ReDeploy, you can
restore an image to a replacement computer or even create virtual hard drives to virtualize the machine, a technique
sometimes called Physical to Virtual or P2V.

Macrium ReDeploy is included in all paid editions of Macrium Reflect. This excludes the Free Edition and 30-day
trials.

Further reading:
® Re-deploying Windows to new hardware using Macrium ReDeploy

® Using Windows sysprep and deploying using Macrium Reflect
Re-deploying Windows to new hardware using Macrium ReDeploy

Introduction

Macrium ReDeploy overcomes issues with Windows boot processes to run a Windows installation on new
hardware. There are a variety of scenarios where you move a windows installation to a new machine, for
example:

® Due to hardware failure or planned upgrade.
®  Moving between a physical and a virtual machine (P2V / V2P).
® Changing a non-raid to a raid installation or legacy SATA to AHCI SATA.

Aspects of the Windows boot process can cause a boot failure after significant changes to the hardware,
ReDeploy can overcome these.

Discovering hardware and association with matching device drivers is time consuming and must be undertaken while
windows is being installed. It is skipped during a normal Windows boot making the boot delay acceptable.

Early in the boot process, the boot loader loads the Windows kernel (the core of the operating system) and the
critical drivers required to get Windows up and running. If the new hardware configuration requires a new driver to
read the disk containing the operating system then Windows will fail to boot.

When the kernel and critical drivers are loaded, the kernel starts. The kernel and its associated hardware abstraction
layer (HAL) need to match the motherboard for best enabling. Drivers are optionally loaded to handle specific central
processing unit (CPU) features. For a stable system, the driver needs to match the hardware, in this example, the
CPU model.

ReDeploy detects changes to critical system features, locates relevant drivers and injects them into your Windows
operating system so it boots.
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ReDeploy makes the complex process of getting an off-line Windows operating system running, as easy and intuitive
as possible. It does not, however, install the complete driver set for the new hardware. You can complete the driver
installation for devices such as network and graphics adapters when your windows installation boots on your new
hardware.

You need to run ReDeploy from the Windows PE Reflect rescue CD. This allows the new hardware to be detected
and the configuration of the Windows system modified to enable it to boot.

(D Note: To transfer a Windows Server install to new hardware use Macrium Reflect Server edition for
ReDeploy.

For non-server (workstation) installs use ReDeploy included with Home, Workstation, or the Server
Edition. Please note that ReDeploy is not included in 30 trial versions of Macrium Reflect

(D Note: ReDeploy modifies an existing offline operating system to work with new hardware. Restore your
system image to the PC being deployed before running ReDeploy. There is no need to reboot your PC
after restoring an Image and before you run ReDeploy.

1. Boot the target PC with the Windows PE rescue CD or USB equivalent. (There is a link to a video on creating
a Windows PE rescue CD at the bottom of this page).

2. Click ReDeploy Restored Image to new hardware.

2 Macrium Reflect - Home Edition - v8.0.5840 BETA - |

File  Wiew Backup BRestore  Cther Tasks Help

Create Backups =~ Existing Backups

4 Existing Backup Tasks

| @ ReDeploy restored image to new hardware
@ Fix Windows boot problems

Lr\ Open an image or backup file in Windows
® Explorer

F@) Detach a backup image from Windows Explorer

3. If you have a multi-boot system, then you will be presented with a list of operating systems, select the
operating system to be redeployed. Click Next.
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Macrium ReDeploy v8.0.5840

Select Operating System

Select which operating system you wish to run ReDeplay an

Operating System Search

= Windows 10 Pro

= Windows 10 Pro (1)

Select an operating system to redeploy to new hardware and dide  Mext  to continue

« Back Mext = Cancel Finish

4. Specify driver locations for your mass storage devices (such as RAID card).

a. If you haven't already, insert a driver disk for the hardware you are going to boot from.
This will typically be the motherboard or RAID card driver CD.

b. Click Add to add driver locations.
You can also specify additional paths such as network folders.

C. Click Map Drive to add a network share.

d. Click Next.

5. ReDeploy searches through user specified driver locations. If none are specified or no matching drivers are
found then it searches removable devices such as CDs and disk drives. ReDeploy also searches through

Windows' database of drivers.
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Macrium ReDeploy vE0.5840

Driver Fle Locations

Optionally specify folders where driver files can be located

== Windows 10 Pro in C:Windows),

User Locations Add
F:\Drivers
ks \ Remove
Map Drive
Automatically ched: removable media if no drivers are found
Ignore all floppy disk drives
Specdify the locations of your driver files and did: 'Mext' to continue
< Back Mext = Cancel Finish

6. ReDeploy seeks drivers for all discovered mass storage devices and displays a list with details, Click Next.
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A [t I. 0 Lo
MIaCrILrT J" JEDIOV ViDLl 69

Detected Devices

Set drivers for devices to be installed into the operating system

o
in Windows 10 Home located in C:\WINDOWS),

L§ntel(R) Chipset SATA/PCle RST Premiu...  [nteltR) Chipset SATA/PCIe RST Premium Controllr from

Mo driver has bean found For this device.,

Click Locate Driver' o specify a walid inf file,

Set drivers for any unknown hardware and dlick 'Next’ to continue Locate Driver

< Back Next > Cancel Finish

For each mass storage device, there are three possibilities:
a. The driver is already installed. It might still need to be enabled at boot, this is done automatically.

b. The driver is located, either from a CD, user specified path, or from the Windows database. This
driver is installed on completion of ReDeploy.

c. No matching driver is located.

. If no driver is located, or you choose to override the displayed driver, then use Locate Driver to manually

specify an .inf file.
If you have multiple mass storage interfaces in your system, you only need to locate drivers for hardware that
contains the Windows system and active partitions.

. Review displayed options, leaving them as default if possible. Click Next.

If you are having trouble booting these options can help to resolve issues. For more information about these
options see below:
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Additional Options

Set diagnostic and other system hardware options.

Howver your mouse over the option text for pop-up help.
Disable reboot on system stop
[ pisplay boot drivers ag they load
[ ]Enable boot logging
[ ]pisable CPU Driver
[[]setHardware Abstraction Layer | AP x64-hased PC
Allow Windows to detect Hardware Abstraction Layer (Vista and later only)

[ ]Enable SATA AHCI (Vista and later only)

Select options and didk ‘Mext' to continue,

< Back Mext = Cancel Finish

Option

Disable
reboot on
system stop

Display
boot
drivers as
they load

Enable
boot

logging

Disable
CPU Driver

Description

Set this option to stop automatic rebooting if a blue screen of death (BSOD) occurs while
Windows is loading or running. If this option is not set and Windows generates a BSOD,
there will be no time to note the BSOD error codes.

Set this option to show which drivers are being loaded as Windows loads. Once Windows
is loading and running without issue this option can be reverted using the Windows
MSCONFIG utility. You can use the Pause/Break key to freeze the list as it scrolls past,
use space to un-pause.

Set this option to log drivers being loaded by Windows as it loads. The resulting log file
'ntblog.txt' can be found in the windows folder. Once Windows is loading and running
without issue this option can be reverted using the Windows MSCONFIG utility.

Set this option to disable CPU drivers. This may be useful if you see BSOD's in the
selected HAL drivers or system lockup on entering standby or shutdown.
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Description

Set this option to choose which Hardware Abstraction Layer is to be used in the selected
Windows operating system. The recommended HAL for this machine is the one initially
selected. If you have the incorrect HAL configured, your Windows installation is unstable
and can cause random BSOD's or lock ups after Windows boots. In particular, if you are
redeploying from or to Virtual Box with an advanced programmable interrupt controller
(APIC) unchecked (the default) or very old physical hardware, set a new HAL.

Set this option to allow Windows to determine the best Hardware Abstraction Layer to use
at boot time. This is a Vista and later only option.

Set this option to enable support for generic SATA AHCI hardware. You will typically also
need to enable an option in your BIOS for your mass storage hardware to operate in this
mode. This is a Vista and later only option.

9. Review the actions to be performed and click Finish to apply them to the target operating system.

A log file ReDeploy.log saves to the drive containing the redeployed operating system.
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Macrium ReDeploy vE0.5840

Confirmation

Please review the actions ReDeploy will perform.

Actions to perform

Disable automatic reboot on BSOD
Detect Hardware Abstraction Layer

Click 'Finish’ to redeploy the operating system.

< Back Mext = Cancel Finish

After clicking Finish to inject drivers and apply your settings you see a confirmation dialog, and you can
reboot your OS which should now be compatible with your new hardware.

{D Note: Check there is a tick in the checkbox against Check for unsupported devices each time the
rescue media loads before burning the Windows PE rescue CD, so that you can add additional drivers
when you boot on new hardware.

Using Windows sysprep and deploying using Macrium Reflect

Using the Windows sysprep utility you can prepare a machine to be deployed across multiple other machines.

Windows provides a handy utility called sysprep which allows you to prepare a master PC image that is configured
and set up to be deployed across multiple workstations. By running sysprep, Windows prepares the machine so that
when installed on a workstation, the System Admin is prompted for Windows Activation and environment
configuration, as if the PC has been installed from scratch.

To prepare a PC to be syspreped, ensure that it contains all the applications and configuration you want the
deployed systems to have installed.
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Note: Unless you have sufficient licenses for the machines you are deploying to, Reflect should be uninstalled from
the PC that will be used for the base image. However, it is essential to have made a Windows PE based Macrium
Reflect rescue CD on that PC first.

1. Run sysprep:
a. Open Windows Explorer and navigate to C: \ W ndows\ Syst enB82\ syspr ep.

b. Run sysprep.exe.

C. Ensure that System Cleanup Action is set to Out-of-Box Experience, and that Generailze is
checked as below.

System Preparation Tool 3.14

System Preparation Tool (Sysprep) prepares the machine for
hardware independence and deanup.

System Cleanup Action
Enter System Out-of-Box Experience (OOBE) v

Shutdown Options
Reboot v

OK Cancel

d. Shutdown options are your choice, selecting Quit ensures the system does not reboot or shutdown
automatically.

e. Click OK.
This prepares the machine so that it can be deployed to other PCs.
Shutdown the PC and boot it to the Macrium Reflect rescue environment.
Take an image of the PC using Macrium Reflect and store it to a USB device or a network location.

When this is complete, you can deploy the image to the workstations you require.

o > w DN

When the restore is complete, boot the new PC.

Windows asks for a new license key and some environment settings.
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Macrium Reflect Server Plus for Exchange and SQL

This article is an introduction to Macrium Reflect v8 Server Plus for Exchange and SQL

Macrium Reflect v7 Server Plus has all the functionality of Macrium Reflect v7 Server and additional features for
Microsoft Exchange servers and SQL servers.

To get you started the following are some useful tutorials:
® Introduction to Macrium Reflect
Microsoft Exchange guides:
® Backing up Microsoft Exchange databases
® Restoring MS Exchange databases
® Restoring emails with Mailbox Restore
® Setting up permissions for Mailbox Restore
® Adding MS Exchange search folders
Microsoft SQL guides:
® Backing up MS SQL Databases
® Running continuous backup of SQL databases

® Restoring MS SQL

Command line operations with Macrium Reflect

® |nstalling Macrium Reflect from the command line
® Using Macrium Reflect from the command line

® Verifying image and backup files from the command line
Installing Macrium Reflect from the command line

Introduction

This article explains how to install and uninstall on the command line

Applies to:

Macrium Reflect version 5.x, 6.x,7.x, and 8.x.

About the Macrium installation process

The macrium installer is msi based with an executable wrapper to ensure it is launched in the correct mode
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Command line installation

In most cases, just invoking the installer interactively will be the most effective way to install Reflect. However, in
some cases, particularly if the installation is to be automated across many PCs, it may be more desirable to enable
the installation to complete without user intervention. To do this, first download the installer using ReflectDL. Then
invoke using the following options.

v8. X. XXX_refl ect_server_setup_x64.exe /passive /1 |og.txt LI CKEY=XX- XXXX- XXXX-

Or, if you have ordered multiple licenses, you can install them on multiple computers with the same command. If you
run out of licenses, the install will fail.

v8. X. XXX_refl ect_server_setup_x64.exe /passive /| |og.txt ORDERREF=NNNNNNNN
ORDEREMAI L=sanpl e_enai | @racri um com
If the installation fails, consult the log file, specified by the /| parameter to discover why.

The above examples will display a progress bar. If you wish the install to be completely invisible, replace /passive
with /gn.

The installer name will vary dependent on edition and platform.
This will only work with full (not upgrade) licenses.

An Internet connection is required.

P w0 N

If you have made multiple orders, you can specify a colon separated list, eg ...

ORDERREF=NNNNNNNN:OOOOOOOOO:PPPPPPPP etc

They will be searched in the same order as specified.

To make sure that the installation won't restart your computer on completion, a no restart parameter can be added.

v8. X. XXX_refl ect _server_setup_x64. exe /passive /| |o0g.txt LICKEY=XX-XXXX- XXXX-
XXX XXXX- XXXX- XXXXXX [ nor est art

Adding any parameters mentioned below to your install script will omit the feature from being installed.
The example below shows a version of the install script that will omit MIG from installing with Reflect:

NO MAGEGUARDI AN=YES
NOVI BOOT=YES
NOCBT=YES

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 371


http://updates.macrium.com/reflect/v6/reflectdlfull.exe

Macrium Reflect v8.0 User Guide

NODESKTOPSHORTCUT=YES

eg.
v8. X. XXX_refl ect_server_setup_x64.exe /passive /|1 |og.txt LI CKEY=XX- XXXX- XXXX-
XXX XXXK- XXXK- XXXXXX NOF MAGEGUARDI AN=YES

Using Macrium Reflect from the command line

You can retrieve a prompt for all the command line arguments by simply typing reflect -h from the command line.

Running a Backup

The command line form is as follows:reflect.exe [-v | -e [-w] [-full | -inc | -diff] [xml filename] ]JExplanations for the
switches are as follows:

-h This help text

-e Execute the XML file. If no full / diff / inc qualifier is used, a full backup is performed by default.
-V Validate the XML file and exit

-w If Reflect is busy then wait until available otherwise exit immediately

-full Run a full backup

-diff Run a differential backup
-inc Run an incremental backup

-pass  Password. Overrides the password saved in the xml file.

@ Please note that the XML file name is the fully qualified path.

ExamplesTo validate an XML file

reflect.exe -v "c:\backup.xm"

To execute an XML file

reflect.exe -e "c:\backup. xm"
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To execute an XML file with wait if busy

reflect.exe -e -w "c:\backup. xm "

To execute an XML file and create an incremental image

reflect.exe -e -inc "c:\backup. xm"

Mounting an image

reflect.exe [Path To Image File] -b [-auto -drives [Drives[s]] -pass [PASSWORD]]Explanations for the switches are as
follows:
-b Browse image

-auto Automatically assign drive letters. If not specified then you will be prompted

- A comma separated list of drive letters to use. If not specified then the next available letters are used
drives

-pass The password for protected image files

The image file name is the fully qualified path. If "LAST_FILE_CREATED" is specified then the last image created in
the current Windows session is mounted.

Examples

To mount an image and prompt for a drive letter to use

reflect.exe "D:\901DBF91346B9A81-00-00. nri ng" -b

To mount all partitions in an image using the next available drive letter(s)

reflect.exe "D:\901DBF91346B9A81-00-00. nTi ng" -b -auto

To mount all partitions for the last image created

reflect.exe "LAST_FI LE_CREATED' -b -auto

To mount all partitions in an image using drive letters j,k,|
reflect.exe "D:\901DBF91346B9A81-00-00. nring" -b -auto -drives j,k,lI
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To mount all partitions in a password protected image using drive letters j,k,I|

reflect.exe "D:\901DBF91346B9A81-00-00. nring" -b -auto -drives j,k,| -pass "PW'

Unmounting an image

reflect.exe [Drive Letter] -u

Explanations for the switches are as follows:

-u  Unmount image

If a drive letter isn't specified then all mounted images are unmmountedExamples
To unmount an image from drive letter 'j'

reflect.exe J -u

To umnount all mounted drives

reflect.exe -u

Verifying image and backup files from the command line

Introduction
This article explains how to verify Macrium Reflect image and backup files using the standalone command line
verification tool 'mrverify.exe'. mrverify.exe supports individual file verification as well as folder and sub-folder

file search and verification.

To verify backups using the Macrium Reflect user interface see: Verifying image and backup files

@ Please use the link below to download:
http://updates.macrium.com/reflect/utilities/mrverify.exe
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Please note that mrverify.exe must be run from an Administrator command prompt. For instructions on
how to do this please see here.

The following command line switches are supported:

mverify.exe "full path to inage file or folder" -p[--password] "password" -r[--
recurse] -x[--fix] -I[--logfile] "logfile nane"

File name or path with wild card can be used. e,qg;

d: \ backups\*

or

d: \ backups\ 1FF33614674A6438- 00- 00. nTi ng

Switch Description
-p OR --password  The optional password that was used to protect and/or encrypt the backup
-r OR --recurse Scan all sub-folders if a folder is specified. The default is not to recurse.

-I OR --logfile Full path to output log file. This file will be created for each run and contains the file name
and verification status 'success' or 'fail' .

-s OR --set Verify all files in the set. Use if verifying individual file s to ensure they can be restored.
When verifying all files in a folder this isn't necessary. The default is not to verify the entire
set.

-h OR --help This help output

-X OR --fix Attempt to fix failed blocks if the current live file system contains the original data.

Examples:

nrverify.exe "d:\backups\ 1FF33614674A6438- 00- 00. nri ny"
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nrverify.exe "d:\backups\ 1FF33614674A6438- 00-00. nti ng" --set --password
"mypassword” -1 "c:\verifylog.txt"

nrverify.exe "d:\backups\*" --password "mypassword" -r -l "c:\verifylog.txt"
On success mrverify.exe will return '0". If any file fails verification then the return code will be '1'.
The following success/failure text will be displayed in the command window and log:

Verify Success The file contained no errors.

Verify Failure The file could not be verified successfully. Try the verification process again using
the Macrium Reflect user interface. This may give more information on the problem.

Backup set is not At least one backup file required to restore this file cannot be opened and/or located
complete. At least one in the same folder.

file may be missing This message is displayed as a Warning or an Error failure condition if the --set

command line switch is used.

Password Error The backup file is password protected and/or encrypted and the supplied password
is not correct.

Block 99999 - Repaired The -x OR --fix switch was used and a data block has been repaired.

Generating scripts and batch files

Introduction

Macrium Reflect includes the ability to automatically create VBScript, PowerShell and MS-DOS source files to
add pre and post backup functionality to your backup jobs. This enables system administrators to manage
complex backup scenarios.

® Generating a VBScript source file
® Generating an MS-DOS batch file

® Generating a PowerShell source file
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Generating a VBScript source file

For an example of a generated VBScript source file please see Example VBScript Source

To generate a VBScript file select the Definition Files tab on the main window then right-click on a file and select
Generate a VBScript file.

Local Disks Definition Files Scripts Scheduled Backups
(1 &
O ® ¢ 0 B
Open Add Edit Delete Run Schedule Shortcut Advan
File: Name Path
[K=1C Drive Backup xml D Open Containing Folder
) Addtolist
& Edit
Bename
Image Options XML View IE) Delete
Imaging Summary Duplicate
Validat
- Backup Defintion File:  C:\Users‘Admin‘Docume @@ ~eaaE
£ Auto Verfy: N Run Now b
Verify File System: Y -
Maximum File Size: Automatic chedule
Compression: Medium View Backup Logs »
Password: M -
Intelligent Copy: f Generate a PowerShell Script File
Power Saving: N : :
Email On Success: N I Generate a YBScript File
Email On Waming: N !
Emai On Eafure: N Generate an M5-DOS Batch File
Total Selected: 66.60 GB
Gurent Tine: 14/05/2021 120441 | Create a Desktop Shortcut
ﬁ Advanced Options
Schedules

This opens the VBScript Generation Options dialog:
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VBScript Generation Options

VB Script

Directory Synchronization
Elewation

Output

Run Once A Day

Run Programs
Shutdown

Output File Name

Directory |C: “Wsers\Admin‘\Documents Reflect’s |

File Mame |C Drive Backup vbs |

Help Cancel

Property  Value

Directory  The folder where the source file is saved
File Name The name of the VBscript source file. This defaults to the XML file name with a .vbs extension
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VBScript Generation Options

VB Script

Directory Synchronization
Elevation

Output

Run Once A Day

Run Programs
Shutdown

Shutdown or Log Off

If enabled, your PC will shut down or log off at the end of the script. This could be used to
create an image or backup as the last job of the day.

Enable Shut Down
(®) shut Down
(O Log Off

Help Cancel

Generated code...

Property

Enable Shut Down

| ssue shut down
obj Shel | . Run

command
"shut down -s"

Value

Select to enable this property

Shut down The PC will shut own at the end of the backup
Log Off The user will be logged out at the end of the backup
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un Once a Day

VBScript Generation Options X

VB Script

Directory Synchronization
Elewation

Output Run Once a Day
Run Once A Day

Run Programs

It can be useful to execute a script the first time you logon, logoff or shut down, Using this
Shutdown component you can be sure that an event triggered task only runs this script once a day.

run Once a Day.

Help Cancel

Generated code...

v5

The follow ng function call ensures that this script only runs once a day
I f HasRunToday Then
Waeript. Quit
End If

L I O

"* Function: HasRunToday

'"* Purpose: determines if this script has run today

"* | nput: None
"* Qutput: true if has run today fal se otherw se

%

L I O I O S S I

Function HasRunToday
Di m RegScri pt Key
Di m Last RunDat e
Di m obj Shel |
Set obj Shell = Wbcript. CreateObj ect ("Wscript. Shell™)
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RegScri pt Key = "HKCW SOFTWARE\ Macri um Refl ect\ Scripts\" & Wscri pt.

Scri pt Fu
' Che

I Name & "\LastRun"
ck if script has run today

ON ERROR RESUME NEXT

Last
[ f L

El se

End
Set
End Func

Property

Run Once
a Day

RunDat e = obj Shel | . RegRead( RegScr i pt Key)
ast RunDate = cstr(Date) Then
HasRunToday = true

obj Shel | . RegWite RegScri ptKey, Date,"REG Sz"
HasRunToday = fal se

| f

obj Shel | = not hi ng

tion

Value

If selected, will only enable this script to run once per day. This is useful for example if you want a
backup to happen at first login or shutdown.

v5
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Run Programs

VBScript Generation Options X

VB Script

Directory Synchronization

Elewation
Output Run Programs or Scripts
Run Once A Day
Run Programs
Run a program or script at the start.

Shutdown
File name: | C:\Wsers\Admin\Documents\Before Backup.bat |

Parameters: | |

[l Run a proaram or script at the end.
File name: | Ci'Wsers\Admin\Documents\after Backup.exe |

Parameters: | |

Help Cancel

Generated code...

" Run program before backup
obj Shel Il . Run """ C:\ User s\ Publ i c\ Adm n\ Bef ore backup.bat""", 1, true
' Do the backup
Exi t Code = Backup ("""C \Program Files\ Macrium Reflect\reflect.exe"" -e -w
<BACKUP_TYPE> "" C:\ User s\ Dev\ Docunent s\ Ref | ect\ exanpl e. xm """)
" Run program after backup

obj Shel | . Run """ C:\users\public\Adm n\ After backup.exe""", 1, true
Property Value
Run a program or script at the start Select to enable a program or script to run before the backup starts
File Name The path and executable file name
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Property Value
Parameters Optional command line parameters for the program
Run a program or script at the start Select to enable a program or script to run when the backup ends
File Name The path and executable file name
Parameters Optional command line parameters for the program
Elevation
VBScript Generation Options x
VB Script

Directory Synchronization

Elevation

Output Run with Elevated Priviliges

Run Once A Day

Run Programs

Shutd Mote: The return code from these scripts will always be zero. If you are running these scripts
own

from the scheduler then this option is not necessary. The scheduler wil elevate the script at

Mote: The return code from this script will always be zero. If you are running this script fram
the scheduler then this option is not necessary. The scheduler will elevate the script at
start-up.

Enable elevation

Help Cancel

Generated code...

Sub VBMai n()
Di m obj Shel |
Di m Exi t Code
El evate this script for Admin privileges in Vista
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L S R I S Sk O b I S S I S R R O S S S I I I I R S R I O

Sub:

Pur pose:

L A S

I nput :
CQut put :

L 3

El evat e

El evates this script for Vista UAC.

This neans that only one UAC El evati on pronpt is displayed and
functions/prograns will not fail if they require adm n privileges

None
None

L I

Sub El evate

Di m Shel | App
Di m obj Shel |
Di m obj WshPr ocessEnv

' Don't elevate if run from Wndows Task Schedul er
I f WScript.Argunents. Count > 0 Then
I f Wscript. Argunents.ltem(0) = "-s" then
Exit Sub
End |f
End |f
Set obj Shell = Wscript. CreateCbject("Wscript.Shell")

Set obj WshProcessEnv = obj Shel | . Envi r onnment (" PROCESS")
| f obj WshProcessEnv("ELEVATED APP") <> "True" Then
obj WehPr ocessEnv("ELEVATED_APP") = "True"

Set

Cal |

Shel | App = CreateQbj ect ("Shell. Application")

Shel | App. Shel | Execute("""" & Wscript. Full Name & """",

WScript. ScriptFull Nane & """" & " " & Get BackupTypeParaneter, , "runas")

set
Set

Shel | App = not hi ng
obj WshProcessEnv = not hi ng

wscript.quit

End | f

Set obj WshProcessEnv = not hi ng
Set obj Shell = nothing

End Sub

Property Value

Enable If selected will enable UAC elevation for the entire script. This enables functions and programs to run

Elevation outside the context of Macrium Reflect without requesting further elevation.

v5
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Directory Synchronization

VBScript Generation Options X

VB Script
Directory Synchronization

Elevation

Output Synchronise Destination Directory
Run Once A Day

Run Programs

When enabled backup/image file(s) will be synchronised in the chosen directory after the
Shutdown backup completes,

Enable directory synchronization

Directory: | E:\Backup Synd -

Please note that synchronization will delete files in the target directory that do not exist in
the backup directory.

Help Cancel

Generated code...

Synchroni seDirectori es ExitCode, "C \C++"

L R R I S R S O R O O R O R S R O kR I

"* Function: RobocopyExists

'"* Purpose: determ nes whether the program Robocopy can be called fromthe

' x command | i ne.

Tk

"* I nput: None

"* Qutput: boolean - true if Robocopy exists

L R R I O I SR T R O

Functi on RobocopyExi sts()
On Error Resunme Next
Di m obj Shel |
Di m obj Exec
Set obj Shell = Wscript. CreateQbject("Wscript. Shell")
Set obj Exec = obj Shel |l . Exec ("robocopy. exe", 0)
I f Err.Nunber = 0 Then
RobocopyExi sts = True
El se

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 385



Macrium Reflect v8.0 User Guide

RobocopyExi sts = Fal se
End |f
End Function

LR Rk S

* Function: SynchroniseDirectories
vk
"* Purpose: Copies all files created by the previous backup / inage
' x to a supplied directory. Uses Macrium environnent variables to
b determ ne which files to copy.
vk
"* |nput: Exi t Code - The exit code of the |ast backup
' x strBackupDirectory - Directory to copy to

L SR R I Sk S I S S I S S S I S S I S R I S I R I S I I R I I S S R S I I

Function Synchroni sebDirectories(Byval ExitCode, Byval strSyncDirectory)
i m obj Shel |

obj WshPr ocessEnv

strEnvPrefix

strBackupDi rectory

st r CndLi ne

i Ret ur nCode

—_
(7]

obj SyncFi | es
obj BackupDi rectory
obj SyncDirectory
obj BackupFi |l e
obj SyncFil e
st r Ext ensi on
dat eBackupFi | e
Di m dat eSyncFil e
Only copy files if backup was successf ul
if ExitCode <> 0 Then
Exit Function
End |f
Set obj Shel | WBcri pt. Creat eChj ect ("WBcri pt. Shell™)
Set obj WehProcessEnv = obj Shel | . Envi ronnment (" VOLATI LE")
' Get the prefix for the | ast backup set
strEnvPrefix = obj WhProcessEnv(" MACRI UM_PREFI X")
Get the directory where we just created a backup
strBackupDirectory = obj WshProcessEnv(strEnvPrefix + "_DI RECTORY")
If right(strBackupDirectory, 1) = "\" Then strBackupDirectory = |left
(strBackupDirectory, |en(strBackupDirectory)-1)
If right(strSyncDirectory, 1) = "\" Then strSyncDirectory = |eft
(strSyncDirectory, len(strSyncDirectory)-1)
| f RobocopyExists Then
strCndLi ne = "robocopy ""<SOURCE>"" ""<DESTI NATI ON>"" *.nr* /copy: DAT
/1ev:0 /purge /r:QO"
El se
' Robocopy does not exist - using xcopy
Set fs = CreateQhject("Scripting.Filesystenbject")
Set obj BackupDirectory = fs. Get Fol der (strBackupDirectory)
Set obj SyncDirectory = fs. GetFol der (strSyncDirectory)
For Each obj SyncFile in obj SyncDirectory. Files
strExtension = fs. Get Ext ensi onNane(obj SyncFi | e)
dat eSyncFil e = obj SyncFi |l e. Dat eLast Modi fi ed
If Left(strExtension,2) = "nr" Then
' Check if file has been del eted
I f Not (fs.FileExists(strBackupDirectory+"\"+obj SyncFile.nane)) The

vvavivivEvivavavavavRvRvav)
3333333333333

fs.Del eteFil e(obj SyncFil e)
El se
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Check if file has been nodified
Set obj BackupFile = fs. GetFil e(strBackupDirectory+"\"
+obj SyncFi | e. nane)
dat eBackupFi | e = obj BackupFi | e. Dat eLast Modi fi ed
| f DateDi ff("nt', dateBackupFile, dateSyncFile) <> 0 Then
fs.Del eteFil e(obj SyncFil e)

End | f
End | f
End | f
Next
strCndLi ne = "xcopy ""<SOURCE>\*.nr*"" ""<DESTINATION>"" /c /d /h /i Iv

ly"
End |f
strCndLi ne = Repl ace(strCndLi ne, "<SOURCE>", strBackupDirectory)
strCndLi ne = Repl ace(strCndLi ne, " <DESTI NATI ON>", strSyncDirectory)
i Ret urnCode = obj Shel | . Run(str CndLi ne, 0, true)
if i ReturnCode <> 0 then
Handl e synchroni sati on error

el se
Everyt hing K
end if
Cl ean up
Set obj Shel | = not hi ng
Set obj WshProcessEnv = not hi ng
End Function
Property Value
Enable directory If enabled will use the MS utility RoboCopy to synchronize the backup target directory
synchronization with the supplied directory.
Directory Enter the folder that you want to copy/archive your backup files to

Click 'OK' to generate the VBScript source file

Generating an MS-DOS batch file

For an example of a generated MS_DOS batch file please see: Example MS-DOS Batch File

To generate an MS-DOS batch file select the Definition Files tab on the main window then right-click on a file and
select Generate an MS-DOS Batch File.
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Local Disks Definition Files Scripts Scheduled Backups

b ® ¢ O B & o

Open Add Edit Delete Run Schedule Shortcut

File Mame Path

C:AUzers\AdmintDocume

D Open Containing Folder
(*) Addto list

Z

Rename
Image Optior @ Delete
Imaging Sumi Duplicate

Y Backy % Validate MReflect™C Drive Backup xml
-
B Auto Bun Mow »
Werify
Masim &5 Schedule
[F‘:gglsp\.: View Backup Logs 3
DH=lic B Generate a PowerShel Scip File
EEmmai: Generate a VBScript File
i

Email| []  Generate an M3-DOS Batch Fike
Total ®

Cumer 5 Create a Desktop Shorteut
&9 Advanced Options

Schedules

This opens the MS-DOS Batch Generation Options dialog:
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Batch File Output

MS5-DOS Batch File Generation Options x

>

M5-DOS

Batch File Output

Create M5-DOS Batch File

Mote: For more options and flexibility generate a VBScript file. A VBScript file
enables greater control and using the code generator you don't have to know a
thing about the language.

Directory “Users'\AdminDocuments ' Reflect

File Name C Drive Backup bat

Help Cancel

Generated code...

@cho of f

REM IR R EREE R SRS SRS EEEEEEEEREEEEREEEEEEEEEEEREERESEEEEEREEREREREEEEEEREEREEEEEEEEEEREEEEEEEEEE]
REM *

REM *

REM * Modul e Nane: FDI . bat

REM *

REM * Abstract: This is a tenplate MSDOS batch file generated by Reflect v5.0
REM * Modi fy to add your own functionality if required

REM *

REM *

REM IR R E RS R SRS SRS EEEEEEE SRS EEREEEEEREEEEEEEEESEEEEEREEREERESEREEEEEEEEEEEEEEEEEEREEEEEEEEEE]
ragain

"C:\Program Fil es\ Macrium Refl ect\refl ect.exe" -e -w -full "C

\ User s\ Dev\ Docurent s\ Ref | ect\ FDI . xm "

if ERRORLEVEL 3 goto busy

if ERRORLEVEL 2 goto validation_error

if ERRORLEVEL 1 goto backup_error

if ERRORLEVEL 0 goto ok

: busy

REM W I | never get here if '-w switch is used
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echo A backup or restore operation is in progress
goto again

s backup_error

REM User cancelling a backup or any other error
echo A Backup error has occured

goto end

:validation_error

REM Command |ine or XML syntax errors

echo A validation error has occured

goto end

- ok

echo ok!

goto end

:end

Property Value

Directory The folder where the batch source file is saved

File Name  The name of the batch source file. This defaults to the XML file name with a .bat extension
Click OK to generate an MS-DOS batch file

Generating a PowerShell source file

For an example of a generated PowerShell source file please see: Example PowerShell Source File

To generate a PowerShell file select the Definition Files tab on the main window then right-click on a file and select

'Generate a PowerShell Script File'.
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Local Digks Definition Files Scripts Scheduled Backups

0 ® ¢ O B & @

Open Add Edit Delete Run Schedule Shortcut
File Name Path
-+
= Ij Open Containing Folder
&) Addtolist
& Edt
Bename

Image Options E} Delete
Imaging Summary Duplicate

- Backup Def %‘3 Validate tct'C Drive Backup xml
B Auto Verify: Run Now »
Verify File 5
Maximum Fil Schedule

Compressior
Password- View Backup Logs 3

pteligert Sf[Y  Generate a PowerShell Script File

ag:: 82 % Generate a WBScript File

Email On Fa [ Generate an M5-DOS Batch File
Total Select

Curment Tim¢ (3] Create a Desktop Shortcut

ﬂ‘ Advanced Options

Schedules

This opens the PowerShell Script Generation Options dialog:
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PowerShell Script Generation Options

.
PowerShell

Directory Synchronization
Elewation

Output

Run Once A Day

Run Programs
Shutdown

Output File Name

Directory C:WUsers \Admin \Documents'\Reflect

File Name |C Drive Backup ps1

Help

Cancel

Property  Value

Directory  The folder where the source file is saved
File The name of the PowerShell source file. This defaults to the XML file name with a ..ps1 extension
Name
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Shutdown

PowerShell Script Generation Options X

.
PowerShell

Directory Synchronization
Elewation

Output Shutdown or Log Off after running this script
Run Once A Day

Run Programs

If enabled, your PC will shut down or log off at the end of the script. This could be used to
Shutdown create an image or backup as the last job of the day.

Enable Shut Down
(® shut Down
(O Log Off

Help Cancel

Generated code...

Wite-Host ' * Initiating shutdown... ' -NoNewlLine;
(Get-WM Obj ect Wn32_OperatingSystem - Conput er Nane '."' -Enabl eAll Privileges).
W n32Shut down( 8) ;

Property Value

Enable Shut Down Select to enable this property

Shut down The PC will shut down at the end of the backup

Log Off The user will be logged out at the end of the backup
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un Once a Day

PowerShell Script Generation Options X

b
PowerShell

Directory Synchronization
Elewation

Output Run This Script Once a Day
Run Once A Day

Run Programs

It can be useful to execute a script the first time you logon, logoff or shut down. Using this
Shutdown component you can be sure that an event triggered task only runs this script once a day.

[“]Run Once a Day.

Help Cancel

Generated code...

v5

i f (HasRunToday)

{
Wite-Host ' * Script already executed today. Exiting...';
Wite-Host 'Script finished with exit code 0.';
Exit O;

#******************************************************************************

#* Func: HasRunToday

#*

#* Desc: determines if this script has run today

#*
#******************************************************************************

function HasRunToday()

{
Wite-Host " * Checking last run time... ' -NoNewline;
$str RegPat h = ' HKCU: \ Sof t war e\ Macri um Refl ect\ Scripts';
$bool RanToday = $fal se;
$strDat eToday = Cet-Date -UFornmat %o%mid,
if (Test-Path $strRegPat h)
{
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try

{
$strlLast RunDate = (Get-ItenProperty -Path $strRegPath -Name $strScri pt

Path -ErrorAction Stop).$strScriptPath
if ($strLastRunDate -eq $strDateToday)

{
$bool RanToday = $true;
}
} catch { };

}
if (!$bool RanToday)

{
Set-ltenProperty -Path $strRegPath -Nane $strScriptPath -Val ue $strDateTod
ay;
}
Wite-Host 'Done.';
return $bool RanToday;
}

Property Value

Run Once  If selected, will only enable this script to run once per day. This is useful for example if you want a

a Day backup to happen at first login or shutdown.
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Run Programs

PowerShell Script Generation Options

p
PowerShell

Directory Synchronization

Elewation
Output Run Programs or Scripts
Run Once A Day
Run Programs
Run a program or script at the start.
Shutdown
File name: | C:\Users\Admin\Documents'\Before Backup.bat
Parameters: |

[ Run a program or script at the end.

File name: | C:\Users\Admin\Documents\after Backup.exe
Parameters: ||
Help
Generated code...
Wite-Host ' * Executing "at start" program.. ' -NoNewLine;
$strRunAt Start App = ' C:\ Users\ Public\Adm n\ Bef ore backup. bat";

v5

$strRunAt StartArgs = '"';
if ([string]::1sNull O Enpty($strRunAtStartArgs))

{
Start-Process -FilePath $strRunAt Start App;
}
el se
{
Start-Process -FilePath $strRunAt StartApp - Argunent Li st $strRunAt Start Args;
}
Wite-Host ' * Executing "at end" program.. ' -NoNewLine;
$strRunAt EndApp = ' C:\ Users\ Public\ Adm n\ After backup.exe';

$strRunAt EndArgs = '';
if ([string]::1sNull O Enpty($strRunAt EndArgs))
{

Start-Process -FilePath $strRunAt EndApp;
}

el se
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{

Start-Process -FilePath $strRunAt EndApp - Argunent Li st $str RunAt EndAr gs;

}

Property

Run a program or script at the start

File Name

Parameters

Run a program or script at the start

File Name

Parameters

Value

Select to enable a program or script to run before the backup starts

The path and executable file name

Optional command line parameters for the program

Select to enable a program or script to run when the backup ends

The path and executable file name

Optional command line parameters for the program
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Elevation

PowerShell Script Generation Options X

PowerShell

Directory Synchronization
Elevation

Output Run with Elevated Priviliges
Run Once A Day

Run Programs

When enabled this script will prompt for elevation and run all called programs with elevated
Shutdown privileges.

Mote: The return code from this script will always be zero. If you are running this script from
the scheduler then this option is not necessary. The scheduler will elevate the script at
start-up.

Enable elevation

Help Cancel

Generated code...

v5

function Min()

{

-
#*
#*
#*
#*
#*
#*
#*

Wite-Host 'PowerShell script for Macrium Reflect Backup Definition File';
Wite-Host "BDF: $strXm Fil ePath";
El evat e;

R R S b b S R SRR Ik kS b S bk R IR Rk Sk S S kb Sk S R R Rk Sk b R b R R R O b o O

Func: El evate

Desc: Elevates this script for UAC
This nmeans that only one UAC El evation pronpt is displayed and
functions/prograns will not fail if they require adm n privil eges.

SRR S S O O S O

function El evate()

{

# Only elevate if not ran fromthe task schedul er.

Wite-Host ' * Checking elevated access rights... ' -NoNewLine;
if (-Not $s)

{

# Check to see if we are currently running "as Adm nistrator”
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if (!([Security.Principal.WndowsPrincipal][Security.Principal.

W ndowsl dentity]::GetCurrent()).IslnRole([Security.Principal.WndowsBuiltlnRole]"A
dministrator"))

{

$El evat edPr ocess = new obj ect System Di agnostics. ProcessStartlnfo "Power Shel

# Specify the current script path and nane as a paraneter

$strType = Get BackupTypePar anet er;

$El evat edProcess. Argunments = "-ExecutionPolicy Bypass & '" + $script:
M/l nvocat i on. MyCormand. Path + "' $strType";

# Indicate that the process shoul d be el evated

$El evat edProcess. Verb = "runas";

# Start the new process

[ Syst em Di agnosti cs. Process]:: Start ($El evat edProcess);

# Exit this unelevated script with exit code for "Error: Not el evated"
Exit 3;
}

}
Wite-Host 'Done.';

Property Value

Enable If selected will enable UAC elevation for the entire script. This enables functions and programs to run
Elevation outside the context of Macrium Reflect without requesting further elevation.
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Directory Synchronization

PowerShell Script Generation Options X

p
PowerShell

Directory Synchronization

Elewation

Output Synchronise Destination Directory
Run Once A Day

Run Programs

Shutdown

When enabled backupfimage file(s) will be synchronised in the chosen directory after the
backup completes.

Enable directory synchronization

Directory: | D:\Backup Synd|

i Please note that synchronization will delete files in the target directory that do
o not exist in the backup directaory.

Help Cancel

Generated code...

if ($i ExitCode -eq 0) # if backup conpleted successfully...

{
$strBackupDir = Get Last BackupPat h;
if (![string]::IsNull O Enpty($strBackupDir))
{
Synchroni seDi rectories $strBackupDir 'D:\Archive';
}
}

#******************************************************************************

#* Func: Synchroni seDirectories
#*
#* Desc: Copies all MacriumReflect files to a supplied directory.
#*
#******************************************************************************
function SynchroniseDirectories($strSrcDir, $strDstDir)
{
Wite-Host ' * Synchronising directories... ' -NoNew.ine;
if (Cet-Command robocopy -ErrorAction SilentlyContinue)
{

# robocopy is available...
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# [copy: DAT - D: Data

# A Attributes

# T: Ti re stanps

# [ purge - deletes destination files and directories that no | onger

# exi st in the source

# /lev:0 - Does not copy subdirectories

& obocopy $strSrcDir $strDstDir *.nr* /copy:DAT /lev:0 /purge /r:0 | Qut-Null
}
el se
{

# Fall back to xcopy...
# Delete files fromthe target directory not present in the source directory
$strDstDirChildren = $strDstDir+"\*";
Get-Childltem $strDstDirChildren -include "*.nr*" | Foreach-Object {
$strMaybeDel etedSrcFile = $strSrcDir + '\' + $_. Nang;
if (-not (Test-Path $strMaybeDel et edSrcFile))
{
Renove-ltem $_
}
el se
{
$SrcFileTine = [datetinme] (Get-ItenProperty -Path $strMaybeDel et edSrcFile -
Name LastWiteTinme).lastwitetine;
$DstFileTine = [datetime] (Get-ItenProperty -Path $_. Ful | Name -
Nanme LastWiteTine).lastwitetine;
$SrcFileTineString = $SrcFil eTine. ToString("yyyMddHHmMSBS")
$DstFileTinmeString = $DstFil eTine. ToString("yyyMddHHMSS")
if ($SrcFileTimeString -ne $DstFil eTi neString)
{

}
}

Renove-Item $_

}
# /c - Continues copying even if errors occur.
# /d - Date check; only copies if file does not exist or is older.
# /h - Copies hidden and systemfiles.
# /i - If the destination does not exist, and you are copying nore than one
# file, this switch assunes that the destination is a folder.
# /v - Verifies each new file.
# 1y - Overwites existing files w thout pronpting.
&copy $strSrchDir\*.nmr* $strDstDir /c /d /h /i /v /]y | Qut-Null
}
Wite-Host 'Done.';
}
Property Value
Enable directory If enabled will use the MS utility RoboCopy to synchronize the backup target directory
synchronization with the supplied directory.
Directory Enter the folder that you want to synchronize your backup files to

Click 'OK' to generate the PowerShell source file
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Backup Folder Synchronization

@ Note: This article refers to backup sets that are not using Delta Incremental indexes. Please see Delta
Indexes for Incremental Backups

All backups apart from MS Exchange and SQL can use Delta Incremental indexes

When backup sets are consolidated by either creating Synthetic Full images or merging Incremental images,
subsequent Incremental images in the chain are updated to reflect the consolidation. This can be observed by
looking at the file modification time stamps in Windows Explorer.

Example 1: Synthetic Full - Retain 5 Incrementals

N

FULL Inci Inci

_MIW;'

SYNTHETIC FULL Inci
Merged Updated Upualed Updated Updaled

Merge —>»
SYNTHETIC FULL 3 Inci

6
Merged Updated Updaled Updaled Updated

Day1to6

S

—
T

3

)
>
=

@-
@-

((.!J

In this example, when the 6th Incremental is created the Full image is merged with the first Incremental and existing
Incremental images 2 to 5 are updated to indicated that Incremental 1 is no-longer in the backup chain by modifying
the file index. This process is repeated for each subsequent Incremental that is run.

Example 2: Incremental Merge - Retain 5 Incrementals
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—_— -éll $|'

FULL

Merge ——»

=

FULL Inci 2 nc 3 Inc 4 ncl Inci 6

Merged Updated Updated Updated
Merge —>

i - - -

FULL Inc 3 Inc 4 Inc 5 Inci NiE

Merged Updated Updated Llpdaled

In this example, when the 6th Incremental is created, the first Incremental is merged with the second and existing
Incremental images 3 - 5 are updated to indicated that Incremental 1 is no-longer in the backup chain by modifying
the file index. This process is repeated for each subsequent Incremental that is run.

(D When creating duplicate copies of Image files it is essential to synchronize all files in the backup set
rather than just copy the most recently created file.

Using RoboCopy to synchronize folders

Windows ships with a file copy utility called 'Robust File Copy' or RoboCopy. Robocopy can easily synchronize
two folders and ensure that copies are kept up to date.

The following command line will synchronize all Macrium Reflect files in "D:\BackupFolder" with "E:

\BackupSyncFolder"
Robocopy "D:\BackupFol der"” "E:\BackupSyncFol der"” *.nr* /copy: DAT /lev:0 /purge

Switch Description

*mr* Only copy Macrium Reflect .mrimg and .mrbak files
/copy:DAT  Copy Data, Attributes, and Time stamps

llev:0 Copy only this folder. Do not copy lower level folders
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Switch Description
/purge Delete destination files and directories that no longer exist in the source.

Macrium Reflect can generate VBScript and PowerShell scripts to automatically synchronize your backup sets
directly after each run.

VBScript Generating a VBScript source file

PowerShell  Generating a PowerShell source file

Defaults and Settings

The Defaults and Settings dialog enables modification of Backup Definition file defaulted values as well as
application wide settings.

Take the 'Other Tasks' > 'Edit Defaults and Settings.." menu option, or press the 'Defaults’ toolbar button.

File  View Backup Restore Other Tasks Help

Q& &L OO

Rescue Defaults Updates Register Purchase Help

L6 BEm e B % RS

Backup Restore Script Email Settings Update Schedule Network Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings

® Backup Defaults

® Restore Defaults

® Script Defaults

® Email Settings and Defaults
® Update Settings

® Schedule Settings

® Network Share Settings

® Event Settings

® Advanced Settings
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Note: New Backup Definitions will use the default values set here. Existing backups definitions will not

be affected.

Compression

File Size

Password

Auto Verify Image
Retention Rules
Verify File System
Cloning

Reparse Points
Backup Set Matching

Shutdown

v5
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Auto Verify Image
Ratention Rules
Vaerify Fie System
Cloning

Reparse Points

Shutdown

Reflect Defaults and Settings *
2 2 = — O =
® O = Lk eg &
Backup Restore Script Email Settings Update Schedule Metwork Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Compression
File Size
Password Default Compression

Backup Set Matching

Compresson reduces the file size bul may increase the lotal backup time:
Medium (Recommended) ~  Compression level

lé Inteligent sector copy  (Recommended)

Copies only disk sectors used by the file system
Windows pagefile and suspend o disk (lubemnation) fles are not copied. This reduces the
image size and backup bime

It Make an exact copy of the partibon(s)

Partitions include unused sactors therefore forensic examination of the partition(s) remain
unchanged. Deleted files may be recoverad for example

cac

Backup files can be reduced in size without compromising data integrity. Compression results may vary depending
on compressibility of the source data, e.g., a standard Windows install OS partition will compress to around 60-70%
of its original size. The compression effectiveness for user data partitions and files will depend on the types of files
being backed up. Files that won't compress further include most audio and video files, as well as existing

compressed file such as .zip, .tar, .7z etc.

Compression
Level

None

Medium
(Recommended)

High

v5

Description

Backup without compressing.

Medium compression generally provides the best compromise for performance and file size.

High compression may make backups take considerably longer to complete but the difference
in file size may be marginal.
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Macrium Reflect uses a very fast, real-time, *streaming block compression algorithm. This will not
provide the same overall compression ratio as common compression utilities such a 7-Zip which use,
much slower, whole file data compression techniques.

*All 'mountable’ backup files, such as those created by Macrium Reflect, require discreet blocks of data to
be compressed and decompressed 'on the fly'. This enables images and backup files to be incremented
and mounted as drives in Windows Explorer,

Option Description

Intelligent  Only backup data blocks that are being used by files on the disk. This significantly reduces the time
Sector it takes for backups to complete and reduces the size of the backup files.

Copy

@ The data blocks in Pagefile ( pagefile.sys ) and hibernation ( hiberfil.sys) files will be
excluded from images. Data blocks in these files files are temporary and not required
when Windows starts. These files will be visible in the imaged file system, but will take up
zero space in the image file.

Forensic Backup all data blocks. This may significantly increase the size of image files. e.g., An image of a

Copy

1TB file system with only 1GB in use will contain 1TB of data blocks prior to any compression.

v5
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Compression

File Size

Password

Auto Verify Image
Ratention Rules
Vaerify Fie System
Cloning

Reparse Points
Backup Set Matching
Shutdown

Reflect Defaults and Settings *

P
KA
Backup Restore
Defaults Defaults

=l = G E T B

Script Email Settings Update Schedule Metwork Share Event Advanced
Defaults and Defaults Settings Settings Settings Settings Settings

Default Image and Backup Maximum File Size

(®) Automatic (NTFS, FAT32, DVD, CD)  (Recommended)
The image file size will be determined by the file system written to.

.. FAT32 flles are limited to 4GB therefore images will be split into 4GB or less files.

(__)Enter a fixed file size for the image.
0.00 MB

This is useful for manually copying the image file(s) to CD/DVD.

Note: Incremental retention rules will not be run If backup files are split.
This can be caused by setting a fixed file size or if the destination file system is FAT32

cac

(D Incremental Retention Rules will not be run if backup files are split. This can be caused by setting a fixed
size or if the destination file system is FAT32.

Option

Automatic
(Recommended)

Fixed file size

Description

Let the system decide on how large the images are going to be created dependent on file
system (NTFS, FAT32, DVD, CD)

e.g. FAT32 files are limited to 4GB therefore images are going to be split into 4GB or less
files.

Create Images that will be split into many fixed size files. This is useful when copying Image
files to optical media or to some cloud storage providers.

v5
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Reflect Defaults and Settings

R

Backup Restore
Defaults Defaults
Compression
File Size
Password

Auto Venfy Image
Retention Rules
Venfy Fie System
Cloning

Reparse Points
Backup Set Matching
Shutdown

= 7] CE} =

oL B P

Script Email Settings Update Schedule Metwork Share Event Advanced
Defaults and Defaults Settings Settings Settings Settings Settings

Default Image and Backup File Password Protection
[+] Enable password protection
Enter Password LIy

Re-Enter Passwaord (ITTTTETT Y

Note: Enter password text SPROMPTS to specify a password at backup time.

AES Encryplion Standard 128 Bit (8+ Character Password) w

|i' Encrypt stored passwords

coe

@ With the Password option turned on all the images created will require a password before they can be

Enter
Password:

browsed or restored.

The minimum password length is determined by the selected AES encryption level. Long

remembered by adding together phrases and words that are unique to your memory.

passwords are much more secure than shorter passwords and can easily be constructed and

Passwords are not saved to backup files. Macrium Reflect uses standard PBKDF2 key derivation

functions with 260K iterations to save an irreversible hash of the password.

To view existing saved passwords, click the 'eye’ icon in the password edit field. After

entering valid Windows Administrator credentials, the password will be shown in plain text.

AES
Encryption

None

v5

No encryption and the password can be any length.
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Standard This is the default and requires a password containing at least 8 characters.
128 Bit
Medium 192  Requires a password containing at least 16 characters.
Bit
High 256 Bit ~ Requires a password containing at least 32 characters.
Encrypt Passwords are stored in backup definition files to enable unattended backups to run. Select this
stored option to encrypt your passwords in the xml file using a steganographically hidden asymmetric
passwords key.
To prevent unauthorized access we recommend that backup definition files are saved to a secure
location on your file system.
If having a reversible encrypted password saved on your system presents an unacceptable
security risk then enter the password $PROMPTS$ in the password field. Once typed, the
letters become visible and running backup definitions with this password will enforce manually
creating and enter a password whenever the backup is run. Please note that it will not be
possible to schedule unattended backups in this case:
[+ Enable password protection
Enter Password $PROMPTS|
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Auto Verify Image

Reflect Defaults and Settings

Backup Restore Script Email Settings Update Schedule Metwork Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Compression

File Size

Password Default Automatic Image or Backup File Verification

Auto Verfy Image

Retention Rules Select to automatically verify the integrity of your image or backup file directly after it is
Verify Fie System created. If files are split then each file is independantly verified.

Cloning Note: This may add a significant amount of time to the backup process.

Reparse Points

Backup Set Matching [ ] erify image or backup file directly after creation

Shutdown

Option Description

Verify image Images will be verified automatically when the backup completes.

{D Note: This can add a significant amount of time to the backup process.

For more information on image verification please see Understanding Image Verification Failures
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Retention Rules

Reflect Defaults and Settings *
2 g:\ = =& G BT o &
Backup Restore Script Email Settings Update Schedule Metwork Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Compression
File Size
Password Default Retention Rules
Auto Verify Image
Retention Rules Retention Rules Apply To
Werify Fie System

fy ¥ Matching backup sets in the target folder ~
Cloning
Reparse Points
Backup Set Matching [ Full Keep 12 ' Backups v
Shutdown [] Differential Keep 4 I Backups v
[+ Incremental Keep 10 2 Backups v

Create a Synthetic Full if possible [ ]

[ Purge before a backup
[] Purge oldest backup set(s) if less than 5 GB on the target volume

Reset backup templates to shipped defaults

Reset

o [0 ] canes

Macrium Reflect retention rules provide a powerful and flexible way to manage the lifetime and storage space used
by your backups.

Choose how backups are matched, and how retention rules are applied to the target folder

Retention rules are applied to the target folder of the backup by selecting one of two options:

Retention Rules Apply To

Matching backup sets in the target folder

sets in the target folder
All backup sets in the target folder

Similar Disk Images are purged if they contain exactly the same Partitions as the current Image.
backup Partitions are identified using the unique Disk ID stored in sector 0 of the disk and the Partition
sets in the sector offset. Note: For GPT disks the unique GPT disk GUID is used instead of the Disk ID
target

For File and Folder backups retention rules are applied according to the File and Folder '‘Backup

folder.
Set Matching' selection.
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All backup All backup sets in the target folder of the same type (Disk Image or File and Folder) are purged
sets in the according the retention rules.

target
folder.

Select the age or number of backup types that you wish to keep

Retention Rules Apply To

Matching backup sets in the target folder

Full
Differential

Incremental

|:| Purge before a backup

Purge oldest backup set(s) if less than 5

Option Description

Keep
Keep

Keep

12
4
10

Backups

Backups

4

Backups

R

Create a Synthetic Full if possible [ ]

GB on the target volume

Full When deleting Full backups all linked incremental and Differential backups in the same backup
chain (set) are also deleted This operation will delete the entire backup set.

Differential ~ When deleting Differential backups all linked incremental backups in the same backup chain (set)

are also deleted.

Incremental When deleting Incremental backups the integrity of the backup set is maintained by ensuring that
the chain is never broken. This is achieved by merging older Incremental backups when required.

In the example below, before retention, there is 1 Full backup, 1 Differential backup and 6

Incremental backups. The retention rules are set to retain 4 incremental backups. After retention,

the most recent 4 incremental backups are retained. Deleting the oldest 2 incrementals would
cause the backup chain to be invalid as the oldest retained incremental requires the previous 2
incremental backups to complete the chain. To ensure backup integrity the 2 older incremental

backups are consolidated with it to create a new incremental backup.
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Create a
Synthetic
Full if
possible

Run the
purge
before the
backup

Delete
oldest
backup set
(s) if less
than n GB
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Description

F =Full

D = Differential

| =Incremental

M T W T F M T W
F D | |

When purging Incremental backups, if the backup set only contains a Full backup followed by

Incremental backups, then this option causes the Full backup to be 'rolled forward' to create a

Synthetic Full backup. This is also known as Incremental Forever.

Select this option to run the retention rules before the current backup.

Note: in Macrium Reflect v5 the current backup set wasn't included in the purge calculation when

purging before the current backup. In v6 the current backup set IS included. This means that if you

set the retention count to 1 Full backup then all of your backups will be deleted and a new Full

backup created.

Automatically remove the oldest backup set(s) in the target folder if the free space on the drive

drops below the GB threshold.

Note: The free space threshold is actioned dynamically. If the free space available drops below the

threshold then the running backup is temporarily paused while older backup sets are purged.

v5
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Verify File System

Reflect Defaults and Settings

g

Backup Restore
Defaults Defaults
Compression
File Size
Passward

Auto Verify Image
Ratention Rules
Vaerify Fie System
Cloning

Reparse Points
Backup Set Matching
Shutdown

= g CE} T DI:I i} &

Script Email Settings Update Schedule Metwork Share Event Advanced
Defaults and Defaults Settings Settings Settings Settings Settings

Default Verify File System Before Imaging

|i' Verify the integrity of the file systems being backed up.

For FAT32 and NTFS this means checking that all files and folders have their data entries
correctly mapped to the file allocation table (FAT) or MFT Bitmap (NTFS).

Under drcumstances of high disk activity during the backup initialisation it is possible that the
verification process can falsely indicate a problem with the file system and abort the backup.

o [0 ] canes

Verify File System is used to check the integrity of the file system before a backup.

Macrium Reflect will automatically verify the integrity of FAT32 and NTFS file systems being backed up. This means
checking that all files and folders have their data entries correctly mapped to the file allocation table (FAT) or SMFT

Bitmap (NTFS).

This is a comprehensive check, and similar in functionality to the MS-DOS chkdsk command that may increase the
time taken to complete a backup.

v5
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Reflect Defaults and Settings

5 g

Backup Restore
Defaults Defaults
Compression
File Size
Passward

Auto Verify Image
Ratention Rules
Varify Fie System
Cloning

Reparse Points
Backup Set Matching

Script
Defaults

=M G B B B &

Email Settings Update Schedule HNetwork Share Event Advanced
and Defaults Settings Settings Settings Settings Settings

Default Clone Options

Set default options for disk doning. Please note that Intelligent Sector Copy will always be
used if the target partition is smaller than the source partition

(®) Perform an Intelligent Sector Copy. This will only copy the sectors that are in use on the
source file systam.

E Verify File System. Verify the source file system prior to the cloning operation

Shutdown
E Rapid delta done. Only copy the differences between the source and target.
E Enable SSD TRIM. This increases lifetime and the performance by flagging unused
blocks; avoiding slow erase operations and the read-maodify-write cyde for these
blocks.
() Perform a Forensic Sector Copy. This option will copy all sectors from the source disk,
whether they are in use or not. This operation will take longer than an Intelligent Sector
Copy.
T e e
Option Description
Perform Only backup the sectors that are being used by data on the disk. Pagefile ( pagefile.sys ) and
an hibernation ( hiberfil.sys) will be excluded.
Intelligent . L
9 This reduces the time it takes for the clone to complete.
Sector
Copy Option  Description
Verify  Reflect will verify the integrity of your file system; Verification check that all files and
File folders data entries are correctly mapped to the file allocation table (FAT) or MFT

v5

System Bitmap (NTFS)

Rapid
Delta
Clone
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Option Description

Option  Description

As with Rapid Delta Restore (RDR) the concept of RDR has been something that has
been thought about for quite some time here at Macrium Software. We wanted to build
a clone solution that would effectively and rapidly copy only the differences between the
source and target file systems. The advantage of this is obvious, RDC offers similar a
performance increase as an Incremental disk image offers over a Full image and
enables regular clones to be a viable and fast DR solution.

How does it work?

The NTFS file system resident on the clone source is compared with file system on the
target disk. The two file systems are first verified that they originated from the same
format command and then the target NTFS file system structures are analyzed for
differences. All the NTFS file system structures are copied to the target disk and any
that do not exist or have been modified on the target disk cause the data records for
each NTFS file or object to be copied as well. The result is an 'Incremental’ clone
applying only file system changes detected between the source and the target.

Note: RDC works with NTFS file systems only. All other file systems will perform a full
clone

Note: RDC is not available when shrinking partitions during a clone.

Enable This features provides automated SSD optimization resulting enhanced SSD

SSD performance and longevity. Writing to an unused block is much quicker than an in-use

TRIM block as it avoids both the slow erase operation and the read-modify-write cycle. This
results an increase of both the lifetime and the performance of the device. It is effective
for all windows operating systems, even those that support SSD trim natively as the file
system driver can only TRIM blocks on de-allocation; it cannot TRIM blocks written by
another process. It is also effective for USB attached SSDs.

Perform a  Backup every sector.
Forensic This can add a significant amount of time to the backup process.
Sector

Copy
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Reparse Points

Reflect Defaults and Settings *
2 2 = — O =
® = O Ethl B = L o

Backup Restore Script Email Settings Update Schedule Metwork Share Event Advanced

Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings

Compression

File Size

Password Default File and Folder Reparse Point Options

Auto Verify Image

Retention Rules Reparse points are a feature of the NTFS file system that provides the ability to create a link to

Verify File System a directory which then functions as an alias of that directory.

Cloning The options below define whether reparse points are followed or whether reparse point
definitions are backed up.

Reparse Points

Backup Set Maiching System Reparse Poinks

Shutdown

:'QIDO not follow - Backup reparse definitions (Recommended)

() Follow - Backup sub-folders and files

User Reparse Ponts

:'_ ) Do not follow - Backup reparse definitions

:'gl Follow - Backup sub-folders and files (Recommended)

cac

Reparse points are a feature of the NTFS file system that provides the ability to create a link to a directories which
then fictions as an alias of that directory.

e.g. Reparse point is the folder "Documents and Settings" which when followed points (or expands) to a number of
other folders. If followed then all folders the reparse point "contents" will be included in the backup.

The options below define whether reparse points are followed or whether reparse point definitions are backed up:

Option Description

System Reparse Points
Do not follow Only backup the Reparse Definitions (Recommended)

Follow Backup all the Reparse Points

User Reparse Points
Do not follow Backup the Reparse Definitions
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Option Description

Follow

Backup all the Reparse Points (Recommended)

Backup Set Matching

Reflect Defaults and Settings

Backup Restore Seript
Defaults Defaults Defaults
Compression
File Size
Password

Auto Verify Image
Retention Rules
Warify Fie System
Cloning

Reparse Points

Backup Set Matching
Shutdown

] G E %5 i

Email Settings Update Schedule Metwork Share Event Advanced
and Defaults Settings Settings Settings Settings Settings

Default File and Folder Backup Set Matching

The options below define the logic used for appending to an existing backup set and how
retention rules are applied when selecting 'Apply retention rules to matching backup sets in the

target folder in the backup wizard.

Similar - Match on backups with at least one matching folder

Select this option to match if a backup set is found with at least one folder that
is selected In the current backup. This option allows you to add and remove
folders to your backup definition and still maintain a single backup set.

) Strict - Match on backups with the same folders and filters (As Macrium Reflect v5)

Select this option to match only existing backups that have exactly the same
Folder and Indude/Exdude Filters. This is similar to the way Macrium Reflect
w3 worked. Retention rules will only be applied to exact matched backup sets.

) All - Makch on any backup

Select this option to match on any existing File and Folder backup set in the
target folder. When selected, the most recent backup set will be appended to
regardless of the folders in the set. Retention rules will be applied to all File
and Folder backups.

O

The options below define the logic used for appending to an existing backup set and how retention rules are applied
when selecting 'Apply retention rules to matching backup sets in the target folder' in the backup wizard.

Option

Similar - Match on backups with at least one

matching folder

Strict - Match on backups with the same

folders and filters

Description

maintain a single backup set.

sets.
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All - Matching on any backup

Description

Retention rules will be applied to all File and Folder backup

sets.

Shutdown

Reflect Defaults and Settings

g

Backup Restare
Defaults Defaults
Comprassion
File Size
Password

Auto Venfy Image
Retention Rules
Venfy Fie System
Cloning

Reparse Points
Backup Set Matching
Shutdown

Script
Defaults

Event
Settings

|

O
CE} s O

Update
Settings

Schedule
Settings

MNetwork Share
Settings

Ermnail Settings
and Defaults

Default Shutdown After Completion

Set power saving options after a backup task has completed
[_]Enable Power Saving In Windows

Shutdown

%

Advanced
Settings

Cancel

Option

Shutdown

Hibernate

Suspend

v5

Description

This will Shutdown your computer after the backup is complete.

A sub-option can be enabled to Force the shutdown process - All programs will be forced to close

without being queried.

This will Hibernate your computer after the backup is complete

This will put your computer to Sleep after the backup is complete.
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Restore Defaults

® Default Rapid Delta Restore

® Default SSD Trim

® Default Verify Before Restoring

® Default Master Boot Record Restore

® Default Shutdown After Completion

Default Rapid Delta Restore

Rapid Delta Restore will only restore the changed data blocks and not the whole backup file.

Reflect Defaults and Settings *

By B B =G E W E
® = -0 S -0 B3

Backup Restore Secript Ermail Settings Update Schedule Metwork Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Rapid Delta Restore
S50 Trim
Verify Image Default Rapid Delta Restore

Master Boot Record

Shutdown Rapid Delta Restoring will only copy changed data blocks and will complete the restore

process much faster.
Please note that only NTFS file systems that are not shrunk can be restored In this way

[+] Enable Rapid Delta Restore

O

Enabling Rapid Delta Restore decreases the time it will take to restore a backup. Only NTFS file systems that are
not shrunk can be restored this way.

@ To find out more about RDR please click here.

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 421


https://knowledgebase.macrium.com/display/KNOW7/Rapid+Delta+Restore+-+RDR

Macrium Reflect v8.0 User Guide

Default SSD Trim

SSD Trim option enables SSD TRIM on restore.

Reflect Defaults and Settings

2 CA
A E®
Backup Restore
Defaults Defaults

Rapid Delta Restore
SSD Trim

Verify Image

Master Boot Record
Shutdown

= = G B e B 2

Secript Ermail Settings Update Schedule Metwork Share Event Advanced
Defaults and Defaults Settings Settings Settings Settings Settings

Default SSD Trim

When a partition Is restored, Reflect can flag all unused blodks using the TRIM operation.
Writing to an unused block is much quicker than an in-use block as it avoids both the slow
erase operation and the read-modify-write cyde. This results an increase of both the lifetime
and the performance of the device.

It is effective for all windows operating systems, even those that support S50 trim as the file

system driver can only TRIM blocks on de-allocation; It cannot TRIM blocks written by
another process. It is also effective for USB attached S5SDs.

[+#| Enable TRIM on restore

O

When a partition is restored, Reflect can flag all unused blocks using the TRIM operation.

Writing to an unused block is much quicker than an in-use block as it avoids both the slow erase operation and the

read-modify-write cycle. This results an increase of both the lifetime and the performance of the device.
It is effective for all Windows operating systems, even those that support SSD trim as the file system driver can only
TRIM blocks on de-allocation; it cannot TRIM blocks written by another process. It is also effective for USB attached
SSDs.

Default Verify Before Restoring

Verify Image option verifies images before restoring.

v5
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Reflect Defaults and Settings

2 (A
B Es
Backup Restore
Defaults Defaults

Rapid Delta Restore
35D Tnm

Verify Image

Master Boot Record
Shutdown

= m CE} T DI:I i} &

Script Email Settings Update Schedule Metwork Share Event Advanced
Defaults and Defaults Settings Settings Settings Settings Settings

Default Verify Before Restoring

The verification process will ask you to insert / locate any missing media when required.

|: Enable automatic Image verification before restoring.

N I

Enabling verification will increase the restore time significantly.

@ The verification process will ask you to insert / locate any missing media when required.

Default Master Boot Record Restore

Master Boot Record options select whether to recover and replace the Master boot record (sector 0) and the
remainder of Track O from the backup.
Track 0 is sector 0 through to 63, and is usually unused from sector 1 for an MBR disk

v5
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Reflect Defaults and Settings

B

Backup Restore
Defaults Defaults
Rapid Delta Restore

S50 Tnm

Verify Image

Master Boot Record
Shutdown

Script Email Settings Update Schedule Metwork Share
Defaults and Defaults Settings Settings Settings

Default Master Boot Record Restore

gy

Event

Settings

%

Advanced
Settings

The Master Boot Record s 2 small program that executes when the computer starts up. If this
program has become corrupt, perhaps due to a virus, then you may have problems starting the

computer operating system.

Each backup contains a copy of the Master Boot Record this can be recovered by selecting the

second option below.

() Do not replace

(®) Replace with the Master Boot Record from the backup (Recomended)

Help

Cancel

{D For MBR disks, the partition table in the first sector is always recalculated to align with the restored

partition(s)

For GPT disks, this option has no effect.

Default Shutdown After Completion

Determines if the PC should Shutdown, Hibernate, Suspend or Reboot after the restore has completed.

v5
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Reflect Defaults and Settings

g B Bm g H 5 B

Backup Restore Script Email Settings Update Schedule Metwork Share Event
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings

Rapid Delta Restore

SSD Trim

Varify Image Default Shutdown After Completion
Master Boot Record

Shurtdown Set power saving options after a restore task has completed

|_' Enable Power Saving In Windows

Shutdown

%

Advanced
Settings

Cancel

Select 'Enable’ to default the selected option.

Script Defaults

® Default Shutdown or Log Off

® Default Run Once a Day

® Default Run Programs and Scripts
® Default Script Elevation

® Default Directory Synchronization

Default Shutdown or Log Off

Sets whether the PC should shutdown or log off at the end of the script.
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Reflect Defaults and Settings

E¢1
®
Restore
Defaults

-»>
—
Backup
Defaults

Shutdown

Run Once A Day
Run Programs
Elevation
Duplicate

Script Email Settings Update Schedule HNetwork Share
Defaults and Defaults Settings Settings Settings

Default Shutdown or Log Off

gy

Event

Settings

%

Advanced
Settings

If enabled, your PC will shut down or log off at the end of the script. This could be used to

create an image or backup as the last job of the day.

["]Enable Shut Down
Shut Dowin

Log Off

Help

Cancel

{D This could be used when creating a backup as the last job of the day.

Default Run Once a Day

Whenever the script is triggered, either manually or on schedule, it will only execute the first time for each day.

v5
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Reflect Defaults and Settings

E¢1
®
Restore
Defaults

-»>
—
Backup
Defaults

Shutdown

Run Once A Day
Run Programs
Elevation
Duplicate

Script Email Settings Update Schedule HNetwork Share
Defaults and Defaults Settings Settings Settings

Default Run Once a Day

o

Event

Settings Settings

It can be useful to execute a script the first time you logon, logoff or shut down. Using this
component you can be sure that an event triggered task only runs this script once a day.

|__ Run Once a Day.

Help

I

Advanced

{D For example, this could be useful if you want a backup to happen at first login or shutdown.

Default Run Programs and Scripts

Select programs or scripts to run at the start or end of the script.

v5
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Reflect Defaults and Settings

-»>
[
Backup

Defaults
Shutdown

Run Once A Day

B & @ G [

Restore Script Email Settings Update Schedule Metwork Share Event Advanced
Defaults Defaults and Defaults Settings Settings Settings Settings Settings

1 Py B 2

Run Programs Default Run Programs and Scripts
Elevation
B ploste [ ]Run a program or script at the start.
File name:
Parameters:
[ ]Run a program or script at the end.
File name:
Parameters.
==
Option Description
File name Write the path and executable file name that you wish to run at the start of the script.
Parameters  Include optional command line parameters for the program.
File name Write the path and executable file name that you wish to run at the end of the script.
Parameters  Include optional command line parameters for the program.

Default Script Elevation

Elevate the script at the beginning of execution. This ensures that all Programs and Script called will already be

elevated.
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Reflect Defaults and Settings

2 (A
B Es
Backup Restore
Defaults Defaults

Shutdown

Run Once A Day
Run Programs
Elevation
Duplicate

=l = G E T E

Script Email Settings Update Schedule HNetwork Share Event Advanced
Defaults and Defaults Settings Settings Settings Settings Settings

Default Script Elevation

‘When enabled this script will prompt for elevation and run all called programs with elevated
privileges.

Note: The return code from this script will always be zero. If you are running this script from
the scheduler then this option is not necessary. The scheduler will elevate the script at start-up.

[w]Enable elevation

o [0 ] canes

{D The return code will always be zero. If you are running scripts from the scheduler then this option is not
necessary. The Task Scheduler will elevate the script at startup.

v5
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Default Directory Synchronization

Reflect Defaults and Settings *

2 B B =G E G B A

H @ = {E} s ] ;.ﬂ

Backup Restore Script Email Settings Update Schedule Metwork Share Event Advanced

Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings

Shutdown

Run Once A Day

Run Programs Default Directory Synchronization

Elavation

Duplicate ‘When enabled backup/fimage file(s) will be synchronised in the chosen directory after the

backup completes.
|: Enable directory synchronization
Directory: -

Please note that synchronization will delete files In the target directory that do not exist in
the backup directory.

cac

Directory Enter the target folder for the copy/archive.

Enable file copy If enabled the backup will create a copy of the files from the backup to the supplied
destination.

Directory Synchronization will embed MS RoboCopy calls to the script

Email Settings and Defaults

® Custom SMTP Server
® Google - Gmail and Microsoft Outlook 365

® Default Email Success, Warning and Failure

Emails can be sent for backup completion notifications, software update notifications and for add-hoc emails of logs
and support contact.
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You can choose to manually configure your Email SMTP server, or use your Google or Microsoft account to send

Emails using Gmail or Outlook 365

Service Provider Google - Gmail

v

Custom SMTP Server
Subject:
Microsoft - Outlook 365

Custom SMTP Server

Reflect Defaults and Settings

B B B m G

H P B 2

Senders Email
Subject:

Test Recipients
Authentication
SMTP Username
SMTP Password
SMTP Server
Connection Type

SMTP Port

Backup Restore Script Email Settings Update Schedule Network Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Email Server
Default Email Success
Default Email Warning Email Server
Default Email Failure

Service Provider Custom SMTP Server i

| you@domain.com

| Test Email from Macrium Reflect 3

| Enter test recipients and click Test, separate recipients with ;

Challenge/Response Authentication (CRAM-MD5) v
| username
LI AR LY} ®

| smtp.yoursever.com|

Secure Sockets (SSL/TLS) v

|25

Send test email

Option Description

Senders Email The Email address of the sender. This is normally required to be the same domain as your ISP.

Authentication Authentication options are set by your email provider/server.

Challenge/Response Authentication (CRAM-MD3) v

None
Auto Detect

Response Authentication (CRAM-MD5)
Secure Username/Password login (AUTH LOGIN)
Username/Password login (AUTH PLAIN)
Microsoft NT Lan Manager (NTLM)
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SMTP
Username

SMTP
Password

SMTP Server

Connection
Type

SMTP Port

Test
Recipients

Macrium Reflect v8.0 User Guide

Description

Note: If you do not know your authentication settings, try Auto Detect.

The user name associated with your e-mail account. This is essentially your email address.

This is the password for your e-mail Server.

This is the outgoing / SMTP Server setting or IP address.

Contact your ISP for the correct setting

Secure Sockets (SSL/TLS) ~
Plain Text (No Security)

‘Secure Sockets (SSL/TLS

Transport Layer Security (STARTTLS)

(D Note: These settings can be found from your email provider.

This is associated with Connection Type and is the port number that the SMTP server is
listening on.

(D Note: These settings can be found from your email provider.

This option is used to test the configured settings; enter your e-mail address in that field and
click Test to send a test message to your email.

Google - Gmail and Microsoft Outlook 365

Macrium Reflect v8.0 includes OAuth 2.0 to authenticate Macrium Reflect to send emails using your Microsoft or
Gmail account. It's easy to setup and uses your account sign in, including two factor if enabled, to securely

authenticate.

(D Note: OAuth 2.0 authentication tokens are stored locally. We don't see or store any authentication

information on our servers.
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Microsoft - Outlook 365

Reflect Defaults and Settings K
.
2 [ — O
® = O il RS =
Backup Restore Script Email Settings Update Schedule Network Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Email Server

Default Email Success

Default Email Wamning Email Server

Default Email Failure

Service Provider Microsoft - Outlook 365 [
Subject: | Test Email from Macrium Reflect 3 |
Test Recipients | Enter test recipients and click Test, separate recipients with ; |

Sign in with: Send test email

Google - Gmail
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Reflect Defaults and Settings X
- 7&'\ O
(4 E X = ; i
R & 1 G B o B
Backup Restore Script Email Settings Update Schedule Network Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Email Server

Default Email Success
Default Email Warning Email Server

Default Email Failure

Service Provider Google - Gmail ™
Subject: | Test Email from Macrium Reflect 3 |
Test Recipients | Enter test recipients and click Test, separate recipients with ; |

Sign in with: G Google Send test ema

The first time you sign in you will be prompted for a one time download and install of the WebView2 distribution
installer.

This is a lightweight MS Edge Chromium web browser that provides a controlled experience for the Macrium Reflect
implementation of the OAuth 2.0 login.

Macrium Reflect

MS WebView2 Runtime Install

The MS W runti ightweight addition to the MS
E b Itp the
Macrium Reflect implementation of the Gmail OAuth 2.0 login.

to install or 'No' to continue with your default web

Click 'Yes' to install or 'No' to continue with your web browser.
If you click 'No' you will be taken out of Macrium Reflect to continue in your default web browser.
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Downloading Microsoft Edge Webview?2 Runtime

Downloading Microsoft Edge Webview2 Runtime... 7
second(s) remaining

Once WebView? installation is complete a web sign in dialog opens. Follow the normal sign in procedure for

either Microsoft or Google, completing two factor authorization as necessary.

You'll be prompted to accept permissions to allow Macrium Reflect to send emails on your behalf.

@ Note: These are the absolute minimum permissions required to send emails. We don't require or request

anything else

For Microsoft Click 'Accept’

B O X

B® Microsoft

account@macrium.com

Permissions requested

#» Macrium Reflect
Paramount Software UK LTD #&
This app would like to:
v Maintain access to data you have given it access to
v View your basic profile

v Send mail as you

D Consent on behalf of your organization

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Terms of use  Privacy 8 cookies

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.
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For Google click 'Allow'

G Sign in with Google

2

Macrium Reflect wants to access your
Google Account

This will allow Macrium Reflect to:

@® Send email on your behalf @

Make sure that you trust Macrium Reflect

You may be sharing sensitive info with this site or app. Find out how
Macrium Reflect will handle your data by reviewing its

terms of service and privacy policies. You can always see or
remove access in your Google Account.

Find out about the risks

Cancel Allow

That's it! You're now setup to use Gmail or Microsoft as the service provider to send your backup completion

emails.

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.
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Reflect Defaults and Settings

£y 6

Backup Restore
Defaults Defaults
Email Server

Default Email Success
Default Email Wamning

Default Email Failure

5l

Y]

&

%4

Script Email Settings Update Schedule Network Share Event Advanced
Defaults and Defaults Settings Settings Settings Settings Settings
Email Server
Service Provider Microsoft - Outlook 365 ™

Subject:

Test Recipients

Sign out of:

| Test Email from Macrium Reflect 3

| Enter test recipients and click Test, separate recipients with ;

B® Microsoft Send test email

Cancel

v5
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Reflect Defaults and Settings

£y 6

Backup Restore
Defaults Defaults
Email Server

Default Email Success
Default Email Wamning

Default Email Failure

B @ G EFE % E

%4

Script Email Settings Update Schedule Network Share Event Advanced
Defaults and Defaults Settings Settings Settings Settings Settings
Email Server
Service Provider Google - Gmail bd
Subject: | Test Email from Macrium Reflect 3
Test Recipients | Enter test recipients and click Test, separate recipients with ;
Sign out of: & Google Send test email

v5

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.

Page 438



Macrium Reflect v8.0 User Guide

Default Email Success, Warning and Failure

Reflect Defaults and Settings
.J
KA X G H % B
Backup Restore Script Email Settings Update Schedule Network Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Email Server
Default Email Success
Default Email Warning Default Success Notification Email
Default Email Failure
Send email notification on success
] Attach log file
[] Attach VSS log file
Recipient List ;
Subject ‘ Macrium Reflect Success Notification
Content Type your email message here for a success notification
Option Description

Attach log file

Attach VSS log file

Include Cancellations

Recipient List

Attach the HTML backup log file.

Attach the VSS log if VSS was involved in the backup.

Separate multiple Email addresses with ;'

name@domain.com; name2@domain.com

Subject
Content

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.

Enter your own text in these fields to identify the backup job.

Email Failure setting. Also send an Email for cancelled backups.
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Update Settings

(D Update Settings can be access by clicking 'Configure' in the Windows toast notification, or by taking
'Other tasks' > 'Edit Defaults and Settings' > 'Update Settings'

@ Note: Notifications must be set 'On' in the Windows 10 Notifications Center to receive update notifications,
however, emails, if configured, will be sent regardless.

Reflect Defaults and Settings X
-
BB B m G HEH %S B A2
Backup Restore Script Email Settings Schedule Network Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings
Software Update
Automatic Software Update Check
Set whether to automatically check for software updates. A manual check can be made using
menu option Other Tasks > Check For Updates
[]Skip update notifications for 8.0.5940
Show a daily Windows notification when an update is available
Send an email for the first notification
| nick@macrium.com
Enter a list of recipients, separate each email address with ;
Note: Emails will not be sent until the email server is configured
Daily check for updates when Macrium Reflect loads
Restart Macrium Reflect after patching
Help Cancel
Skip update This check box is only visible if the current installation is out of date. If checked,

notifications for v8.x.

then Windows toast notifications, and the daily check when Reflect starts, will be

XXXX suppressed for the release version in the check box text.

Show a daily
Windows notification
when an update is
available

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.

When an update is available, a Windows toast notification will persist above the task
bar notification area until dismissed, or Macrium Reflect is updated. If dismissed, then
the notification will not show for the rest of the current day..
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Send an email for the An email informing of the available update will be sent to the recipient list when the first
first notification notification for the update is shown. Please ensure that the email server/provider is
configure by clicking the 'Settings' button.

Daily check for When Macrium Reflect starts for the first time each day, an update check will display
updates when the update download dialog if a later version is found. Applies only when interactively
Macrium Reflect starts  starting Macrium Reflect with the user interface visible.

Restart Macrium If the update is supplied as a binary patch rather than a full installer, Macrium Reflect
reflect after patching will automatically restart after successful patching.

Notifications for Macrium Reflect software updates are handled slightly differently in v8.0. Previously, a
Windows notification would be shown every hour if Macrium Reflect wasn't at the latest version. We've changed this
to show a persistent, but dismissible, Windows toast notifications when an update is available. Once dismissed, the
notification won't be shown again for that day. There's also a new option to skip all future notification for the current
latest release.

e Macrium Reflect

Update available
Macrium Reflect 8.0.5801 is now
available.

Update Configure

06:28
02/04/2021

Note: If the buttons are hidden in the notification history list, then click the down arrow to reveal:

Update available

Macrium Reflect 8.0.5797 is now avai'

Click 'Update' to download.

Click 'Configure' to open the Software Update Settings dialog:
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Restart Macrum Reflect after patching

Schedule Settings

Reflect Defaults and Settings X
-
kA< M G B % B
Backup Restore Script Email Settings Update Schedule Network Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Schedule User

Task Scheduler User Credentials

Use the Macrium Task Scheduler i
The Macrium Task Scheduler is recommended and required if you have

problems with missing or multiple backups when Daylight Savings Time
(DST) changes using the Windows Task Scheduler

Your schedules will be automatically converted if you change scheduler.

[]Prevent the system from sleeping for the duration of scheduled VBScript,
PowerShell or batch files.

Note: Sleep is always prevented during actual backup execution.

Use the Windows SYSTEM account to run scheduled tasks

User Name MACRIUM\nsills

Password sssccsssssee

Note: The user must be a member of the Administrators group.

Using the dropdown list you can switch between 'Use the Macrium Tasks Scheduler' (MTS) and 'Use the
Windows Tasks Scheduler' (WTS). Conversion of tasks will begin immediately after 'OK" is pressed.
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We've integrated MTS into Macrium Service to replace the default Windows Task Scheduler (WTS). WTS has been
the only method for scheduling Macrium Reflect backups for many years, but unfortunately it's been plagued with
reliability problems surrounding Daylight Savings Time (DST) changes and no-longer provides the quality of

operation required by Macrium Reflect.

@ By default Macrium Reflect uses MTS and the Windows SYSTEM account to schedule backups. If you are
having problems with your scheduled backups accessing network shares then you can change to use any
local or domain Administrator account on your system.

Prevent the system from MTS Only - When enabled, the PC will be prevented from sleeping for the
sleeping for the duration of entire duration of the scheduled script. This can be useful if your script is
scheduled VBScript, waiting for an event, such as a network destination to become available before
PowerShell or batch files running a backup.

Network Share Settings

Windows contains a Network Credentials cache that enables network authentication details (User name and
password) to be saved and re-used to logon automatically. However, scheduled tasks are run in Windows 'batch
mode' and do not have access to saved credentials. Because of this, you must enter network login details in the
Macrium Reflect defaults to enable scheduled tasks to access and write to password-protected network shares.
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Reflect Defaults and Settings *
N S I R s R =
® = £ O 103
Backup Restore Script Ernail Settings Update Schedule  Metwork Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings

Metwork Logon

Network Logon Credentials For Server Shares

These credentials are only used if a network connection isn't already established.

Leave the Default blank to use the systemjuser default values.

Metwork Path User Password Add
domainjuser ~ Teeesesess it

\build_hg'w7_2 domain'yser = WOEEEEEEEs

Vimacriumhy 2backup‘Backups macriumhv2backupg ~ FEEEEEEEEE Delete

Help Cancel

Option Description
Add Add network logon details for a new network location

Edit Edit an existing location.

@ Note: The 'Default’ location logon details will be used for all shares that aren't explicitly
added.

Delete = Remove logon credentials

Add / Edit
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Settings

Network share logon credentials

\iserverishare ‘\\NAS\share ‘

Usermame ‘domain\user ‘
Password ....I.ll....l ‘
Cancel
Option Description

\\Server\share Enter the UNC path to the root of the network share. Do not enter any sub-folders in the path
Username Enter the authenticated user that has access to the share

Password Enter the user's password.

You can also select Default and click Edit to provide default credentials to be used for all network shares:

Settings

Network share logon credentials

Wiserverishare

Username ‘domain\user ‘

Password

Event Settings

Enable or disable Windows Events generated by Macrium Reflect.

(D Applies to Macrium Reflect Workstation, Server and Server Plus only.

v5 Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 445


https://msdn.microsoft.com/en-us/library/gg465305.aspx

Macrium Reflect v8.0 User Guide

Reflect Defaults and Settings

£y 6

5l

& G EBH o B

%4

Backup Restore Script Email Settings Update Schedule Network Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Events
Macrium Reflect Events
You can enable or disable events below as well as modify the event text itself. Use
<%REFLECT%> as a place marker for Macrium Reflect data
Log ID Type Text ~
256  Reflect start Macrium Reflect starting - <%REFLECT%>
257  Reflect stop Macrium Reflect ending
M 258  SSLerror An SSL error was encounteed - <%REFLECT %>
M 259  Socket error A Windows socket error was encountered - <%REF
260  Backup start Backup started - <%REFLECT%>
261  Backup finish Backup finished
262  Backup 4GB limit Limiting destination image file size to4 GBdue to F
263  Backup read file Failled to open file - <%REFLECT%>
M 264  Memory error A memory error was encountered - <%REFLECT%:
265 Backup VSSrmor  AVSS error was encountered creating the snapshc
A ans Danliim cmsmecbhat § \inh i resmechoad $nilad -0/ DECI COATO < N
< >

Default Current Default All

Help OK Cancel

(D Note: The placeholder text <%REFLECT%> is used to populate the event message with runtime

information from Reflect at the time the event was created.

Advanced Settings

® CPU Priority Setting

® Purge Log File Settings

® Advanced Backup Settings

® Advanced Incremental Settings

® Stealth Mode for Intra-Daily Backups
Destination Drive Discovery

® VSS Settings

® Macrium Reflect PE File Location

® CD/DVD Burner Troubleshooting

®  Script Editors

® Configure Hotkey
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® Miscellaneous Options

CPU Priority Setting

Reflect Defaults and Settings

2y G

Backup Restore
Defaults Defaults
Priovity
Log fie purge

Advanced Backup Settings
Advanced Incrementals
Intra-Daily Backups
Dastination Drive Discovery
V55 Settings

Macrium Refiect PE Files
Optical Media

Script Editors

Configure Hotkey

Miscellaneous Options

El ] CI?} e I_T.I.D gy

Script Email Settings Update Schedule Metwork Share Ewvent
Defaults and Defaults Settings Settings Settings Settings

CPU Priority Setting

%

Advanced
Settings

The highest setting will create the quickest backups but will slow down other applications that

are running.

The lowest setting will allow other applications to run faster but will create the slowest backup

even If no other applications are running.

Priority

Lowest Highest

top

Cancel

The CPU priority level updates the process and thread priority for the currently running backup. The lowest level will

allow other processes on your system to use CPU cycles in preference to the running backup, whereas the highest

priority may cause other processes to wait for available CPU time. There's no 'correct’ level, it depends on the

demands you require of the PC workload. The default setting is 'Highest'.

v5
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Purge Log File Settings

Reflect Defaults and Settings

& g

Backup Restore
Defaults Defaults
Priovity

Log file purge

Advanced Backup Settings
Advanced Incrementals
Intra-Daily Backups
Dastination Drive Discovery
V55 Settings

Macrium Reflect PE Files
Optical Media

Script Editors

Configure Hotkey

Miscellaneous Options

™= E % B &

Secript Email Settings Update Schedule Metwork Share Event Advanced
Defaults and Defaults Settings Settings Settings Settings Settings

Purge Log File Settings

Remove log files older than [52 : Weeks »
[[Imove to the recyde bin
[ Perform at startup Remove Now

Enable the 'Perform at startup’ option to remove log files when Macrium Reflect starts.
Alternatively you may use the ‘Remove Now' button to action this manually,

Hop [0k ] camn

Option

Remove log files

Move to Recycle Bin

Perform at startup

Description

Choose number of days of weeks

Deleted logs will be moved to the Recycle Bin.

Logs will be deleted when Reflect starts up.

You can press the Remove Now button to remove the logs manually at any time.

v5
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Advanced Backup Settings

Reflect Defaults and Settings

Advanced Incrementals
Intra-Daily Backups
Dastination Drive Discovery
V55 Settings

Macrium Reflect PE Files
Optical Media

Script Editors

Configure Hotkey

Miscellaneous Options

B BMCcH%B 2

Backup Restore Script Email Settings Update Schedule Metwork Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Priority

Log fie purge
Advanced Backup Sattings Advanced Backup Settings

E Ignore bad sectors when creating images
|: Log each bad duster detail. Note: This may slow down the backup considerably.

|i' Display backup notification delay for [ 20 seconds (range of 0 to 60)

L Do not abort file and folder backup if root folder Is missing

|: Enforce entered image or file and folder backup file name
Run a 'Full’ instead of “Inc’ or 'DIff" if the destination file name doesn't exist

Show a Warning in the log if retention rules remove all backups in the destination folder.
Applies when retention rules run before the current backup, and during the free

space threshold purge.

[] Only allow Administrators to monitor running backups

Report transfer rates in:  Mega Bits per Second (Mby/s) ~

o [ ] cen

Option

Ignore bad sectors when
creating images.

Display backup
notification delay for

v5 Copyri

Description

Damaged disks may still be imaged if this option is selected.

Changes the time the 'Backup task' delay window is displayed before a scheduled

backup starts.
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Option

Do not abort a file and
folder backup if a root
folder is missing.

Enforce an entered
image or File and Folder
backup file name.
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Description

Backup Task

z Definition file 'System.xml" is about to run
Click 'OK' to continue, 'Cancel' to abort
Postpone this backup task for

Do not postpone A

This dialog will close in 16 seconds

[ ] Do not show this message again Cancel

Cro not postpone

10 Minutes
30 Minutes
1 Hour
4 Hours

{D Note: Clicking 'Do not show this message again' will uncheck the default
setting here.

Enabling this option will allow your File and Folder backup to continue even if a root
folder of the backup is missing.

Normally, if you run an Incremental or Differential image of say drive 'C', the target
folder is searched for a recent backup set for the same source (Drive 'C'). The
backup set is then appended to. The file name you have chosen for the backup will
not be used in this matching process.

If you enter your own file name and select " Enforce entered image or file and folder
backup file name" then only backup sets using the same backup definition file name
and for the same source will be appended to, if none is found then a new full will be

created.
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Show a warning in the
log if retention rules

remove all backups in
the destination folder.

Only allow
Administrators to
monitor running backups

Report transfer rates.

Macrium Reflect v8.0 User Guide

Description

If enabled, and all backups in the destination folder are deleted due to retention
rules set prior to the backup starting, or the free space threshold is reached, then a
warning message is shown in the log and the backup completes with a warning
status.

@ Note: The Warning will not be triggered if the Retention rules are explicitly
set to retain 1 Full image and set to run before the backup. In this case, it
is expected that there will be no backups before the current backup runs.

For multi-user systems, such as terminal servers, ReflectMonitor will not run for non-
administrator accounts if selected.

Will allow you to change the way transfer rates are reported in.

Meqa Bits per Second (Mb/s) e

Mega Bytes per Second (MB/s)
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Advanced Incremental Settings

Reflect Defaults and Settings

B &

Backup Restore
Defaults Defaults
Priority

Log fie purge

Advanced Backup Settings
Advanced Incrementals
Intra-Daily Backups
Dastination Drive Discovery
V55 Settings

Macrium Reflect PE Files
Optical Media

Script Editors

Configure Hotkey

Miscellaneous Options

&

Secript
Defaults

] G E %o B

Ernail Settings
and Defaults

Schedule
Settings

Event
Settings

Metwork Share
Settings

Update
Settings

Advanced Incremental Settings

E Enable Delta Indexes for Incremental Backups.

%

Advanced
Settings

Enabling Delta Indexes will reduce incremental file size and can increase the speed

of merging Incremental backups during Synthetic Full and Incremental
consolidation.

Please note that if this option is enabled then the image Index for each incremental
is calculated when the file is opened. This may increase the time required to mount

an Incremental backup in Windows Explorer.

Additionally, all previous files in the badkup set, up to the previous Diff or Full, are

required to continue to append to the set.

[ Enable Changed Block Tracking for Incremental Backups.

Enabling Changed Block Tracking will reduce the time required to create an
Incremental image.

File system changes will be tracked as they occur rather than determined at run

time.

[ Reset CBT on reboot. Emulates the behaviour of earlier versions.

Cancel

Enabling Delta indexes will reduce incremental file size and can increase the speed of merging Incremental
backups during Synthetic Full and Incremental consolidation.

Additionally, all previous files in the backup set, up to the previous Diff or Full, are required to continue to append to
the set.

For more information on Macrium Changed Block Tracker please see here Macrium Changed Block Tracker

v5
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Stealth Mode for Intra-Daily Backups

Reflect Defaults and Settings X
A< = G B % E
® = Lt a5 g Yy
Backup Restore Script Email Settings Update Schedule Metwork Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Priority
Log fie purge
Advanced Backup Settings Stealth Made for Intra-Daily Backups
Advanced Incrementals
Intra-Daily Backups .‘/. Run Intra-Daily backups in Stealth Mode.
Dastination Drive Discovery
) Intra-Daily backups can generate frequent and often unnecessary interruptions and
V5SS Settings log activity. Stealth Mode solves this problem by suppressing non-essential
Macrium Reflect PE Files natifications and logs.
Optical Media Z| Suppress the Backup Start dialog.
Script Editors Note: This overrides the default setting for this dialog.
Configure Hotkey

[] Only show Failed, Cancelled and Warning backup completion notifications.
Miscellaneous Options

[] Only generate essential logs.

Logs will only be created for Falled, Wamning or Cancelled backups, and Fle and
Folder backups when any file is changed, added, or removed.

-

Intra-daily backups can generate frequent and often unnecessary interruptions and log activity. Stealth Mode solves
this problem by suppressing non-essential notifications and logs:

Suppress the Backup Start dialog. Never show the Backup Start dialog that is shown when a scheduled bz
triggered.
Note: This overrides the default setting for the dialog.

Only show Failed, Cancelled and Taskbar popups and natifications will not be shown for successful backi
Warning completion notifications.

Only generate essential logs. Logs will only be generated for Failed, Warning or Cancelled backups, ¢
Folder backups when any file is changed, added or removed.

Intra-Daily Stealth mode is enabled by default, and if an Intra-daily schedule is selected then the following dialog is
shown:
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Intra-Daily

[] Do not show this again

Stealth Mode is enabled for Intra-Daily backups. Stealth Mode suppresses
non-essential notifications and logs. The following settings are enabled:

The Backup Start dialeg will be suppressed

Only Failed, Cancelled and Warning backup completion notifications will

be shown.

COnly essential logs will be genereated when backups run,

Intra-Daily Stealth Mode

Close

Stealth Mode Settings

Click 'Stealth Mode Settings' to open the defaults dialog to change or confirm.
Select 'Do not show this again' to stop this message being shown in the future.
You can re-enable by taking 'Other Tasks' > Edit Defaults' > 'Advanced' > 'Miscellaneous'.

Destination Drive Discovery

Reflect Defaults and Settings

B G

Backup Restore
Defaults Defaults
Priority

Loqg fie purge

Advanced Backup Settings
Advanced Incrementals
Intra-Diaily Backups
Destination Drive Discovery
VWSS Setlings

Macrium Reflect PE Files
Optical Media

Scnpt Editors

Configure Hotkey

Miscellanaous Options

%

Advanced
Settings

8 3@ ¢ B " E

Secript Email Settings Update Schedule Metwork Share Event
Defaults and Defaults Settings Settings Settings Settings

Destination Drive Discovery

Choose how the destination drive is discovered if the backup destination Is a local drive.

-:!_:- Use the assigned drive letter to locate the backup drive. (default)

The drive letter in the destination path is used excusively to locate the
backup target path.

This enables multiple backup drives to be used in rotation if Windows
assigns the same drive letter for each drive.

() Use the unique volume Identifier to locate the backup drive.

The unigque volume identifier associated with the backup drive is saved
In the backup definition file and used to locate the destination path.

This enables Windows to assign a different letter to the same drive and
the new letter will be automatically chosen as the backup destination.

Note: Changing this option affects new backup definitions. To apply to an existing
backup definition the definition must be edited to re-save the XML file.

v5
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Option Description

Use assigned drive The drive letter in the destination path is used exclusively to locate the backup target path.
letter (default) The destination path is saved in the format '<DRIVE LETTER>:\Folder\'

This enables multiple backup drives to be used in rotation if Windows assigns the same
drive letter for each drive.

Use volume GUID The unique volume identifier associated with the backup drive is saved in the backup
path definition file and used to locate the destination path.
The destination path is saved in the format "\\?\Volume{GUID}\Folder\'

This enables Windows to assign a different letter to the same drive and the new letter will
be automatically chosen as the backup destination.

Note: If 'Use volume GUID path' is selected you must edit/re-save existing backup definitions to reflect the change in
the XML file.

VSS Settings

Reflect Defaults and Settings X
CA Y £ =~ G = O =
® = {E} aes .| i ﬂ.
Backup Restore Secript Email Settings Update Schedule Metwork Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Priority
Log fie purge
Advanced Backup Settings WSS Settings

Advanced Incrementals
Intra-Diay Backups [ ] Exclude all vSS writers to resolve specific snapshot failures

Dastination Drive Discovery May cause issues with V5SS aware applications

V5SS Settings

Macrium Reflect PE Files [] Automatically retry without WSS writers on failure

CpticallMecta [+] Create additional V55 logs for debugging

Scnpt Editors

Configure Hotkey |: Exdude SQL Server V5SS writers.

Miscellaneous Options Select this option If you are using dedicated SQL backup software. This will prevent
SQL logs from being truncated when creating a Disk Image or File and Folder
backup.

[+] Do not truncate Exchange logs when Imaging or creating File and Folder backups.

SETELL UNS ORI 1 yUU dif & Lsiny deeuiiaied S CXCdige DaCEup SOIwdie. s
will prevent Exchange logs from being truncated when creating a Disk Images.

o
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Option

Option

Exclude all VSS writers to resolve
specific snapshot failures.

Automatically retry without VSS
writers on failure

Create additional VSS logs for
debugging.

Exclude SQL Server writers.

Do not truncate Exchange logs
when imaging or creating file and
folder backups.

Description

Description

This option will disable VSS writers. Due to Windows system configuration
issues, VSS writers are the cause of some backup failures.

This may cause issues with other VSS aware applications.

Reflect will try to create a backup of your system without using VSS; this
option is useful when experiencing VSS related errors.

Each backup will create additional VSS logs that can be used in order to
troubleshoot VSS related issues when creating backups.

Select this option if you are using dedicated SQL backup software. This
will prevent SQL logs from being truncated when creating a Disk Image or
File and folder backup.

Select this option if you are using dedicated MS Exchange backup
software. This will prevent Exchange logs from being truncated when
creating a Disk Images.
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Macrium Reflect PE File Location

Reflect Defaults and Settings

Y

Backup Restore
Defaults Defaults
Priority

Log fie purge

Advanced Backup Settings
Advanced Incrementals
Intra-Daily Backups
Dastination Drive Discovery
VS5 Settings

Macrium Reflect PE Files
Optical Media

Script Editors

Configure Hotkey

Miscellaneous Options

& ™=

Script Email Settings
Defaults and Defaults

O
CE} = 0

Update Schedule Metwork Share
Settings Settings Settings

Macrium Reflect PE Files Location

Select drive where Macrium Reflect PE files will be stored

Drive Avallable Space File System

[~ c:
DD;

13.45GB NTFS
044,16 GB NTFS
52.54 GB NTFS
108.06 GB NTFS
G60.46 GB NTFS
164.07 GB NTFS
144 40 GB NTFS
1.64 GB FAT
Unknown Unknown

Please note. Only valid locations are listed above

Help

Cancel

By default, the files to create, and boot, your rescue media are saved to directory 'c:\boot\macrium'. Select a different
local drive if your 'C' drive is compromised by storing approximately 1GB of storage space here.

v5

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved.

Page 457



Macrium Reflect v8.0 User Guide

CD/DVD Burner Troubleshooting

Reflect Defaults and Settings

2 g

Backup Restore
Defaults Defaults
Priority

Log fie purge

Advanced Backup Settings
Advanced Incrementals
Intra-Daily Backups
Dastination Drive Discovery
VS5 Settings

Macrium Reflect PE Files
Optical Media

Script Editors

Configure Hotkey

Miscellaneous Options

X
H =™ e B % B &
Script Email Settings Update Schedule Metwork Share Event Advanced
Defaults and Defaults Settings Settings Settings Settings Settings

CD/DVD Burner Troubleshooting

|_' Disable CD/DVD drive enumeration. (restart Reflect if changed)

Select this option If you experience an application hang/delay when Reflect starts.

A CD/OVD driver failing to return from a query request is a possible cause.

[ ] Create CD Engine log file (restart Reflect if changed)
Select to create a log file "'C:\HPCDE.log' for debugging purposes.

o [ ] cen

Disable CD/DVD
drive enumeration

Create aCD
Engine log file

CD/DVD burners that fail to return from a query request may cause an application hang.

Select this option as a troubleshooting step if Macrium Reflect hangs on startup.

Turning this option creates a log file that can be used for troubleshooting CD/DVD burner

connection activity.
Log file: 'C:\HPCDE.log'

v5
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Reflect Defaults and Settings

Y

Backup Restore
Defaults Defaults
Priority

Log fie purge

Advanced Backup Settings
Advanced Incrementals
Intra-Daily Backups
Dastination Drive Discovery
VS5 Settings

Macrium Reflect PE Files
Optical Media

Scnpt Editors

Configure Hotkey

Miscellaneous Options

& ™=

Defaults

G =

Update Schedule
Settings Settings

Script Email Settings
and Defaults

Script Editors

Default Editor for VBScript files:
CAWINDOWS\system32\notepad.exe

Parameters (%f = filename):
E™S

Default Editor for PowerShell script files:
powershell_ise exe

Parameters (%f = filename):
[ "

Default Editor for MS-DOS batch files:
CAWINDOWS\system32\notepad.exe
Parameters (%f = filename):

"f"

Default Editor for XML files:

CAWINDOWS\system32\notepad.exe

Parameters (%f = filename):
"f"

O
E"n ..ﬂ

Metwork Share Event
Settings Settings

%

Advanced
Settings

Cancel

Set the program to use as an editor when editing your VBScript, PowerShell, MS-DOS batch, and xml files.

v5
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Configure Hotkey

Reflect Defaults and Settings

2 g

Backup Restore
Defaults Defaults
Priority

Log fie purge

Advanced Backup Settings
Advanced Incrementals
Intra-Daily Backups
Dastination Drive Discovery
VS5 Settings

Macrium Reflect PE Files
Optical Media

Script Editors

Configure Hotkey

Miscellaneous Options

H ©m G B %o P

Script Email Settings Update Schedule Metwork Share Event Advanced
Defaults and Defaults Settings Settings Settings Settings Settings

Configure Hotkey

The Hotkey setting below can be used to open Reflect Monitor' to show the progress of
scheduled backups.,

[+] Enable Hotkey

Use 'Ctrl' + "Alt' + M ~

o [ ] cen

ReflectMonitor is a standalone application that is used to monitor the progress, and cancel, background backups.
ReflectMonitor can be easily accessed using a Hotkey sequence. You can enable and configure the Hotkey here.

v5
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Miscellaneous Options

Reflect Defaults and Settings X
2 & = G B % B
® = £03 His 0 ¥
Backup Restore Script Email Settings Update Schedule Metwork Share Event Advanced
Defaults Defaults Defaults and Defaults Settings Settings Settings Settings Settings
Priority
Log fie purge
Advanced Backup Settings Dialog Reset
Advanced Incrementals
Intra-Draily Backups Reset All dialogs have been reset
Dastination Drive Discovery
VS5 Settings Press the 'Reset’ button to re-enable all dialogs that have been hidden by selecting the

Macrium Reflect PE Filas Do not show this again' check box when the dialog was previously shown.

Optical Media

Script Editors
Configure Hotkey
Miscellaneous Options

o [ ] cen

Click the 'Reset' button to re-enable all dialogs hidden by selecting the 'Do not show this again' check box.

There are several dialogs in Reflect, an example below:

Intra-Daily

Intra-Daily Stealth Mode

Stealth Mode is enabled for Intra-Daily backups. Stealth Mode suppresses
non-essential notifications and logs. The following settings are enabled:

The Backup Start dialog will be suppressed

Only Failed, Cancelled and Warning backup completion notifications will
be shown.

Only essential logs will be genereated when backups run.

[[] Do not show this again Stealth Mode Settings
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PXE Deployment

This article will take you through PXE deployment of the Rescue Media.

In order to use this technology you will need to have purchased the Macrium Reflect Technicians
Deployment License.
If you wish to obtain this license please click here for further details.

Before you begin: You will need to have set up a Windows Deployment Services Server and created a rescue
media ISO image file. See Creating rescue media.

1. Mount the Rescue Media Image that was created earlier.

Mount
Open with...

Share with

Restore previous versions

Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

2. Open Windows Deployment Services and select 'Servers > Boot Images'
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File Action View Help

e« nE = BE

Windows Deployment Services Boot Images

Image Name Architecture Status Expanded Size Date 05 Version

4 7p DeploymentSRY.macrium.local
Install Images

[ ﬁ Drivers
[i Active Directory Prestaged Devices

Priority

3. Right click the right pane and click 'Add Boot Image...'
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File Action View Help

«= 20 = B

! Windows Deployment Services
a4 3 Servers
4 ﬁ DeploymentSRV.macrium.local
I [ Install Images
| <] Bootlmages
I [% Pending Devices
I EE Multicast Transmissions
p [ Drivers
[; Active Directory Prestaged Devices

Boot Images

Image Name

Architecture

Add Beot Image...

Export List...

View

Arrange lcons

Line up lcons

Help

Status Expanded Size

Date

05 Version

Pricrity

In the Wizard you can browse for a location of the bootable WIM.

<

Enter the location of the Windows image file that contains the images to add.

File location:

Mote: The default boot and install images (Boot wim and Install wim) are located on the
installation DVD in the “Sources folder.

More information about images and image types
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5. Locate 'boot.wim'in the 'sources' folder of the mounted Rescue Media Image and click 'Open’' then 'Next'.

Tl_h ¥ This PC » DVD Drive (E:) Rescue » sourcal w G| | Search sources

Organize ~

~ .
‘;} Favorites L= Mame Date modified Type

Size

B Desktop | D boot.wim 29/02/2016 12:48 WIM File

240,079 kB

,j. Downloads
% Recent places

1% This PC
j Desktop
,E Documents
j Downloads
j Music
,:EI Pictures —
B Videos
& Local Disk (C) |
&4 DVD Drive (E:) Re ¥

File name: | boot.wim v| |Windowsimagefi|5 (*owim) V|

I Open

Cancel

6. Name your boot image and click 'Next' twice.

Enter a name and description for the following image:
"Microsoft Windows PE (64)

Image name:
I MR Rescue Media PE (x64)
Image description:

| MR Rescus Medis PE (64)

Image architecture:
x64

7. Once finished you will see the the bootable image in the 'Boot Images' section of Windows Deployment

Services console.
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& Windows Deployment Services [= o[

o 2@ X =
ﬂ Windows Deployment Services Boot Images 1 Boot Image(s)

4 33 Servers
4 _ﬁ) DeploymentSRV.macrium.local
B | Install Images
I Lt Pending Devices
I é} Multicast Transmissions

I . Drivers
n Active Directory Prestaged Devices

You will now be able to boot PCs on your network with the Macrium Reflect Rescue Media.

Standalone backup set consolidation

It can be useful to independently consolidate multiple files in a backup set into a single Full or to consolidate a group
of Incremental backups. This helps to conserve disk space and can be used when archiving your backups to
optimize the number of backups being copied.

Independent consolidations can be run without creating a backup or launching Macrium Reflect by running a small
utility Macrium Image Consolidation located in the Macrium Reflect install folder.

This is usually 'C:\Program Files\Macrium\Reflect\consolidate.exe'.

Using Macrium Image Consolidation

To Launch Macrium Image Consolidation double click ‘consolidate.exe' in Windows Explorer.

{D ‘consolidate.exe’ is a standalone executable that does not require installing.
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& Macrium Image Consolidation - v8.0.5840
From file:
| E:\BFBBAT7F631045 1F-00-00.mrimg 1. |
To file:
|E:\,BFBBA??FEE][HE1F-02-D}l.mrimg 2, ||
From File Details To File Details
Image ID: BFBBAYF5310451F Image ID: BFBBAYF5310451F
Backup Type: Full Backup Type: Incremental
Backup Date: 03/05/2021 21:59 5 | Backup Date: 03/05/2021 22:00
Compression: Medium Compression: Medium
Password: Mo Password: Mo

File 'BFEBATIFE310451F-02-02.mrimg’ loaded OK

03/05/2021 22:00:12 File 'BFEEAT7FG310451F-00-00.mrimg’ loaded OK
03/05/2021 22:00:30 File 'BFEEATIFG310451F-02-02.mrimg' loaded QK

4,

Clear log Consolidate Close

Area Description

v5

Enter the 'From' backup file for the consolidation process, or click '..." to browse. This is usually the Full

backup, ending in '00-00.mrimg', but can be an Incremental file.

Valid Macrium backup file types are:

Image files: .mrimg

File and Folder backup files: .mrbak
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Area Description

Exchange backup files: .mrex

2. Enter the 'To' file for the consolidation process, or click '..." to browse. This must be in the same backup
set as 1. and must have been created after the backup in 1.

Click 'Consolidate’ to begin the consolidation process.
3. Basic information about the backup files.

4. The output Window. This is populated after clicking '‘Consolidate’ and contains detailed information about
the consolidation process.

@ Note: Selecting a 'Full' image for the '‘From' backup file will create a consolidated 'Synthetic Full' image.

Restrictions when choosing the 'From' and 'To' backup files.

® Each file must be from the same backup set. See How backup sets are created and maintained for more
information on sets.

Error output:

Fromand To files are froma different backup set.
® The 'To' file must have been created after the from file.

Error output:

Fromfile is nore recent than the To file
® The backup set cannot contain any Differential backups.

Error output:

The backup set contains Differential backups
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Converting a Physical machine to Virtual Machine

@ Links have been added to each applicable step to explain the step in greater detail.

1. Using Macrium Reflect take an image of your physical machine.

2. Once you have an image, create a Rescue Media ISO image.

w

Create a Virtual Machine using your preferred hypervisor (Hyper-V, VMware, Virtual box...), assigning to it a
vCPU, Memory and a Virtual Hard Disk.

Boot the VM using the created Rescue Media ISO image.
From the booted Rescue Media restore your image on to the Virtual Hard Disk attached to your VM.

Without exiting the Rescue Media, run the ReDeploy option.

N g k&

Detach the ISO from your VM and reboot it.

Logging file changes for Incremental and Differential Images

Your Windows operating system and installed applications can create many changes 'under the hood' without you
knowing about it. This can cause Incremental or Differential images to be substantially larger than expected. This
article describes a feature in Macrium Reflect to log files that have been changed in each Incremental or Differential
image.

@ Note: In Macrium Reflect v7, this functionality is only available if Changed Block tracker (CBT) s disabled.
Take 'Other Tasks' > 'Edit Defaults' > 'Advanced' > 'Advanced Incrementals' and un-check 'Enable
Changed Block Tracker'

What are Incremental and Differential Images?

Incremental images will only backup data blocks that have changed since the last Image or, in the case of
Differential, Full image in the backup set. Images are created at File System cluster level and each block is MD5
hashed and compared. Blocks with the same hash signature aren't included in the Differential or Incremental image
file. A data block is usually 16 clusters in length.

See also: How backup sets are created and maintained

How to show changed files

If the following registry entry is set, Reflect will perform a reverse 'look-up' to identify the file for each cluster that is
backed up.
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@ This may increase the time taken to backup and should only be used for diagnosis.

Key:

Name: LoglncrementalChanges

Type: DWORD

Value: 1

HKEY_LOCAL_MACHINE\SOFTWARE\Macrium\Reflect\Settings

Once the registry entry is set, perform another Differential or Incremental Image and, once complete, delete the

registry entry created above. Then use Windows Explorer to navigate to: 'C:\ProgramData\Macrium\Reflect' in

Windows Explorer and sort by Modified Date:

=l

v ProgramData » Macriurn » Reflect » - | +4 | | Search flefizct
il Burn New folder = » [
[ Mame Date mod‘ified Type Size

|| 6A6BEZ96D85FDAZF-01-01.html 06112016 13:10 Chrorme HTML Do, 23 KE

|| 6AGBEZ96DESFDAZF-01-013inc.log 06/11,/2016 13:10 Text Document KB

|| 6AGBE296DE5FDAZF-01-012.inc.log 06/11/2016 13:10 Text Document 1KB

|| 6AGBE296DE5FDAZF-01-011inc.log 0611/2016 13:10 Text Document KB

|| 6AGREZIGDESFDAZF-01-01inc log 06/11/2016 13:10 Text Document 1KB

|| 6AGREZI6DESFDAZF-01-010ssl0g 06112016 13:10 WESLOG File KB

|| ¥XMLFiles.dat 067112016 13:09 DAT File 12 kE

|| 15ABAE3CCOGESI11-00-00.hml 05112016 16:33 Chrorme HTML Do, 15 KB

|| 15ABAEICCOGES911-00-000s5l0g 057112016 14:51 WESLOG File 5 KB

|| EASCF14400168CEF-00-00.html 05/11/2016 14:49 Chrome HTHL Do, 13 kB

|| EAICF14400168CEF-00-00:s35l0g 05/11/2016 14:47 WESLOG File 5 KB

|| DF7173CFTESBFCS-00-00.ktrnl 05/11/2016 14:29 Chrorne HTRL Do, 13 kB

|| DF7173CFTESBFCS-00-00mssl0g 05/11/2016 14:29 WESLOG File SKB

FFECATNCACCANMAL (0 An 1t |

AC 14 s 4 4. 0C

e LITR AL T

401

In addition to the normal '.html' and ".vsslog' files you will also see files with ".inc.log' at the end. There will be one for

each NTFS partition in the Differential or Incremental.

The first file, {IMAGEID}-XX-YY.inc.log, is the log for the first NTFS patrtition, the next file is , {IMAGEID}-XX-YY1.
inc.log and,

in the above example, {IMAGEID}-XX-YY3.inc.log is the last last NTFS partition in the image.

E

v5

xample log output
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MFT Record - 32 - .\$Ext end\ $RrVet adat a\ $Txf Log\ $Txf Log. bl f

MFT Record - 34 -

\ $Ext end\ $Rmvet adat a\ $Txf Log\ $Txf LogCont ai ner 00000000000000000002

MFT Record - 38 - .\Wndows\ Prefetch\ Ag@ d obal Hi story. db

MFT Record - 39 - .\Wndows\ Prefetch\ Agd Faul tHi story. db

MFT Record - 43 - .\ W ndows\ Pref et ch\ AgRobust . db

MFT Record - 45 - .\ W ndows\ Pref et ch\ Ag@ FgAppHi story. db

MFT Record - 1236 - .\W ndows\ Sof twar eDi stri buti on\ Sel f Updat e\ WiPackages. xm

MFT Record - 1333 - .\Program Files (x86)\ TeamVi ewer\ Ver si on8\ TeanVi ewer 8_Logfil e.

| og

MFT Record - 1353 - .\ ProgranData\M crosoft\ RAC\ Publ i shedDat a\ RacWhr Dat abase. sdf
MFT Record - 1592 - .\ Users\Dev\ AppDat a\ Local \ Googl e\ Chr one\ User

Dat a\ Def aul t\ Current Session

MFT Record - 1783 - .\Program Files\M crosoft SQ Server\MSSQ.10.

SQLEXPRESS\ M5SQL\ Log\ ERRORLOG

MFT Record - 13900 - .\Wndows\ Syst enB2\w nevt\Logs\ M crosoft-W ndows-

Pri nt Servi ce%lAdmi n. evt x

MFT Record - 15637 - .\W ndows\ W ndowsUpdat e. | og

MFT Record - 15741 - .\ W ndows\ SystenB2\w nevt\Logs\ M cr osof t - Wndows- W ndows
Def ender %Oper at i onal . evt x

MFT Record - 15743 - .\ W ndows\ Syst enB2\ wi nevt\ Logs\ M cr osof t - W ndows- W ndows
Def ender ¥4WHC. evt x

MFT Record - 15755 - .\ Users\ Dev\ AppDat a\ Local \ Googl e\ Chr one\ User

Dat a\ Def aul t\ | ndexedDB\ htt p_| ocal host _2904. i ndexeddb. | evel db\ LOG

MFT Record - 15868 - .\W ndows\ boot st at . dat

MFT Record - 21541 - .\Wndows\security\database\secedit.sdb

MFT Record - 21544 - . \W ndows\ Servi ceProfil es\Local Servi ce\ NTUSER DAT

MFT Record - 21565 - .\ W ndows\ Servi ceProfil es\ NetworkServi ce\ NTUSER. DAT

MFT Record - 22562 - .

\ W ndows\ Ser vi ceProfi | es\ Net wor kSer vi ce\ AppDat a\ Local \ Tenp\ MpCndRun. | og

MFT Record - 22649 - .\ W ndows\ Syst enB2\ 7B296FB0- 376B- 497e- B012- 9CA50E1B7327- 5P- 1.

C7483456- A289- 439d- 8115- 601632D005A0

MFT Record - 22650 - .\W ndows\ Syst enB2\ 7B296FB0- 376B- 497e- B012- 9C450E1B7327- 5P- 0.

C7483456- A289- 439d- 8115- 601632D005A0

Each log file lists the MFT record and full path name to the file(s) that have changed.

@ There will be many MFT metadata files (prefixed by '$") that are not visible to Windows Explorer or any

other windows utilities, but these are always included (if changed) in Diff/Inc image files.

(D Please note that this doesn't mean that all clusters in the listed files have changed it means that the file

B

v5

clusters are scanned and differences have been detected.

ackup to the cloud with Azure File Shares

Copyright © 2019. Paramount Software UK Ltd. All Rights Reserved. Page 471



Macrium Reflect v8.0 User Guide

Azure Files offers fully managed file shares in the cloud that are accessible via the industry
standard Server Message Block (SMB) protocol.

Share access is fully secure using end to end AES encryption utilised in the SMB 3.0 protocol and
can be used directly for Macrium Reflect backup and restore and Site Manager repositories.

(D Note: SMB 3.0 is available with Windows 8.1 or later and Windows Server 2012 or later operating
systems. Earlier versions of Windows cannot mount Azure shares.

Port 445 (TCP outbound) must be open to allow communication with Azure file shares. If you have

problems please check that your ISP isn't blocking this port.

How to setup an Azure File Share

It's easy and takes just 5 minutes! If you don't currently have an Azure account then it's easy to set one up. There's a
Free tier and currently a free credit for full access when you first enrol. Please see here for more information:
https://azure.microsoft.com

In the Azure Dashboard select 'All Services' then scroll to and select 'Storage Accounts' in the 'Storage' group:

Click the 'Add' button to reveal the share creation options.

v5

Micre

—|— Create a resource
All services TV VP
o T B Network security groups (classic)

¥ Dashboard Connections

B Al resources sromace (3)

8¢/ Resource groups 7 Storage accounts

& App services 3 Data Lake Store

¥ Function Apps

WEB (12)
% sqL databases X
App Services
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EE Edit columns **+ More

NAME

B 1abd956

Create storage accc

The cost of your storage account depends on the

usage and the options you choose below.
Learn more

¥ MName @

| macriumeofficebackups

.corewindows.net

Deployment mode| §

Account kind @

¥ Location

West Europe

Replication @

Read-access geo-redundant storage (RA-...

Perfarmance @

™ Subscription

Visual Studio Professional

"
Resource group

'!' Create new 'Z::_::Z' Use existing

backups

| Pin to dashboard

- Automation options

You must provide a unique name, across all Azure shares, for your share URL. I've used 'macriumofficebackups’ for

this example.

Select the 'Classic' deployment model to keep things simple.

Create a new and appropriately named 'Resource Group'. I've used 'backups'.

Select 'Pin to dashboard' for easy access.
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Finally, click 'Create' and you'll see the following activity widget on the dashboard followed by a new storage tile

after a few seconds:

macriumcfficebackups

Submitting deployment for

Slwrage aocounl - blub, .., —
—

Avgilable

Click the new storage tile, select 'Files' in the storage account selections pane that opens, then click 'Add File

Share'

Fe) « + File share D Refresh

-_— Storage account: m

BLOB SERVICE /:)
1 Containers NAME

"-’3) CORS You don't have any file shares yet, Click '+ File share' to get started.
Custom domain

W Soft delete

=& Azure COM

FILE SERVICE

Files

M rapc

Give your share a meaningful name and set the size. The max is 5TB / 5120 GB:
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+ File share O Refresh

MNew file share

* MName

charel

Quota @
5120 o

GB

Click the '..." menu on the new share and select '‘Connect'

NAME MODIFIED QuoTa
o iz Properties =
Connect o
Quota X
Edit metadata (i ]
Access policy p
View shapshots =l
Delete share i

You'll be presented with several scripts and command line options to connect to your new share from anywhere in

the world
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Connect

share1

Connecting from Windows

Drive letter |

To connect to this file share from a Windows computer, run these
PowerShell commands:

$acctKey = ConvertTo-SecureString - o
String "4FkHLDrmoaos2lYkwnLIR8Ls+6nVVATPlaMoCEWa1j6 ‘
GfvnHMDfAaVmFDA4IQkCzxtndYPObI2Lc+ FXWZPjQw==" -
AsPlainText -Force

$credential = New-Object v

Alternatively, run this command if the key doesn't begin with a forward
slash:

net use Z: E

\\macriumofficebackups.file.core.windows.net\share1 /u:AZUREY

macrium ki

4FkHLDrmoaos2YkwnLIRBLs+6nVVATPlaMoCEWa1j6GhmHMDF

When connecting from a computer from outside Azure, remember to
open outbound TCP port 445 in your local network, Some Internet
service providers may block port 445, Check with your service provider
for details.

Learn more about Azure File Storage with Windows

Connecting from Linux

To connect to this file share from a Linux computer, run this command:

cifs //macriumofficebackups.file.core.windows.net/share1
[mount point] -0
vers=3.0,username=macriumofficebackups,password=4FkHLDr
moaos2|YkwnLIR8Ls+6nVVATPlaMoCEWa1j6GfvnHMDfAaVmFD
A4IQkCzxtn4YPObI2Lc+ FXWZPjQw= = dir_mode=0777 file_mod
e=0777 sec=ntimssp

The Linux SMB3 client doesn't support share level encryption yet, so
mounting a file share in Linux only works from virtual machines running
in the same Azure region as the file share.

Learn more about Azure File Storage with Linux

sudo mount -t

We just need to select and copy the share path, username and password text from 'net use' command:

Your details will obviously be different, but for this example:

Share
path:

User:

Password:

v5

\\macriumofficebackups.file.core.windows.net\sharel

AZURE\macriumofficebackups

4FKkHLDrmoaos2lYkwnLIR8Ls+6nVVATPlaMoCEWalj6GfvnHMDfAaVMFDA4IQkCzxtn4YPODbI2Lc+Ifx
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w Creating the share is now complete and you have enough information to connect to Azure for backup
and restore from Macrium Reflect and for creating Site Manager repositories.

More details on other setup methods and options can be found here: https://docs.microsoft.com/en-us/azure/storage
[files/storage-how-to-create-file-share

How to connect to the Azure Share in Macrium Reflect
Connecting is simple! Once you have the share details copied from the steps above you can begin backing up to the
cloud in exactly the same way as you would any local network share.

Take the 'Other Tasks' > 'Edit Defaults' > 'Network' menu option in Reflect.
Click 'Add' and enter the Azure share user name and password then click OK.

These credentials are only used if @ network connection isn't already established.

Network Location Details

Spedfy credentials for a spedfic network path using the fields below Add
N - Edit
\\server\share | 'I,'I,I‘l’laEI'ILII'anﬁEEbad{LIDS.ﬁ|E.EDI’E.'J\'IndD'J\'S.I‘IEt'I,ShaI|
Delete
Username | AZUREYmacriumofficebackups |
Password |oooooooooooooo.oooooo.o.o.o.o.o.o.o.o |
|
< >]

You can now backup directly to the cloud by entering the Azure share path plus any sub folder if
you want to:

In this example we're imaging directly to: \\macriumofficebackups.file.core.windows.
net\sharel\july _backups
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Disk Image

g Select Source Drive(s) and Image Destination
24
Source

MER Disk 1 [12423575] - Samsung S5O 850 PRO 512GE EXMIMBEQ <476.54 GB=

== 1 - System Reserved (H:) == 2- (C) 3- (None)
NTFS Active NTFS Primary NTFS Primary
5.1 ME 7| 4955 GE 382.6 ME
500.0 ME 475.53 GE L EEome ]
Total Selected: 95.1MB
Destination

@) Folder I | Vmacriumafficebackups. file core, windows. net\share 1ily_backups v| I
Alernative locations

CD/DVD Burner
Use the Image ID as the file name. (Recommended)
Backup filename: {IMAGEID}

[ Ymacriumvault. file. core. windows. net\reflect\{IMAGEID}-00-00.mrimg

+LT Advanced Options Help < Back Next = Cancel Finish
Sucess!

Destination: ~
Backup Type: Ful
File Name: ‘\"macriumofficebackups file core windows net‘share 1\uly_backups\7E7BDE0A552280C3-00-00.mrimg

Attempting to connect to: “\macriumofficebackups file core windows net'share 1july_backups'

Operation 1of 1
Hard Disk: 1
Drive Letter: H
File System: NTFS
Label: System Reserved
Size 500.0 MB
Free: 404.9 MB
Used: 95.1 MB

Starting Image - Tuesday. July 03. 2018 13:45:14
Initializing
Destination Drive: Free Space 5.00 TB
Free space threshold:  Delete oldest backup sets when free space is less than 5.00 GB

Creating Volume Snapshat - Please Wait
Saving Partition - System Reserved (H:)

Reading File System Bitmap
Saving Partition

Saving Index Y]
Overall Progress: 91% Transfer Rate: 55.9 Mb/s Time remaining: N/A
Current Progress: 91% Time remaining: 01 Seconds
Low High
Priority I Priority On completion | No Shutdown Hide Cancel

@ Note: When your login credentials are saved in the Reflect defaults you can even perform an unattended
system restore and the rescue media will automatically connect to Azure for you.
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How to add an auto restore xml file to the rescue media

If you've purchased a Macrium Reflect Deployment Kit License then to assist with deploying images it may be

desirable to automate the restore of a 'Golden’ Image by adding the Macrium Reflect auto restore xml file directly to

the Windows Image (WIM) file used by the rescue media or by a PXE deployment server.

Create your auto restore XML using your 'Golden’ image by simulating a restore and pressing 'Ctrl' + 'Shift' + 'S’

on the final restore wizard page as describe below:

@ Note: The steps below to create the 'Golden' Image and 'macrium_restore.xml' can be run in Windows PE

if required.

Ensure that the Image file is located on an accessible network share if you intend to deploy using PXE

Click here to show the Auto Restore dialog...

To launch this dialog press 'Ctrl + Shift + S' together on the last page of the Restore wizard.

Restore Summary

Image 10:
Date:

Time:

Image Type:

Image File:
%

Source Disk:
Geometry:
Destination Disk:

Verify:

Detta:

55D Trim:
Power Saving:

Schedules

Operation 1of 1

Restare Partition:

Drive Letter
Start Sector:
End Sector:
Partition Type

& Advanced Options

Auto Restore *

Password protect this restore:

|| Cancel
Leave blank for no password

Help

Source Image File

(®) Restore this image file. {Default)
() Restare the latest matching image in the same folder

Target Disk Selection
(®) Match target disk on unique disk identifier. (Default)
(O) Match target disk on disk number if unique id not found
Disk Number: |1 {Mote: Disks start at no. 1)

WARNING: Matching on disk number could lead to overwriting the wrong disk
if the rescue media loads disks in a different sequence. ]

Restore xml file location
File ‘macrium_restare xml” wil be saved to the root of a local drive
Choose drive: = ~
[[]Choose a file name and location after clicking 'OK'

Note: Automatic restore will any be active f the restore xml file is named
‘macrium_restore xml” and iz located in a root folder,

[ Set the restore xmi file as "Read Only'. ]

Help < Back Next = Cancel Finish I

e——|

This dialog will prompt for options to automatically restore the selected image file at a later time using the Windows

PE rescue media. When OK is clicked a restore definition XML file will be saved.
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Auto Restore hod

Password protect this restore:

|| Cancel
Leave blank for no password

Help

Source Image File

(®) Restore this image file. (Defautt)
() Restore the latest matching image in the same folder

Tanget Disk Selection
{®) Match target disk on unique disk identifier. (Defautt)
() Match target disk on disk number f unigue id not found
Digk Mumber: |1 (Mote: Disks start at no. 1)

WARMNING: Matching on disk number could lead to overwriting the wnong disk
if the rescue media loads disks in a different sequence.

Restore xml file location
File ‘macrium_restore xml” wil be saved to the root of a local drive.
Choose drive: C: w
[Jchoose a file name and location after clicking 0K

MNote: Automatic restore will ony be active if the restore xmil file is named
‘macrum_restore xml’ and is located in a root folder.

[] 5et the restore xml file as ‘Read Only'.

Option Description

Password: Enter a password to protect against accidental or unauthorised running of this restore.

Source Restore this image file: This is the default operation. The image file selected will be used as the
Image restore source.
File:

Restore the latest matching image in the same folder: The image folder will be searched for any
image files that contain the partitions being restored. The latest backup date is chosen as the restore

source.
Target Match target disk on unique identifier: This is the default operation. The unique disk id is used to
Disk ensure that the correct disk is restored to.

Selection:
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Option Description

Match target disk on disk number if unique id is not found: This option will not fail the restore if
the target unique disk id cannot be found.

The default number is the current number of the target disk but you can choose an alternative disk
number if it's known that the number of the disk is different in the restore environment.

Use with caution as Windows PE can enumerate disks in a different sequence and cause the
wrong disk to be restored to, however, this won't be an issue if your system has only one local disk.

Restore Choose drive: Select from a list of local drives to save the restore definition file. The file will be
xml file saved in the root folder of the chosen drive and will be named 'macrium_restore.xml’
location

Choose a file name and location: If selected, a file 'save As' dialog will be shown when the 'OK’
button on this dialog is clicked. This enables saving the restore definition file to any file name and to
any folder.

@ Note: For auto restore to operate the restore definition must be named 'macrium_restore.
xml' and be located on a root folder on a local drive. Saving to a different name and/or
location enables you to prepare several restore definitions for later use.

Set the restore xml file as 'Read Only': At the end of an auto restore the restore definition is
automatically deleted. Setting the definition as 'Read Only' prevents deletion and enables re-running
of the same restore each time Windows PE starts.

If the image file is located on a network share then you'll be prompted to enter the authentication details:

Windows Security X

Enter the network logon credentials to enable Windows PE to
access the Metwork share.,

User Mame | serveriusername| |

Passward | --------------------------1|

Cancel
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How auto restore works

Local drives are scanned (from A to Z) for a restore definition 'macrium_restore.xml' file in each drive root folder.
Macrium Reflect will use the first restore definition found. This can be any local drive, including USB flash drives or
optical media.

The restore definition contains instructions to locate the image file to restore from and the target disk to restore to.

It is imperative that the correct image file is restored to the intended disk. To ensure that there are no nasty surprises
after restoring, Macrium Reflect will uses unique disk identifiers and sector offsets to match the source and target of
the restore.

Locating the source image file folder

The default behaviour is to read the image file specified in the <file_name> xml node. However, It's possible that
Windows PE has assigned different drive letters to local drives, in this case the following procedure is followed.

® All local drives are scanned for a 'Marker file that is created when the restore definition is saved. This
Marker file has the following file name format: '‘Macrium_restore_{GUID}.txt', where the GUID (Globally
Unique Identifier) is retrieved from the '<search node>'"in the restore xml.

<search gui d="{0D6B46CA4- ASED- 4578- A9CO- 5539B0AB94A0} " >Y</ sear ch>
<fil e_name>D: \ backups\ aut o_r est or e\ 4E855CB463979BC9- 01- O1. nri ng</fil e_name>

If the marker file isn't found in the path specified in the <file_name> xml node then all local drives are
searched for the marker file in the same sub folder. If the marker file is found then that folder will be
searched for the image file to restore.

® | no Marker file is found or is not specified in the xml then all local drive are scanned (from A to Z) to locate
any images in the folder specified by the '<file_name>' xml node that contain images to restore.

@ Note: If the image file is located on a network path then no searching is required. Network paths are
unambiguous and absolute.

Locating the correct source image file

The default behaviour is to read the specified image file in the folder in the '<image_file>' xml node. However, if
'Restore the latest matching image in the same folder' is selected in the Auto Restore dialog then the following
procedure is followed:
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Source Image File

() Restore this image file, (Default)
(@) Restore the latest matching image in the same folder

xml attribute find_recent="Y" is added to the <file_name> xml node.

<file_name find_recent="Y">D:\backups\auto_restore\4E855CB463979BC9- 01- 01. nri ng<
/file_nane>

All matching backup sets are loaded in the image file folder and the most recent backup date is selected and used
for the restore. A matching backup set has the same disk and partitions specified in the restore definition file.

<restore_definition>
<properties>
<source_di sk i d="3A177438- 02D6- 4DB6- 9FCC- 184F81DEE52A" >1</ sour ce_di sk>
</ properties>
<operation id="1">
<t ype>copy</type>
<Copy>
<sour ce>
<partition start_sector="2048" end_sector="616447">1</partition>
</ sour ce>
</ copy>
</ operati on>
</restore_definition>

A matching image file contains the same disk identifier and partition start and end sectors as well as partition
number.

e.g, In this case Disk identifier 3A177438-02D6-4DB6-9FCC-184F81DEES2A and partition number 1 with start
sector 2048 and end sector 616447

Locating the restore target disk

The default behaviour is to select the target disk by matching the unique disk identifier specified in the <target_disk>
xml node. However, if 'Match target disk number if unique id not found' is selected in the Auto Restore dialog
then the following procedure is followed:

Target Disk Selection

() Match target disk on unigue disk identifier. (Default)
(@) Match target dizk on dizk number if unique id not found

WARMING: Matching on disk number could lead to
averwriting the wrong disk if the rescue media loads disks
in a different sequence.

xml attribute number_fallback="Y" is added to the <target_disk> xml node.
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<target _disk id="3A177438-02D6- 4DB6- 9FCC- 184F81DEE52A" nunber _fal | back="Y">1<
/target _di sk>

The restore target disk is matched on disk number if a disk cannot be matched using the unique identifier.

® Please use this option with caution as Windows PE may load disks in a different sequence to regular
Windows. This may cause the wrong disk to be restored to.

Next we need to mount the Windows Image (WIM) file and copy the 'macrium_restore.xml' file to the root of the
image.

1. From within Windows (not PE), create an empty folder anywhere on your C: drive that will be used to mount
the WIM file. In this example we'll use 'C:\Boot\Mount'.

2. Open a command prompt with elevated privileges and type the following command:

DI SM / Mount -i nage /i magefil e: C\boot\macri um WALOKFi | es\ medi a\ sour ces\ boot .
wim /index:1 /MuntDir:"c:\boot\nmount"

(D Note: The location of the WIM in this case is the default location for the Windows PE 10 WIM file.
Please update as necessary in your own command.

3. Open the mounted folder in Windows Explorer and copy the 'macrium_restore.xml' file to the root.

» This PC » Local Disk (C:) * boot » mount

s

MName Date modified Type Size
55
boot 14/06/2018 12:02 File folder
Drivers 14/06/2018 12:02 File folder
I Program Files 14/06/2018 12:02 File folder
its Program Files (xB6) 29/00/2017 14:38 File folder
ProgramData 29/08/2017 14:38 File folder
o(C3) Users 2 2017 14:38 File folder
Windows 2 2017 14:39 File folder
|| macrium_restorexml 15/06/2018 09:31 AML Document 4 KB

@ Note: After copying the file close Windows Explorer so that there are no locks on the open folder.

4. Type the following commands in the command prompt:
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Di sm / Unnmount -i mage / MountDir:"c:\boot\nount" /Comnit
Di sm / C eanup- Wm

5. Once complete the WIM file can be copied to a deployment server or USB stick and used to initiate an
automatic restore.
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