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Macrium Reflect v7 User Guide

MacriumReflect 7

These pages introduce you to Macrium Reflect, its capabilities and methods.
The first thing you should do is create rescue media. See Rescue Environment (see page 96).

With your rescue media in-hand, we recommend that you follow through some basic tutorials to learn the system and
to gain some immediate security by backing up your Systems. We have a range of tutorials and videos covering
many aspects of using Macrium Reflect.

To get you started the following are some useful tutorials and articles:
® Introduction (see page 7)
® Macrium Image Guardian (see page 86)
® Rescue Environment (see page 96)
® Backup, imaging and cloning (see page 147)
® Scheduling (see page 215)
® Restoring and browsing (see page 239)
® Re-deploying to new hardware (see page 296)
® Macrium Reflect Server Plus (see page 305)
® Scripting and command line operations with Macrium Reflect (see page 306)
® Generating scripts and batch files (see page 315)
® Backup Folder Synchronization (see page 342)
® Macrium Reflect default settings (see page 344)
® PXE Deployment (see page 392)
® Standalone backup set consolidation (see page 396)
® Converting a Physical machine to Virtual Machine (see page 399)
® Automatic System Restore (see page 400)
® Logging file changes for Incremental and Differential Images (see page 408)
® Backup to the cloud with Azure File Shares (see page 411)

® How to add an auto restore xml file to the rescue media (see page 417)
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Introduction to Macrium Reflect

Using Macrium Reflect you can backup whole partitions or individual files and folders into a single compressed,
mountable archive file. You can use this archive to restore exact images of the partitions on a hard disk so that you
can easily upgrade your hard disk or recover your system if it breaks. You can also mount images as a virtual drive
in Windows Explorer to easily recover Files and Folders using Copy and Paste.

® Summary

If you consider yourself non-technical this article should help you to start understanding the terminology,
workings and concepts of imaging, backup and Macrium Reflect.

Inside a PC, the operating system, applications and all your files need to be kept somewhere when the power is off.
This permanent storage is usually a hard disk drive containing a spinning magnetic platter. The information on the
platter is recorded and read by read-heads. So that the read-heads can store and find recorded data, the disk is split
into blocks, usually of 512 bytes, which are numbered from the start to the end of the platter.

So that the operating system can use different file systems or provide multiple volumes (like the C: drive, D: drive
and recovery area), it partitions these blocks into volumes (sometimes also called partitions). These volumes and
their file systems are the first thing you'll see when you start Macrium Reflect.

Figure: Macrium Reflect showing the volumes and file systems on a system disk

Macrium Reflect showing the backup task pane

@ Macrium Reflect - Server Plus Edition [UEFI] - oEd

Fle View Bacup Restore OtherTasks Help

More recently, magnetic disk drives have been replaced or augmented by other technologies like Solid-State Drives
(SSD). These devices have slightly different restore requirements which Macrium Reflect handles seamlessly using
features like SSD Trim support.

Rescue media and Windows PE

If you lose your Windows operating system, you can start your PC using Macrium Reflect rescue media on CD,
DVD, or USB stick. This makes creating rescue media the first thing you need to do with Macrium Reflect. It contains
a bootable, lightweight version of Windows and a full version of Macrium Reflect.
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This lightweight version of Windows is called Windows Pre-installation Environment (also known as Windows PE or
WInPE) and is provided by Microsoft. When you create rescue media, Macrium Reflect downloads Windows PE
automatically for you and writes it to your media. It downloads just those components you need to rescue your
system.

Disk imaging

Macrium Reflect creates an accurate and reliable Image of a hard disk or the partitions on the disk. In the event of a
partial or complete system loss, you can use this image to restore the entire disk, one or more partitions, or even
individual files and folders.

During the imaging process, Macrium Reflect copies the contents of entire volumes including a reference to their
physical location on the storage device to an image file (.mrimg). You would normally store the image file on local or
network drives, or removable drives connected using USB or eSATA.

We strongly recommend that you create an image of your system at regular intervals.

You can read more about how to use Macrium Reflect to image your PC in our KnowledgeBase article Creating a
backup image of your computer, drive or partitions (see page 148).

Macrium Reflect can help you create regular images by scheduling them for you. It can even tidy up after itself - see
Scheduling retention and disk space (see page 215).

Differential and incremental images
Macrium Reflect can create Full, Differential, and Incremental images to optimize backup speed and disk space
requirements.

When you image a volume for the first time it is referred to as a Full image. A Full image file contains all of the data
stored in the volume. Macrium Reflect provides two alternative methods of backing up your data after the initial full
image has been completed:

1. A Differential image that backs up all the data that has changed on the volumes since the last Full image
was taken.
2. AnIncremental image that backs up all the data that has changed on the volumes since the /astimage was

taken whether that is a Full, an Incremental or a Differential image.

These methods significantly reduce the amount of disk space and time required to create image files and make it
possible to restore your system from intermediate points within the backup chain.

(D Note:In order to restore a differential image, you must have the original full and the differential image you
wish to restore. To restore an incremental image, you must have the original full and all subsequent
incremental images in the backup set.

If you want to learn how to create differential or incremental backups using Macrium Reflect, please see Differential
and incremental disk images (see page 193).

To learn more about backup sets, please see Backup, imaging and cloning. (see page 147)
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File and folder backups

To create a File and Folder backup, select the files and folders you want to backup, apply File and Folder filtering
criteria to include and exclude files and/or folders, and Macrium Reflect creates a compressed backup file (.mrbak)
that can be restored directly or browsed using Windows Explorer. Storing backups in a single file is beneficial
because it can be compressed, encrypted and stored elsewhere with ease.

As you can for images, you can also create Differential, and Incremental file and folder backups to optimize backup
speed and disk space requirements.

File and folder backups are ideal if you only wish to backup specific documents, photos or music, rather than your
whole system.

More information on how to backup files and folders is in our KnowledgeBase article Creating a backup image of
your computer, drive or partitions (see page 148).

Disk cloning

With Macrium Reflect, you can clone your system disks to enable you to swap failed disks out of your system and
get things back up and running again in minutes.

Cloning is often confused with imaging. The process is identical but instead of storing data to a file, it replicates
volume contents and disk structures to an alternative device. When the cloning process is complete, the target disk
is identical to the original and contains a duplicate of all volumes, files, operating systems and applications.

(D Note: Any data on the target disk prior to the cloning process will be erased.

Cloning a disk is particularly useful to upgrade an existing hard disk and in the event of a hard drive failure, you can
simply replace the failed disk with a clone and have your system up and running again in minutes. However, cloning
a disk is not an efficient way of backing up your data if it changes frequently because the clone will only contain one
point in time as there is no 'Backup Chain' history that is available with Disk Images. Also, Disk Images can be
compressed and saved to any location.

More information on how to clone your disk is in our KnowledgeBase article Cloning a disk (see page 174).

Backup Plans and Retention Rules

Macrium Reflect provides multiple Backup Plan options to create backup cycles in days, weeks or months that allow
you to pick when you want your backup definitions to run and whether they should be Full, Differential or Incremental
backups. Scheduled backups can run independently of whether anyone is logged into the computer.

Macrium Reflect provides an easy 3 step approach to editing backup plans for a backup definition:
1. First, optionally select a Template from a set that includes implementations of industry best practice like
Grandfather, Father, Son (GFS) or Incremental Forever
2. Add, remove or change the schedules as needed for full, differential and incremental backups

3. Finally, define Retention Rules for each type of backup. Using the Retention Rules, you can retain a
specific number of each type of backup or keep them for a number of days or weeks before cleaning up.
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Options define whether to apply the retention rules to all the backups in the folder, whether to run the purge before
backing up, and let you define a minimum amount of disk space to retain in gigabytes (GB) before automatically
deleting the oldest backup sets in the destination folder to make space available for new backups.

@ Note: A backup set consists of a full backup and any Incrementals or Differentials with the same image
ID. The image ID is the part underlined in the following example backup file name: 69B5FC3F39EQFIF5
-00-00.mrimg

Restoring files and folders

Macrium Reflect restores selected files and their folder structures from File and Folder backup .mrbak files. There
are a number of ways to restore backups:

1. You can restore individual files, for example, accidentally deleted spreadsheets or lost photos by browsing an
Image or File and Folder Backup. This process mounts the image file in Windows Explorer as if it were an
extra disk drive. After it is mounted, you can browse and open files and copy the files back onto your active
file system whenever you like.

2. You can directly restore the contents of a file and folder backup using the Macrium Reflect file and folder

restore feature.

You can find more information in Restoring a file and folder backup (see page 258) and Browsing Macrium Reflect
images and backups in Windows Explorer (see page 250).

Restoring images

Macrium Reflect restores disks or their partitions exactly as they were when the backup was taken. The restore
process also enables you to expand or shrink partitions if the restore target is a new disk and a different size to the
original.

If your whole system becomes corrupt, you can load Macrium Reflect and restore your image despite being unable
to boot Windows. You can boot from the Macrium Reflect Windows PE rescue media and use Macrium Reflect to
find and restore your images

The restore process is documented in the article Restoring a backup system image from Windows (see page 243).

ReDeploy

From the rescue environment you can launch Macrium ReDeploy to adapt the recovered Windows system to its new
environment whether that is a virtual machine or a different computer. With Macrium Reflect ReDeploy, you can
restore an image to a replacement computer or even create virtual hard drives to virtualize the machine, a technique
sometimes called Physical to Virtual or P2V.

Macrium ReDeploy is now included in all paid editions of Macrium Reflect. This excludes the Free Edition and 30
day trials.
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Macrium Reflect v7 User Guide

Macrium Reflect stores backup definitions as XML files that are loaded using the Reflect command line. This enables

powerful batch and scheduling processing using VBScript, PowerShell or MS DOS batch files.

Macrium Reflect includes a VBScript and PowerShell generator that creates template script files for programmable
control over your backup cycles and Pre/Post backup events.

Further Reading

v154
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Macrium Reflect Minimum System Requirements

PC and Windows

In order to run Macrium Reflect, you must have a system that has the following minimum system requirements:
® Atleast 512MB RAM (1GB min recommended)
® Windows XP Service Pack 3 or Windows Server 2003 Service Pack 2 or later
® A keyboard and mouse

To use the rescue media, you will need either a CD/DVD writing drive or USB pen drive.

Supported File Systems

Imaging clusters in use and changed clusters (intelligent copy) is supported by FAT16, FAT32, NTFS and Ext 2,3,4
file systems. All other file systems and unformatted partitions will be imaged on a sector by sector basis, i.e, every
sector in the partition will be copied.

(D Incremental and Differential images have no file system dependencies. You can even create Incremental
and Differential images of unformatted partitions.

Rapid Delta restore (RDR) and Rapid Delta Clone (RDC) is supported by NTFS file systems only. All other file
systems will cause a Full restore or clone.
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Macrium Reflect Feature Comparison Chart

Feature \ Edition Home Workstation Server Server Plus
Disk Imaging v v v v
Disk Cloning v v v v

v v v v

Access Images and File
and Folder backups in
Windows Explorer

Schedule backups v v v v
Windows PE 3.0, 4.0 or J ‘( J J
5.0 Rescue Media (RAID
support)
XP SP3/ Vista/7/8/8.1 v v v v
/10 / WHS compatibility
File and Folder backup v v v v
Email notification of ‘{ J ‘{ "{
backup status
Differential and v v v v
Incremental backups
Retention rules ‘{ J ‘{ "{
Backup scripting v v v v
Recovery from Windows v{ v{ v{ v{
boot menu

v v v v

Password protection and
encryption
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Feature \ Edition

Support for GPT disks

Support for dynamic disks

Restore to dissimilar

Macrium Reflect v7 User Guide

hardware with ReDeploy

Server 2003 SP2/2008

/2011/2012/2012R2/2016

compatibility

Windows Server cross-

hardware restore

Integrated Windows event

logging

Microsoft SQL &
Exchange database
backup & recovery

Home Workstation Server
v v v
v v v
v v v
v
v
v

Microsoft SQL database

continuous backup

Microsoft Exchange

Mailbox restore ( Granular

Recovery )

v154

Server Plus

v

v

™ Buy Now ™ Buy Now ™ Buy Now ™ Buy Now
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Licensing Policy

Macrium Reflect Licensing Policy Overview

Macrium Reflect licenses are perpetual: they do not have an expiry date or require an annual renewal.

Macrium Reflect Home Edition, Workstation, Server, and Server Plus for Exchange and SQL are licensed per
machine - each PC must have its own licensed copy of Macrium Reflect installed.

You may only transfer a Macrium license to another PC if it is a replacement for the original machine (due to
hardware failure, for example). See Removing your License key when Upgrading your PC (see page 79)

Support & Maintenance

Macrium Reflect Home Edition includes 12 months free developer level Technical Support. This will ensure that not
only do you get a great backup tool for your home PCs, but you know that there is help if you need it. You also have
full and permanent access to our active and helpful support forum.

Macrium Reflect Workstation, Server, and Server Plus for Exchange and SQL, all include 12 months free Support &
Maintenance in the purchase of each license which is renewable for subsequent years. Support is provided via email
and, if needed, remote access. This annual subscription includes Upgrade Protection - so Minor updates (i.e. v7.0 to
v7.1) and Major updates (i.e. v7 to v8) are free. We also offer a Premium support option which includes priority
response and telephone support.

If the Support & Maintenance subscription is not renewed the software will continue to function, Minor updates (i.e.
v7.0 to v7.1) will remain free, and access to the Macrium Support Forum and KnowledgeBase will still be available
for all v6 customers.

You can read more about Macrium Support & Maintenance here:
The Macrium Reflect End User License Agreement can be found here: (see page 17)

Service Providers please see here: Macrium Services Provider License Agreement explained (see page 16)
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Macrium Services Provider License Agreement explained

The Macrium Services Provider License Agreement (SPLA) license provides an alternative usage based
charging model, available to high volume service providers where the normal perpetual license model does not
make sense. It is currently being piloted with a selected customers. If it is of interest to you, please contact us
for more information.

How it works

You are provided with a single key per edition. This can be installed on an unlimited number of machines hosted by
you. You will pay a monthly charge based on the number of unique machines with the software installed that are
active within the billing period.

The billing is automatically generated using data from a daily callback to our license server. You will need to ensure
that the software has a network route to our server and provide us with an IP range (or ranges) that your machines

will use to connect to our server.

Your monthy bill will include a report of usage broken down by machine. This will include the associated IP and MAC
address of the interface used to contact the license server and also a user machine reference, if specified.

How to specify the user machine reference
This is configured during the install process and is purely for your convenience in interpreting your bill.
You can install in the usual way, just specifying your SPLA key. However, currently, you can only specify the user

machine reference using the command line install method. Use the following, replacing the angle brackets with
parameters relevant to you.

<installer> exe /passive /| <log filenane> LI CKEY=<your spla key> LI COANREF=<your

machi ne reference>

Please read more about command line installs: Installing Macrium Reflect from the command line (see page 307)
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http://www.macrium.com//pages/contact-us.aspx

Macrium Reflect v7 User Guide

End User License Agreement

PLEASE READ THIS LICENSE CAREFULLY. By clicking on the "Agree" button, you acknowledge and agree to be
bound by its terms and conditions in relation to your use of Macrium Reflect® and the Documents. If you do not
agree to its terms and conditions, or are unsure about their effect, click on the "Cancel" button.

YOUR ATTENTION IS DRAWN TO THE "LIABILITY" SECTION BELOW. Macrium Reflect® is intended to be used
to copy software and data for lawful back-up purposes. You should ensure your third party software licenses permit
such copying.

Macrium Reflect® contains software owned by third parties and used under license. Please see the "Third Party
Copyright Notices" section below for further details. All other portions of Macrium Reflect® are copyright ©
Paramount Software UK Limited 2008-2015. All rights reserved.

The words “Macrium” and "Macrium Reflect" are trademarks of Paramount Software UK Limited in the United
Kingdom and/or other countries.

Interpreting this License

Definitions

The following terms are used repeatedly in this License, and in each case have the meaning set out below:
"Computer" means a computer or a software-emulated computer (otherwise known as a "virtualized" computer).

"Documents” means the documents supplied as standard with Macrium Reflect® (whether in printed or electronic
form) together with any modified or revised versions of them and/or any supplementary documents that we supply to
you from time to time.

"Image" is defined as an exact copy of the data stored on a Computer's built-in media.

"media" means optical disks of any kind, hard or flash drives, and any other media in or on which software and/or
data can be loaded or stored on a temporary, volatile or permanent basis.

"Macrium Reflect" means the software supplied to you together with this License and PrimoBurner software
together with any related updates, upgrades, patches or fixes we make available to you over time.

"We" and "us" means Paramount Software UK Limited, a private limited company registered in England and Wales
with registered number 02973414.

General

Under this License each express right we grant to you is subject to you complying with each express obligation or
restriction upon you, save where the License expressly provides otherwise.

Where you have minimum rights protected by law which we cannot restrict, you may do anything concerning
Macrium Reflect® and/or the Documents which is consistent with those rights.

No term of this License shall be construed to exclude or limit our liability for any loss, damage or or other liability
which cannot be excluded or restricted under applicable law (including (a) in the United Kingdom only, liability for
death or personal injury caused by negligence and liability for fraud, and (b) the statutory rights of persons dealing as
a consumer).

All provisions set out in this License are substantive terms and not merely introductory.
All obligations and restrictions upon you under this License are subject to the provisions of this "General" sub-
section.
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Your right to use Macrium Reflect® and the Documents
Macrium Reflect® must be installed onto a Computer owned, leased or hired by you. Once you have installed
Macrium Reflect® and entered your license key, you may not transfer your license key to any other Computer.

Macrium Reflect® enables you to make exact copies of the data stored on a Computer's built-in media ("Images").
All Images must be restored to the Computer from which they were taken.

There are two (2) permitted "fair use" exceptions to these obligations:

1. If you permanently replace your Computer you may load Macrium Reflect® and your license key onto your
new Computer provided you have removed Macrium Reflect® from your old Computer. Once you have done
S0, you can use Macrium Reflect® on your new Computer as normal and restore existing Images to it.
However, you must not restore Images back to your old Computer.

2. If your Computer develops a hardware fault which makes it inoperable you may load Macrium Reflect® and
your license key onto a substitute Computer on a temporary basis whilst the fault is being repaired. You may
then use Macrium Reflect® on that substitute Computer as normal and restore existing Images to it.

Once the hardware fault has been repaired, you can re-load Macrium Reflect® and your license key back
onto your repaired Computer (if required), and must promptly delete it from your substitute Computer.

Where we refer to using Macrium Reflect® 'as normal’ above, we are referring to use in accordance with the terms of
this License.

Your right to use Macrium Reflect® and the Documents is not exclusive. This means that we may grant to other
persons the same or similar rights as are granted to you in this License

General Requirements

A software-emulated computer (otherwise known as a "virtualized" computer) is a separate Computer for the
purpose of this License.

You must at all times take reasonable precautions to protect the Computers on which Macrium Reflect® is loaded
from unauthorized use.

You must only use Macrium Reflect® for your own benefit and not to provide services for or on behalf of any other
person including on a "service bureau" basis.

You must not transfer the rights you have under this License regarding Macrium Reflect® or the Documents to any
other person, including by use of an assignment, license, sub-license, lease or trust. You must not sell, give, lend,

rent, hire, distribute or otherwise make Macrium Reflect® or the Documents available to any other person or allow
them to access or use Macrium Reflect® or the Documents in place of you.

Save as expressly permitted by applicable law, you must not do or try to do anything which would result in you
understanding, at a technical level, how Macrium Reflect® works. This restriction prevents you from doing anything
which may constitute decompiling, disassembling or reverse engineering. It also means you cannot do anything
which would result in you obtaining the source code for Macrium Reflect®, or the algorithms or ideas in, or structure
or organization of, Macrium Reflect®. In each case there is an exception for acts permitted by applicable law.

You must not, and must not try to, avoid, defeat, bypass, remove or deactivate any security measures included in
Macrium Reflect®, including those that restrict its functions.

You must not modify Macrium Reflect® or the Documents or create anything that is derived from Macrium Reflect®
or the Documents.
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You may copy Macrium Reflect® for back-up purposes, which may be stored on any media you so choose in a safe
location. You may only copy the Documents where reasonably necessary to enable your permitted use of Macrium
Reflect®.

Ownership of Macrium Reflect® and the Documents
Macrium Reflect® and the Documents are licensed to you and not sold.

All rights relating to Macrium Reflect® and the Documents that are not expressly granted to you under this License
are reserved to us and the persons who have licensed software or documents to us; in particular, all intellectual
property rights in Macrium Reflect® and the Documents (whether registered or not and wherever in the world these
may exist) are our property, or the property of persons who have licensed software or documents to us.

You must not create or attempt to create any charge or other security interest over Macrium Reflect® or the
Documents, or any copies of them.

Data Protection.

Macrium Reflect® contains functionality which enables us to verify your compliance with this License, It does so by
collecting and passing to us the identity of each Computer on which you load or attempt to load Macrium Reflect®. In
addition, on purchasing this License you will have provided us with certain data about yourself. Such data is
collectively known as "personal data". We shall only use personal data for the purpose of administering and verifying
your compliance with this License, to provide you with Macrium Reflect® and the Documents and related support
services contemplated by this License, and to make you aware of new versions, updates, patches and fixes.

Updates & Upgrades

We may make new versions, updates, patches and fixes available over time at our discretion. We may make these
available subject to additional or replacement terms and conditions. Where we make a new update, patch and/or fix
available, these may be downloaded for free from our website: www.macrium.com or directly downloaded from
within the software.

The Duration of the License

Where we supply the Trial Version of Macrium Reflect® to you, this License has a fixed term which will automatically
end 30 days after the date on which you accept its terms and conditions. You may not download a further copy of the
trial version of Macrium Reflect® or otherwise reinstall it on your Computer. In order to continue to use Macrium
Reflect® thereafter, you must obtain a license from us for a version of Macrium Reflect® other than the Trial Version.
This License may be terminated before the end of such 30 day term in the manner set out below.

Where we supply the Full Version of Macrium Reflect® to you, this License commences on the date on which you
accept its terms and conditions, and shall remain in full force and effect forever unless terminated in the manner set
out below.

Termination
If you are in material breach of any of your obligations set out in this License, we may terminate this License
immediately by informing you in writing that we wish to do so.

You may terminate this License at any time by clicking on the "Remove License" button (which can be found in
Macrium Reflect® under Help > Remove License Option).

Consequences of this License Expiring or Being Terminated

Where this License expires or is terminated, all your rights under this License immediately cease. You must
immediately delete Macrium Reflect® from all Computers and destroy all copies of Macrium Reflect®, the
Documents, and all Images in your possession (including original and back-up copies of Macrium Reflect®). We may
require you to certify to us in a form we specify that you have done so.
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Where we supply the Full Version of Macrium Reflect® to you, any license fees you have paid to us are non-
refundable.

Termination of this License does not prevent you or us enforcing any rights you or we may have against each other,
which relate to the period of time before the License was terminated. You and we may use any legal means
available to you or us to do so.

All provisions set out in the following sections shall survive termination of this License: Ownership of Macrium
Reflect® and the Documents; Consequences of this License Expiring or Being Terminated; Liability; Confidentiality;
Injunctions; Governing Law and Disputes; Miscellaneous.

Liability

Limited Media Warranty

If the media on which Macrium Reflect® is supplied to you is or becomes defective within 90 days of the
commencement date of this License (and the defect is not your fault), please inform us immediately and we will
promptly send you a replacement. You may not seek any other remedy from us for defects in such media and their
consequences.

THE WARRANTY SET OUT IN THIS SECTION IS, TO THE EXTENT PERMITTED BY APPLICABLE LAW, IN
PLACE OF ALL OTHER REPRESENTATIONS, WARRANTIES OR CONDITIONS OF ANY KIND WHETHER
EXPRESS, IMPLIED, OR STATUTORY THAT RELATE TO SOFTWARE MEDIA INCLUDING BUT NOT LIMITED
TO ANY IMPLIED CONDITION OR WARRANTY OF SATISFACTORY QUALITY OR FITNESS FOR A
PARTICULAR PURPOSE. THE WARRANTY SET OUT IN THIS SECTION IS GIVEN BY US ALONE AND NOT BY
ANY PERSONS WHO LICENSE SOFTWARE TO US (INCLUDING BUT NOT LIMITED TO MICROSOFT®
CORPORATION AND/OR MS AFFILIATES, AND/OR PRIMO SOFTWARE, CORPORATION).

No Other Warranty

SAVE FOR THE ABOVE LIMITED MEDIA WARRANTY, TO THE FULLEST EXTENT PERMITTED BY
APPLICABLE LAW, Macrium Reflect® IS PROVIDED TO YOU ON AN "AS IS" BASIS, WITH ALL CURRENT
DEFECTS INCLUDED AND WITHOUT ANY EXPRESS, IMPLIED, OR STATUTORY REPRESENTATION,
WARRANTY OR CONDITION OF ANY KIND (WHETHER FROM US OR FROM ANY PERSONS WHO LICENSE
SOFTWARE TO US INCLUDING BUT NOT LIMITED TO MICROSOFT® CORPORATION AND/OR MS
AFFILIATES, AND/OR PRIMO SOFTWARE, CORPORATION) INCLUDING BUT NOT LIMITED TO ANY
WARRANTY OR CONDITION OF SATISFACTORY QUALITY OR FITNESS FOR A PARTICULAR PURPOSE,
THAT Macrium Reflect® WILL MEET YOUR REQUIREMENTS, THAT Macrium Reflect® WILL WORK IN
COMBINATION WITH OTHER SOFTWARE OR HARDWARE, THAT THE OPERATION OF Macrium Reflect® WILL
BE UNINTERRUPTED OR ERROR FREE, THAT ERRORS IN Macrium Reflect® WILL BE CORRECTED, THAT
Macrium Reflect® DOES NOT BREACH THIRD PARTY INTELLECTUAL PROPERTY RIGHTS OR THAT YOU
WILL HAVE QUIET ENJOYMENT OF MACRIUM REFLECT®.

Limitations and Exclusions

Where permitted by applicable law, our total liability to you under this License in any one year shall not exceed the
total license fees paid by you to us in that year (if any). In all other cases, our total liability to you under this License
in any one year shall not exceed the aggregate amount of our applicable insurance cover. These limitations apply to
all liabilities we have to you, whether the same arise in contract, tort (including negligence) or otherwise, and
whether or not you have informed us that the same may arise.
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Where permitted by applicable law, we shall not be liable to you for any indirect, consequential, special, or incidental
losses, liabilities, costs, expenses, damages and claims including fines levied by any relevant government regulator
that you incur, whether the same arise in contract, tort (including negligence) or otherwise, and whether or not you
have informed us that the same may arise.

Where permitted by applicable law, we shall not be liable to you for any losses, liabilities, costs, expenses, damages
and claims including fines levied by any relevant government regulator that you incur, whether the same arise in
contract, tort (including negligence) or otherwise, that relate to (a) loss of, damage to, or errors in data (b) loss of
profits, (c) loss of business (d) loss of contracts, (e) loss of revenue, (f) loss of goodwill, (g) loss of anticipated
savings, (h) loss arising from any claim made against you by any third party, or (i) loss of or damage to other
software or hardware, in each case whether or not you have informed us that that same may arise.

You acknowledge and agree that it is your responsibility to insure yourself against the losses for which we will not be
held liable, as set out in this section "Liability". You also acknowledge and agree that the license fees (if any) for your
use of Macrium Reflect® are based on the allocation of risk set out in this section "Liability".

Third Party Copyright Notices

PrimoBurner software
This product utilizes PrimoBurner (tm) Technology.
(c) 2003-2012 Primo Software Corporation http://www.primoburner.com.

Confidentiality
You shall keep all information included in Macrium Reflect® and the Documents confidential for the full duration of
this License and indefinitely after it expires or is terminated.

Injunctions

You acknowledge and agree that some or all of the information contained in Macrium Reflect® and the Documents
constitutes trade secrets. You also acknowledge and agree that any disclosure by you of such information to other
persons could cause us (or persons who license software to us) irreparable and ongoing harm for which damages
alone are not an adequate remedy. You acknowledge and agree that we (and any persons who license software to
us) are entitled to seek an injunction or any other form of equitable remedy against you, in the event that you breach
the terms of this License.

Export

You acknowledge that Macrium Reflect® and the Documents are licensed to you subject to applicable laws
regarding the export of software programs and related documentation, including without limitation, those of the
United States of America, the United Kingdom and the European Union. You agree to comply with all such
applicable laws.

You also acknowledge that your importation and use of Macrium Reflect® and/or the Documents may be restricted
by laws applicable in your country of residence and countries to which you travel from time to time. You agree to
comply with all applicable laws in such countries regarding your importation and use of Macrium Reflect® and the
Documents.

Amendment

We may change the terms and conditions set out in this document at any time, provided we inform you at least one
(1) month in advance, and supply you with details of the change.
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If you object to a change we wish to make, you must inform us within 14 days of us telling you about it. On you doing
so, we may terminate this License immediately by informing you in writing that we wish to do so, and you must then
comply with the "Consequences of Termination" section above.

If you do not object to a change within the period set out above, you shall be taken to have agreed to the change.

We will not use the provisions in this section "Amendment” to amend Macrium Reflect® you can use under this
License, the Computers on which you can use Macrium Reflect®, or the license fees (if any) you have to pay to us
concerning Macrium Reflect®.

Governing law and Disputes
The terms of this License are governed by English law. Any dispute regarding this License shall be referred to the
courts of England and Wales, and no other court in any other country or jurisdiction.

Miscellaneous

This License sets out the entire agreement between you and us regarding your use of Macrium Reflect® and the
Documents. If you have entered into an agreement with us regarding the same subject matter at an earlier date, that
older agreement is replaced by this License, and no longer has any legal effect.

In entering into this License with us, you agree that you have not relied, and are not now relying on any statement
that we may have made to you that is not set out in writing in this License, including any representation or warranty.
In entering into this License with you, we agree that we have not relied, and are not now relying on any statement
that you may have made to us that is not set out in this License, including any representation or warranty.

Any person who licenses software to us is entitled to the full benefit of this License and to enforce its terms in our
place; however, you and we may vary the terms of this License without the consent of any such person. Except as
provided in this clause, no person who is not a party to this License has any right to enforce any of its terms.

The rights and remedies set out in this License are in addition to, and not in place of, any rights or remedies that you
or we may have under applicable law.

If you or we fail to enforce a provision of this License for any period of time, neither you nor we shall be taken to
have waived our right to do so in the future. If we agree not to enforce a provision of this License which you have
breached, or you agree not to enforce a provision of this License which we have breached, neither we nor you shall
be prevented from enforcing the same provision at any point in the future concerning a separate breach.

If any provision in this License is found to be unenforceable by a court, the other provisions of this License shall
remain binding upon you and us.
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New in Version 7

Introduction

Macrium Reflect v7 includes powerful industry leading technologies to reduce image creation time using
‘Changed Block Tracking' (CBT). v7 also includes Macrium viBoot 'instant virtualisation' that enables creation of
a Hyper-V Virtual Machine with just a couple of clicks.

The user interface changes from v6 have been kept minimal and upgrading from v6 will be an easy process.

The main new features are listed below:

Changed Block Tracking (CBT)

Macrium Reflect Changed Block Tracker (MRCBT) reduces the amount of time it takes to perform incremental
and differential images by monitoring the changes to an NTFS formatted volume in real-time. This is especially
relevant when a file system contains very large files, such as virtual hard disk (VHD) files, where speed
improvements are significant and can reduce the Incremental image time from hours to minutes or even seconds.

@ Note: CBT is not available for Windows XP or Server 2003.

See here for more information on CBT (see page 26)

Macrium viBoot

Macrium viBoot enables you, to instantly create, start and manage Microsoft Hyper-V virtual machines using one or
more Macrium Reflect image files as the basis of the virtual machine storage sub-system.

@ Note: viBoot only supports Microsoft's Hyper-V running on a minimum of Windows 8.0 or Windows
Server 2012.

See here for more information on viBoot (see page 30)

Task Scheduler 2.0

This a 'behind the scenes' improvement over the Task Scheduler 1.0 implementation in Macrium Reflect v6.0 and
overcomes the issues caused by problems with a Windows 10 Anniversary Update bug.

See here for more information (see page 24)
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Task Scheduler 2.0

This a 'behind the scenes' improvement over the Task Scheduler 1.0 implementation in Macrium Reflect v6.0 and
overcomes the issues caused by problems with a Windows 10 Anniversary Update bug. Existing scheduled backups
will be upgraded to Task Scheduler 2.0 on first run of Macrium Reflect v7.

(D Note: Windows XP only supports Task Scheduler 1.0.

The scheduling options in Macrium Reflect are unchanged, however there are some important differences in the way
scheduled tasks run.

All scheduled tasks, for all Windows Operating Systems including XP, now run using the built-in Windows SYSTEM
account. It is no-longer necessary to specify an Admin user account when creating a scheduled task and the option
has been removed from the Macrium Reflect defaults. A new lightweight process, 'ReflectMonitor.exe’, runs in the
background and is started at user login. This process monitors for running scheduled backups and creates a system
tray icon in the notification area when a running scheduled backup is detected. This overcomes two issues with
Macrium Reflect v6 and earlier:

1. The notification icon is visible whatever the user account is running the backup. Previously the icon was only
visible if the current logged on user was running the backup, either on schedule or interactively.
2. The ReflectMonitor backup window will also be populated with log information for backups that start before

the user logs into Windows.

The ReflectMonitor progress window is identical to the backup run wizard in Macrium Reflect, so there's nothing new
to be aware of here:

Macrium Reflect

Backup Definttion File:  ¢:\c incrementals forever xml -

Hard Disk

Drive Letter:

File System:
bel.

Size:

Free:

e

Overall Progress: 0%

]
C

NTFS
499.30GB
151.80GB
2101n 7D

Creating Snapshot. Please Wait. .

Auto Verfy:

Madmum File Sizs:  Automatic

Compression Medium

Password: N

Inteligert Copy: Y

Fower Saving N

Email On Success

Recipierts nick @macium com

Emai On Failure Y

Recipierts nick @macium com

Total Selected 348.10GB
Retention Rules

Ruies wil be applied to all matching backup sets in the destination folder =
Ihoremental Retain 10 incremental images
Create 3 Syrthetic Full backup if possible

Incremental Backups:  10found

Delete Inc File: \psnas\public\Nick \wE\Drive C Syrthetic Full9830F 34B16F8066C-32-32.mimg
Destination:

Backup Type Incremental

File Name Append to recent image In directory “\\penas’public\Nick'w6\Drive C Syrthetic LIl

\psnas\pblicNick \6\Drive C Synthetic FuI\9830F34516F8066C-43-43 mrimg

Operation 1 of 1

7' Low High |
On completion [ No Shutdown Previty D Pririty Hide:
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In the event of the notification icon not being visible you can show the monitor dialog by pressing hot keys 'Ctrl' + 'Alt'
+'M'". This always opens the dialog and shows the currently running backup or the status of the last backup if none is
running.

The hot key can be configured or disabled in the Windows registry:

Key Name Type Value
HKLM\SOFTWARE\Macrium\Reflect\Settings = EnableHotKkey DWORD 0 or 1 - Default 0

HKLM\SOFTWARE\Macrium\Reflect\Settings = HotKey DWORD Virtual Key code - Default 0x4D

@ Note: Virtual key code must be a letter or a number key. The default 0x4D is letter 'M'
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Macrium Changed Block Tracker

Macrium Reflect Changed Block Tracker (MRCBT) reduces the amount of time it takes to perform incremental
and differential images by monitoring the changes to an NTFS formatted volume in real-time. This is especially
relevant when a file system contains very large files, such as virtual hard disk (VHD) files, where speed
improvements are significant and can reduce the Incremental image time from hours to minutes or even seconds.

Implemented as a kernel mode filter driver, sitting below the NTFS file system driver, MRCBT is able to intercept all |
/O requests to the logical volume and maintain a record of which blocks have changed.

Through discussions with our customers and after careful consideration, we decided to remove the functionality from
MRCBT that allowed it to detect whether a volume had been mounted outside the current Windows session (i.e.
USB flash drives and dual-boot systems) and instead, focus solely on optimizing MRCBT to reduce incremental
backups times in the current Windows session. This decision enables us to provide one of the most robust Changed
Block Tracking solutions available to date.

Traditionally, Macrium Reflect has detected changes to the file system by comparing the NTFS Master File Table
(MFT) on the source volume, with the MFT of the most recent image in the backup set. While this is method is one of
the quickest solutions available, we do not consider it an optimal solution when used in a continuous incremental
scenario, especially if multi-GB files are present in the file system.

With our Changed Block Tracker driver enabled, the first incremental/differential image taken since Windows was
restarted will be performed using the traditional method. This ensures that any changes to the NTFS file system that
may have occurred outside of the current Windows session are recorded into the image file. From this point on, any
incremental/differential images that are taken, within the current Windows session, will use our Changed Block
Tracker technology.

(D A reboot is required after installing Macrium Reflect to enable CBT. You can create images without
rebooting but CBT will only be enabled after a restart.

Due to technical limitations with Windows XP, Macrium Reflect Changed Block Tracker will only work on
Windows Vista and higher operation systems.

After the first image of the current Windows session an icon will appear on the volume prepared for CBT:

Mz icy =3¢
NTFS Active

5100 GB

111,00 GB

The next Incremental or Differential image of the volume will use CBT. You will see the following line in
the Image log:

v154 Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved. Page 26



Macrium Reflect v7 User Guide

Operation 1 of 1

Hard Disk: 1

Drive Letter: C

File System: NTFS
Label:

Size: 475.91 GB
Free: 163.94 GB
Used: 311.98 GB

Starting Image - Saturday, February 18, 2017 13:58:34

Initializing
Destination Drive: Macrium Drive (G:) - Free Space 250.54 GB
Creating Volume Snapshot - Please Wait

Volume Snapshots Created

Saving Partition - (C:)
Reading File System Bitmap
CBT Init Success
searching Tor NTF5 meta data
Looking for changes
Saving Partition

Saving Index
Newy File: 2 GB 8133288622FA0FED-15-15.mrimg

@ 1Image Completed Successfully in D0:02:34

1/0 Performance: Read 71.2 MB/s - Write 264.9 MB/s

CBT Init Success indicates that the Incremental is using the CBT driver. Note that the ‘Looking For Changes'
operation will be nearly instantaneous with no progress shown.

Macrium CBT Driver Tools

Macrium CBT Driver Tools is a small Windows utility to install and monitor the Macrium CBT driver. Macrium CBT
Driver Tools provides the user with a visual representation of the changed blocks and of the various performance
metrics reported by the kernel mode driver. Macrium Driver Tools can be found here: C:\Program
Files\Macrium\Reflect\MrCBTTools.exe

Macrum Reflect - Change Block Tracker =T

RRRRR

Selecting a drive shows performance metrics and tracked block information for the chosen drive. The darker shades
indicate a higher percentage of changed blocks.

Note: The red blocks indicate the physical location of the MRCBT tracking file on the volume. This view will be reset
when a Macrium Reflect backup of the volume is started.

Clicking on one of the shaded blocks will cause Macrium Driver Tools to display a list of files that are currently using
the clusters within the block.
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Performance Metrics

Metric Name Description

Session Start Time  The date and time that MRCBT started monitoring the volume. This value will be reset
when the volume is mounted, normally when Windows is restarted.

Number of Writes The total number of write operations on the volume that MRCBT has monitored since the
session started.

Number of Paged The total number of write operations on the volume, flagged as PAGING_IO, that MRCBT
Writes has monitored since the session started.

Number of Tracked  The total number of write operations on the volume that MRCBT has tracked since the

Writes session started.

Number of The total number of write operations on the volume that MRCBT has excluded, due to
Excluded Writes already having a record of a change to that disk area, since the session started.

Number of Failed The total number of write operations on the volume that MRCBT has failed to track since
Writes the session started. NOTE: If this value is anything other than zero. Macrium Reflect will

fall back to the normal method of generating an incremental backup.

Time Tracking The total length of time that MRCBT has taken to track writes on the volume since the
session started.

Average Time Per The average length of time that MRCBT is taking to track each write operation on the
Tracked Write volume since the session started.

Number of The total number of changed blocks on the volume since the session started.
Changed Blocks

Number of The total number of changed bytes on the volume since the session started.
Changed Bytes

$CBT Starting LCN  The first Logical Cluster Number (LCN) of the MRCBT tracking file.

$CBT Ending LCN The last Logical Cluster Number (LCN) of the MRCBT tracking file.

Bytes Per Logical The number of bytes per logical cluster for the volume, as reported by NTFS.
Cluster
Bytes Per Block The number of bytes per block, as reported by Macrium Reflect.
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The total number of times that the volume has been mounted by NTFS this session.

Enabling and disabling CBT

CBT is enabled by default. You can change whether CBT is enabled or disabled by selecting “Enable Changed
Block Tracking for Incremental Backups” check-box in the “Advanced Incrementals” page of the “Reflect

Defaults” dialog box.

Reflect Defaults

2 ¢ @

Backup  Restore  Update

Editors
Advanced Backup Options
Advenced Incrementals
Destination Drive Discovery
VSS options

Macrium Reflect PE Files

(D Note: You can enable or disable CBT at any time without affecting your Image sets.

We recommend enabling the Delta Indexes for Incremental Backups option as this will produce the

O 5 % e F

Schedule Scripts Network Email Advanced

’ Set Advanced Incremental Options

ARSI Bk TS For TR Emen el Bachps

Enabiing Delta Indexes will recuce incremental file size and can increase the speed
of merging Incremental backups during Synthetic Full and Incremental
consolication.

Please note that f this option is enabled then the image Index for each
incremental is calculated nhen the fie is opened. This may increase the time
required to mount an Incremental backup in Windows Explorer,

Additianally, all previous fles in the backup set, up to the previous Diff or Full, are
required to continue to append to the set.

Enable Changed Block Tracking for Incremental Backups.
Enabling Changed Block Tracking wil reduce the time required to create an

Incremental image. File system changes will be tracked as they occur rather than
determined atrun time,

b | [ ok ][ conce

smallest incremental image files in the shortest amount of time. Please see Delta Indexes for Incremental

Backups
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Macrium viBoot

Macrium viBoot

Macrium viBoot enables you, to instantly create, start and manage Microsoft Hyper-V virtual machines using one or
more Macrium Reflect image files as the basis of the virtual machine storage sub-system.

At a minimum, viBoot enables you to boot into the images you have made using Macrium Reflect, for validation
purposes, or to retrieve data from old applications stored on a bootable image. At an enterprise level, you could
recover an entire network environment in minutes.

Macrium viBoot is now built upon new technology that allows it to instantly present a Macrium Reflect image file as a
Microsoft Virtual Disk (.VHDX) file.

When creating a new virtual machine Macrium viBoot will create two Microsoft Virtual Hard Disk (.VHDX) files for
each of the disks described within the selected Macrium Image file. The first VHDX file is incomplete and only
contains enough information to describe the disk layout and a signature to mark it as a Macrium viBoot VHDX. The
data for the disk is retrieved from the Macrium Image File by the Macrium Virtual Disk Provider filter driver as
required. Because the data is not stored with the VHDX, it size will never exceed a few megabytes. The second
VHDX file is a standard differencing disk that will receive any modifications made to during the lifetime of the virtual
machine.

As with any differencing VHDX, this file can grow dramatically in size, depending on the usage of the virtual
machine.

These VHDX files are stored in the designated Macrium viBoot repository and remain open until the Macrium viBoot
virtual machine is deleted from within viBoot.

@ Note: The default location for the viBoot VHDX files is C:\ProgramData\Macrium\viBoot. This is
configurable from within the Macrium viBoot Ul.

@ Note: viBoot only supports Microsoft's Hyper-V running on a minimum of Windows 8.0 or Windows
Server 2012.

Booting an image directly from Macrium Reflect

An image that contains the Windows System and Boot partition(s) can be directly booted from the 'Restore’ view in
Macrium Reflect.

Boot architecture Partitions

MBR - Master Boot
Record
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Boot architecture Partitions

Boot partition: This may be the same partition as drive 'C:' but is likely to be a separate
small (100 to 300 MB) partition named the Microsoft System Reserved partition or MSR.

Windows partition: This is the partition that contains the Windows OS and will be drive C:

UEFI - Unified UEFI System Partition: A small FAT32 formatted partition that doesn;'t have a drive letter.
Extensible Firmware
Interface Windows partition: This is the partition that contains the Windows OS and will be drive C:

If an image contains the partitions required for booting then the image will show an active 'Boot Image' Link:

ADEO115C3F49801A-02-02.mrimg -
Y Folder  Vwhitehoxishare\lec\TestWiin T-624 E%Mgg & ERestorelmage
Type:  Incremental Delta

P!
Dater  26/02/2017 13:58 anl
ImageID: ADE0115C3FA060LA + Other Actions... v

Otherwise the link will be disabled:

BB83563D1AA88A3A9-00-00.mrimg -
% Folden  cotestimagel E&Brcwse[mage & Festorelmage

Type: Rl
Date:  22/02/2017 0311
Image ID; BEISEIDIAABBAIAY + Other Actions... ¥

To boot an image directly with viBoot.

1. Click the 'Restore tab.
2. Select the bootable image.

3. Click the '‘Boot Image' link.

&
HEE Boot Image

(D Note: If viBoot cannot run on your Windows installation then you will receive an error message
indicating the reason(s):
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Errar

m Failed to boot image file

viBoot cannot be run inside a virtual machine
HyperV is not installed or is before version 6.03

4. If viBoot can launch, the viBoot Hyper-V settings dialog will start.
[Ewomieons -8 x|
Hyper-V VM Settings =

Welcome

D'__\ Specifiy the name of the new virtual machine.

Select Image Files Name: Win Xp

Hyper-V VM Settings

LI Seeciiythe smount o memary that thisvitusl machine wil be started ith..

StrupRaM: 208 e

Specifiy the number of virtual processors based on the processors on the host com puter.

Virtual Switch: <None> 5

5. Make any changes to the VM properties and click 'Finish'

The VM will now start and boot directly into Windows.

Starting the viBoot create Virtual Machine Wizard from Macrium Reflect.

Take the 'Restore' > 'Launch Macrium viBoot' menu option

Restore  Other Tasks Help

Browse for an image or backup file to restore...
Explore Image

Detach Image

Lol ok

Launch Macrium viBoot

Or, click the ‘Launch Macrium viBoot' task link on the Restore tab.
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Backup Restore Log

4 Restore Tasks

r— Browse for an image or backup file to restore

. | Open animage or backup file in Windows
Explorer

Detach a backup image from Windows
Fynlorer

1 Launch Macrium viBoot I

[» Other Tasks

4 @ Details

ID:  3E110BACEG4BEGAD
Type: Full
Date: 5/15/2018 11:56 AM

This will start the the viBoot Virtual Machine User Interface. (see page 36)

Launching viBoot as a standalone application

viBoot is installed by default during the standard Macrium Reflect installation and can be started using the installed

shortcut:

Best match

L_'ﬂ' Macrium viBoot

Desktop app

Documents >

£ viBoof

Main Window

The Macrium viBoot main window allows you to see at a glance, which Macrium Reflect image files you have
mounted (2), and which virtual machines are connected to those drives (1).
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Virtual Machine Tools ~ Help

o . e (9 e | g o @) i |

Name State CPUUsage  Assigned Memory  Uptime Status
(5New Virtual Machine off 0% 2043M8 oK

Typ Date and Tims [
05/07/2016 1413580367 a
05/07/2016 14:13:56:0368 a
a
a

P s &
pren®. > 4
outerersssoe
oo a1

30.C551-4868-2C

A2C6TBI
6BSDFCA20CDSA
36FIFA

Current Version 6.1.1300 No updates. Last check 05/07/2016 15:13

The “Virtual Machines” view (1), displays the name of the viBoot created virtual machine, the current state of the
virtual machine (Off, Running, etc) and the current CPU usage of the virtual machine. Selecting a Hyper-V virtual
machine in the “Virtual Machines” view (1) will update the “Mounted Images” view (2) to list the Macrium Reflect

images that are being referenced by the virtual machine.

The “Mounted Images” view (2), displays the path of the image file(s) used to create the virtual drive(s), the physical
drive number assigned to the drive by Windows, the partition type of the drive (MBR or GPT) and the drive capacity.

The "Log" view (3), shows a record of the actions taken by viBoot.

Macrium viBoot can only monitor the state of virtual machines and drives while it is running. Clicking the Windows
close button will minimize viBoot.

Main Window Commands

Macrium viBoot menu:

Menu Sub Menu Description

Iltem Item

Virtual Connect Connect to a virtual machine.

Machine
New... Displays the viBoot Wizard which allows you to create a new virtual machine.
Backup... Backup a powered off virtual machine.
Delete... Deletes the currently selected virtual machine and allows you to backup any

changes to the data that have been made.

Start Starts the currently selected virtual machine.
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Menu Sub Menu Description
Item Item
Shut down Shuts down the currently selected virtual machine.
Turn off Turns off the currently selected virtual machine.
Pause Pauses the currently selected virtual machine.
Reset Resets the currently selected virtual machine.
Exit Exit the Macrium viBoot application.
Tools Log Toggles the display of the Log window.
Options... Configure the virtual machine repository folder, and logging options.
Refresh Instructs viBoot to refresh it's view of the virtual machines and mounted images.
Help Contents... Displays this help content.

About Macrium  Displays the viBoot version and copyright notice.
viBoot...

Tip

You can right-click on the virtual machine pane to display the "Virtual Machine" menu as a context menu.

Macrium viBoot toolbar:

New - Displays the viBoot Wizard which allows you to create a new virtual machine.

B

Backup a powered off virtual machine.

I
8.

Deletes the currently selected virtual machine and allows you to backup any changes to the data that

f
(1)

have been made.
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O Refresh the list virtual machines and states.

# '-* Options - Configure the virtual machine repository folder, and logging options.

Help - Displays this help content.

Macrium viBoot Wizard

The Macrium viBoot Wizard will configure and start a Microsoft Hyper-V virtual machine from one or more Macrium
Reflect image files.

The "Welcome" page provides a brief introduction and explains some of the limitations of virtualization.

Welcome

Select Image Files

Y]

Welcome to the Macrium viBoot Wizard
This wizard will guide you through the process of creating, configuring and starting a Microsoft Hyper-V Virtual Machine,
from one or more Macrium Reflect image files.

What is Macrium viBoot?
Macrium viBoot is a technology that provides a mechanism to use Macrium Reflect Image files to very quickly test your
backups or to perform a temporary virtualisation of a failed server as part of a Business Continuity Plan (BCP).

Operational Considerations
Before proceeding you should note the following operational considerations. There are some servers that you will not be
able to virtualise. These include Microsoft Hyper-V Server, Citrix Xen Server etc. These servers must be physical

System Configuration
Maerium vigoot will modify the virtual environment to include device drivers for the virtual machine disk sub-system,
however; upon starting, Windows will automatically assign diive letters and these may or may not correspond to the drive
letters assigned at the time of backup.

v154
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Select Image Files allows you to add one or more Macrium Reflect image files to be used for the virtual machine.

Select Image Files

The virtual machine will be configured to boot from drive "Msft  Virtual Disk  1.0" in image file
“D:\TestBackups \8disks_1ide_75csi-00-00.mrimg"

Bl

Hyper-V VM Settings Name

* @ Local Disk (None)
B Msft Vitual Disk 1.0

B Vst Virtwal Disk 1.0

@ NewVolume (None)
B st Virtual Disk 1.0
Len o
BB Mstt Virtuol Disk 1.0
- Msft Virtual Disk 10
8 st Virtwal Disk 1.0

= & DATestBackups\&disks_Tide_7scsi-00-00.mrimg

Type

Primary
MBR
Primary
MBR
Primary
MBR
Primary
MBR

Primary

Size

099GB

039GB

099 GB

039GB

099 GB

089GB
099 GB

File System

NTFS.

NTFS

NTFS.

NTFS.

NTFS

Bootable

Remove | | SetasBoot

Cancel Help

The first boot-able disk will be marked as the boot disk. If there are multiple disks that are boot-able, these can be
set to be the boot disk by selecting the disk and clicking the "Set as Boot" button.

Hyper-V VM Settings allows you to configure the virtual machine. The RAM and CPU are limited to match the host
computer. If the number of processors is set to "Automatic”, viBoot will interrogate the Windows settings from the

image files to set the correct number of processors. A Virtual Switch of "<None>" ensures that the new virtual

machine is not connected to the network.
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Hyper-V VM Settings =5
Welcome D’__\ Specifiy the name of the new virtual machin..
Select Image Files o Name: Win XP
IR Specifiy the amount of memory that this virtual machine will be started with.
Startup RAM: 2048 = ome
Specifiy the number of virtual processors based on the processors on the host computer.
Automatic v
Specifiy the of or adapter.
Vitual Switch: | <None> v
Brevio DNet Cancel Help

{D Please note that no changes whatsoever, are made to the original image files.

Delete Virtual Machine

Virtual machines can be deleted from viBoot when the virtual machine is turned off. When the virtual machine is
deleted from viBoot the virtual drives will be dismounted and the virtual machine removed from Hyper-V. Prior to

deletion viBoot allows the virtual machine to be backed up.

If a viBoot virtual machine is deleted from Hyper-V, the virtual drives will still be mounted. viBoot will list a virtual

machine called "Deleted VM" that can be deleted/backed up, to dismount the virtual drives.

Note: When you delete a virtual machine the Macrium Reflect images used to create the virtual machine are not
deleted.

Please select one of the following options to configure how the
changes to the image file will be backed up:

‘= Create an Incremental backup

: An incremental backup copies changes since the most recent backup. To restore
from an incremental image, you need the full backup and all incremental backups
in the backup set.

—> Create a Differential backup
A differential backup copies changes since the last full backup. To restore from a
differential image, you need the full backup and the differential.

—> Create a Full backup
In creating a full image, the entire contents of the imaged file systern(s) are stored
in the image file. Although this is a reliable way of backing up your PC, repeating
the process is slow and subsequent images can fill your target media very quickly.

—> Discard changes

All of the changes made to the drive since it was mounted will be lost.

Cancel

v154
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Options

The “Options” button on the Macrium viBoot main toolbar, will display the “Options” dialog box. From here you can

modify some of the behavior of Macrium viBoot.

The “Virtual Machine Repository” specifies the folder that Macrium viBoot will use to store Virtual Machine

configurations and the virtual machine drive cache.

Virtual Machine Repository

Defines the base folder that Macrium viBoot will use to store Virtual Machine configurations and
the virtual drive cache. The performance of the drive(s) where this folder resides, will directly
affect the performance of the Virtual Machines.

| C:'ProgramData\Macrium'viBoot

MOTE: Some Virtual Machines may require large amounts of storage. It is recommended that you
have enough free space to accomodate the total capadty of the drives you intend to mount.

Logging
The log file is written to "C:\Usersimappleby\AppData‘Local {TempMacriumy"

Log level: Critical ~ | Days tokeep: -

Maximum number of files: 100 |2 Maximum log file size (MB): 100

Macrium viBoot writes a log of actions taken by the application. This file is saved to "%LOCALAPPDATA%
\Temp\Macrium". The log file is configured by the following options:

Log level - Controls type of information written to the log file:
® Critical
® Error
® Warning
® Information

® Debug

Maximum number of files - Number of log files to keep before purging. A value of zero will disable this check.

Days to keep - Log files older than the specified number will be purged. A value of zero will disable this check.

Maximum log file size(MB) - Maximum file size for the log file, before a new log file is created. A value of zero will

disable this check.

Macrium viBoot demonstration video
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New in Macrium Reflect 7.1
Macrium Image Guardian

Macrium Image Guardian Overview

Macrium Image Guardian protects your backup files from unauthorised modification.

IMAGE -
GUARDIAN MIG grants write access to existing backups file for Macrium Reflect 7.1, any image tools
» created by us, and optionally, MS RoboCopy. All other process attempting to update
« existing backup files will be denied access.

MIG protects local NTFS volumes and allows Macrium Reflect 7.1 and later to use the
protected volume as a shared network resource.

Macrium Image Guardian protection architecture

fostiotne & SencEoNe

Macrium Image Guardian

[ File Type Filter ]

Macrium
Image
Files

Origin Filter

Macrium Other
Software

(

Storage

Macrium Image Guardian protecting backups in a networked environment

~»

4
Reflect 7.1 Image Guardian installed

? and enabled on shared volume
L]
~» <
IMAGE

¢ & < 2

Reflect 71 Shared Volume ./ Reflect 71
Protecting Macrium

backup files

Reflect 7.1

= =0 an
Ml
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In the above illustration, the PC sharing the backup repository (Shared Volume) has a full install of Macrium Reflect,
including MIG. A local drive is shared over the network and MIG has been enabled on that drive in the Macrium
Reflect user interface.

The other PC’s on the network can backup to this shared drive and do not require MIG to be installed. Backup file
write access is automatically granted to Macrium Reflect 7.1, and later, write access for earlier versions of Macrium
Reflect and other processes will fail.

The PC hosting the share with MIG installed can be used as a standalone Macrium Reflect installation. The
protected drive will prevent unauthorised access to backup files on that drive if the local PC creates backups to the
protected volume.

Macrium Reflect Free Edition

Now licensed for commercial as well as personal use.

We've relaxed the licensing for the Free Edition and it is now permitted to install and use this popular product in a
commercial environment. Please note that this is still an unsupported product and, as always, we encourage
upgrading for full functionality and support. Please see Upgrade from Macrium Reflect 7 Free for more information
on the benefits of upgrading.

Windows 10 Task Scheduler compatibility
Macrium Reflect Free Edition now uses Windows Tasks Scheduler 2.0 API to overcome the problems with Windows
10 and the previous TS 1.0 API.

Macrium viBoot
Instant virtualisation of Macrium Images is now included in the Free Edition installer.

New viBoot VHDX provider

When creating a new virtual machine Macrium viBoot will now create a Microsoft Virtual Hard Disk (.VHDX) file
that's re-directed to an existing Macrium Image file (MRIMG) and a differencing .VHDX that contains changes
generated by the running Virtual Machine. Previously, a Macrium Image file was used to create a virtual SCSI disk
which was then mounted in a Virtual Machine. The latest version is a huge improvement and offers greater
persistence and performance. It also allows us to offer additional functionality in the future, such as compatibility with
other virtualisation environments including VMWare and VirtualBox.

These new .VHDX files are stored in the desighated Macrium viBoot Repository (default "C:
\ProgramData\Macrium\viBoot" but configurable from within Macrium viBoot) and remain open until the Macrium
viBoot virtual machine is deleted.

Improved handling of Volume Shadow copy Service (VSS) unresponsive
errors

Previously, if VSS were to become unresponsive due to COM+ or VSS writer configuration issues then this could
cause Images or File and Folder backups to hang indefinitely. When this happened, subsequent scheduled backups
would permanently queue until either the hanging backup was ended in Task Manager or the PC rebooted.

7.1 includes a default 15 minute VSS timeout that will cause a "VSS Timeout" error message in the log followed by a
retry without VSS Writers, or termination:
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Backup aborted! - Failed To Create Yolume Snapshot. ¥55 Timeout

The timeout can be changed by setting a registry entry. Please create this entry if it doesn't exist:

Key HKEY_LOCAL_MACHINE\SOFTWARE\Macrium\Reflect\VSS
Name  CreateTimeOut
Type DWORD

Value 900 (Default) number of seconds

Macrium Reflect Workstation Edition now logs Windows Events

Previously, Macrium Reflect operational Windows Events were only logged for Macrium Reflect Sever and Sever

Plus editions. Macrium Reflect Workstation edition now includes the same event logging.
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Upgrade FAQ

Introduction

This FAQ covers some of the commonly encountered queries regarding transitioning from Macrium Reflect v6
to v7.

How do | download the v7 Installer if I've purchased an upgrade?

Enter your v7 key in the Macrium Reflect download manager. Your v7 key will begin with 56-, 57-, 58- or
59.
Please see Installing a Macrium reflect v6 to v7 Upgrade (see page 59)

What's the difference between the Home Edition and the Workstation Edition of Macrium Reflect v7?

These two editions are functionally identical. The Workstation Edition includes an annual support and
maintenance product. This adds continual support and free major version updates for the duration of the
subscription. Year 1 is included in the the Workstation Edition product price.

Can v7 read and restore images created with Macrium Reflect v6?

Yes, v7 is backwards compatible with all Images and File and Folder backups created with earlier versions
of Macrium Reflect.

Will | need to recreate my v6 backup XML definition files?

No, your v6 backup definition files will be loaded into v7 without any conversion.

Can Version 7 be installed over 6? Will both 6 and 7 be on the hard drive? Should 6 be uninstalled first?

Versions 6 and 7 will not exist on your system at the same time. The version 6 installer will uninstall version
5, as part of the install process.

Does Windows PE need to be reinstalled and new rescue CDs made? Will the old Rescue CDs still work?

Version 6 rescue media is compatible with version 7 images, however, we recommend that you update to
the latest v7 rescue media after installation..

Why can't | change the install location?

For update installs, the facility to change install location is disabled as your scheduled tasks will fail as they
reference the reflect program folder.
If you do wish to change the install location

1. Remove any scheduled tasks.

2. Uninstall Reflect.

3. Install, note now you can change the install location.
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4. Setup your scheduled tasks.
After purchasing an upgrade, can | continue to use my 6 license on another computer?

The v7 upgrade is discounted on the basis that you are upgrading your license. Therefore you still are only
licensed to use reflect on a single computer. Your v6 license key will be revoked as part of the upgrade
process.
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Installing Macrium Reflect

@ Release Notes

The latest release notes for Macrium Reflect v7 can be found here: http://updates.macrium.com/reflect/v7
/latest_release_notes.asp

@ For additional information on upgrading v6 to v7 please see Installing a Macrium Reflect v6 to v7 Upgrade
(see page 59)

This article explains how to install Macrium Reflect on an Internet connected PC using the Macrium Reflect
download agent.

For a description on installing to an offline (non Internet connected) PC please see here (see page 53)

Downloading Macrium Reflect Installer and PE Components

1. Macrium Reflect Download Manager and run it

2. If you have purchased Macrium Reflect then Click 'Full Software' and enter a valid license key to
automatically download your purchased product.

Select Installation Package
* Select Macrium Reflect software to download
B | (O Free/Trial software Home

(®) Full software. Enter license key | | 56-PIK2-PIK2-QYUQ-Z141-F IK2-BCEP 1K2 ||

(D To download a 30 day trial Click 'Trial Software' and select the Macrium Reflect Edition from
the dropdown list to the right.

3. Enter the folder where the downloads will be saved to or Click '..." to select a folder.
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Download Location & Options

The most appropriate install package will be downloaded for your computer. Click Options to
select additional components for subsequent offiine installs,

Save to folder | CiWsersiNick\Downloads \Macrium’,

e
Run installer directly after downloading Options

4. Click 'Run installer directly after downloading' to run the installation package as soon as the download

completes successfully.
Note: If you intend to install on another computer then leave this item unchecked.

Download Location & Options

The most appropriate install package will be downloaded for your computer. Click Options to
select additional companents for subsequent offiine installs.

Save to folder | C:WUsers'Mick\Downloads Macrium’

I Run installer directly after downloading I Options

5. Click Options to select different download options (see Modifying the default selections):

Download Location & Options

The most appropriate install package will be downloaded for your computer. Click Options to
select additional compaonents for subseguent offine installs,

Save to folder | C:\Usersipick\Downloads Macrium’

Run installer directly after downloading Options

6. Click Download to start downloading your installation files.

Modifying the default selections

By default, the most appropriate installation for your PC will be selected for download. This is based on operating
system, architecture, and existing rescue media components. For more options Click 'Options' on the main
download agent window as seen at step 5 above:

Select download options and architecture.
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Set Download Opfions

Select Download Architecture
()32 hit
(@64 hit

Select Download Cption

Reflect Installer and PE Camponents -

Reflect Installer and PE Components
Reflect Installer Only

PE 3 MWWalk) Rescus Companents Cnly
PE 4 (WwaADK) Rescue Components Only
PE 5 (WwADK) Rescue Components Only
PE 10 (WADK) Rescue Components Only

a4 l l Cancel

Option Description

Reflect Installer and Downloads both the Macrium Reflect installer and the default Windows PE component
PE Components files for currently running Windows OS:

PE Windows Version

PE Windows XP, Windows 7, Windows Vista, Server 2003, Server 2008, Server
3.1 2008R2

PE All other Windows versions.
10

Reflect Installer Only  Downloads the Macrium Reflect installer for the chosen trial or entered license key.

This option will be defaulted if you have already downloaded the default Windows PE
component .zip file and it is located in the download folder.

PE 3 (WAIK) Downloads the Windows PE 3.1 components to file PE3x86.zip or PE3x64.zip
PE 4 (WADK) Downloads the Windows PE 4 components to file PE4x86.zip or PE4x64.zip

PE 5 (WADK) Downloads the Windows PE 5 components to file PE5x86.zip or PE5x64.zip

PE 10 (WADK) Downloads the Windows PE 10 components to file PE10x86.zip or PE10x64.zip

For more information on the different versions of Windows PE see this help page.
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@ The default and most usual option is '‘Reflect Installer and PE Components'. This downloads all the files
to run Macrium Reflect and create your rescue media.

(D The 'PE 3, PE 4, PE 5 or PE 10 Components only' options can be used to download just the PE
component files. The downloaded .zip file can be supplied when building the Windows PE rescue media
or copied to a different PC.

Click 'OK" to return to main Agent Window.
Resolving Download Issues

Download Failures (Error Code: 1)

Download failures can generally be attributed to either an unstable internet connection or anti virus/malware software
interfering with the download. Please try the following steps to resolve the issue

® Reboot the computer to clear any internet cache files
® Disable anti virus/malware software for the duration of the download and installation of Macrium Reflect.

® Download the Macrium Reflect installer on it's own. If the internet connection is unstable, the prolonged
download of WinPE components can be postponed and attempted from within the Macrium Reflect software

® Perform a CleanBoot of Microsoft Windows (see: this link for more help) to remove any third party
components possibly affecting the download

® Download the installer on another computer

MD5 Checksum Failures (Error Code: 2)

MD5 checksum failures can generally be attributed to either an unstable internet connection or anti virus/malware
software. Please try the following steps to resolve the download issue:

® Reboot the computer to clear any internet cache files

® Anti virus/malware or another third party process has either locked or quarantined the downloaded file
preventing the MD5 check. Temporarily disable these forms of software for the duration of the download an
install process

® Perform a CleanBoot of Microsoft Windows (see: this link for more help) to remove any third party
components possibly affecting the download

WinPE Download Locations

WInPE installations can be downloaded and installed manually from the following Microsoft links, negating the need
to use the Macrium Reflect download manager for WinPE Components.

@ WARNING: These downloads from Microsoft will be very large and are generally in excess of 1GB
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®  WinPE 3 (WAIK) - Recommended for Windows 7 and earlier

® WinPE 3.1 Update (WAIK) - Recommended for Windows 7 and earlier
® WinPE 4 (WADK) - Recommended for Windows 8 and later

® WinPE 5 (WADK) - Recommended for Windows 8.1 and later

® WinPE 10 (WADK) - Recommended for Windows 10 and later
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viBoot installation error when upgrading from 7.0 to 7.1

Macrium Reflect v7.0 viBoot is not compatible with v7.1 viBoot. This means that any existing 7.0 viBoot Virtual
Machines musty be deleted prior to installing 7.1.

If existing 7.0 viBoot VMs remain during 7.1 installation then the installer will abort with the following message:

ﬁ Installer Information X

M. The Macrium Reflect Virtual SCSI Adapter is reporting
| that 1 virtual drives are currently in use.

To remove these, launch viBoot and delete the wvirtual
machine definitions

To correct this problem, click 'OK' to terminate the install and delete any existing VMs using the viBoot user
interface.

To launch viBoot and delete Virtual Machines

Right click on the viBoot icon in the TaskBar and select 'Open Macrium viBoot'

Or type 'viBoot' in the Windows search bar:
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Best match
I;‘ﬂ Macrium viBoot
Deskiop app

je; viBooﬂ

When the viBoot Ul starts, right click on any existing VMs and select 'Delete...'

Virtual Machines

Mame
DM -
- Connect

Mew...

Backup...

Delete...

You will then be prompted to backup or discard changes in the VM

Delete Virtual Machine X

Please select one of the following options to configure how the
changes to the image file will be backed up:

—> Create an Incremental backup
An incremental backup copies changes since the most recent backup. To restore
from an incremental image, you need the full backup and all incremental backups
in the backup set.

—> Create a Differential backup

A differential backup copies changes since the last full backup. To restore from a
differential image, you need the full backup and the differential.

—> Create a Full backup
In creating a full image, the entire contents of the imaged file system(s) are stored
in the image file. Although this is a reliable way of backing up your PC, repeating
the process is slow and subsequent images can fill your target media very quickly.

—> Discard changes

All of the changes made to the drive since it was mounted will be lost.

Cancel
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@ Note: This will lose any changed data in the VM(s), so if necessary take a 'Backup’ option prior to
deleting.

The Macrium Reflect v7.1 installation can now be started again
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Installing and updating Macrium Reflect offline

This article explains how to install Macrium Reflect on a PC that isn't connected to the Internet. For information on
installing on an Internet connected PC please see here.

Macrium Reflect uses an Internet connection to:
® Download the installer and Microsoft components to enable building of the PE based rescue environment
® Validation of your license during installation.

® Notification and download of updates

@ This article refers to the machine you wish to install Reflect on as the "target PC" and the machine
connected to the Internet as the "online PC".

You will need access to a computer that is connected to the Internet and a device to copy files to the
target PC.

Download the installer and PE components.
Download the Macrium Reflect Download Agent to your PC and run it.
Select Trial and choose the edition or select Full and enter your key.

Select Installation Package

Select Macrium Reflect software to download

B (@ Trial software Workstation v
~ Workstation
(_) Full software. Enter license key Server

Server Plus

The download agent is automatically configured for the computer it is running on. You will need to reconfigure it to
reflect your target PC instead. Do this by clicking the Options button.
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Set Download Opfions

Select Download Architecture
()32 hit
(@64 hit

Select Download Cption

[Reﬂect Installer and PE Cornponents -

Reflect Installer and PE Compaonents
Feflect Installer Only

PE 3 MWWalk) Rescus Companents Cnly
PE 4 (WwaADK) Rescue Components Only
PE 5 (WwADK) Rescue Components Only
PE 10 (WADK) Rescue Components Only

a4 l l Cancel

Choose the download architecture - 32 or 64 bit - for your offline PC. See the "How to identify the architecture of
your target machine" at the end of this article.

Option Description

Reflect Installer and Downloads both the Macrium Reflect installer and the default Windows PE component
PE Components files for currently running Windows OS:

PE Windows Version

PE Windows XP, Windows 7, Windows Vista, Server 2003, Server 2008, Server
3.1 2008R2

PE All other Windows versions.
10

Reflect Installer Only  Downloads the Macrium Reflect installer for the chosen trial or entered license key.

This option will be defaulted if you have already downloaded the default Windows PE
component .zip file and it is located in the download folder.

PE 3 (WAIK) Downloads the Windows PE 3.1 components to file PE3x86.zip or PE3x64.zip
PE 4 (WADK) Downloads the Windows PE 4 components to file PE4x86.zip or PE4x64.zip
PE 5 (WADK) Downloads the Windows PE 5 components to file PE5x86.zip or PE5x64.zip

PE 10 (WADK) Downloads the Windows PE 10 components to file PE10x86.zip or PE10x64.zip
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For more information on the different versions of Windows PE see this help page.

@ If you require the same PE version as the default Windows PE component files for this PC (see
table above)

Select 'Reflect installer and PE components'. This will download the required files in one download
step. Click OK, then un-check "Run installer directly after downloading", and Click download.

@ If you require a specific PE version

This will require two downloads. First, select 'Reflect Installer Only', click OK, then un-check 'Run
installer directly after downloading', and Click download. After the first download is complete, click
'Options' again, choose the desired 'PE X rescue components only', click 'OK' and then Click
'Download'.

Once the download(s) complete, you will find two new files in the folder saved to...

Macrium - [m] =

« v A <« Downloads » Macrium » v & Search Macrium yel

~
Name Date modified Type Size

i pel0_1607x64.zip
ﬂ +7.0.1966_reflect_home_setup_x64.exe

02/2017 18:46 Compressed (zipp... 432,602 KB

02/2017 18:35 Application 59,069 KB

Zitems =

The file names will vary dependent on your particular selections. There will be an installer .exe file and a
PE components zip file.

Copy these two files to your target PC and run the installer ensuring that the zip file is in the same
folder. You will then be able to install your software and generate PE rescue CDs.

Offline installation of your purchased license.

Note: This step is not necessary for the Free or Trial Editions of Macrium Reflect.

When you run the installer on your target PC, instead of the automatic activation, you will be given an activation
code. F95B-K9XV-8SZ in the example below.
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ﬁ Macrium Reflect Home Edition v7.0.1983 64 bit Setup

X
License key
Please enter your license key Ref’eCt 7

Failed to connect to the License server, please use our

offline activation service at

http:/fwww.macrium. com/activate using the activation co...

[ 30 day trial

License key |56-7V2R-P IK2-QYUQ-P 1K2-P IK2-BCEP 1K2: Copy
‘four Macrium Reflect License key

Activation code [MAE4NF72-HY Copy

Your activation code

Offline key |

YYou will receive this from the offiine activation service

To launch your browser with the activation URL, dick here -»

To copy the activation url to the dipboard, dick here -=

| Back [ mext

| Cancel

Navigate to the registration server on your online PC and enter your license key and activation code.

Key Registration

Licence Key |56—P:KE—P?34—QYUQ—P:K2—P:KZ—ECEP:KZ

Activation | MRE4-NF72-YHV

Code

Click 'Submit’ and you will receive an offline key as shown below.
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Enter the Offline key in the install dialog to complete installation.

Ensuring your software is up to date.

@ Note: For online installations, update notifications and patching is automatic.

Macrium Reflect v7 User Guide

Registration Successful

Licensee Macrium

Order Number 24002542

Offline key QRZT-HKDY-662D-A284-DUAQ-HK2T-TH

Check the change log web page periodically for updates. If you see an update that is relevant to your system, follow

the steps in 1. above, but choose the 'Reflect Installer’ option in the download agent.

Set Download Options
Select Download Architecture
()32 bit
(®) 54 bit

Select Download Option

Reflect Installer Only

L

PE 3 {WAIK) Rescue Components Only
PE 4 {WADEK) Rescue Components Only
PE 5 (WADEK) Rescue Components Only

Reflect Installer and PE Compaonents
Reflect Installer Onl

Cancel

How to identify the architecture of your target machine.

Run msinfo32 (type Windows Key + R and then type msinfo32) and note the system type.

x86-based PC indicates that the target machine is 32 bit and x64-based PC indicates a 64bit system.
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File Edit View Help

System Summary Item Value
Hardware Resource| 0S Mame Microsoft Windows Server 2012 5tz
Components Version £.2.9200 Build 9200
- 50ftware ENViranme | gther 05 Deseription Not Available
QS Manufacturer Microsoft Corporation
System Mame QFFICE2
System Manufacturer ASUS

System Model i
System SKU @
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Installing a Macrium Reflect v6 to v7 Upgrade

This article explains how to download and install Macrium Reflect v7 using your v6 to v7 upgrade license key.

Macrium Reflect v7 includes powerful industry leading technologies to reduce image creation time using ‘Changed
Block Tracking' (CBT). v7 also includes Macrium viBoot ‘instant virtualisation' that enables creation of a Hyper-V
Virtual Machine with just a couple of clicks.

The user interface changes from v6 have been kept minimal and upgrading from v6 will be an easy process. See
New in Version 7 (see page 23) for more information.

Upgrade to v7

Enter you email address or v6 license key in the upgrade page

License key format

(D Note: If you are unable to locate your v5 or v6 keys then please see this page http://www.macrium.com
/account/myorders.aspx to request your order history

Macrium reflect v6 keys

Product Key format

v6 Home 36-XXXX-XXXX-XXXK XXX -XXXK-XXXXXXX
v6 Workstation K18.9.9.9.0.0.0.0.0.00.0.0.9.9.9.0.969.0.9.9.9.9.0.04
V6 Server 38-XXXX-XXXX-XXXX-XXXK-XXXK-XKXXXXXX

v6 Server Plus 39-XXXX-XXXK-XXXK XXX -XXXK-XXXXXXX

Macrium reflect v7 and v6 to v7 upgrade keys

Product Key format
v7 Home 56-XXXX-XXXXK- XXX K- XXX K- XXX K- XXX XXXX
v7 Workstation 57-XXXX-XXXK-XXXK-XXXK-XXXXK-XXKXXXXX

V7 Server 58-XXXX-XXXX-XXXK-X XXX -XXXXK-XXXXXXXK
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V7 Server Plus 59-XXXX-XXXX-X XXX -XXXX-XXXK-XXXXXXX

Upgrading to Macrium Reflect v7 from an existing v6 Installation with a
free upgrade key.

Free upgrades to v7 from v6 are available to customers with an active Support and Maintenance subscription and for
v6 keys purchased on or after 26th November 2016.

@ Before you begin, ensure that you are at the latest release of Macrium Reflect v6 by taking the '‘Other

Tasks' > 'Check for updates' menu option.

1. Take the 'Other Tasks' > 'Check for updates' menu option:

Other Tasks  Help

Create Rescue Media...

Add Recovery Boot Menu Option...
Edit Defaults...

Check for updates...

Convert image to VHD...

View Windows V55 Events...

Fix W55 Problems...

el % 5 #F A &

2. The following message prompt is displayed:

Upgrade to Macrium Reflect v7

|.¥_| Macrium Reflect v7 is available.
s

Your v license key qualifies for a free upgrade to v7
Do you want te download and install Macrium Reflect v77

MNow Later MNewver

l@l Mote: Upgrading to v7 will retain all settings and image data

Click 'Now' to upgrade immediately.
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W' Note: If you click ‘Never' then further attempts to update your installation will only check for v6
updates. To override this hold the 'Ctrl' key down when you take the 'Check for updates..' menu
option.

3. You new key will be shown in the following message box:

Upgrade to Macrium Reflect v7

|§| Your new v7 license key is:
s

36-7G56-X2A4U-BNYR-X2A4-6BU2-EAXZA4N

To save your key for future reference, use the 'Copy' button to copy your new key to the Windows clipboard

Clicking 'Continue' or 'Copy' will download the Full Macrium Reflect v7 Installer for your purchased edition.
The installer will start automatically.

Upgrading to Macrium Reflect v7 from an existing v6 Installation using a
purchased upgrade key

You can enter your purchased v6 to v7 upgrade license key directly into your Macrium Reflect v6 installation. This
process will automatically upgrade your v6 key without you having to type it in again in the installer.

@ Before you begin, ensure that you are at the latest release of Macrium Reflect v6 by taking the 'Other
Tasks' > 'Check for updates' menu option.

1. Take the 'Help' > 'Update license key.." menu option.

Help

ﬂ Help...
Release Motes
Configure Update Check...
Update license key...

Remowve License...

About Macrium Reflect...
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In the dialog that opens enter your purchased v6 to v7 upgrade key. This key will begin '56-', '57-', '58-' or

'59-' depending on the edition:

Home Edition

Product Licensing

Enter your license key below, upgrade users will be prompted for further license keys

License Key 56-TVZR-P1K2-GYUG-Z141-P1K2-BCEPIKZ

Help < Back | I Mext > Il Cancel

Finish

Click 'Next' and then 'Finish' to register your new v7 key.

3. The final step is to download and run the v7 Installer. You can do this immediately or at a later stage if you

v154

wish

Take the 'Other Tasks' > 'Check for updates' menu option:

Other Tasks  Help

Create Rescue Media...

Add Recovery Boot Menu Option...
Edit Defaults...

Check for updates...

Convert image to VHD...

View Windows V55 Events...

Fix V55 Problems...

el 7 5D #F A &

The following message prompt is displayed:
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Upgrade to Macrium Reflect v7

|é| Macrium Reflect v7 is available.
oy

You have a valid v7 license key
Do you want to download and install Macrium Reflect
vit

Mow Later Mever

'ﬂ' Mote: Upgrading to w7 will retain all settings and image
data

Click 'Now' to download the Full Macrium Reflect v7 Installer for your purchased edition. The

installer will start automatically.

(D Note: If you click 'Never' then further attempts to update your installation will only check for v6
updates. To override this hold the 'Ctrl' key down when you take the 'Check for updates.." menu

option.

Upgrading to Macrium Reflect v7 without an existing installation of v6

If you have uninstalled v6 then you can download the installer using the Macrium Reflect download manager.

@ Note: This method will require you to enter the v6 key that you are upgrading the v7 installer

1. Download and run the Macrium Reflect download manager: Click 'ReflectDLFull.exe’ to download.

2. Enter your v7 Key in the download manager to download and run the v7 installer:
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Macrium Reflect Download Agent

Select Installation Package
* Select Macrium Reflect software to download
B (O Free/Trial software Free

I (®) Full software. Enter license key 56-EATA-52BW-52BW-CG3V-52BW -453528W |I

Download Location & Options

The most appropriate install package will be downloaded for your computer. Click Options to
select additional components for subsequent offine installs.

Save to folder | SALE=LN

| [w]Run installer directly after downloading I Options

Registration Information

Download Information
@ Selected Download: Reflect Installer Only

Pause

Help Download Close

The Macrium Reflect installer and Windows PE rescue media files will be downloaded and the
installer will start automatically .

@ Note: You must enter your v7 key. If you enter your v6 key you will download the Macrium Reflect
v6 installer

3. The installer will require you to enter both your new v7 upgrade key and your existing v6 key.

In the installer License Key page enter your v7 Key you will then be prompted to enter your v6 key:

ﬁ Macrium Reflect Home Edition v7.0.1983 64 bit Setup

*
License key
Please enter your license key Ref’ect 7

Please enter your License key. It uses the format
XX-30006-30000-30000-30000-3000(-X000000K and should have
been received by email shortly after purchase.

— e
License Key |56-7v2R-PVBCE2S IN-Z141-P 1K2-BCE25 1N Paste
Macrium Reflect v7 license key

6 Key 36-MSBC-DAVT-WC-BCE26IN-1A3Q-ZVF3R19 1
Macrium Reflect v6 Home license key is required

v154 Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved. Page 64



Macrium Reflect v7 User Guide

(D Note: You are only required to enter your v6 license key once. After this first installation your v6
key becomes a Full key and your v6 key is deactivated.

Related articles

Upgrade FAQ (see page 43)
Installing Macrium Reflect (see page 45)

Installing and updating Macrium Reflect offline (see page 53)
Troubleshooting installer issues
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Macrium Reflect Quick Start

Macrium Reflect is intuitively designed and organised with simple to follow wizards guiding you through tasks. If you
have never used backup software before, however, you might feel some trepidation, needing a little extra guidance

to get you started.

First create rescue media

We recommended that the first time you use Macrium Reflect, you create bootable rescue media before performing

any other tasks.

Click the Create bootable Rescue media icon to access the wizard.

File %Wies FBabup  Fedme  Othe Teks B

Y

v

A Bechup Tashks

For further guidance see Creating rescue media (see page 66).

Imaging disks

Disk imaging is a Backup task and can be accessed from the Backup task bar.

bz Eew  Packep Eestore  Uther ks He

9% 0

Backus Retowe Log

Irage selected wisks om thi computer,

o)
B equied bo heckup s sesione Windows.

For further guidance see Creating a backup of your computer (see page 148).
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When your first full backup you can run differential and incremental backups to capture just the changes because it

is quicker. Macrium then manages these backup sets for you.

Right click the file you want to backup up and select the type of image to create.

File View Backup Restore OtherTasks Help
"3“# 2 )<
(@0
) Bactup Tesks Grese  BackupdCE Syescrpt e | \
Image selected disks on this computer. ; -
- [+ A AWICIE= SN . |
e ofthe parttion(s)requiredto |[ o =5 =
- B x ghachDacument<\Reflect\  Disk Image
G File and Folder backug <
.% reate a File and Folder backup. o e
Bmeg Addtto list
BM g
fam Renam: \Reflect| Disk Image
°] - \Reflect|  Disk Image
Y ° 9
@m© Delet AReflect, Disk Image
4 SQL Server Tk < velidst
Backup SQL Databases —  BunNow > prompt..
2 1m29 @) Schedule =
Continuous Backuy E
Y W tmi 5 Generate 2 VBScript File Differential
- Manage SQL Logins B Generate an MS-DOS Batch Fie Incrementsl |
= E 5 Geneate a PowerShell Script File
b Detai T Create a Desktop Shortcut

For more information see Differential and incremental disk images (see page 193).

Backing up files and folders

Creating full, differential, and incremental backups of specific files or folders can optimize backup speed and disk

space requirements. The wizard can be accessed from the Backup task bar.

File View Backup Restore OtherTasks Help

D%

Backup Restorel Log

0@%

4 Backup Tasks

@il Create anima
|

2

:I Image selected disks on this computer,
| — ]

w1 Create a File and Folder backup.

ge of the partition(s) required to

[» Other Tas|
[> Exchange Tasks
[> SQL Server Tasks

For more information see Backing up files and folders (see page 166).

Cloning disks

Cloning is particularly useful if you are upgrading to a new, larger hard drive or if you need to quickly swap failed
disks out of your system.
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Select the the disk or partition you require from the Create a Backup screen and click Clone this disk.

2 Macrium Reflect - Server Plus Edi

File View Backup Restore OtherTasks Help

%08

> Backup Tasks Create a Backup | Backup Definition Files = VBScript F
> Other Tasks
| Exchange Tasks
4 SOL Server Tasks
Backup SQOL Databases

O Refresh

Q GPT Disk 1 [4DE35055-08EB-46C3-8D02-E71FEB2764

28 1-Recovery (None) 5 2- NO NAME (N

NTFS Primary FAT32 (LBA) Primary

Continuous Backup
(2 15.0 MB V] 255MB v
- 300.0 MB 99.0 MB

Manage SQL Logins
- Actions... v

b E] Details ¥ Clone this disk...

E Image thi

For more information see Cloning a disk (see page 174).

Scheduling, retention and disk space

Whenever you create a backup, regardless of type you have the option to create a backup plan using the scheduling

and retention wizard.

Click below Select a Template for you Backup Plan to select from industry best practice backup plans templates,

quick-start backup plan templates or even templates that you have created. You can even skip over scheduling to

simply take advantage of the retention rules for managing your disk space.

Create a Backup | Backup Definition Files | VBScript Files | PowerShell Files | MS-DOS Batch Files | Schedul

O Refrech

Disk Image
0
E'@ Edit the Plan for this Backup
1. Select a Template for your Backup Plan
Do not schedule this backup -

2. Do not schedule this backup

Do not create any Windows scheduled tasks for this backup, you
can schedule this backup at a later time if you wart

Differential Backup Set
A Ful backup is created periodically followed by daily Differential
backups.

Differential Backup Set e
A Ful backup is created periodically followed by daily Differential
backups

w

Grandfather, Father, Son.

Daily Incremental ("Son"), weekly Differential ("Father"), and monthly
Full (' Grandfather) backups.

You can then customize the plan to suit your needs.

You can view, edit, cancel or run scheduled backups from the Scheduled Backups screen.
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Ele View Backup Restore OtherTasks Help

9%

Backup |Restore] Lo |

2 Exchange Tusks Incremen... Run at system sta.. Never Never
@ Backup Microsoft Exchange

4 SQL Server Tasks
Backup SQL Databases

4 Backup Tasks Create a Back: Definition Files | VBScript Files |
Image selected disks on this computer, D (D
o QL
- e partiton(s) requiredto || e Tie NedRunTime  LastRun Time

A 1600 every M... 25/01/2015 1600 19/01/2015 1600 Ready
b Other Tasks | incremen... At 18:00 every Tu... 20/01/20151800  16/01/2015 18:00 Ready
L Notyet run

Last Result User Account

sful  WIN-7IVIIRNFO...
WIN-7IVI3IRNFO..
WIN-7IVIBIRNFO..

000 Successful

Referenced File - My Backupaxm!

Continuous Backup Image Options | XML View

Manage SQL Logins

Basg
=
#
H

3

.
oestc (O Ryt 0
G

Imaging Summary - Run a full backup at 18:00 every mon of every week, starting 30/12/2014

Backup plan templates

Macrium Reflect includes templates for automating industry best practice backup plans that help you maximize
retention for your available storage space. These can be accessed and modified, or you can create your own backup

templates.

To manage backup plan templates click Backup and select Backup Templates... .

-

) s Backup Files...
Backup | Restore &=

: ﬂ L1 Image Selected Disks...
9@ < 8% Backup Windows...

Backup Exchange ...

File View Restore OtherTasks Help

4 Backup Task = Backup SQL Server...

D Imagt Backup Templates...
| — )

@ Createan image of the partition(s)
B required to backup and restore Windows,

=L Createa File and Folder backup.

For more information about using backup templates see Scheduling backups (see page 216).

. Create a Backup .

For more information about retaining backups and backup plans see Retention and consolidation (see page 236).

Restoring files and folders

To directly restore the contents of a file and folder backup use the Macrium Reflect file and folder restore feature.
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Macrium Reflect - Server Plus Edition [UEFI] SEEN

Image Restord(_File and Folder Restore JMicrosoft Exchange Restore | SQL Server Restore

bicuptic, () Refish [y Foderto seach

© Selected fle
Modfied
@ Al dates. Datesbetween: 20012015 | to 012018 Search..

Locatior

Sortby.. \ Exciup Date

For more information see Restoring a file and folder backup (see page 66).

Restoring images

Select the Restore task bar, choose the image you want to restore and click Restore Image.

‘ 2 Macrium Reflect - Server Plus Edition [UEFI] - Ea

File View Backup Restore OtherTasks Help

[P, Browseforan image or ackup fileto restore
0

[] Open animage or backup fil in Windows
NG Eplo

2 1 Recovry ()
ackup image from Windows g
|

110m8
3008 saome 280m8 n0468

ID:  SB74C256E2FE2DDT

Type: Incremental

Date: 20/01/2015 18:00 [ 5874C256E2FE2DD7-01-01.mrimg

A2 Folder  CiUsers\Richard\Documents\
Type:

Sotby. ) BackupDate  locstion  FleMame Imagesthstcontsindive [ADmes v| b ViewLosd Erors

20/01/2015 18:00
Image ID: S87AC256E2FE2DDT

[) 5874C256E2FE2DD7-00-00.mrimg
A2 Folder \Users\Richard\Documents\
ype  Ful

Date:  19/01/2015 18:00
Image ID: S87AC2S6E2FE2DDT

[2) 287F697C3165B6FA-04-04.mrimg
A2 Folder ard\Documents\

For more information see Restoring an image from Windows (see page 240).

Note: If you are unable to boot Windows you can still restore an image by booting from the Macrium Reflect rescue
media and using the temporary Macrium Reflect to find and restore images.

ReDeploying computers

Macrium ReDeploy is included in the Server editions of Macrium Reflect. With ReDeploy you can restore an image
to a replacement computer or even create various types of virtual hard drives to virtualize the machine, a technique
sometimes called Physical to Virtual or P2V. ReDeploy modifys an existing offline operating system to work with new
hardware.

1. Restore your system image to the PC being deployed before running ReDeploy.
Note:There is no need to reboot your PC after restoring an Image and before you run ReDeploy.

2. Boot the target PC with the Windows PE rescue CD or USB equivalent. There is a link to a video on creating
a Windows PE rescue CD at the bottom of this page.
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3. Onthe Restore task pane, click ReDeploy Restored Image to new hardware.

For more information see Re-deploying Windows to new hardware using Macrium ReDeploy (see page 297).

Scripting backup processes

VBScripts, Powershell and MS-DOS batch file tabs are available when you select the Backup task bar.

‘ 2 Macrium Reflect - Server Plus Edition [UEFI] -cEa

File View Backup Restore OtherTosks Help

%08

Creste a Backup | Backup Definition FileCUBScript Files | PowerShell Files | MS-DOS Batch Files Dicheduled Backups

EO/OLQM
| File Name Path Type

IMonthly Schedulevbs C:\Users\Richard\Documents\Reflect\ Disk Image
o
P

Disk Image

Monthly Schedule.vbs | Referenced File - My Backup.xml

12| OPTION EXPLICIT

In each tab you can manage files, run or schedule them to run later. You can even create a desktop shortcut for

convenience.

E Macrium Reflect - Server Plus Edition [UEFI] - KR

Ele View Backup Restore OtherTasks Help

9%

Backup |Restore | Log

4 5L Server Tasks
Backup SQL Databases

2

Continuous Backup

12 OPTION EXELICIT

Managing Macrium files in Windows

Wherever you browse for files in Windows programs or Windows Explorer, you can find Macrium Reflect functions
by right-clicking on drives or Macrium files. If you have file extensions showing, Macrium files have the extensions .

mrimg for images or .mrbak for file and folder backups. Otherwise, you can look for the icons.
With Macrium Reflect installed, directly from Windows you can:

® |mage drives

®  Run Macrium XML definition files

®  Mount and unmount images for browsing

® View file Macrium properties in the file properties dialog
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® See comments in Windows Explorer columns
® See a popup summary of the file contents by hovering the mouse pointer

Note though, the best way to view backup sets is in the Macrium Reflect interface itself where it can automatically
collate the multiple files involved in incremental and differential backups and you can manage them as a set.

v154 Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved. Page 72



Macrium Reflect v7 User Guide

Windows Explorer shell integration

Macrium Reflect is integrated with Windows Explorer giving you the following features:

Context sensitive menus

Right-click on Reflect .mrimg and .mrbak files to Explore or Restore an image.

[ vistab4-00-00.mrimg -
[ vistab4-01-01.mrimg Explore image
[3 vistab4-02-02.mrimg Restore

2 vistabd-03-03.mrimg

Open with...
[ vistab4-04-04.mrimg

You can then right click on the disk to unmount the image

~ Devices and drives (3)

o L Windows (©) [*+]  Macrium Reflect Technician's USB Macrium Reflect Image (E})
i ) I o) S W
T 50,18 free of 232 6B -— A £39.0GB
) Open
~ Network locations (3)
Open in new window
Pin to Quick access
192168017 - CONNECT [ IR Sonos PLAY:3
Unmount Macrium Image | 2 Macrium Reflect >
Share with
&= Hg Workbench
9 TortoiseHg >
& WinMerge
Restore previous versions =2 B

You can also image individual drives by selecting the drive, right-clicking and selecting the Macrium
Reflect option then Create a Macrium Image of this partition

Macrium
Reflect
Release

viBoot

Open
Open in new window
Pin to Quick access

Manage BitLocker

I 2 Macrium Reflect o Create a Macrium Image of this partition... |I
are wit|

4o Hg Workbench
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~

0 MName

(2 F17F931ECESEFBAE-00-00.mrimg
(2 F17F931ECESEFBAE-01-01.mrimg

Choose Details
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Windows Explorer columns

Size All Columns to Fit

n
02,

MName
02

Type
~ Size

Date created

Authors

Tags
Title

More...

. ~  Date modified

Scroll and select 'Backup Comment' and 'Backup Method":

*

Select the details that you want to display for the items in this

folder.
Details:

|:| Auto summary
[ awvailability

Backup Method
|:| Bec

[ Bee addresses
|:| Beats-per-minute
[ Billing information
[ Birthday

[ it depth

[ sitrate

[] Broadcast date
[] Business address
[] Business city

|:| Business countryregion W

Width of selected column (in pixels):
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Mowve Up
Mowe Dawn
Show

Hide

Cancel

You can add columns in Windows Explorer to show the Backup Method and the comments stored with the backups.

Open a folder containing Macrium Reflect backup files, right click on any Explorer column heading and select
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The columns are then added to the Explorer view:

s ThisPC > Windows (Ci) > backups

O Name Date modified Size Backup Comment. Backup Method

[ F17F931ECE5EFBAE-00-00.mrimg
[ F17F931ECESEFBAE-01-01.mrimg 8/2015 18:45 105K} After new motherboard Differential

51843 23,237k System backup before new motherboard Full

.mrimg and .mrbak file properties

Right-click and select Properties to view the Macrium Reflect properties pane on image and backup files. This
gives information about the file such as the backup method and time of backup as well as volumes or folders that
have been backed up.

[3 333BA02B4ATABED0-03-04.mrimg Properties ®

General Macrium Reflect  Securty Details  Acronis Recovery  Previous Versions

Summary | |
Backup type Image Backup

Backup method Incremental

Backup Time Tuesday, May 22, 2012 22:00:51
Compression Medium

Password protected Mo

Disks and partitions backed up
[=- Drive: ST3500320A5 5015
LXp (E:), Primary Partition, NTFS
E| Drive: SAMSUNG HDS01L] CR100-11
‘- New Volume (H:), Primary Partition, NTF3

Comment

Concel | | i

File Infotips

Hover the mouse over a Macrium image or backup file, you can get a brief summary of the file including the file type
(Image or Backup), backup method, compression level and if the file is password protected.
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£ 333BA02B4ATEBED] 2335 1584 A78B6D0-00-D0mrimg P
[ 333BA02B4ATEBED( Macrium Reflect Image Backup
[2 333BA02B4A78B6D{ Backup Method: Full
Cormpression: Medium

[2 33383A028227286D Password protected: No

[2 333BA02B4ATERED0-T4-05.mrimg
[2 233BA02B4A72BED0-05-06.mrimg

[2 333BA02B4A78BEDO1-06-07.mrimg

Disk Partition image

Disk Partiticn image
Disk Partiticn image

Disk Partition image

Disk Partition image
Disk Partiticn image

raoro

Disk Partiticn image

Extended support for Reflect XML definition files

You can run full, differential and incremental backups by right-clicking on XML definition files. Select the Macrium
Reflect option and then the backup type you wish to perform.

= v 4 > ThisPC 5 Documents > Reflect

# Quick access [ Name Date modified Type i3

1B Desktop » | system Backxml 05/04/201521:50  XMLFile

& Dropbox #* Open

& Google Drive Edit

[Z Documents  # € Move to Dropbox

& Downloads ~ # Open with >

=] Pictures * 2 Macrium Reflect > Create full backup
Macrium

Share with 5 Create incremental backup

Reflect Create differential backup
o &= Hg Workbench .
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Reviewing your backup history

Macrium Reflect maintains an easy to access log of all types of backups and restores where you can review
activities, purge the log files and view Windows VSS events.

1. Inthe main task bar click Log.

File View Backup Restore Other Tasks

%00

o
‘ Backupl Restore( Log

R
E. Image

All Logs

f—r Image Restore
---F Clone

=% File Backup
=tes] 0c/01/2015
- & 13:17:57
File Restare

*

2

2. Clicking the Delete old logs icon will take you to the Log file purge settings, where you can select to remove
old logs.

¥
Sciipts

vvvvv

chedule
@[ Image Compression
a 2 Image Restore File Size g Purge log fie settings

-7 02/01/2015 | |Password e
. [‘ Clone Auto Verify Image
E ‘z File Backup Verify File System

7] 28/01/2015 | |Priority
E 9 134757 Remove log files older than | 52 Weeks v
Files ba | Retention Rules
VSS Log| |Cloning [[Imove to the recycle bin

2 File Restore

Reparse Points
Shutdown

3. Make selection and click OK.

[eerform at startup

Enable the *Perform at startup' option (remme\gﬂswh n Macr
starts. Alternatively you may use the 'Remove Now butt

4. Select the activity you want to review.
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Ele View Backup Restore OtherTasks Help
9%08
| Backup | Restore  Log

omR ]
m @ 1mage ID - 7AFEOFOFF372357D
Al Logs 5

Dismounting drives

2 Image
1T 2770172015 Starting Restore - 02 January 2015 10:38
71 26/01/2015
T 210172015 Image File: C:\Users\Richard\Documents\7AFEQFOFF372357D-03-03.mrimg
= 2000172015 Image ID: TAFEOFOFF372357D
= 1970172015 Date: 01 January 2015
7 16012015 Time: 18:00
15012015 Image Type: Incremental
- e Source Disk: (GPT Disk 1 [4DE35055-08EB-46C3-8D02-E71FEB27680D] - Msft Virtual Disk 1.0 <
}/01/2 Geometry: 5221\63\512
[ 1270172015 Destination Disk: ~ GPT Disk 1 [4DE35055-08EB-46C3-8D02-E71FEB27680D] - Msft Virtual Disk 1.0 <
[T 09/01/2015 Verify: N
[T 07/0172015 Delta: N
[T 06/01/2015 SSD Trim: N
[T 05/01/2015
77 02/01/2015 Operation 1 of 1
171 01/01/2015 Restore Partition: 1 - Recovery
311272014 NTFS 11.0 MB / 300.0 MB
7] 30/12/2014 Drive Letter None
= 2971272014 Start Sector: 2,048
2 Image Restore End Sector: 616,447
577 02/01/2015 Partition Type:  Primary
ma O =8 Loading Index: ~ 7AFEOFOFF372357D-03-03.mrimg
| Clone Processing: 7AFEOFOFF372357D-00-00.mrimg
2 File Backup Processing: FAFEOFOFF372357D-01-01.mrimg
B-iz 28/01/2015 Processing: 7AFEOF9FF372357D-02-02.mrimg
@ 1ars7 Processing: 7AFEOF9FF372357D-03-03.mrimg
# File Restore Restore completed successfully
UpdateGPTMountedDevices - No modified GUID v
< >

5. If the activity has a VSS log, select to view VSS events, if required by clicking the View window VSS events
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icon.

2 Macrium Reflect - Server Edition [UEFI] - T

File View Backup Restore OtherTasks Help

%0

Backup | Restore_og

A..Lo@io

Backu

@[ Image

-2 Image Restore

@[T 02/01/2015

[¥) Clone .
% File Backup

=77 28/01/2015

;oshﬂw events |SelectRange.. V| (OvssEvents (®AlEvents Refresh

Fom: fwoznss v| [z (3] Tor psouzoss v o [3] Search nbermat

Wlemorsvents  @wamngevens [ Jinformation events

‘ Clipboard Copy ‘

Source EventD Date

© Microsoft-Windows-CAP2 513 28/01/2015 1

-2 File Restore
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Removing your License key when Upgrading your PC

This article covers the procedure for removing a purchased license key from one computer so it can be
transferred to another computer, such as when a computer is replaced due to upgrading your computer or so it
can be restored to the same computer after a major upgrade.

@ Please note that a separate license key is required on each computer on which Macrium Reflect is
installed. The transfer of a license key from one computer to another is only allowed for legitimate upgrade
/replacement purposes.

1. Make sure you have a record of your license key:

Your license key was sent by e-mail when you originally purchased. Your license key can also be found in
the 'Help' menu of Macrium Reflect by selecting 'About Macrium Reflect...".

Lost keys can also be retrieved here:http.//www.macrium.com/account/myorders.aspx

2. Remove your license key and uninstall Macrium Reflect:

Open Macrium Reflect in your old computer and making sure it is connected to the Internet, then in the '
Help' menu select 'Remove License...",

Help

a Help...

Releaze Motes

Configure Update Check...

Femove License...

About Macrium Reflect...

The following dialog is displayed:
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Remove License -

Remove your license from this computer and
allow installation on a different computer.

39-57E)-ZC3

This operation requires an active internet connection.
Please ensure that Reflect isn't blocked by any firewall
software.

Uninstall Reflect

| Ok | | Cancel

Ensure there is a tick against ‘Uninstall Reflect' and click 'OK".
Macrium Reflect will uninstall and your license key will be removed making it available to be used on your
replacement computer or original computer after a major upgrade.

More information:

You can download installers and license keys by entering your email address here:http.//www.macrium.com
/account/myorders.aspx

You should create a new Windows PE rescue CD on your new hardware.
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Backup Internals: What is VSS, how does it work and why do we use
it?

As happens sometimes, our more technically minded customers question a system that “just works”. We like these
sort of customers, as they keep us on our toes. In this specific case, the question was is it safe to continue using my
computer during imaging and the answer is yes, although the longer explanation is much more involved. After the
ensuing discussion, one of our community members suggested we write this information up as a FAQ entry
somewhere and internally we felt it was worth preserving the information from that thread, so this blog post is an
extended, polished version of our notes there.

Reflect can take an image of a live system. How does this work?

Application

A simple disk write

Internally Macrium Reflect relies on a Microsoft Windows component called VSS, which stands for Volume Shadow
Storage. Microsoft's VSS operates by taking what is called a copy on write snapshot of your system. This allocates a
small temporary storage space. Then, every time you write to a part of your disk, the information on the disk is first
copied to the snapshot before allowing the write to take place.

Copy written to
shadow storage

Application

Finally, new data
written to disk.

VSSin use

This technique makes VSS quite efficient. A snapshot only contains as much data as has changed since the
snapshot started — you do not need an entire copy of your disk. Also, writes are only affected for used space — free
space does not need to copy anything, as there is no original to preserve.
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Changed area
read from
shapshot

A

VSs
// =
P
M E
B Asks n—
A g for -
Macrium data Unchanged
Reflect area read u

from disk. g

e! Gets data at a point in time.

Reading data

However there is another side to this advantage. The more writes made after the snapshot springs into existence,
the more VSS must store. So if you perform an excessive amount of disk activity during imaging, the snapshot
storage space may become large. VSS imposes a cap on this space, and should a snapshot attempt to exceed it,
VSS will stop its copy on write behaviour and delete the temporary storage.

Once the snapshot is finished with, the space can be freed up again — so the temporary storage space is only
needed during use.

What determines where this storage space is?

There is no magic to this — VSS chooses sensible defaults based on your available drives. This configuration can of
course be altered and Microsoft provide a tool for this called VSSAdmin.

Is the data taken at a point in time really consistent?

This is a difficult question to which there is no straightforward answer. As you may have realized already, if a copy is
in progress when the snapshot starts, only the completed part of the copy will be included in the snapshot. The rest
of it will count as new writes and the old, inconsistent blocks will be copied to the snapshot!

To understand how VSS gets around this we need to understand a little more about VSS architecture so I'll introduce
three terms:

® Provider: in VSS land, a provider provides the VSS service and is responsible for all the co-ordination
elements. Essentially this is the “core” of VSS. Microsoft include a VSS Provider with Windows, and Reflect
uses this. (Technically speaking, there are two components, the co-ordinator and the provider, however, for
simplicity we have combined these for the purposes of explaining VSS.)

® Requester: a requester is, as you might expect from the name, an application that requests a snapshot to
be made. This request goes to the provider.

® Writers: these components provide a mechanism for applications to be alerted to the creation of a snapshot,
so they can prepare their data for snapshotting. VSS providers can notify VSS writers that a snapshot has
been created, and the VSS writer can then perform the appropriate action. Once the snapshot has been
taken, the provider again notifies the writers, so they may let the applications resume.
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VSS Writers are an important part of VSS for certain environments. Imagine you are running a heavily loaded
database server in production, or a virtual machine cluster. The database server will have open and be manipulating
its database files, processing transactions etc. while the VMs are continually performing disk operations for the
virtualised OS. Taking a point-in-time snapshot might be fine but, due to the amount of 10, it is likely to catch one or
more of these services off guard in an inconsistent state.

The role of writers is to inform these applications a snapshot is about to be created. The application can then
perform any tidy up operations necessary to ensure what is on disk is consistent. The snapshot starts and the
applications are then notified they can continue. Now the on disk state should be fine.

When do | need to check my applications are VSS aware? l.e. when do | need VSS writers?

You need VSS writers for applications that perform large amounts of 10 and depend heavily on the state of the files
they are writing if you wish to back them up. Virtual machine disk images are a perfect candidate for this — the
running image could easily become inconsistent.

Most applications do not write to disk in quantities of data large enough to be a problem. Many applications from
Microsoft are also VSS aware, which helps greatly.

What about current and previous snapshots?

VSS is smart enough to keep track of its temporary storage location, and will exclude anything in it, including the
current temporary storage area and any persistent snapshots that have been previously created. So when the data
is read by your backup software, you only get what you need.

When is VSS in use and when is it not with regards to taking a backup?

Now a question you may not have thought of — when is VSS in use? Well, VSS solves the problem of imaging a live
system neatly, so whenever you image your system with Reflect you are probably using VSS.

There is one exception to this — we have a fall-back mechanism for live versions of 32-bhit Windows client operating
systems up to Windows 7 (so XP, Vista and 7) called pssnap.sys. Reflect can use this on these systems if VSS is
unavailable. pssnap provides the same copy-on-write technique as VSS, but with fewer extra features (pssnap.sys is
not a VSS provider and is independent from VSS). Why have both systems? Well, VSS is a core component of
Windows and available on every edition of Windows greater than XP SP2. We know it will be there as Microsoft are
committed to this feature and it makes sense to use it as it is highly reliable. Before VSS we had no such mechanism
so we built our own. It is equally as reliable but we felt the feature additions of VSS and the support for writers for
enterprise scenarios really meant VSS made sense.

However in the rescue environment we do not use, or need to use, either pssnap.sys or VSS. Why? Because the
system is not in use so the data should be perfectly consistent at all times. Of course we may well end up including
persistent snapshots if they exist because without VSS they are not excluded.

You keep saying VSS is a Windows feature, yet only Reflect uses it...

Actually, that’s not true. Windows itself uses VSS for system restore points! These system restore points are the
persistent snapshots that might exist in your shadow storage.

That's it. If you'd like to read about VSS directly from Microsoft, you can read their article on TechNet.
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Macrium Rapid Delta Clone (RDC)

As with Rapid Delta Restore (RDR) the concept of RDR has been something that has been thought about for quite
some time here at Macrium Software. We wanted to build a clone solution that would effectively and rapidly copy
only the differences between the source and target file systems. The advantage of this is obvious, RDC offers similar
a performance increase as an Incremental disk image offers over a Full image and enables regular clones to be a
viable and fast DR solution.

How does it work?

The NTFS file system resident on the clone source is compared with file system on the target disk. The two file
systems are first verified that they originated from the same format command and then the target NTFS file system
structures are analyzed for differences. All the NTFS file system structures are copied to the target disk and any that
do not exist or have been modified on the target disk cause the data records for each NTFS file or object to be
copied as well. The result is an 'Incremental’ clone applying only file system changes detected between the source
and the target.

(D Note: RDC works with NTFS file systems only. All other file systems will perform a full clone

(D Note: RDC is not available when shrinking partitions during a clone.
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Rapid Delta Restore - RDR

Macrium Rapid Delta Restore (RDR)

The concept of RDR has been something that has been thought about for quite some time here at Macrium
Software. We were aware of competing technologies that offer fast restore capabilities but wanted to build something
better...

Known state restore

This method performs a restore of an incremental image to a file system at a known state. The problem with this
method is that the the 'know state' must be prepared before hand and the target disk cannot be accessed before the
final 'rapid' restore. This means that the target disk for the restore cannot be the original 'live' disk and a previous
restore of the same backup set must have been performed beforehand and the disk taken offline. Not very flexible.

Snapshot restore

Another method is to rely on an open Microsoft Volume Shadow copy Service (VSS) snapshot and use this to
restore back to the state when the snapshot was created. Very quick, but only allows restoration back to the same
disk and the image must have been created with VSS. Again, not flexible enough for real world DR.

Macrium RDR

Where Macrium RDR differs is that it isn't dependent on VSS and a delta restore can be perform to any disk that
has a previous copy of the imaged file system, no matter what it's current state. This means that you can restore
quickly back to the original disk (similar to the Open Snapshot) method, and have the flexibility to restore to a
different disk that contains the same file system on it in any state.

How does RDR work?

Unlike 'Known State' and 'Snapshot' restore, the only dependency for RDR is that the target file system contains a
formatted NTFS file system that is the same file system as was originally imaged. When the restore starts the disk
image is loaded, again this can be an image taken at any time, and the target NTFS file system structures are
analyzed for differences. All the NTFS file system structures are restored to the target disk and any that do not exist
or have been modified on the target disk cause the data records for each NTFS file or object to be restored as well.
The result is an 'Incremental’ restore applying only file system changes detected between the image and the target.

(D Note: RDR works with NTFS file systems only. All other file systems will perform a full restore

@ Note: RDR is not available when shrinking partitions during a restore.
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Macrium Image Guardian

Macrium Image Guardian Overview

Macrium Image Guardian protects your backup files from unauthorised modification.

IMAGE
GUARDIAN MIG grants write access to existing backups file for Macrium Reflect 7.1, any image tools
» created by us, and optionally, MS RoboCopy. All other process attempting to update
« existing backup files will be denied access.

MIG protects local NTFS volumes and allows Macrium Reflect 7.1 and later to use the
protected volume as a shared network resource.

Macrium Image Guardian protection architecture

ET T -

Macrium Image Guardian

[ File Type Filter ]

Other
Files.

Macrium
Image

Files

Origin Filter

Macrium Other
Software

File System

(

Storage

Macrium Image Guardian protecting backups in a networked environment

Reflect 7.1

Reflect 7.1 Image Guardian installed
? and enabled on shared volume
2
7.4 T oSl 4»-’
Reflect 71 Shared Volume &/ Reflect 71
Protecting Macrium
? backup files
i .

In the above illustration, the PC sharing the backup repository (Shared Volume) has a full install of Macrium Reflect,
including MIG. A local drive is shared over the network and MIG has been enabled on that drive in the Macrium
Reflect user interface.
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The other PC’s on the network can backup to this shared drive and do not require MIG to be installed. Backup file
write access is automatically granted to Macrium Reflect 7.1, and later, write access for earlier versions of Macrium
Reflect and other processes will fail.

The PC hosting the share with MIG installed can be used as a standalone Macrium Reflect installation. The
protected drive will prevent unauthorised access to backup files on that drive if the local PC creates backups to the
protected volume.

Protected File Access

Macrium Image Guardian will protect all existing local backup files from unauthorised modification or deletion. All
such activity will be blocked with error 0x80070510 - Storage policy block.

"4 1Interrupted Action — >

An unexpected error is keeping you from deleting the file. If you continue
to receive this error, you can use the error code to search for help with this
problem,

Error (xB0070510: The requested file eperation failed because the storage
policy blocks that type of file. For more information, contact your system
administrator,

BESTOBD3IBICA0F11-00-00 - Copy.mrimg
Macrium Reflect Image Backup

Backup Method: Full

Compression: Medium

Password protected: Ne

Try Again Skip Cancel

Fewer details

Protected File Types

The following file extensions are protected by Macrium Image Guardian.

Extension Backup Type

.mrimg Macrium Reflect image files

.mrbak Macrium Reflect File and Folder backup files
.mrex Macrium Reflect Exchange backup files
.mrsq|l *Macrium reflect SQL backup files
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*Note: SQL backup files can only be created to a protect volume by Macrium Reflect running on the local
PC. Network write access will be blocked for all processes, including Macrium Reflect. This limitation will
be removed in a future update.

Windows File operations on Macrium Backup files

Macrium Image Guardian will block opening of backup files for modification or delete, The following lists some of the

operations and special considerations if you are maintaining the location and life of Macrium backup files outside of

Macrium Reflect.

1. Windows Explorer Copy. New backup files can be created on a protected volume as the result of a

v154

Windows Explorer copy operation.

Copying a file to the same folder as the original will be blocked on local file systems. Duplicate files in the
same folder is undesirable and should be avoided. The identity of the backup file will be duplicated and this
can lead to unpredictable results in Macrium Reflect.

. DOS Commands. COPY, MOVE, and XCOPY. These commands will succeed where the result of the

operation is a new file. Overwriting or deleting existing backup files files will fail.

RoboCopy. RoboCopy.exe can copy, move and synchronise folders. For more information on RoboCopy
parameters please see here: https://technet.microsoft.com/en-us/library/cc733145(v=ws.11).aspx

Some RoboCopy parameters may perform delete file and overwrite operatons on your backup files and have
special functionality in MIG if the 'Allow RoboCopy to sync and move backup files on protected volumes'
option is enabled:

Image Guardian Settings

0 @ Turn on Image Guardian

Automatically protect local backup drives
Allow RoboCopy to sync and move backup files on protected volume*

Parameter Rule

/MOVE If the source folder is on a protected volume then the /IMOVE /MOV parameters will only
/MOV delete backup files in the source folder if the destination folder is also on a protected
volume.

This ensures that existing files cannot be moved to an unprotected volume and
compromised.

IMIR If the target folder is on a protected volume then the the /MIR /PURGE parameters will only
/PURGE delete backup files in the target folder if both of the following conditions are true:

a. The source folder is a backup destination in any saved backup definition xml file.
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Parameter Rule

b. The target folder is not a backup destination in any saved backup defintion xml file

This ensures that the synchronisation operation cannot inadvertently, or otherwise, delete

files in a folder that is used as a backup destination in Macrium Reflect.

All If the result of any parameter is to overwrite an existing backup file on a protected volume
overwrite  then this will only be allowed if the target folder is not a backup destination in any saved

operations backup definition xml file.

® RoboCopy and Network Shares

If the source of a IMOVE /MOV or target of a /IMIR /PURGE operation is a MIG protected

volume on a network share then all delete operations are blocked. This is because RoboCopy
'‘Rules' can only be applied if the Windows session that's opening the files is the same Windows
session that's running RoboCopy. In the case of a network share, the remote computer is opening

the files and will block all delete operations.

Installing Macrium Image Guardian

MIG is an optional component in the Macrium Reflect installer, It is selected by default and is available for Windows

7 and above in all editions of Macrium Reflect except for the Free Edition.

‘_ﬁl Macrium Reflect Server Plus Edition +7.1.2357 64 bit Setup

Use the following options to customise the Reflect install
Install CBT

Changed black tracking for high performance backups
Install Image Guardian
Ransomware protection for Macrium badkups

[ nstall viBoot
Instant WM booting of Macrium badkups

Install Desktop Shortout

Install location: |C:¥Program Files\Macrium\Reflect) Browse...

Install for all users. Language: English

<o ==

Custom Setup
Customise the Reflect installation. Re f’eCt 7

After installation, if MIG has automatically protected any local back drives for existing backup definitions then

the following message box is displayed the first time Macrium Reflect is started:
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Macrium Reflect

'-"‘»' Macrium Image Guardian

-

Macrium Image Guardian has protected your local
backup destination drives

ST . . . .
¥ For more information on Macrium Image Guardian please
click here

Activating Macrium Image Guardian

MIG is active directly after installation and will automatically protect backup destination drives.

To turn MIG on or off, take the 'Other Tasks' > 'Macrium Image Guardian Settings.." menu option:

Macrium Image Guardian

?-r Macrium Image Guardian

Prevent unauthorised modification of Macrium Reflect backup files

Settings  Events

Image Guardian Settings

g @Turn on Image Guardian

[ automatically protect local backup drives
] Allow RoboCopy to sync and move backup files on protected volumes

g () Turn off Image Guardian {not recommended)

Restart service on reboot
Macrium Image Guardian protects your backup files on local disks from unauthorised
modification.

Only Macrium Reflect v7. 1 products and tools are granted access to write to .mrimg,
.mrbak, mrsgl and .mrex files.

Protection can be turned on or off for individual drives using the 'Actions' menu in the
Macrium Reflect disk view.

Help Cancel

Turn on Starts the Image Guardian Service
Image
Guardian

Automatically When turned on, all saved backup definitions are searched and Image Guardian is enabled for
protect local local backup drives

backup drives When creating a new backups, unprotected target drives will be automatically protected by

enabling Image Guardian on the drive.

When the PC is restarted, Image Guardian will be re-enabled on all backup drives. This prevents
accidentally leaving your drives unprotected by manually turning protection off.
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Allow Enables the MS utility RoboCopy to delete and overwrite backup files on protected volumes with
RoboCopy to  the /MOV, IMOVE, /PURGE and /MIR parameters.

sync and

move backup  parameter Rule

files on

protected /MOVE If the source folder is on a protected volume then the /MOVE /MOV

volumes MOV parameters will only delete backup files in the source folder if the destination

folder is also on a protected volume.

This ensures that existing files cannot be moved to an unprotected volume and
compromised.

/MIR If the target folder is on a protected volume then the the /MIR /PURGE
/PURGE parameters will only delete backup files in the target folder if both of the
following conditions are true:

1. The source folder is a backup destination in any saved backup definition
xml file.

2. The target folder is not a backup destination in any saved backup
defintion xml file

This ensures that the synchronisation operation cannot inadvertently, or
otherwise, delete files in a folder that is used as a backup destination in
Macrium Reflect.

All If the result of any parameter is to overwrite an existing backup file on a
overwrite  protected volume then this will only be allowed if the target folder is not a
operations backup destination in any saved backup definition xml file.

® RoboCopy and Network Shares

If the source of a IMOVE /MOV or target of a /MIR /PURGE operation is a MIG
protected volume on a network share then all delete operations are blocked. This
is because RoboCopy 'Rules' can only be applied if the Windows session that's
opening the files is the same Windows session that's running RoboCopy. In the case
of a network share, the remote computer is opening the files and will block all delete
operations.

Off Turns off the Image Guardian service.
Restart The service will remain 'Off' until the next Windows startup. If not selected

service on the service will remain 'Off' until re-enabled in this dialog.
reboot
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Macrium Image Guardian Events

To view Image Guardian windows events, take the 'Other Tasks' > 'Macrium Image Guardian Settings.." menu
option and select the 'Events' tab:

Macrium Image Guardian

-

# Macrium Image Guardian

Prevent unauthorised modification of Macrium Reflect backup files

Settings  Events

Errors \Warnings Information
Last 30 Days ~ Refresh Clipboard Copy Save to File

Source EventID Date
09/08/2017 16:01:39

i jMacriumImageGuardian 300

O MaciumimageGuardian 300 09/08/2017 16:01:39
@ MacriumimageGuardian 300 09/08/2017 16:01:39
O MacriumimageGuardian 300 09/08/2017 16:01:39
P S i I 1Eaneon O

Date 09/08/2017 16:01:39
Type Information

Event 300

Source  MacriumImageGuardian

Wolume (\\?\Wolume{c2e8f9f0-015b-47c8-b56a-6285fc9fff30}) is protected.

Cancel

Number Event Name Severity Description

100 EVT_MIG_SERVICE_STARTED Informational = Image Guardian service started

110 EVT_MIG_DRIVER_STARTED_BY_SERVICE Informational = Image Guardian driver started
by service

200 EVT_MIG_SERVICE_STOPPED Informational Image Guardian service
stopped

300 EVT_MIG_VOLUME_PROTECTED Informational  Volume (\?\Volume{6a2d53fe-
c79a-11e1-b189-
806e6f6e6963}\) is protected

310 EVT_MIG_BLOCK_VERIFICATION_FILE_ACCESS Informational Blocking process
(processname.exe) creating
verification file as process is
not Macrium certified

320 EVT_MIG_BLOCKED_FILE_ACCESS Warning
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Number Event Name Severity Description

Blocked unauthorised
process (processname.exe)
accessing file \?\Volume
{6a2d53fe-c79a-11e1-b189-
806e6f6€6963}
\Folder\filename.mrimg)

330 EVT_MIG_USER_PROTECTED_VOLUME Informational = User has enabled Image
Guardian on volume (\\?
\Volume{6a2d53fe-c79a-11e1l-
b189-806e6f6€6963}\)

340 EVT_MIG_USER_DISABLED_VOLUME Informational =~ User has disabled Image
Guardian on volume (\\?
\Volume{6a2d53fe-c79a-11e1l-
b189-806e6f6€6963}\)

500 EVT_MIG_ERROR_BAD_EVENT Error Error could not open Image
Guardian verification event.
Error code = 123

510 EVT_MIG_ERROR_PROTECTING_VOLUME Error Error protecting volume (\?
\Volume{6a2d53fe-c79a-11el-
b189-806e6f6e6963}\). Error
code = 123

520 EVT_MIG_ERROR_UNPROTECTING_VOLUME Error Error unprotecting volume (\\?
\Volume{6a2d53fe-c79a-11el-
b189-806e616e6963}\). Error
code =123

(D When an unauthorised process attempts to write to, delete or rename a Macrium backup file the action will
be blocked and Windows Event 320 will be generated

Enabling and Disabling MIG on NTFS Volumes

MIG can be enabled or disabled on any NTFS volume by using the 'Actions' menu in the Macrium Reflect main
window.
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(GPT Dsk 3 [DSDCIAB3-CCSE 4526 96CS-1F2DSDSEBOSE] - GDRIVE ev (Gend) 000A <S3L5L GB>

1-EF1 (None)
FATS2 (84) sy

QY

A MIG shield indicates that a volume is protected:

GPT Disk 3 [DSDCIABI-CCIE4526-38CE-1 F2DEDEEBDEE] - G-DRIVE ev (Ganl) 0D0A <531.51 GB>
»

1 - EFT {None) 2 - Magrium Drive (E!) 2
FAT32 (LBA) Primary NTFS Primary
Image Guardian - Volume Protected
SKE 7 652 GE v
200.0 MB 931.32 GB L]
Actions... =

@ Automatic Protection

Please note that if the option to 'Automatically protect local backup drives' is selected in the MIG
settings dialog, then unprotected volumes will be automatically protected when the next backup runs
to the volume, or on reboot, if the volume contains the path of a backup destination saved in a backup
definition.
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Why MIG isn't available for 3rd party NAS devices

A frequent question asked about Macrium Image Guardia (see page 86)n (see page 86) is why popular NAS
devices aren't supported. This is an obvious question but misses a fundamental understanding of how network
storage works.

Unlike Windows shares, NAS devices have their own proprietary operating systems. Each NAS device is effectively
a computer with it's own file system and sharing control software. It isn't possible to control the way files are stored
on NAS devices without installing a low level device driver specialised for each different NAS OS, usually Linux
based. This also assumes that the NAS manufacturer has allowed 3rd party suppliers access to install file system
drivers. It's a similar scenario to installing popular Anti-Virus software directly on a NAS, it isn't possible.

With that said, we are open to working with NAS manufacturers, and should a method of complementing a NAS file
system be possible, we will certainly be involved.
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The Macrium Rescue Environment

1. Caution

Absolutely the first thing you need to do after purchasing and installing Macrium Reflect is create Rescue
Media

If you lose your Windows operating system, you can start your PC using Macrium Reflect rescue media on CD,
DVD, or USB stick. This makes creating rescue media the first thing you need to do with Macrium Reflect. It contains
a bootable, lightweight version of Windows and a full version of Macrium Reflect.

This lightweight version of Windows is called Windows Pre-installation Environment (also known as Windows PE or
WInPE) and is provided by Microsoft. When you create rescue media, Macrium Reflect downloads Windows PE
automatically for you and writes it to your media. It downloads just those components you need to rescue your
system.

You have the option of restoring to a new system or virtual machine using Macrium ReDeploy to reconfigure your
Windows installation for the new hardware.

Windows PE and the rescue environment

Windows PE is a reduced version of Microsoft Windows that is designed to boot from CD, DVD or USB on a wide
range of hardware. When you run the rescue media wizard, Macrium Reflect automatically downloads the Windows
PE components from Microsoft and builds the rescue environment locally. The Macrium Windows PE rescue media
has the following features:

®  Fixes for boot problems

® Macrium ReDeploy to prepare Windows to load on new hardware
® RAID support

® USB 3.0 support

® CD boot

® USB boot

® Boot menu

® Full version of Macrium Reflect

® Reduced download size compared with full Windows Automated Installation Kit (WAIK) - 150 MB to 450 MB
(depending on PE version and 32- or 64-bit support)

Windows PE hardware support

The Macrium Rescue Environment needs to include support for your hardware such as USB ports, network
interfaces, and in particular for your storage device if for example you use RAID disks. The default Windows PE
environment supports a good selection of hardware and you can add support for further devices. When Macrium
Reflect creates a rescue CD or USB, it analyses your system hardware and tries to locate drivers for unsupported
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drivers. You can provide drivers by finding driver packages on the local hard drive, looking for driver CDs supplied

with the system, or downloading drivers from the web. After you provide these additional drivers, Macrium Reflect
adds them to the Windows PE environment.

0)

Note: You cannot add support for booting media because booting takes place before drivers are loaded.

For example, if your CD drive is connected via an unsupported SCSI interface card or your boot menu lies

on an unsupported RAID array, then the Windows PE cannot boot. Booting using a USB stick is a good

workaround in this case as all USB 2 interfaces are supported by default.

CD, DVD and USB rescue media

You can boot your computer into Windows PE from a CD, DVD, USB stick or USB attached external hard disk. For

convenience or for automated restores to your system disk, you can add Windows PE to a boot menu that's

displayed when your system first starts. Although, do not rely upon this local copy as a rescue mechanism because it

could be lost if you suffered hard disk failure or corruption leaving you without a method for rescuing your system.

Macrium Reflect creates custom Windows PE systems for each installation type by downloading the required

components from Microsoft.

Further reading:

v154

Creating rescue media (see page 98)

Adding a boot menu option for Reflect recovery (see page 111)
Preparing a USB stick for Windows PE (see page 114)
Creating a bootable Windows PE USB stick (see page 117)
Accessing network shares in Windows PE (see page 118)
Technicians portable application support (see page 123)
Adding device drivers to Windows PE (see page 126)

About Adding Drivers to WinPE Rescue Media (see page 129)
Fixing Windows boot problems (see page 130)

Updating rescue media to include additional hardware drivers (see page 135)
Adding iSCSI support to Windows PE (see page 136)

Adding BitLocker support to Windows PE (see page 140)

Restoring an image from within the Rescue Media (see page 144)
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Creating rescue media

The Rescue Media Wizard

1.

2. From the Backup tab of the task pane, below Other Tasks, click Create bootable Rescue media.

v154

Insert your blank CD, DVD or USB stick.

Rescue Media Wizard

Rescue Media Wizard

Create bootable rescue media

.- The rescue media is required to recover your system if it will not boot.
.. The Windows PE rescue environment is a self-contained version of Windows
containing the Macrium Reflect application.

It will enable you to:

« Restore your system from a backup
« Fix booting issues
« Enable a system to boot on new hardware, using ReDeploy

The other features of Reflect, such as making backups or exploring backup images,
are also available in the Rescue Environment.

‘fou should always test that your rescue media will boot, to be sure the media is not
corrupt and your system is compatible with the chosen version of Windows PE.

This wizard will create Windows PE 5.0 rescue media.Windows PE 5.0 is based on the
Windows 8. 1 kernel, and has full support for UEFI/secure boot, USE 3.0, and
Hyper-V Generation 2 virtual machines, It is the best choice for Windows & systems,

Change PE Version Please press the Next button to continue.

Help < Back Next > Cancel Finish

Accept the default Windows PE environment selected by Macrium Reflect or Click 'Change PE

Version' to use a different version of Windows PE for your rescue media:

Explanation of the '‘Change PE version' dialog...

You can change the version of Windows PE by choosing from the options in this dialog
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Rescue Media Wizard: Advanced @
:' Windaws PE 3.1 rescue media {uses Windaws 7 kernel)
This is the hest chaice For Windows 7, Windows Server 2008R2, or earlier
syskems,

Moke: Sarme wery early Wwindows ¥P systems may not meet the minimurn
requirements to boot Windows PE.

.- Windows PE 4.0 rescue media {uses Windows 8.0 kernel)
ol Similar ko Windaws PE 5.0, but based on the Windows 8.0 kernel,

Windaws PE 5.0 s typically the best chaice. Only use Windows PE 4.0 if yau
need Windows PE 5.0 Features on Windows XP or Windows Server 2003,

Windows PE 5.0 rescue media (uses Windows 5.1 kernel)

Supparks UEFI | secure boot, USE 3.0 and Hyperl Generation 2 wirkual
machines,

This is a good choice For Windows 5 or Windows Server 2012 systems, You
may alsa consider this For alder systems requiring default USBS suppart.

Cannot be built on Windows P or Windows Server 2003,

gl @ Windows PE 10.0 rescue media {(uses Windows 10 kernel)

ol Supparks UEFI | secure boot, USE 3.0, HyperY Gen 2 WMs and Windows
overlay filesystems,
This is the best choice For Win &, 5.1, 10, Server 2012, 2012R2 systems. It
is a requirement For Win &, 1 WIMBook and Win 10 compact installs.

Cannot be built on Yista | \Windows Server 2008 or earlier.

| Help | [ oK ] | Cancel

What version of Windows PE should | choose?

You should choose a version of Windows PE that can access your System drive and also your backup
location. The default option selects the Windows PE version that is the best match for your Windows
operating system. This enables the rescue media wizard to automatically copy any required drivers for
Network, USB or SATA controllers. However, versions of Windows PE that are more recent than your
Windows OS may already contain compatible drivers and also offer additional support for USB 3.0.

PE Description
version

Windows Based on Windows 7. This is the best option for Windows XP, Vista, Windows 7, Server 2003,
PE 3.1 Server 2008, 2008R2 operating systems. USB 3.0 support is not included.

Note: Some very early Windows XP systems may not meet the minimum requirements to boot
Windows PE.

Windows Based on Windows 8. Similar to Windows PE 5.0, but based on the Windows 8.0 kernel.

PE 4.0 This is a legacy option that is provided if you have used previous versions of Macrium Reflect

before PE 5.0 was included. Includes support for USB 3.0. We recommend that you use PE 5.0
/10 unless your require PE 5.0 features on Windows XP or Server 2003.

Windows Based on Windows 8.1. Supports UEFI / secure boot, USB 3.0 and HyperV Generation 2
PE 5.0 virtual machines.

This is a good choice for Windows 8/8.1 or Windows Server 2012 systems. You may also
consider this for older systems requiring default USB3 support.
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PE Description
version

Note: The Windows PE 5.0 download option is not available if you are running
Windows XP or Server 2003.

Windows Based on Windows 10. Supports UEFI / secure boot, USB 3.0, HyperV Gen 2 VMs and
PE 10.0  Windows overlay file systems.

This is the best choice for Win 8, 8.1, 10, Server 2012, 2012R2 systems. Windows PE 10 is a
requirement if your system uses Windows 8.1 WIMBoot technology or if your system is a
Windows 10 ‘Compact Install'. Both of these installation types are rare but may be used on
Windows Tablet PCs with limited disk space.

(D Note: The Windows PE 10.0 download option is not available if you are running
Windows XP, Vista or Server 2003/2008

3. Click Next and add device drivers if required.

This dialog enables you to add drivers for any Network and Disk controllers that are unsupported in Windows
PE.

(D A device driver is a collection of files (also referred to as a driver package) and generally
comprises of:

® The driver software, these files have a .SYS extension.

® The driver information, or INF, file which contains the installation instructions for the
drivers, these files have a .INF extension.

® An optional security catalog that signs those drivers for operating systems that require
signed drivers, commonly used on x64 operating systems, these files have a .CAT
extension.

® One or more optional supporting software library files (Dynamic Link Library) that contain
further code to support the driver software, these files have a .DLL extension.
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Rescue Media Wizard

Rescue Media Drivers
Add drivers to the Rescue Media for any unsupported devices

All devices have drivers configured for WinPE

Device Status

" Marvell AVASTAR Wireless-AC Network Controller Driver already present in Drivers folder
" Intel(R) 8 Series SATA AHCI Controller - 9C03 Compatible device support in WinPE
L%4 USB xHCI Compliant Host Controller Compatible device support in WinPE

Update Driver

Please press the Next button to continue.

Help Mext = Cancel Finish

Windows PE (WInPE) is packaged with a large collection of drivers but there are many devices
that are not part of the WIinPE driver package. If your device is not compatible then you must add
its driver so WIinPE recognizes it and communicates with your device.

The wizard checks whether your device requires drivers adding to WIinPE. It builds a list of devices in your
computer that are either Hard Drive/RAID controllers, Network Interface Cards, USB controllers or USB hubs.
For each of these devices it checks if:

® The device is supported by default in WinPE
® There is a compatible driver in the host operating system

® There is a compatible driver already present in the collection of drivers on previously created rescue
media

Example of adding a device driver...

The sequence below shows an example of adding a device driver to the Windows PE build:
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Rescue Media Wizard

Rescue Media Drivers
Add drivers to the Rescue Media for any unsupported devices

One or more devices may reguire drivers for WinPE, this step is optional

Device Status

" Adaptec AAR-12205A Serial ATA HostRAID Controller  Copy host driver

" Realtek PCIe GBE Family Controller Copy host driver

" Standard SATA AHCI Controller Compatible device support in WinPE

" Intel(R) 8 Series/C220 Series USB EHCI #1 - 8C26 Compatible device support in WinPE

" Intel(R) 8 Series/C220 Series USB EHCI #2 - 8C2D Compatible device support in WinPE
1. USB xHCI Compliant Host Controller Device Detected

#1UUSB Root Hub (xHCI) | Copy host driver

Update Driver

Please press the Next button to continue.

< Back Cancel Finish

In the above example a driver is missing for a USB Controller. This is indicated by the ! icon

next to the device description.

@ Note: You do not need to install missing drivers for devices that you do not intend using from
WinPE.

Supported devices have a status of either:
® Device Support in WinPE
® Compatible Device Support in WinPE
®  Copy Host Driver
® Driver already present in Drivers folder

Even if a device is supported you can choose to update it and use a different driver, you do not need to use
the driver provided by WInPE. Being able to update drivers in this way is useful if you experiencing issues
with performing backups or restores in WinPE, for example, if restoring runs slowly from a USB device.

You can find driver install packages in several places. Most manufacturers create a driver folder on the hard
drive of a new PC, often named after the manufacturer. If this is not present, you can download drivers from
the device or PC vendor's website. For older PCs, manufacturers of devices and motherboards included
driver CDs in the packaging, however, these may not be the latest.

Click the 'Update Driver' button to search for a compatible driver.
This presents a wizard. This wizard is straightforward to use, the first page prompts you for a folder to scan
for drivers and whether you want to include all sub-folders.
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@

-. Update Device Driver Software

USB xHCI Compliant Host Controller

Select a folder to scan for device driver software

Folder | D:\ =]

<vac | [z Frish

@ Update Device Driver Software

USB xHCI Compliant Host Controller

Scanning for driver software

L [

D:etwork\Intel PROXGEW/inx64\NDISE 3,

< Back Mext = Cancel Finish

A compatible driver is found. Select it and click Next

Update Device Driver Software
@Y

USB ¥HCI Compliant Host Controller
Select a driver to use in the Rescue Media

Select Location Date Wersion Comment
O  DiAChipsetiIntelUSB30\Drivers\sxHCI\WinTub4\ 02/12/2014 3.0.0.16
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The device now has a green tick next to it to indicate compatibility with Windows PE

Rescue Media Wizard

Rescue Media Drivers
Add drivers to the Rescue Media for any unsupported devices

One or more devices may require drivers for WinPE, this step is optional

Device Status

+ Adaptec AAR-12205A Serial ATA HostRAID Controller  Copy host driver

+/ Realtek PCle GBE Family Controller Copy host driver

+ Standard SATA AHCI Controller Compatible device support in WinPE

" Int=l(R) & Series/C220 Series USB EHCI #1 - 8C26 Compatible device support in WinPE
" Int=l(R) & Series/C220 Series USB EHCI #2 - 8C2D Compatible device support in WinPE
', Copy specified driver

+" USB Root Hub {xHCI) Copy host driver

Update Driver

Flease press the Next button to continue.

< Back Next > Cancel Finish

4. Click Next. to prepare and build the Windows PE image

(D Note: If you have already built the Windows PE image for this rescue media then the wizard will
skip this step and advance to the Burn page (see page 106)

Rescue Media Wizard

Prepare Windows PE Image

Select yvour architecture and WIM Type, then press next

Use the Windows Assessment and Deployment Kit to prepare the Reflect PE image

EBuild the PE Environment

PE Architecture: 64 Bit -

[¥] tnclude optional components - required For i5C51 and BitLocker support
[] automatically unlack BitLocker encrypred drives

(@ Defallk base WIM  C:\ProgramDatalMacriumiReflectiwindoves Kibsi 10VA. . S\winpe. wim
{Recommended)

() Custarn bass WIM

For advanced users, & custom WIM enables wou to prepare your own Windows PE environment.

Flease press the Mext button ko continue,

Help ][ < Back ][ et > ][ Cancel Finish
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Option Description

PE Architecture Either 32 bit or 64 Bit. The default option is selected to match the architecture of
the host Windows OS.

Include optional Select this option to add BitLocker Encryption and iSCSI support to the rescue
components media. Please note that adding these components may several minutes to the
creation process.
See Adding iSCSI support to Windows PE (see page 136) for more information
on using iSCSI in Windows PE

Automatically Select this option to automatically unlock all BitLocker encrypted drives when
unlock BitLocker Windows PE starts.
encrypted drives See Adding BitLocker support to Windows PE (see page 140) for more

information on using Windows PE to access BitLocker encrypted drives.

Default base WIM Use the standard Microsoft Windows PE base installation. Macrium Reflect
executables will be added to this to crate the rescue media,

Custom Base WIM Use your own customized WIM for the rescue media. This is an advanced topic
not covered in this help.

Click Next to begin the WIM build process. If necessary, files will automatically be downloaded from
Microsoft to complete the build process.

You can also select the PE Components .zip file by clicking the '‘Browse' button in the download dialog. The
PE .zip file can be downloaded by using the Reflect download agent 'ReflectDL.exe".

See Installing an (see page 53)Installing and updating Macrium Reflect offline (see page 53)d updating
Macrium Reflect offline (see page 53) for more information on downloading the PE components separately.

Microsoft Windows PE Components Download

i Creating the rescue media will require a
142.2 MB download from Microsoft.
Click 'Download' to proceed, 'Browse' te locate an

already-downloaded zip file, or 'Cancel’ to change your
selection.

Browse Download Cancel

@ A detailed log of the build process is saved to: 'C:\ProgramData\Macrium\waik\waiklog.txt'
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5. Once complete you can choose where to burn the media

Burn Rescue Media

Choose your optical/USE device and click finish.

Version: 6.0.440
99 Date: 27/01/2015
Type: Auto-built Windows PE 5.0 (WADK) - 64 Bit

Rebuild the rescue environment by copying the required files

Check for unsupported devices each time the Rescue media loads.

Prompt for key press to continue booting from the Rescue media.

(®) CD/DVD burner ‘ﬁ) Create IS0 image file ]

() USE Device i (F:) - Generic-xD/SD/M.S. (982.5 M8)

[#] Enable multiboot MBR/UEFT USB support. Recommended for your system.

|| create a Technician's USB Drive with portable application support.
Flease press  Finish button to continue.

Option Description

Rebuild Click this button to advance to the 'Prepare Windows PE image' (see page 104)
wizard page to rebuild the Windows Image (WIM).

@ Note: If updates are available for your rescue media then you will receive a message box
prompting you to rebuild.

An update has been found for your Macrium Reflect
‘Windows PE' files,

Continue | | Cancel

ﬂ For maore information on this update please click here
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Check for Select this option and Windows PE will prompt to add drivers for unsupported Network

unsupported Interface and Disk controllers when started.

devices

Prompt for Select this option to enable the 'Press any key to boot from CD or DVD..." prompt when

key press your PC starts. This is useful if you want to bypass Windows PE and boot into your host
Windows OS.

CD/DVD Select this option to choose a CD/DVD device that you are using to create your rescue

burner media.

(D To save the rescue media to an .ISO image file for burning with any burning software. Click the
drop-down list of burners and select ‘Create an ISO image file":
[] Chedk for unsupported devices each time the Rescue media loads.

Prompt for key press to continue booting from the Rescue media.

(@) CD/OVD burner | { ¥ Create 150 image file Y

LISE Device

USB Device Select this option to save your rescue media to a bootable USB stick or external hard

drive.
Enable Only applies if you are saving your rescue media to a USB device. This option enables the
multiboot USB device to boot both legacy MBR and GPT/UEFI for modern motherboards. Please
MBR/UEFI consult your motherboard user manual for information on choosing these boot options at
PC startup.

@ Note: CD/DVD media is always created multi-boot MBR/UEFI

Technicians  Applies to Macrium Reflect Technicians license keys only. See Technicians portable
uUsB application support (see page 123) for more information

6. Click Finish.to create your rescue media

To complete the process, boot from your Rescue media to ensure it works correctly.

After Windows PE loads, Macrium Reflect runs. The Windows PE user interface for Macrium Reflect is identical to
that of the main application and offers the same core functions.

0)
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If you are using USB media, you can make the Macrium Rescue Environment compatible with multiple
computers:
1. Use the Rescue media wizard to create a bootable USB rescue device on one computer.

2. Repeat the process with each other computer in turn using the same USB device.

Once | have created rescue media, will it work on all my computers?

If the hardware for all your computers is supported by the default Windows PE driver set, then the answer is a simple
yes. You can confirm this on the Rescue Media Wizard drivers page. If all the drivers listed have the status Device
support in WinPE or Compatible device support in WinPE for each of your machines then you only need one
rescue media.

If any of your machines require extra drivers, then you have three options:
® Create one piece of rescue media for each machine.
® Invoke the Create Rescue Media Wizard on each of your machines.
1. Locate all the necessary drivers and progress to the Rescue Media Burn page before canceling.

2. Copy the contents of fol der ' C:\boot\macrium drivers'from each machine to one
machine.

3. Burn a Rescue CD on that machine.

® Using the Rescue media wizard, create a bootable USB stick, inserting the same device on each machine in
turn.

Note: Options 2 and 3 only work if all your machines are configured to use the same version of PE with the same
architecture (i.e. they are all 32-bit or all 64-bit).

If my rescue media refuses to boot, what should | do?

The causes of non-booting rescue CD fall into one of two broad categories, either it is an issue with your CD or
with your PC.

Verify your CD

Try as many of the following steps as possible:

1. Try booting the CD on a 2nd PC.
If it boots, this indicates a configuration or hardware issue with your PC. Please see Verifying your PC later in
this article.
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2. Try adifferent brand of CD media.

We have found that CD recordable media is of variable quality. Often, using different media will resolve your
issue.

. Try creating the rescue media on a 2nd PC.

If Reflect is installed on the 2nd PC, please try creating rescue media there.

Alternatively, following the same CD creation steps as before, select Create ISO image file on the last page
of the wizard. Transfer this to the 2nd PC and us a third party utility such as ImgBurn to burn the CD.

In each case, try booting the 1st PC with the new CD.

Note: Booting from DVD and CD can take a while due to the time to load the large boot image, CD in
particular can take up to 5 minutes. Unfortunately, on some hardware PE 4 does not show a progress bar
during the loading period. Therefore, with a PE4 CD, please give the media chance to finish loading
before concluding that it is not bootable.

Verify your PC.

To boot rescue media from CD, your BIOS or UEFI firmware must be correctly configured and have hardware
suitable for booting. Please try as many of the following steps as possible to diagnose this.

Note that there is no standard for motherboard firmware configuration, so our instructions are necessarily non-
specific. Please consult your motherboard manual for details relevant to your PC.

1. Try booting a Microsoft Windows install CD.

v154

If the boot fails, this is indicative the your hardware is incorrectly configured. Please continue through this list
for further diagnosis.

. Invoke your BIOS/UEFI boot menu.

+Renovable Devices
+Hard Drive

Network boot from Intel E1000

<Enter Setup>

Boot menus vary in appearance and are invoked in different ways. You may need to refer to your
motherboard manual to find the key combination to access this. Sometimes, this is displayed on the screen
and is usually a key such as DEL, F8, F11, F12, F2 etc.

Please note that on UEFI/BIOS dual systems, you may be given the option to boot UEFI or not for each
device. Please boot the type matching your installed OS. There are a few possible outcomes:

a. You are able to boot your rescue media in this manner, but not without performing this step. In this
case, please see the next step in this section.
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b. You are unable to boot your rescue media having seen the hardware in the menu. In this case, you
may wish to try the Verify CD steps above. If these do not rectify the issue, your hardware may not
support booting Windows PE (you can also try this with the Windows Install CD to verify). In this case,
please try an alternative rescue media format such as USB, or attach a different CD/DVD drive to the
system.

C. You are unable to see the hardware in your list. In this case your firmware has not recognised the
device and it is not supported for booting.

3. Change the motherboard boot order.

Please enter your BIOS or UEFI firmware setup utility and navigate to the "boot order” or "boot menu”
equivalent screen. Please ensure CD/DVD booting has a higher priority than your hard disk, which may be
labelled ATAPI, SATA, SCSI or various other labels depending on your system. Please press F10, or your
equivalent for "save and exit" to reboot the system with the new priority.

Please note that some UEFI firmware may not have boot priorities for removable media, or booting from
removable media may be a configurable option that you must enable.

Create a USB rescue stick.

Follows the same steps as used when creating a CD, selecting instead "USB media" on the last page. If this
works and your have verified your CD, it is indicative that your hardware cannot boot a CD. However, a usb
stick, is just as functional as a CD, so we recommend you use this as your rescue device.

Confirm that the CPU architecture of the PE media is compatible with your system

For BIOS/MBR systems, in general, a PC with boot either a 32 and 64bit PE.

For EFI systems, the PE architecture must match the system type. A 32bit EFI CD will only boot on 32bit EFI
systems and visa versa. Apart from a few tablet devices, all EFI systems are 64bit only.

What to expect when booting rescue media.
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The PE 3.1 environment is based on (a cutdown version of) Windows 7 and so boots in a similar fashion.

. The PE 4.0 environment is based on Windows 8 and so boots in a similar fashion.

The PE 5.1 environment is based on Windows 8 and so boots in a similar fashion.

You may notice a lag during boot on CD/DVD rescue media whilst the WIM is copied into memory. This
can take some time, so please be patient. PE 4.0/5.1 media on UEFI systems may additionally display no
progress bar during initial load, so please be patient if you have a blank screen.
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Adding a Boot Menu option for system Image recovery

Adding a Macrium Reflect Windows boot menu enables direct access to the Macrium Windows PE recovery
environment without the need to burn a DVD or USB Flash drive.

(D Note: You are advised to create physical boot media, USB or DVD, that can be used if your OS system
disk fails.

When you have created your rescue media you can add Macrium Recovery to your PC boot menu. By doing this you
can restore a system image (the C drive) without a recovery CD.

1. Take 'Other Tasks' > 'Add Recovery Boot Menu Option...'

Other Tasks Help
3 __Create Rescue Media

Add Recovery Boot Menu Option...
Edit Defaults...
Check for updates...

@b #F

.,
¥

v*  Convert image to VHD... t
View Windows VSS Events...
Fix VSS Problems...

1 —

in
1|

2. Select the relevant version of Windows PE.
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Macrium Reflect =

== Windows Boot Menu

Add a Windows start-up menu option for the Reflect
recovery envirenment.

The recovery envirenment will start Windows PE and allow
full system restore without a boot CD.

)Mo menu

() Windows PE 3.1 menu (32 Bit)

(") Windows PE 4.0 menu (Mot Built)
{®) Windows PE 5.0 menu (64 Bit)

") Windows PE 10.0 menu (Mot Built)

Cancel Help

lljil You are advised to create a boot CD to protect against disk
failure or to upgrade your hard disk.

What version of Windows PE should | choose?

You should choose a version of Windows PE that can access your System drive and also your backup
location. The default option selects the Windows PE version that is the best match for your Windows
operating system. This enables the rescue media wizard to automatically copy any required drivers for
Network, USB or SATA controllers. However, versions of Windows PE that are more recent than your
Windows OS may already contain compatible drivers and also offer additional support for USB 3.0.

PE Description
version

Windows Based on Windows 7. This is the best option for Windows XP, Vista, Windows 7, Server 2003,
PE 3.1 Server 2008, 2008R2 operating systems. USB 3.0 support is not included.

Note: Some very early Windows XP systems may not meet the minimum requirements to boot
Windows PE.

Windows Based on Windows 8. Similar to Windows PE 5.0, but based on the Windows 8.0 kernel.

PE 4.0 This is a legacy option that is provided if you have used previous versions of Macrium Reflect

before PE 5.0 was included. Includes support for USB 3.0. We recommend that you use PE 5.0
/10 unless your require PE 5.0 features on Windows XP or Server 2003.

Windows Based on Windows 8.1. Supports UEFI / secure boot, USB 3.0 and HyperV Generation 2
PE 5.0 virtual machines.

This is a good choice for Windows 8/8.1 or Windows Server 2012 systems. You may also
consider this for older systems requiring default USB3 support.
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PE Description
version

Note: The Windows PE 5.0 download option is not available if you are running
Windows XP or Server 2003.

Windows Based on Windows 10. Supports UEFI / secure boot, USB 3.0, HyperV Gen 2 VMs and
PE 10.0  Windows overlay file systems.

This is the best choice for Win 8, 8.1, 10, Server 2012, 2012R2 systems. Windows PE 10 is a
requirement if your system uses Windows 8.1 WIMBoot technology or if your system is a
Windows 10 'Compact Install'. Both of these installation types are rare but may be used on
Windows Tablet PCs with limited disk space.

(D Note: The Windows PE 10.0 download option is not available if you are running
Windows XP, Vista or Server 2003/2008

The Macrium recovery boot menu option - Windows 10

Choose an operating system

Windows 10

Change defaults or choose other options
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Preparing a USB stick for Windows PE

To use a USB stick as a boot device, Windows requires a Master Boot Record (MBR) however some USB sticks are
shipped without one and with just a single partition. The USB stick, therefore, needs formatting but the standard
Windows format option does not prepare the disk correctly as it does not create a master boot record. You therefore
need to prepare the USB stick using other tools, for example, Windows diskpart.

1. Start an elevated command prompt. See Running an elevated command prompt for more information.

2. Type:

di skpart

3. Type:

l'ist disk

C:\WINDOWS\system32\diskpart.exe IEES

Microsoft DiskPart version 6.4.9879

Copyright (C) 1999-2013 Microsoft Corporation.
On computer: WIN-71VI3IRNFOE

DISKPART> list disk
Disk ### Status
Disk @ Online

DISKPART>

4. Identify the disk number of your USB stick.

@ Please ensure that you correctly identify your USB stick.
5. Type:

sel ect disk <n>

Where <n> is the number of the disk previously identified as being the USB stick. Confirm that the current
disk selection is correct by typing in detail disk, this will show information relating to the currently selected
disk.

m
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Note: Please be certain you have the disk selection correct before proceeding to the next step.
6. Type:

cl ean
This erases all data on the USB stick.
7. Type:
Create par primary
This creates a primary partition on the USB stick using the maximum size available.
8. Type:
active
To make the primary partition active.
9. Type:
format FS=ntfs LABEL="Macrium W nPE" QUI CK
This formats the newly created partition on the USB stick for legacy MBR booting.

If your system has GPT disks and uses the newer UEFI booting standard then please type the line below
instead:.

format FS=FAT32 LABEL="Macriunf QU CK

(D Note: UEFI booting requires a FAT32 formatted partition and will not recognize NTFS.
10. Type:

exit

once the format command has completed to exit diskpart.

11. Type:
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exit
Again to close the command prompt.

See also: Troubleshooting USB rescue media
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Creating a bootable Windows PE USB stick

Introduction

In this article we will explain how it is possible to create a USB flash drive to boot Windows PE.

1. Follow the steps on Creating Rescue Media (see page 98)

2. When you get to the final screen as show below:

Burn Rescue Media
Choose your optical fJUSB device and dick finish.

Version: 6.0.467
9@ Date: 11/02/2015
Type: Auto-built Windows PE 5.0 (WADK) - 64 Bit

Rebuild the rescue environment by copying the required files Rebuild

[ check for unsupported devices each time the Rescue media loads.
Prompt for key press to continue booting from the Rescue media.

(O co/ovDburner €4 Create IS0 image file

(®) USE Device |=ﬁ (D: Backup) - Seagate FreeAgent Go (298.09GB) v

Enable multiboot MBR/UEFI USB support, Recommended for your system,

Please press the Finish button to continue,

Cancd | | Fimish

Select 'USB Device' as indicated in Red and click Finish

See also:  Preparing a USB stick for Windows PE (see page 114)

Troubleshooting USB rescue media
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The Macrium Reflect Windows PE rescue media includes the Windows networking stack and allows connection
to authenticated network shares when booted into Windows PE. Network shares can be entered by UNC path
using the \Server\Share or by IP address and shared folder.

If you have problems accessing shared servers then please see Resolving network issues in Windows PE

@ Please note: Wireless Networking is not supported in Windows PE. Please connect to your network using
an Ethernet cable.

(D Please Note: When accessing network shares in Windows PE 10 it's necessary to prepend the user

name with ".\' if the network resource is on the local network/domain.

For example enter '\Administrator'

This is not required for earlier versions of Windows PE.

Accessing the network when creating an image in PE

1. Inthe image wizard enter the \\server\share\folder path in the backup destination page. You will be

prompted for login credentials if the share is password protected:

S Select

Source

MER Disk 1[;

1-Systam
[l wiesamy

3.8 1B

Source Drive(s) and Image Destination

Windows Security ==

Enter the network logon credentials to enable Windows PE to
access the Network share.

Access is denied.
Total Selected: . .
Em

@ Folder

CD/DVD Burner

Backup filename:

2. Alternatively, click the '..."' browse button to browse the network for the shared folder:
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I [ Vbuid_hgpudiicibacup

Alternative locations

Use the Image ID as the file name. (Recommended)
{IMAGEID}

2 \blpublicinick\case 5 1985\{IMAGEID}-00-00 mrimg

AT Advanced Options
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Disk Image
. . . .
g Select Source Drive(s) and Image Destination
H
Source
Browse for Folder -ﬁ
GPT Disk 1 (8] ) ) b.00 GB>
Select location for image file
1 - Recovern| 4- (G}
NTFS Prima{ 1} ey NTFS Py
268.8 MB 1% This PC @ 16,12 GI
300.0 MB b (M Music 63,48 GI
I+ | [| Documents
I | jm Desktop
~
Total Selected: P n
Dectinat LS OCAL
1+ M8 CHRISWINTX86
(®) Folder i M DEVPC D
|- | DEVDE v
CD/DVD Burner
conce
Backup filename: {IMAGEID}

Expanding a network node that requires authentication will display the Network Credentials dialog:

Connect to \\OFFICE2
o
_«[m\%

Connecting to WOFFICEZ

Uszer name:

Password:

Authentication failed when enumerating
1 shares on this server. Enter a share name
here and use these credentials for access:

Share name:

Carcel

@ Leave the 'Share Name' field empty for root level authentication of the server.
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Accessing the network when restoring an image in PE

1. If the image that you are restoring isn't visible in the Macrium Reflect Restore pane then click the 'Browse
for an image file..' link

itore Tasks Image Restore | File and Folder Restare

!] ReDeploy restored image to new hardware rﬂ Browse for an image file... O Aefrech -.a P

=

i Fix Windows boot problems

= Browse for an image or backup file to restore

1 Open an image or backup file in Windows

3 Explorer

1 Detach a backup image from Windows

D Explorer

a Details Sort by... \L Backup Date Location File Name

2. Inthe browse dialog that opens type the UNC path of the network share that you want to access:

2 Select an image file @
Lookiin: | [ Desktop vl @ m-

L |
-5 ) SYSTEM A This PC
-5 2 L

Recent places

g = | Libraries

" V="
Libraries e

A

This PC

File name: I\-.-.semer'-share'-fnlder v\l I Open I
W

Files of type: Macrium Reflect Image File (* mrimg) Cancel

3. Alternatively, click 'This PC":
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Aty

Select an iImage file @
Look in: | ] Desktop v & -

=
T i )
o l& SYSTEM -k.‘ This PC
Recent places g

. = _IJ Libraries
=1

u
Libraries o
A
This PC
File name: v
Files of type Macrium Reflect Image File [~ mrimg) W Cancel

4. Scroll down and double click 'Network':

Y

Select an image file @
Lookin: | M| This PC vl @ F @

I i .

<

Recent places i Pictures

Libraries ‘ Videos
[;-l..! . N .
This PC &

33% Network

oo mi g vy
S 4 mfrse of 63.4GB
. CD Drive (E:) Rescue v
File name: v
Files of type Macrium Reflect Image File (" mrimg) W Cancel

5. Expand the network server that contains the share you want to access:
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2 Select an image file 1
Look in: &Ne{work w @ _’ » [~

= —
b "*}' CHRISDEVLOCAL
Recentplaces
—— f&' CHRISWINTX6
¥ |
Libraries
ﬂ;.. '-&" DEV-PC
L |
This PC .
'-k" DEVDE
|

"A" DEVPC
=}

p -— ] W
File name: v
Files of type: Macrium Reflect Image File (" mrimag) v Cancel

Expanding a network node that requires authentication will display the Network Credentials dialog:
Connect to \WOFFICEZ2

="

Connecting to YWWOFFICEZ2

User name:

Password:

Authentication failed when enumerating
1 shares on this server. Enter a share name
here and use these credentials for access:

Share name;

Carcel

@ Leave the 'Share Name' field empty for root level authentication of the server.

See also: Resolving network issues in Windows PE
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Technicians portable application support

(D Applies to Server Edition Technician's License only.

Note: Technician's Portable Application USB sticks expire when your license for Technician's expires. You
need to recreate your USB stick after this time.

The Macrium Reflect Technician's License allows a single user to image multiple PCs (as specified in the license).
Macrium Reflect runs as a portable application from USB Rescue Media. The USB stick also acts as a bootable
rescue environment, which you can use to back up and restore licensed PCs. Portable Mode Reflect is very similar
to the Macrium Reflect environment you are familiar with.

Creating a technician's USB stick

1. Create a rescue PE environment as explained in Creating rescue media (see page 123)..
2. Select USB Device as your target media and select a USB destination.

3. Check Create a Technician's USB Drive with portable application support.

Rescue Media Wizard

Burn Rescue Media
Choose your optical/USE device and click finish.

Version: 6.0.401
93 Date: 09/01/2015

Type: Auto-built Windows PE 5.0 (WADK) - 64 Bit

Rebuild the rescue environment by copying the required files Rebuild

[] Check for unsupported devices each time the Rescue media loads.

Prompt for key press to continue booting from the Rescue media.
‘-:-‘CD]’DVD burner A (E:)- PLDS , DVD-RW DABASSH VRL61 (0:0:0)
(®)USE Device & (F: ) - Generic-xD/SD/M.S. (982.5 MB) v

[¥] Enable multihoot MBR/UEFT USB support. Recommendad for your system.

Please press  Finish button to continue.

< Back Mext Cancel Finish

4. Click Finish.

Launching Macrium Reflect from the USB

1. Insert the USB, you will be asked to choose what happens with it.
2. Select Open folders to view files.

3. In the root of the USB stick, select folder Win32 or Win64.
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The USB stick contains both 32-bit and 64-bit versions of Macrium Reflect. To launch the right one, a

launcher is provided called portable.exe.

4. Double click reflect.exe to launch Macrium Reflect.

= Win64.

Pictures A Name

Public
sesdllall
bmp.tmy
¥ Homegroup pame
i Deletebmp
 Delete16.omp
leS.dil

A This PC

) license.nf
W okbmp
W OK16bmp

% Windows8_0S (C:
& LENOVO (D)
< NEW VOLUME (G:

@ Nework

13 items

= 1 ) » ThisPC » NEW VOLUME (G) » Win64 v/ ¢ | Search Wins:

Adding drivers to the portable PE environment

You can add drivers directly to the Windows PE rescue environment by booting into Windows PE and taking Restore

> View Unsupported Devices. For more information see Adding device driver software

(see page 135)

Adding drivers to the Technicians USB stick in Windows

(D Please note that this option is not accessible when booted in the PE environment and is only available in

Windows.

The portable edition of Reflect offers the ability to copy any missing drivers from the current system. To do this:

1. Select the Add Drivers to technician's rescue media option from the other tasks group on either the

backup or restore tabs.
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File View Backup Restore OtherTasks Help

Backup | Restore

4 Restore Tasks Image Restore

to restore
Open an image or backup file in
Windows Explorer

Detach a backup image from
Windows explorer

2020

Add drivers to technician’s rescue
media

Browse for an image or backup file r"l Browse
O Lrowse

I Details
Sort by... 'l*
Technician's Bootable Media Drivers
Add drivers to the bootable environment for any unsupported devices
All devices have drivers configured for WinPE
Device Status
+"Realtek PCle GBE Family Controller Device support in WinPE
4 Realtek RTL8723BE Wireless LAN 802.11n PCI-E NIC Driver already present in Drivers folder

+ Intel(R) 8 Series Chipset Family SATA AHCI Controller Compatible device support in WinPE
+" Intel(R) 8 Series USB Enhanced Host Controller #1 - 9C26 Compatible device support in WinPE
+" USB xHCI Compliant Host Controller Compatible device support in WinPE

Update Driver

Flease press  Finish button to insert drivers.
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Windows PE (WInPE) is packaged with a large collection of drivers but there are many devices that are not part of

the WInPE list of drivers. If your device is not listed you must add its driver so WinPE recognizes it and

communicates with your device.

(D You can run the Create bootable rescue media wizard at any time to check, add or change drivers, if for

instance, you have added hardware since creating rescue media.

When you run the Macrium Reflect task, Create bootable Rescue Media the wizard checks whether your device

requires drivers adding to WiInPE. It builds a list of devices in your computer that are either hard drive/RAID
controllers, network interface cards, USB controllers or USB hubs. For each of these devices it checks if:

® The device is supported by default in WinPE

® There is a compatible driver in the host operating system

® There is a compatible driver already present in the collection of drivers on previously created rescue media

Rescue Media Drivers

Rescue Media Wizard

Add drivers to the Rescue Media for any unsupported devices

All devices have drivers configured for WinPE

Device Status

+ Standard Enhanced PCI to USB Host Controller
+ Standard Universal PCI to USB Host Controller
+ Standard Universal PCI to USB Host Controller
+ Standard Universal PCI to USB Host Controller
+ Standard Universal PCI to USB Host Controller
¥ Standard Universal PCI to USB Host Controller
+ Standard Enhanced PCI to USB Host Controller
v’ Standard Universal PCI to USB Host Controller

Compatible device support in WinP
Compatible device support in WinP
Compatible device support in WinP
Compatible device support in WinP
Compatible device support in WinP
Compatible device support in WinP
Compatible device support in WinP
Compatible device support in WinP

L Standard Universal PCI to USB Host Controller Compatible device support in WinP
/1 Promise RAID Console Device Detected
Update Driver
Please press ~ Next button to continue.
< Back Next > Cancel Finish

Unsupported devices show in the list of devices with a warning icon and a status text of Device Detected.

Note: You do not need to install missing drivers for devices that you do not intend using from WinPE.

Supported devices have a status of either:

® Device Support in WinPE

® Compatible Device Support in WinPE

® Copy Host Driver

® Driver already present in Drivers folder
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Even if a device is supported you can choose to update it and use a different driver, you do not need to use the
driver provided by WInPE. Being able to update drivers in this way is useful if you experiencing issues with
performing backups or restores in WinPE, for example, if restoring runs slowly from a USB device.

A device driver is a collection of files (also referred to as a driver package) and generally comprises of:
® The driver software, these files have a .SYS extension.

® The driver information, or INF, file which contains the installation instructions for the drivers, these files have
a .INF extension.

® An optional security catalog that signs those drivers for operating systems that require signed drivers,
commonly used on x64 operating systems, these files have a .CAT extension.

® One or more optional supporting software library files (Dynamic Link Library) that contain further code to
support the driver software, these files have a .DLL extension.

You can find driver install packages in several places. Most manufacturers create a driver folder on the hard drive of
a new PC, often named after the manufacturer. If this is not present, you can download drivers from the device or PC
vendor's website. For older PCs, manufacturers of devices and motherboards included driver CDs in the packaging,
however, these may not be the latest.

Updating drivers

1. Select the driver you want to update, left click it in the list of devices.

2. Click Update Driver.
This presents a wizard. This wizard is straightforward to use, the first page prompts you for a folder to scan
for drivers and whether you want to include all sub-folders.

Ia_la Update Device Driver Software

Marvell AVASTAR Wireless-AC Network Controller

Select a folder to scan for device driver software

Folder

[Jindude all subfolders

3. Select a folder.

4. Click Next.
The wizard scans for drivers, automatically including the host operating system drivers if you do not choose
to scan that folder.

5. When complete a list of results is displayed, select the driver from the list you want to use.

6. Click Finish.
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Ugda‘[e Device Driver Software
USB xHCI Compliant Host Controller
Select a driver to use in the Rescue Media

DADrivers\Chipset\All\ 07/25/2013 9.4.0.1023

[m] D:\Drivers\Chipset\WL... 07/25/2013 9.4.0.1023

Select Location Date Version  Comment

< Back Next >

The rescue environment driver is copied.
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About Adding Drivers to WinPE Rescue Media

WInPE is packaged with a large collection of drivers, however, there are many devices that are not part of the WinPE
list of drivers. For WIinPE to recognize your device, you need to add a driver. Your device then communicates with
WinPE and loads at boot time of WinPE.

The main devices to be concerned with are hard drive/RAID controllers, network interface cards (NIC) or USB
controllers and USB hubs.

If you intend to use a network device then you need to ensure that your NIC is supported in WInPE. If your hard
drives are attached to a RAID controller then you need to ensure that your RAID Controller is supported in WinPE,
either by a WiIinPE driver or by adding a driver.

A device driver is a collection of files (also referred to as a driver package) and generally comprises of:

1. The driver software. These files have a .SYS extension.

2. The driver information, or INF, file which contains the installation instructions for the drivers. These files have
a .INF extension.

3. An optional security catalog which signs the drivers for operating systems which require signed drivers,
commonly used on x64 operating systems. These files have a .CAT extension.

4. One or more optional supporting software library files (Dynamic Link Library) which contain further code to

support the driver software. These files have a .DLL extension.

Your best sources for driver packages are the CD that comes with your device (or motherboard) or downloads from
the vendor website as a ZIP file. When downloading a package from the vendor website, it is best to source a ZIP
package for easy extraction.
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Fixing Windows boot problems
This article explains how to use the 'Fix Boot Problems' option to resolve common boot problems when restoring an
image.

When restoring an image or cloning a HD there can be situations where Windows is unable to boot due to incorrect
boot configuration. This article explains how Reflect enables you to resolve these situations.

Depending on whether the disk you have restored uses GPT or MBR partitioning schemes, the action you need to
take may vary. This article covers both cases.

Fix boot problems on MBR/BIOS systems

Fix Windows boot problems is available in the Windows PE Rescue media environment. To fix Windows boot
problems, start your computer with your rescue media inserted. Then, after a restore or clone, to use fix boot
problems:

1. Select the restore menu, then select fix boot problems. Alternatively, choose the restore tab then under restore
tasks select Fix Windows Boot Problems.

P
h Macrium Reflect - Server Edition Windows PE
File View Backup( Restore 'OtherTasks Help
Backup | Restore ReDeillo\,rTo Mew Hardware
Fix Windows Boot Problems
"'1,5 older Restore
[Z5 b o tore Tasks View Unsupported Devices
*  Explore Image ge file... ey Refresh

I:;i ReDeploy Restg ~
Bd

loaaatan gDstach Image

B‘P’ Fix Windows Boot
L Problems

 Browse for an image or

2. The Fix boot problems wizard will then open.

3. You will be presented with a list of Windows Installs, which the wizard detects. Verify these are correct. If the
wizard has not automatically detected your Windows install, add it using the buttons on the right. You can also
correct any details using the edit functionality.
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Fix Boot Problems
Installed Windows Operating Systems

Locate installed Windows operating systems on your PC.

Description Version Drive Path Add
Disk 1 - VBOX HARDDISK 1.0 =125.00 GB= Edit
L iaosoft Windows Xp 5.1 C: Wwmoows |
Ignore
Search

Each installation of Windows should be listed here.

The 'Description’ column represents the name that will appear in the Windows boot loader menu.
You can change this by selecting the item and dicking the 'Edit’ button.

Please press the Next button to continue.

< Back Cancel Finish

4. Select the active partition. The wizard automatically selects the boot disk for the relevant Windows install, but

you can change this if you are using an alternative setup:

Fix Boot Problems

Active Partition

ect which partition your PC should boot from.

Primary Partition Drive Letter  File System Disk 1D
Disk 1 - VBOX HARDDISK 1.0 <125.00 GB>

1 Preload (C:) NTFS 2BD2C32A
mE=Y SERVICEVOO1  FAT32 (LBA) 2BD2C32A

The "Active’ partition is loaded from the Master Boot Record. This can be any 'Primary’ partition
on the boot disk on your PC.

Please press the Next button to continue.

< Back Next > Cancel Finish

5. Choose the boot options to be fixed. We recommend leaving all options checked, however, power users may

wish to alter the behaviour of the wizard.
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Fix Boot Problems
Boot Code Options

Select options to repair your PC boot code.

Reset the boot disk ID.
This is the unique identifier of your hard disk and is a common cause of boot problems.

Replace the Master Boot Record,
Your computer will not be able to startif the Master Boot Record is missing or corrupt.

Replace partition sector boot code.
The partition sector boot code is called from the Master Boot Record. If this is corrupt
then your computer cannot start.

Rebuild the Boot Configuration Database (ECD) and BOOT.IMI files

The BCD and BOOT.IMI files are essential for the active partition to locate any
operating systems on your disk(s). The BOOT.IMI file is only required if you have a
Windows version earlier than Vista on your PC.

Please press the Hnistbutton to continue.

< Back Mext = Cancel Finish

6. Click finish. The wizard will then offer you the choice to reboot. If you need to perform additional tasks in the PE
environment such as ReDeploy, select no. Otherwise, select yes.

7. Your system will now boot.

Fix Boot problems for GPT/UEFI Boot Systems

Fix boot problems is available in the same location as for MBR systems. Boot your UEFI capable rescue media.
Then:

1. Select the restore menu, then select fix boot problems. Alternatively, choose the restore tab then under restore
tasks select Fix Windows Boot Problems.

P
i Macrium Reflect - Server Edition Windows PE
File View Backup( Restore || Other Tasks Help
Backup | Restore ReDeploy To New Hardware
) Fix Windows Boot Problems
Iﬂl - - older Restore
Z%F Restore Tasks View Unsupported Devices E
: ge file... w Refresh
If.. ReDeploy Restq 7 Explore Image b
e ipmiliatach Iage
E‘F’ Fix Windows Boot I
L Problems
Browse for an image or

2. The Fix boot problems wizard will then open.

3. You will be presented with a list of Windows Installs, which the wizard detects. Verify these are correct. If the
wizard has not automatically detected your Windows install, add it using the buttons on the left. You can also
correct any details using the edit functionality.
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Fix Boot Problems
Installed Windows Operating Systems

Locate installed Windows operating systems on your PC.

Description Version Drive Path Add
Disk 1 - VMware, VMware Virtual 5 1.0 <200.00 GB= Edit
£ \Windows 8 Pro 6.2 C: Windows
Disk 2 - ViMware, VWMware Virtual 5 1.0 <200.00 GB= Ignore

7 windows 7 Ulimate 6.1 O:  \Windows
Search

Each installation of Windows should be listed here.

The 'Description’ column represents the name that will appear in the Windows boot loader menu.
You can change this by selecting the item and dicking the 'Edit’ button.

Please press the Next button to continue.

< Back Cancel Finish

4. (Optional Step) if you have multiple disks, you may be asked to select which you should boot from. Choose the
disk you wish to boot from, then press next.

Fix Boot Problems

Boot Drive

Select which drive your PC should boot from.

Number Mame Size

“e 1 YMware, WMware Virtual 5 1.0 200,00 GB

Please press the Next button to continue.

< Back Cancel Finish

5. The wizard will then display a summary screen. Press Next.

6. You will then see a report showing you a choice of actions and allowing you to restart your PC. Select Yes if you
wish to restart now and select No if you wish to perform additional tasks in the PE environment.

v154 Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved. Page 133



Macrium Reflect v7 User Guide

Fix Boot Problems

Summary

Review options to repair your PC boot code.

Running Tasks...

Click Finish »’ EFI partition found on disk 1
Boot Drive: 7% Removing old BCD
Disk 1-V | # Creating BCD for C:\Windows
" Creating BCD for D:\Windows
Windows In|
Windows|
Windows| p—
Reflect 22
e Restart your PC?
nue.
Yes Mo
Finish
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Updating rescue media to include additional hardware drivers

While you have valid rescue media, it is possible that further down the line you add hardware to your computer
without updating the rescue media. Macrium Reflect provides a way of loading drivers for these pieces of hardware
when in Windows PE.

Select the Restore > View Unsupported Devices menu option, the following dialog will be shown:

-

Devices With Mo Drivers
Drivers may need to be loaded for the following devices in order to backup/restore

Description Vendor Device Type LastLoad Result
RAID Controller VEM_105A DEV_3515 HDC Mo driver loaded

Scan for suitable drivers starting with the folder Scan
Select a spedfic driver to load for the currently selected device Locate
Save the list of devices to a file, suitable for attaching to an email to Macrium Suppart Save
Continue using Macrium Reflect Continue

a list of devices which are currently unsupported will be shown. Drivers can be loaded using two methods:

® Select a device from the list and click the Locate Driver. Browse and select a driver INF file in the dialog that
is displayed. Macrium Reflect will try and load the driver and report the result back.

® Select a base folder using the ellipsis button and then click Scan. Macrium Reflect will traverse the folder
structure looking for driver INF files for all devices in the list. After the scan, a dialog will be displayed
showing which devices had drivers loaded.

Notes on Driver Packages

After downloading a driver package, unzip to a folder that Macrium Reflect has access to. All files within the driver
package should be extracted including .CAT and .DLL files.

When loading drivers Macrium Reflect will check for device support in INF files and if found will attempt to load the
driver. It is important that all the files that the driver package consist of should be present in the same folder as the
INF file. There will definitely need to be the .SYS file for the driver. The driver package may also consist of .CAT and .
DLL files, these need to be present in the same folder as well in order to load successfully.

Drivers must ideally match the architecture of your Windows PE installation. It should be noted that Windows 7
drivers may appear to have been added to Windows PE 4.0/5.0 successfully but will only sometimes work.
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Adding iSCSI support to Windows PE

Macrium Reflect can include the components necessary to connect Windows PE to iSCSI. This enables restoration
and clones to iSCSI connected disks.

1. Ensure that your Windows PE rescue media has been created with the 'Include optional components'
option selected.

Rescue Media Wizard

Prepare Windows PE Image
Select your architecture and WIM Type, then press next

Use the Windows Assessment and Deployment Kit to prepare the Reflect PE image

Build the PE Environment

PE Architecture: 64 Bit v
Gy

I [w] Include optional companents - required for ISCSI and BitLocker suppart I

(@) Default base WIM  C:'\ProgramDataMacrium'Reflect\Windows Kits\8. 1\... \winpe. wim
(Recommended)

() Custom base WIM

For advanced users, a custom WIM enables you to prepare your own Windows PE environment.

Please press the Next button to continue.

< Back Cancel Finish

2. Boot into Windows PE and start a command prompt.
m
The command line can be accessed by clicking the black icon on the bottom left corner of your screen.

3. You will need to change the IP address of your Windows Pre-installation Environment to the same IP
address that is configured on your Windows Host in order to be authenticated by the iSCSI target since
unknown IP addresses will result in a timeout when trying to login to the target.

. Macrium R
File View Backup Restore OtherTasks Help
Backup | Restore I Metwork Config I
Keyboard Layout
4 Restore Tasks = Y rreed )4

Take 'Other Tasks' > 'Network Config'

4. In Network Configuration input the same IP address that is configured to connect to the iSCSI target.
Note: In this case the Windows host IP address is '10.17.0.15'". Please replace with the correct IP address for
your Windows host.
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Network Configuration

Contact your network administrator if auto assignment (DHCP) is not supported

Microsoft Hyper-V Network Adapter w
(") Obtain an IP address automatically
(®) Use the following IP address
IP address: I 0 .17 .0 15 I
Subnet mask: 255 . 128 . 0
Gateway: w . 0 1]
(®) Lse the following DNS server address
Prefered DNS server: 0.0 0
Alternate DNS server: 255 . 255 . 255 . 255
OK Cancel Apply

In the command window type “net start msiscsi” to enable the Microsoft iISCSI server:

Administrator: X\Windows\System32\cmd.exe
aa1

tem32>net start ns
oft i8CSI Initiator Ser

% :\Windows\systen32>

vice is starting.

vice w

started successfully.

Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved.

Page 137



Macrium Reflect v7 User Guide

6. After the service has started connect the iISCSI target to Windows PE by typing “iscsicli QAddTargetPortal
10.17.0.32" .

Note: In this case the target is '10.17.0.32' please replace with the correct IP address for your own iSCSII
target.

o | Administrator: X:\Windows\System32\cmd.exe

% :\Hindows\system32>iscsicli QAddTargetPortal 18.17.8.32
Microsoft iSCSI Initiator Uersion 6.3 Build %688

The operation completed successfully.

2 = \Windows\systen32>

Note: Replace 10.17.0.32 with your IP address

7. Connect to the target in order to find out its Internet Qualified Name that is used to logon to the iSCSI target.
Type: “iscsicli ListTargets T”

Administrator: X:\Windows\System32\cmd.exe == |@

b Windoussaystend>isosicli ListTargets
B i dator Uareton 13 Boila 9500

1-85.con.microsoft:fileserver—iscsi—drive-target
The upexatlnn conpleted successfully

i \Windows\system32>

The above command gave output to a target name: ign.1991-05.com.microsoft:fileserver-iscsi-
drive-target

This target name is used to logon and access the iSCSI Virtual Disk.
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8. Using the “iscsicli QLogInTarget ign.1991-05.com.microsoft:fileserver-iscsi-drive-target” you will add
the iSCSI Virtual Disk to Reflects interface and it will appear as a local disk available for restore and clone .

Administrator: X:\Windows\System32\cmd.exe

Session Id is @xEfffeDBBR320d020-Bx400001 3700000005
Connection I[d is Bxffffe@BAD320d020-0x4
The operation completed successfully.

X :\Windows\system32>

9. If the iSCSI disk is not visible at first in the restore tab, select the ‘Backup' tab in Reflect and click Refresh .

Create a Backup

Q-

MBR Disk 2 [10FABSD0] - MSFT  Vimual HD 6.3 «50.00 GBEx

1003 MB

50.00 GB

Your iSCSII disk is now connected and can be used as a target for your image restores and clones.
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Adding BitLocker support to Windows PE

(D Note: It isn't absolutely necessary to unlock a BitLocker encrypted drive when restoring an image of the
encrypted partition. The partition will restore without problems but will require re-encrypting on reboot.

Unlocking the drive in Windows PE enables intelligent sector copy imaging and cloning, RapidDelta
Restore (RDR) (see page 85) and also free access to the drives contents using PE Explorer. In addition,
restoring to an unlocked drive will retain the encryption status of the drive when rebooting.

Automatically unlocking BitLocker encrypted drives

Macrium Reflect can include the components and decryption keys necessary to automatically unlock Microsoft
BitLocker encrypted drives in Windows PE.

In the Rescue Media Wizard (see page 98) select 'Include optional components' and 'Automatically unlock
BitLocker encrypted drives'.

Rescue Media Wizard

Prepare Windows PE Image

Select vour architecture and WIM Type, then press next

Use the Windows Assessment and Deployment Kit ko prepare the Reflect PE image

Build the PE Environment

| PE Architecture: 4 Bit -
-

|¥]1nclude optional components - required For ISCST and BitLocker suppart
Automatically unlock BitLocker encrypted drives

@ Default base wIM  CiiProgramDataiMacriomiReflectiWindows Kitsi 1014, \winpe. win
{Recommended)

() Custom base WIM

For adwanced users, a custom WIM enables you to prepare your own Windows PE environment,

Please press the Mext button to continue,

Help l[ < Back. ][ Mext = ][ Cancel Finish

When Windows PE starts any BitLocker locked drives that were attached when the recovery media was created it
will automatically unlocked them.

Unlocking BitLocker encrypted drives using a USB stick

Automatically unlocking encrypted drives when PE starts may present an unacceptable security risk for some users.
Automatic unlocking requires no user intervention and the Macrium Reflect boot menu is able to access encrypted
drives without password entry. An alternative method is to de-select the 'Automatically unlock BitLocker
encrypted drives' option in the rescue media Wizard:
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Rescue Media Wizard

Prepare Windows PE Image
g

Select your architecture and WIM Type, then press next

Use the windows Assessment and Deployment Kit ko prepare the Reflect PE image

Euild the PE Erwironment:

| PE Architecture: 54 Bt hd
=

[¥]Include optional components - required For iS5 and BitLocker support
[ Automatically unlock BitLocker encrypted drives

(@ Default base WIM  CiiProgramDatalMacrium|ReflectiWindows Kitsi 1014, ywinpe.win
{Recommended)

() Custom base WIM

For advanced users, a custom WIM enables vou ta prepare your own Windows PE environment,

Flease press the Next button to continue.

Help ][ < Back. ][ Mext = ][ Cancel Finish

You can then save BitLocker Encryption Key files (.BEK) and/or BitLocker password TXT files to the root of any USB
stick. This could also be a Windows PE rescue media USB stick.

1. In Windows Explorer, right click on any BitLocker encrypted drive and click on ‘Manage BitLocker’.

= W Local Disk (T3 [=]  Macrium Reflect Technician's USB
| Féj (D)
S 39.4 GB free of 49.6 GB b -
Open
Open in new window
Change BitLocker password
I Manage Bitlocker I
#  Macrium Reflect »
Share with 3
Pin to Start
Format...
Copy
Create shortcut
Rename
Properties

2. In the newly opened window click ‘Back up your recovery key’

C: BitLocker on

[ By Suspend protection

E Back up your recovery key

Change password
'E‘;' Remeove password
'E‘;' Copy start-up key
'E‘;' Turn off BitLocker
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3. In the BitLocker Drive Encryption wizard select ‘Save to a USB flash drive’ and chose the USB device you
want to save to.

How do you want to back up your recovery key?

@ Some settings are managed by your system administrator.

A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
It's a good idea to have more than cne and keep each in a safe place other than your PC.

=+ Save to your Microsoft account

I = Save to a USB flash drive I

=+ Saveto afile

= Print the recovery key

What is a recovery key?

Cancel

= Insert the USB device, select it in the list,
and click Save.

Macrium Reflect Technician's USB (D)

Save || Cancel

After choosing the USB device you want to save the Recovery Key file to, click ‘Save’ and then ‘Finish’ in
the BitLocker Drive encryption wizard. This action will save a .BEK file and/or a recovery password text file to
the chosen USB device.

@ Note: The .BEK file is a protected operating system file, it is hidden by default and won't be visible
within Windows Explorer. it can be made visible by changing Folder Options and de-selecting the
option to ‘Hide Protected operating system files’.

You can add as many keys as you have encrypted drives.
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When Windows PE starts ensure that your USB flash drive is attached to your PC. Your encrypted drives will then be
automatically unlocked when Macrium Reflect initializes.
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Restoring an image from within the Rescue Media

This article is for Restoring an image from within Windows PE Rescue Media. For restoring an image in Windows

see Restoring an image within Windows.

If the image contains only data, restoring it is very simple using Macrium Reflect. You can restore it back to its
original location without interrupting the operating system.

Before you begin: You must have a backup image of the disk ready to restore.

1. During start up of your PC on the first image you see press a button that will start a Boot selection menu.

(D Boot selection button differs from one PC manufacturer to another, best way to find out the Boot
selection menu on your PC is to consult the motherboard manual provided by the manufacturer.

+Renovable Devices
+Hard Drive

Network boot from Intel E1000

<Enter Setup>

Chose CD-ROM drive or a Removable USB device based on the choice of Rescue Media you've built and

press Enter to load the Rescue Media.

2. When You have loaded into windows PE, select Restore

2 | Macrium Reflect - Home Edition - vi.1.1023 - Windows PE 10

File View Backup Restore Other Tasks Help

Backup images will be available to choose from and be restored in the main pane.

3. Select the image you wish to restore and click Restore Image.
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B3 frowseforon imoge e, (

1+ System Reserved (Nooe)

Type: Incremental

Date:  01/02/2016 606 PM
Image ID; AEDSOG7C 1983DBSE

Retresh B Folders tosearch () Back to search st

MER Disk 1 [43C1880C] - KINGSTON SV30053741206 603ABBFD <111.79 GB>
N

2. (@)
NTFS Primary

NTFS Acive
I I
3431 M8 5457 GB
500.0 MB 111.30 GB
Sortby.. W BackupDate  locotion  fileName  Imoges that contain drive: | Al Dives &
AED9067C19B3DB5E-31-31.mrimg -
% Folder  \\psnas\Public\Daniellimages| Eg Browse Image ge

‘ o‘ Verify Image + Other Actions... v

If you cannot find the backup image you would like to use in the provided list, select “Browse for an image

file...” on the menu at the top and look through the windows explorer to find it.

4. This next windows give you the ability to edit partitions prior to the restore.

v154

@® Moving and Resizing the restored partition

By default, partitions restore to their original locations. However, it's also possible to select a

different target disk and to drag partitions to different locations and resize them to use the available
space. Simply drag the source partition to any available partition or free space on the target disk.
You can also delete partitions on the target disk to make space. For more destination options and

further information, see Modifying restored partition properties (see page 246).

& Crag Partitions to the D

2 o the Destination Disk or click ‘Copy selected partitions

1983085-31-3Lmrimg

Source M\

E MBR Dik 1 (49CIBBOC] - KINGSTON SVIOOSITA1200 401ABBRO <1117 08>

1Sy Rasarved (Non)
[ NTPS Acive NTES Prinary
I I
a1m8 ¥ #soe
ot ¥ e G

2 (e

1- Symeam Raserved (D)
NTFS Aciv NTES Primary:
I |
msmm 13968
0018 1185108
X De g Restored Partition Properties Werify mage before restore []
Copy selected parfitions when I dick Next [

2 @)

Hext > Cancel
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5. This is the restore summary page, here you can finalise your Restore and if required access the "Advanced

Options."

Restore Summary

image Fi
[}

Date

Tene:

Image Type:

“

Source Disk
Geometry

EPB:

Destition Disk

Vedy.

Deta

S5O Tem
Schedules

Operation 1of 2
Restors Pasttien

Vipanos'\Public’ Deriel ImagesAE D906 7C 1983085€-31:31 mvimg
AEDS0S7C1383DBSE
01 Febasy 2016

Incremental

MBR Disk 1 [45C18B0C] - KINGSTON SV300S37A1206 G03ABEFD <111.79GE>
TGS

1459310
NN
MBR Disk 1 [BDFOBS41] - Vitusl HD 110 <127.00GB>

N

Hone:

1- System Ressrved

NTFS 343.1 M8 / 500.0 MB
Hone:

2048

1026047

Active

2. <NO NAME> (C)
NTFS 54.57GB/ 1113068

The Advanced Options include:

Option

Rapid
Delta
Restore:

SSD Trim:

Verify

Image:

Master
Boot
Record:

Description

Copy only changed data blocks to complete the restore process more quickly
See: Rapid Delta Restore - RDR (see page 85)

Enable TRIM on restore to increase of both the lifetime and the performance of the SSD.

See: SSD Trim Support

To verify the image integrity before restoring.

To replace the Master Boot Record (MBR) with the MBR from the backup.

The MBR is a small program that eexecutes when the computer starts up. If this program

becomes corrupt then you can have problems starting the computer operating system.

Note: On modern GPT/UEFI systems this option has no effect.

6. Once you have looked over the summary and you are happy with your restore settings you can click “ Finish”

and begin the operation.
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Backup, imaging and cloning

Macrium Reflect creates File and Folder backups as well as disk images including cloning complete disks. The
Macrium Reflect Server Plus (see page 305) version adds MS Exchange and MS SQL Server backup capabilities to
this.

A File and Folder backup is a useful way to backup your working files, personal files and precious data. Unlike other
backup solutions Macrium Reflect can backup open and locked files by using Microsoft Volume Shadow copy
Service (VSS). You can backup your Documents folder and save the backup configuration as an XML file for easy re-
running and scheduling.

A Disk Image stores the information required to completely restore disks (or their individual partitions) exactly as they
were when the image was taken.

Cloning with Macrium Reflect creates an exact copy of partitions to a different drive. For example, Upgrading to a
larger hard drive or moving from a large magnetic hard disk to a smaller and faster SSD. When you Clone a hard
drive, you can boot from the target disk on the same system after cloning.

® Important

Windows cannot boot from a USB connected drive. This is a restriction imposed by Windows. If you clone
your system disk to a USB connected external drive then, to boot your clone, the physical disk must be
removed from the USB caddy and attached to your Motherboard SATA port.

® Creating a backup image of your computer, drive or partitions (see page 148)
® Retrieving saved XML backup definition (see page 160)

® How backup sets are created and maintained (see page 161)

® Backing up files and folders (see page 166)

® Cloning a disk (see page 174)

® Backing-up Microsoft Exchange databases (see page 182)

® Backing up MS SQL Databases (see page 189)

® Differential and incremental disk images (see page 193)

® Creating desktop shortcuts for full, incremental and differential backups (see page 196)
® Viewing Windows VSS Events (see page 198)

® Alternative Locations For Backups (see page 200)

® Advanced Options (see page 202)

® Verifying image and backup files (see page 205)

® How to backup Hyper-V Cluster Shared Volumes (see page 207)
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Creating a backup image of your computer, drive or partitions

Using Microsoft Volume Shadow Copy Service (VSS) Macrium Reflect creates 'point-in-time' persistent images of
your system. In Addition to creating backups of all partitions required to backup and restore Windows, you can
backup all or selected drives and partitions on the PC.

Starting the Image Wizard

The Image Wizard can be started in multiple ways...

1. By selecting 'Image selected disks on this computer'.
Using this option will populate the Image Wizard with all selected disks and partitions in the application main

Window.

Backup | Restore | Log

4 Backup Tasks

Image selected disks on this
computer

Create an image of the partition(s)
required to backup and restore
Windows

ani ]

2. By selecting 'Create an image of the partition(s) required to backup and restore Windows'.
Using this option will choose all the partitions required to boot Windows. This may include hidden system
partitions that are essential for Windows to start and run.
See: Windows Partitions (see page 157)

Backup | Restore | Log

4 Backup Tasks

Image selected disks on this
computer

Create an image of the partition(s)
required to backup and restore
Windows

]

3. By Selecting a disk in the application main Window and click 'Image this disk...".
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58 1 - Windows RE tools (Nons)
NTFS Primany

290.9 MB
360.0 MB

Actions... v

E GPT Disk 1 [FBC4ES37-34BD-42 A9-B051-1F5FEIFASERE] - SAMSUNG MZMTE2S6HMHP-D00M

28 2 - SYSTEM (Nons)
FAT32 (LBA) Primary

254 MB

200.0 MB

F Clone this disk...

E% Image this disk...

4. By Selecting a disk in the application main Window, click on a partition, then click 'Actions' and select

‘Image this partition only...'

58 1 - Windows RE tools (Non=)
NTFS Primary

280,59 MB
360.0 ME

Actions.., v
I [2 Image this partition only... I
of

Analyze File System..

Tl ¥

r

E GPT Disk 1 [FBC4B337-34BD-4243-8051-1F5FBIFASERE] - SAMSUNG MZMTE2S6HMHP-D00M

58 2- SYSTEM (Nene)
FAT32 (LBA) Primary

25,4 MB
200.0 ME

Setting the Image destination

this disk...

1020 <258.09 GB=

The first page of the Image Wizard shows the selected disks and partitions to be included in your Image and allows

you to choose a destination.

Disk Image

E:’V.' Select Source Drive(s) and Image Destination

Source

Use the Image ID as the file name. (Recommended)
Backup flename:  (IMAGEID:

|| EsWMacrium Backup\{IMAGEID}-00-00.mrimg

GPT Dk 1 [ ] - SAMSUNG MZMT: EXTAIMQ <238.47 GB>
28 1-WidowsREwol i 2- SYSTEM (Nore S 3 - (None) 2 - Windows (C) 28 5 - Recovery imags (None
NTFS Primary FAT32 (LBA) Primary  Unformatted Primary  NTFS Primary NTFS Primary
203 ME FERY 1280 MB 10767 6B sm268 7
0.0 ME O Sewe O Eowe [ 24 soEGE
Total Selected:  4.72G8
Destination
(®)Folder Es\Macrium Backup) v
Alternative locations
CD/DVD Burner

LT Advanced Options Help < Back

Next >

Cancel

Finish

1. Inthe Destination section, enter the target backup folder.

You can type the destination path or click the browse button to choose a folder. The destination path can be

on a local drive or network share.
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@ Note: You cannot enter a path that is located in any of the partitions included in the Image.

naming.

unavailability of the primary backup destination.

Alternative Locations (see page 200) can be used to provide backup rotations or as a fail safe for temporary

The recommended name for your Image file is the unique backup set identifier {{ImagelD}}. We recommend
that you always use this recommended setting as choosing your own name can cause file name collisions.
Please see How backup sets are created and maintained (see page 161) for more information on backup file

The second page of the Image Wizard is where you create or edit your ‘Backup Plan'. This defines the backup
schedules and retention rules for your backup.

Disk Image

-
D@ Edit the Plan for this Backup

1. Select a Template for your Backup Plan

None -

2. Add/Edit Schedules

Backup Type Schedule

Add Schedule ¥ E} Edit Schedule E?a Delete Schedule

3. Define Retention Rules

Apply retention rules to matching backup sets in the target folder v

(W] Full Keep 12 2 Backups v
Cifferential Kesp 4 = Badups v
Increment tal Keep 10 2 Backups v

Create a Synthetic Ful if possible [ ]

[]Run the purge before badkup.

[#]Delete the oldest backup set(s) if less than | 5 2| 68 on the target volume (minimum 168)
17 Advanced Options Hep <Back

Cancel

Finish

The new Macrium Reflect retention rules provide a powerful and flexible way to manage the lifetime and storage

space used by your backups.

Choose how backups are matched and retention rules are applied to the target folder

Retention rules are applied to the target folder of the backup by selecting one of two options:

v154

3. Define Retention Rules

Apply retention rules to all backup sets in the target folder

Apply retention rules to matching backup sets in the target folder

W
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1. Apply retention rules to matching backup sets in the target folder.

Disk Images are purged if they contain exactly the same Partitions as the current Image. Partitions are
identified using the unique Disk ID stored in sector O of the disk and the Partition sector offset.

@ Note: For GPT disks the unique GPT disk GUID is used instead of the Disk ID
For File and Folder backups retention rules are applied according to the 'Backup Set Matching' option

select in the 'Advanced Properties' for this backup.

2. Apply retention rules to all backup sets in the target folder. All backup sets in the target folder of the
same type (Disk Image or File and Folder) are purged according the retention rules.

(D Note: This option uses the same logic as Macrium Reflect v5

Select the age or number of backup types that you wish to keep

Full Keep 12 = Backups v
Differential Keep 4 2| Backups v
Incremental Keep 10 2| Backups v

Create a Synthetic Full if possible [_]

[JRun the purge before backup.

Delete the oldest backup set(s) ifless than | 5 2| GB on the target volume {minimum 1GE)
Option Description
Full When deleting Full backups all linked incremental and Differential backups in the same backup

chain (set) are also deleted This operation will delete the entire backup set.

Differential When deleting Differential backups all linked incremental backups in the same backup chain (set)
are also deleted.

Incremental When deleting Incremental backups the integrity of the backup set is maintained by ensuring that
the chain is never broken. This is achieved by merging older Incremental backups when required.

In the example below, before retention, there is 1 Full backup, 1 Differential backup and 6
Incremental backups. The retention rules are set to retain 4 incremental backups. After retention,
the most recent 4 incremental backups are retained. Deleting the oldest 2 incrementals would
cause the backup chain to be invalid as the oldest retained incremental requires the previous 2
incremental backups to complete the chain. To ensure backup integrity the 2 older incremental
backups are consolidated with it to create a new incremental backup.
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Option Description
F = Full
D = Differential
I =Incremental
M T W T F M T W T F M T W
F D | | | | F | |
-- -> |
Create a When purging Incremental backups, if the backup set only contains a Full backup followed by
Synthetic Incremental backups, then this option causes the Full backup to be 'rolled forward' to create a
Full if Synthetic Full backup. This is also known as Incremental Forever.
possible
Run the Select this option to run the retention rules before the current backup.
purge
before the @
backup Note: in Macrium Reflect v5 the current backup set wasn't included in the purge

calculation when purging before the current backup. In v6 the current backup set IS
included. This means that if you set the retention count to 1 Full backup then all of your
backups will be deleted and a new Full backup created.

Delete Automatically remove the oldest backup set(s) in the target folder if the free space on the drive
oldest drops below the GB threshold.

backup set

(s) if less @

than n GB Note: The free space threshold is actioned dynamically. If the free space available drops

below the threshold then the running backup is temporarily paused while older backup
sets are purged.

Click 'Next'. to view a summary of all settings for this image or click 'Finish' to save and/or run the Image now.

Displaying the Image settings

The final page of the Image Wizard displays all settings used for creating this image.
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Imaging Summary @
N
Maxmum Fle Size:  Automatic:
= Compression Medium
Password N
nteligert Copy Y
Power Saving N
Total Selected 472GE
Schedules
None
Retention Rules

Rules will be applied to al matching backup sets in the destination folder

Full Retain 12full images
Linked incremental and differential images wil also be deleted

Differential Retain 4 differertial images
Linked incremental images will also be deleted

Incremental Retain 10incremental images
The oldest incremental images may be consolidated

Purge wil be un after the image

Free space threshold:  Delete oldest backup sets when free space is less than 5.00 GB

Destination:
File Name: E:\Macrium Backup{IMAGEID}-00-00.mrmg v
L
1§ advanced Options [ hep | [ <Bak Next > concel | | Fnen

Click Finish to Run and/or save your Image definition.

Saving the backup definition
You are now given the opportunity to save the backup options.

The backup Save Options Dialog enables you to save your backup options as a re-usable XML definition file.

G) This is essential for many operations in Reflect including Scheduling and creating Incremental and
Differential backups

What do you want to do now?

[+] Run this badkup now

[+] save backup and schedules as an ¥ML Backup Definition File

You can run this backup at any time by double
dicking the saved XML file.

Enter a name for this backup definition.

System Image|

C:\System Image. xml

Hep | |

v154 Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved. Page 153



Macrium Reflect v7 User Guide

Option Description
Run this backup now Create a 'Full' backup now using the backup definition
Save to an XML file Saving your definition enables you to:

® Re-run the same backup without stepping through the wizard
® Run Incremental and Differential backups
® Schedule your backups

® Create a Desktop shortcut for running with one click

Name for this backup Enter a meaningful name for this definition
definition
:I Choose a folder to save the XML definition to.

Always save to a local folder. It isn't necessary to save the definition to the same
folder as your backup target

{D Note: Always save your definition to a local drive and never to a password
protected network share.

See also: Retrieving saved XML backup definition (see page 160)

Best practises for saving Macrium Reflect backup definition files

Regardless of your PC environment, leaving your backup definition files in an insecure location is bad practice. The
effort required to ensure your files are secure is minimal and doesn't impede day to day usage of Macrium Reflect.

What's the problem?

Backup definition (.xml) files are used to initiate backups either interactively by using Macrium Reflect directly, or as
scheduled tasks using the Windows Tasks Scheduler. If you save your backup definitions to a publicly accessible
folder then these can be edited by standard users and could potentially compromise your system. In addition, it's
also possible to create batch files, either MS-DOS, PowerShell or VBScript, to automatically run during your backups
as described here. A restricted user with bad intentions could easily create a batch file to run with elevated privileges
when a scheduled or interactive backup runs.

The default, and recommended, location for your backup definitions is folder 'C:\users\<USER
NAME>\documents\reflect'. When running Reflect for the first time this location is created and defaulted when
saving. See Backup Save Options for more information on how to save your definitions.

This folder is automatically restricted for standard users and can only be accessed by Administrators and the local
SYSTEM account.
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To see assigned NTFS permissions right click on any folder, select 'Properties' and click the 'Security' tab:

Reflect Properties X

General Sharng Securty Previous Versions Customize
Object name:  C:lUsers\Dev’\Documents'Reflect

(Group or user names:
B8 5YSTEM

& Dev (WIN10VM-5\Dev)
SR Administratars (WIN 10VM-5%Administrators)

To change permissions, click Edit. Edit

Permigsions for SYSTEM Allow Deny

Full contral 2
Modify

Read & execute

List folder contents

Read

Write v

For special pemissions or advanced settings, et
click Advanced.

Cancel Aoply

In the above example only SYSTEM, Dev (the Macrium Reflect user) and the Administrators group can access files
contained in the folder. Standard users are denied access and cannot modify or create files.

We strongly recommend that, if not using the default location. you ensure that NTFS permissions are used to
prevent unauthorised modification and creation of files in your backup definition folders.

For more information on setting NTFS permissions for folders and files please see Microsoft TechNet - How IT works
NTFS Permissions

(D Note: A popular misconception is that backup definition files should be saved to the same folder as your
backup files. This is incorrect. Backup definitions are only required to create backups and have no other
purpose. They are not required for restore.

If you want to run the backup at this point, select 'Run this backup now" and click OK.
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Imaging Summary ~
@ Backup Defintion File:  C:\Macrum\lMy Backup(1)xml

o Ve
Mamum Fle Size:  Automatic
Compression Medium
Password N
Inteligent Copy: ¥
Power Saving N
Total Selected 472GB
Destination:
Backup Type: Full
File Name: E:\Macrum Backup'4140CCEFBC2506F0-00-00 mrimg
Operation 10f 1
Hard Disk 1
Diive Letter N/A
File System: NTFS
Label Recovery image
Size: 508GB
Free 3708 M8
Used 472GB
Starting Image - 11 February 2015 23:21:26
Intialzing v

Transfer Rate: 267.7 Mbjs Time remaining: 2 Minutes

Overall Progress: 2%
Time remaining: 2 Minutes

Current Progress: 2%

Pause

Hide | | Cancel

Low HO  on completion (Mo Shutdown v

Pricrity Priority

Create a Disk Image video
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Windows Partitions

The Windows operating system requires various partitions for normal operation. This article explains which

partitions are automatically selected when selecting 'Create an image of the partition(s) required to backup

and restore Windows'.

Backup Restore | Log

4 Backup Tasks

[

Image selected disks on this
computer

Create an image of the partition(s)
required to backup and restore

Windows

UEFI booting systems with GPT style disks

Introduced with Windows 8.0 and a few Windows 7 systems, GPT disks are the replacement for the legacy MBR
disk format. GPT disks can have up to 128 partitions and have a maximum size of 9.4 ZB (9.4 x 1021 bytes)

https://en.wikipedia.org/wiki/GUID_Partition_Table

Partition

Windows
Recovery

EFI
System
partition
(ESP)

Microsoft
Reserved
Partition
(MSR)

v154

Unique Description

Identifier

de94bba4- There may be more than one Recovery Partitions:

06d1-4d40- Windows RE Tools - Provides the 'Startup Repair' options for Windows recovery.
al6a- Recovery Image - There may also be an additional manufacturer system
bfd50179d6ac  recovery partition.

cl2a7328-f81f-

Always formatted FAT32 and between 200 and 300 MB in size, this partition

11d2-ba4b- contains the boot loader that runs when the system starts. The critical files in here
00a0c93ec93b  are the Boot Configuration Data (BCD) and the EFI micro-code.

e3c9e316- Usually 128 MB in size, this unformatted partition is reserved for MS data
0b5c-4db8- structures including the Logical Disk Manager (LDM) for dynamic disks. Every
817d- GPT disk initialized by Windows includes this partition.

f92df00215ae
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Operating ebd0ala2- Always formatted using NTFS, this partition contains the full Windows Operating
System b9e5-4433- System and is loaded using the BCD in the ESP,

(Windows  87c0-

C) 68b6b72699c7

@ Note: The Microsoft Reserved Partition (MSR) is not shown in the Windows Disk Management Console

Surface Pro 3 running Windows 10

Legacy MBR booting systems

MBR systems support a maximum disk size of 2TB and up to four primary partitions. In modern PC's this format has
been superseded by the more flexible GPT disk format.

https://en.wikipedia.org/wiki/Master_boot_record

Partition Description

Microsoft For MBR disks, Windows 7 onwards, this is the 'Active' partition and contains the Boot
Reserved Configuration Data (BCD). This partition provides the second stage for the MBR boot process
Partition after the MBR boot code.

(MSR)

Windows XP and Vista do not use this partition.

Operating This partition contains the full Windows Operating System.
System For Windows XP & Vista this is the 'Active’ partition and is the only partition required to boot and
(Windows C:)  start Windows.

@ Note: MBR systems may also contains proprietary system recovery partitions, however, there are no
unique identifiers for these partitions and they are not automatically included.

Windows 7 MBR System
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MBR Disk 1 [7417827F] - Virtual HD 1,10 =500,00 GB=

S8 1- Symem Reservad (Nene) EE R ]

MTFS Active NTFS Primary
46.0 MB V| lsazdch v
100.0 M. 493,90 GB
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Macrium Reflect saves backup configurations using XML. Using an XML Definition you can schedule a backup,
generate a VBScript file for complex scenarios or simply create a desktop shortcut so you can instantly run your
backup by clicking the shortcut icon.

1. Select Backup Definition Files, to view your saved XML backup configurations.

File View Backup Restore OtherTasks Help

%0 D

Backup |Restore | Log

(S

r——

4 Backup Tasks Createa Ba:klp Backup Definition Files VIS:Hpt Files | PowerShell Files | MS-DOS Batch Files | Sched!

[[] mage selected disks on tis
=5 computer

il Create an image of the partition(s)
B required to backup and restore
Windows

.% Create a File and Folder backup

b Other Tasks
b Exchange Tasks

&= d; = :o/: :.::C% = _) DD f'mmm.«n

File Name Path Type
2] My Backupaml C\Macrium'  Disk Image

SQL Server Tasks

3 Details

Image Options | XML View

Imaging Summary

2. Right click on the XML file to view options including; run the backup, scheduling or creating a desktop

v154

shortcut.

Create a Backup | Backup Definition Files | VBScript Files | PowerShell Files | M3-DOS B

FO/e

File Mame Path

(s)l‘gc% =4 —)EJ

Type

1My Baclu g

3

Addtol
Edit

0 \OS

EEEE— Delete
Image Optior

Imaging 5. <> Validate

Bat
At (5L Schedul
Ma

Pas

Poy
Tot 7
7 Createa
Schedules

Rename

Duplicate

Generate a PowerShell Script File

? Advanced Properties

e fer e P

ist

Bun Mow 4 Prompt...

= Eull

Cor .=+ Generate a VBScript File Differential
Inte M Generate an MS-DOS Batch File Incremental

Desktop Shortcut
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How backup sets are created and maintained

This article explains how Full, Incremental and Differential images and backups are saved to the target folder
specified in your backup definition file. Also, which backup set is chosen when you run a Differential or Incremental.

For information on how to create Incremental or Differential backups please see here: Differential and incremental
disk images (see page 193)

How do | specify the backup target folder?
For disk images this is specified in the first page of the backup wizard:

Disk Image

Y

g Select Source Drive(s) and Image Destination

Source

GPT Disk 1 [Fl ] - SAMSUNG MZMTT ! EXT4IMOQ <238.47 GB>
85 1-WindowsREwel  § 2-SYSTEM (Nove 5 3- (Nons) 28 - Vindows () 28 5 - Recovery image (None
NTFS Primary FAT32 (LBA) Primary Unformatted Primany  NTFS Primary NTFS Primary
2505 MB o mame 5 1mome 7 wsosce ¥ 4ne -
Seaome 20ome Lsoms = soeee
Total Selected: 113.20 GB
Destination
(® Folder Vserver\share\backups v
Alternative locations
CD/BVD Burner

Use the Image ID as the file name. (Recommended)
Backup filename: {IMAGEID}

58 Viserver\share \backups {IMAGEID}-00-00.mrimg

13 Advanced Options Back

Next > Cancel Finish

Similarly, for File and Folder backups, this is also on the first page of the backup wizard.

What is a backup set?

Backups are grouped into 'Sets'. A backup set contains first a Full backup and subsequent linked incremental
and differential backups. This is sometimes referred to as a Backup Chain. You can see the links by looking at
the default file name which is a unique backup set identifier, followed by a number pair:

1(—) * 1 » Metwork » hv3 » public » Backups » Imagesof E

[ Mame Date modified Backup Method Type
+ A7TDSFDDO36ATBI0B-00-00.mrimg Full Disk Partition image
2 BAFF20FDTF2BFDIC-00-00.mrimg Full Disk Partition image
2 4FBFECACASBBOY7D-04-04.mrimg Incremental Disk Partition image
2 AFEFECACAS8BOTTD-03-03.mrimg Incremental Disk Partition image
2 4FEFECACAS8BOTTD-02-02.mrimg Incremental Disk Partition image
2 4F6FECACAS58BOTTD-01-01.mrimg Incremental Disk Partition image
# 4FEFECACASSBO77D-00-00.mrimg Full Disk Partition image

The above folder contents shows (marked in red) a single backup set {4F6F6CACA58B077D} which
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contains a full image and 4 increments. The end of the image file contains a number pair? 'xx-yy.mrimg

'xx' is the increment number.

00 - Full image

01 - first incremental/differential

02 - Second incremental/differential

'yy' is the file number and is always sequential. 00, 01, 02, 03... . This will be different to the increment
number only if files have been split. This can happen if files larger than 4GB are saved to a FAT32 file
system or you are saving an image to multiple DVDs.

So the first file for a full image always ends with '00-00.mrimg’.

Note: The Image ID, file and increment numbers are also stored as data inside the files. Renaming a
file does not affect the integrity of the set, Macrium Reflects ability to append to the set, or
restoration of the files.

How is a set chosen when an Incremental or Differential backup is run?

Each backup set is grouped by similar backup types. This means that a single set will only consist of images of
*exactly the same partitions or a File and Folder backups of exactly the same selection criteria.

*Note: A change in partition layout will cause a new backup set to be created even if the drive letters are consistent.
The partitions must have the same disk offset and length and must be from the same disk, i.e, the disk must have
the same Disk ID.

e.g, If you run an Incremental image of only drive 'C' and the target folder contains 4 image files:

6698CD700DF88DF4-00-00.mrimg Drives: C, D, E Created 1st Jan 2015
430D57E2CEEA8552-00-00.mrimg Drive: F Created 2st Dec 2014
1EB1112ABA7C3898-00-00.mrimg Drive: C: Created 1st Nov 2014
D407A9E1BF98D822-00-00.mrimg Drive: C: Created 1st Oct 2014

Then the newly created image file will be 1IEB1112ABA7C3898-01-01.mrimg. This is because file
1EB1112ABA7C3898-00-00.mrimg is the most recent full image in the target folder that contains exactly the
same partitions as the current Incremental image. The next Incremental (or Differential) image would be
1EB1112ABA7C3898-02-02.mrimg and so on...

Note: If there was no existing backup set that contained only drive 'C:' then a new backup set (full) would be created.

Doesn't this get confusing if multiple backup types are saved to the same
folder?

Not if you use the 'Restore’ tab in Macrium Reflect to view your images to mount and/or restore. The Restore Tab
can be restricted to show only images that contain a particular drive and also be sorted by date. So, if you want to
restore drive 'C' as it was last week than you can easily find it. In fact Backup Sets are an abstraction that you don't
need to worry about when restoring data, they are only relevant to optimizing backup speed and storage space.
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‘ Image Restore >FME and Folder Restore | Microsoft Exchange Restore | SOL Server Restore

5 erowseforanimagefie..  (J Retresh [ Foldersto search

GPT Disk 1 [FBC4B537-34BD-4245 8051 1FSFEIFASESE] - SAMSUNG MZMTE2S6HMHP-DDDMV EXT41MOQ <238.47 GB>

28 1 - Windows RE tooks (None)
NTFS Primary

2863 MB
360.0 MB

Sort by{ A BackupDate )  Location  FileName  Imagesthat contain dii

] 52C2F7FB4904BASE-00-00.mrimg
2 Folder  EAMacrium Backup\

Type  Full

Date  07/01/201523:31

Image ID: 52C2FTFBA904BABE

200.0MB. 1280MB

.Y 072D3ED34B465445-02-02.mrimg
N2 Folder  E\Macrium Backup\

Type  Differential

Date __07/01/2015 02:00

Note: If you want to organize your backup sets so they are easier to find in Windows Explorer then we
recommend that you save different backup types to different folders. e.g.

D:\Backups\images of C
D:\Backups\images of D
D:\Backups\images of Disk 1

Additional Information

A differential backup saves only the changes made since the last full backup of the same type found in the target

folder for the backup.

An incremental backup saves only the changes made since the last backup of the same type found in the target
folder for the backup.See also:

® How to delete backup files (see page 164)
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How to delete backup files

If you create only Full images or Full File and Folder backups then you can safely delete your .mrimg or .mrbak

files using Windows Explorer. However, if you create Differential and/or Incremental backup files then we

suggest that you use the functionality built into Reflect to avoid breaking backup chains. For more information

please see How backup sets are created and maintained (see page 161).

Select the 'Restore’ tab, select either 'Image Restore' or 'File and Folder Restore', select the file you want to
delete, click 'Other Actions' and select 'Delete'.

Please note that the 'Delete file' option will only be presented for a backup set.

Image Restore | File and Folder Restore | Micrasoft Exchange Restore | SQL Server Restore

I3 Browsefor an image il
MBR Dk 1 [JAIT32F] - inual HD 1,10 <3933 GB>
A

 Folders to search

gg1-s LERG)
NTFS Prmary

2o w2100

friviS e

Sort by... \b Backup Date Location File Name ~ Images that contain drive: (4l Drives v

9427874FB039F667-57-57.mrimg

£ Folder  Nwblpublic\Mick\v6\Drive C Synthetic Full\No Delta\
Type:  Incremental
[ /2015 03:00

Image ID: 3427874FBO39F667

9427874FB039F667-56-56.mrimg
Z Nwbl\public\ickiw6\Drive C Synthetic Full\No Delta\
Type:  Increment tal
Date:  10/08/201503:12
ImageID: 8427874FBO30FS6T

9427874FB039F667-55-55.mrimg
2 Folder  Wwb\public\Nickivi\Drive € Synthetic Full\No Delat,
Type:  Increment tal
Date:  09/08/2015 0310
Image ID: 8427874FBO30FS67

This opens the 'Delete files from backup set' dialog to safely delete backup files:

Delete files fram backup set

Delete file(s) from the backup set
Image file folder: \whb\public\Mick\v6\Drive C Synthetic Full\No Delta\
Place checks next to the files you want to delete

Filenarme Type Created  File Size
[ 94274T4FBOIAFGET-00-00.mrimg 4 Full 01/08/15  #491GB
[ 942747 4FBOIAFEET-48-40.mrimg Incrermental  02/08/15  #57.2MB
[J 942787 4FBOIIFE6T-49-40. mrimg Incrernental  03/08/15 7646 MB
[] 94278 74FBO39F667-50-50.mrimg Tncremental  14/03/15 5713 MB
[] 942787 4FBO39F667-51-5Lmrimg Tncremental  05/08/15 305 GB
[ 942787 4FBO30F667-52-52.mrimg Incremental  06/08/15  430.8 MB
O 94274T4FBO3AFE6T-53-53.mrimg Incremental  07/08/15 15468
[ 94274T4FBOIAFE6T-54-54.mrimg Incrermental — 08/08/13 143 0GB
[J 942787 4FBOIAFE6T-55-55 mrim: Incrermental  09/08/15 114GB

ST T T T T T T T

[¥] 942787 4FBO3AFG6T-5T-57.mrimg L Incremen... 11408715 308.2 ME

(EX3]
MNumber of files to remove: 2
Disk space to be reclaimed: 1.12 GB
Filenarne Size
94327874FBO39FGGT-56-36 mtimg 8418 ME
3427T874FBO39FGET-57-5T rtimg 308.2 ME
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Along with the select file, any dependant files will automatically be included for deletion. In the above example
Incremental image '9427874FB039F667-57-57.mmrimg’ was also selected because it is dependant on the previous
incremental 9427874FB039F667-56-56.mrimg.
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Backing up files and folders

A file and folder backup is a useful way to backup your working files, personal files and precious data. Unlike other
backup solutions Macrium Reflect can backup open and locked files by using Microsoft Volume Shadow copy

Service (VSS). You can backup your Documents folder and save the backup as an XML file for easy re-running and
scheduling.

0)

To backup your Windows operating system, do not use a file and folder backup, use an image backup,

see Creating a backup of your computer (see page 148). A file and folder backup is not suitable for
restoring your Windows operating system.

1. From the Backup task bar, select Create a File and Folder backup to start the backup wizard.

2 Macrium Reflect - Server Plus Edition [UEFI] SEEN
File View Backup Restore OtherTasks Help
D0

Backup |Restore | Log

4 Backup Tasks Create a Backup | Backup Definition Files VBScript Files | PowerShell MS-DOS Batch Files | Scheduled Backups

Jected disks on thi ; =
[ imogestectd ks ot computer — 0’/ ) (.?Q.C% SE N

@il Create an image of the parttion(s) required to

File Name. Path

B reate a File and Folder backup.
Type 2
b Other

(3 My Backupaaml  C:\Users\Richard\ Documents\Reflect\  Disk Image
b Exchange Tasks ¢

3 My Backup(1jaml C:\Users\Richard\Docur

s\Reflect!  Disk Image

b SQL Server Tasks ° (2 My Backup(2)xml C:\Users\Richard\Documents\Reflect\ ~ Disk Image
e} = isk Image
b Q Details {3 My Backup(@)xmi CAUsers\Richard\Documents\Reflect\ Disk Image .
< >
Image Options | XML View
Imaging Summary 2
EJ Backup Defintion Fle: ~ C:\Users\Richard\Documents \Reflect\My Backup (7l
Ato
Mo Fle Sze: Automatic
Compression Medum
Password N
Intebgent Copy: Y
Pawer Saving N
Total Selected 2%5M8
Retention Rules
Ful Retain full mages for 26 Weeks

Linked incremental and dfferential mages wil also be deleted v

2. Select Add folder.

File and folder backup
e
72 Add the Folders you want to Backup
Source
Backup Files and Folders

Add, edit and delete folders that you wish to backup. After adding a folder you can select sub folders
and files using wild-card filters for inclusions and exclusions.

Click the "Add folder” link below.

@ Addfolder ) Editfolder Delete folder Backup NTFS permissions
Destination
® Folder [ PublictBackups FieandFoider v El

Alternative locations
O copvDBurner |, (F:) -TSSTcorp, CODVDW SH-224DB vSB01 (1:0:0)
Use the Image ID s the file name. (Recommendd)
Backup filename: {IMAGEID}

i \iwblPubliclBackups FileAndFolder{TMAGEID}-00-00.mrbak

L7 Advanced Options Back Next> | [ cancel | [ Fnieh

The Select Folder to backup dialog appears.

v154 Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved. Page 166



Macrium Reflect v7 User Guide

Select folder to backup
File and folder inclusion and exclusion masks

1. Folder to backup
| C:'\Documents and Settings "zl

Indude subfolders
[ Exdude hidden files and folders
[(]Exdude System files and folders

Select files and folders to be included/excluded.
Wildcards are supported. Separate multiple masks with semi-colon (*xls; *.dog *.mp3)

2. Add files to include

|=Ix v|

3. Add any files to exclude
| *temp; *.tmp; *.bak; * ~* v|

4. Add any folders to exclude
| v]
Enter full or partial folder path, wildcards are supported.
"e.g. c:\temp; temp; *F\temp; temp*"

Select the folder you want to backup, or the folder containing the files you want to backup. Several different
masks and wildcards can be specified to include specific files within the given directory or exclude other files.

Option Description

Include subfolders Recurse all folders below the backup folder using the specified filters

Exclude hidden files = Do not backup files or folders that have the Hidden attribute
and folders

Exclude system Do not backup files or folders that have the System attribute
files and folders

Add files to include  Add a semi-colon separated list of file name filters to include in the backup. Use the
asterisk * character as a wild card.
For example; *.doc; *data*; *.xIs

Add files to exclude  Add a semi-colon separated list of file name filters to exclude from the backup. Use
the asterisk * character as a wild card.
Note: Exclude filters take precedence over include filters

Add any folders to Add a semi-colon separated list of folder name filters to exclude from the backup.
exclude Use the asterisk * character as a wild card.
Filter names can be full path and/or folder names.
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Option Description

For example:

*temp* will exclude all folders with the letters ‘temp' anywhere in the folder name
*\data\temp* will exclude all paths where the folder name begins with 'temp' that

has a parent folder named 'data’

3. Click OK

4. Repeat to add further individual directories if necessary.

5. Inthe Destination section, specify where you want the backup to be made.

File and folder backup

T2’ Add the Folders you want to Backup

e locations

O copvpBurner |2, (F:) -TSSTcorp, CDDVDW SH-224DB w5801 (L:0:0)

Use the Image ID as the fie name. {Recommended)
Backup flename; | {IMAGEID)

2 \wb\Public\Backups FileandFolder\(IMAGEID}-00-00.mrbak

Source
Folder Indude Fies | Exdude Fles Sub Folders  Exclude Folders
C:\Documents and Settings *.* =temp; =.tmp; =bak; =.~* ¥
© Addfolder # Editfolder 3 Delete folder [ Backup NTFS permissions
Destination
® Folder [ \wbpublictBackups'FileandFoider v |:|

L7 Advanced Options Back Next> | [ Cancel | |

Finish

Alternative Locations (see page 200) can be used to provide backup rotations or as a fail safe for

temporary unavailability of the primary backup destination.

7. The Backup Plan Page is shown:

When you have finished adding folders and making all necessary changes, click Next.

File and folder backup

L
D@ Edit the Plan for this Backup
1. Select a Template for your Backup Plan

Mane -

2. Add/Edit Schedules

Backup Type Schedule

dd Schedule ¥ [ editschedie [ 5 belete schecuie

@ 3. Define Retention Rules
[Apply retention rules to matching backup sets n the target folder |

w (2
N

Create a Synthetic Ful if possible [
[JRun the purge before backup.
Delete the oldest backup set(s) if less than | 5 2.1 6B on the target volume (minimum 1GB)

L7 Advanced Options nee | [ Next> | [ Cancel | |

Finish
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The new Macrium Reflect retention rules provide a powerful and flexible way to manage the lifetime and
storage space used by your backups.

Choose how backups are matched and retention rules are applied to the target folder
Retention rules are applied to the target folder of the backup by selecting one of two options:

3. Define Retention Rules

Apply retention rules to matching badkup sets in the target folder  w

Apply retention rules to matchi
.ﬁ.pply retention rules to all backup sets in the target folder

a. Apply retention rules to matching backup sets in the target folder.

Disk Images are purged if they contain exactly the same Partitions as the current Image. Partitions
are identified using the unique Disk ID stored in sector O of the disk and the Partition sector offset.

(D Note: For GPT disks the unique GPT disk GUID is used instead of the Disk ID

For File and Folder backups retention rules are applied according to the 'Backup Set Matching'
option select in the 'Advanced Properties' for this backup.

b. Apply retention rules to all backup sets in the target folder. All backup sets in the target folder of

the same type (Disk Image or File and Folder) are purged according the retention rules.

(D Note: This option uses the same logic as Macrium Reflect v5

Select the age or number of backup types that you wish to keep

Ful Keep 12 = |Backups W
Differential Keep 4 = |Backups v
Incremental Keep 10 = |Backups v

Create a Synthetic Full if possible []

[JRun the purge before backup.

Delete the oldest backup set(s) ifless than | 5 2| GB on the target volume {minimum 1GE)
Option Description
Full When deleting Full backups all linked incremental and Differential backups in the same

backup chain (set) are also deleted This operation will delete the entire backup set.

Differential =~ When deleting Differential backups all linked incremental backups in the same backup
chain (set) are also deleted.
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Option Description

Incremental When deleting Incremental backups the integrity of the backup set is maintained by
ensuring that the chain is never broken. This is achieved by merging older Incremental
backups when required.

In the example below, before retention, there is 1 Full backup, 1 Differential backup and
6 Incremental backups. The retention rules are set to retain 4 incremental backups. After
retention, the most recent 4 incremental backups are retained. Deleting the oldest 2
incrementals would cause the backup chain to be invalid as the oldest retained
incremental requires the previous 2 incremental backups to complete the chain. To ensure
backup integrity the 2 older incremental backups are consolidated with it to create a
new incremental backup.

F = Full
D = Differential
I = Incremental
M T W T F M T W T F M T W
F D | | | | F | |
- -> |
Create a When purging Incremental backups, if the backup set only contains a Full backup
Synthetic followed by Incremental backups, then this option causes the Full backup to be 'rolled
Full if forward' to create a Synthetic Full backup. This is also known as Incremental Forever.
possible
Run the Select this option to run the retention rules before the current backup.
purge
before the @
backup Note: in Macrium Reflect v5 the current backup set wasn't included in the purge

calculation when purging before the current backup. In v6 the current backup set
IS included. This means that if you set the retention count to 1 Full backup then
all of your backups will be deleted and a new Full backup created.

Delete Automatically remove the oldest backup set(s) in the target folder if the free space on the
oldest drive drops below the GB threshold.

backup set

(s) if less @

than n GB Note: The free space threshold is actioned dynamically. If the free space

available drops below the threshold then the running backup is temporarily
paused while older backup sets are purged.
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8. The summary screen gives the details of what is being backed up. Click Finish.

9. You are now given the opportunity to save the backup options.

The backup Save Options Dialog enables you to save your backup options as a re-usable XML definition file.

(D This is essential for many operations in Reflect including Scheduling and creating Incremental and
Differential backups

Backup Save Options -

What do you want to do now?

Run this backup now

Save backup and schedules as an XML Backup Definition File

You can run this backup at any time by double
dicking the saved XML file.

Enter a name for this backup definition.

System Image| “Il

C:\System Image. xml

| Help || oK || Cancel |

Option Description
Run this backup now  Create a 'Full' backup now using the backup definition

Save to an XML file Saving your definition enables you to:
® Re-run the same backup without stepping through the wizard
® Run Incremental and Differential backups
® Schedule your backups

® Create a Desktop shortcut for running with one click

Name for this backup  Enter a meaningful name for this definition
definition

=
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Option Description

Choose a folder to save the XML definition to.
Always save to a local folder. It isn't necessary to save the definition to the
same folder as your backup target

G) Note: Always save your definition to a local drive and never to a
password protected network share.

See also: Retrieving saved XML backup definition (see page 160)

Best practises for saving Macrium Reflect backup definition files

Regardless of your PC environment, leaving your backup definition files in an insecure location is bad
practice. The effort required to ensure your files are secure is minimal and doesn't impede day to day usage
of Macrium Reflect.

What's the problem?

Backup definition (.xml) files are used to initiate backups either interactively by using Macrium Reflect
directly, or as scheduled tasks using the Windows Tasks Scheduler. If you save your backup definitions to a
publicly accessible folder then these can be edited by standard users and could potentially compromise your
system. In addition, it's also possible to create batch files, either MS-DOS, PowerShell or VBScript, to
automatically run during your backups as described here. A restricted user with bad intentions could easily
create a batch file to run with elevated privileges when a scheduled or interactive backup runs.

The default, and recommended, location for your backup definitions is folder 'C:\users\<USER
NAME>\documents\reflect'. When running Reflect for the first time this location is created and defaulted
when saving. See Backup Save Options for more information on how to save your definitions.

This folder is automatically restricted for standard users and can only be accessed by Administrators and the
local SYSTEM account.

To see assigned NTFS permissions right click on any folder, select 'Properties' and click the 'Security"
tab:
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Reflect Properties

GI‘DLID ar User names:

Object name:  ClUsers’\Dev\Documents'\Reflect

General Sharng Securty  Previous Versions Customize

BR SYSTEM
& Dev (WIN1OVM-5\Dev)
2 Administrators (WIN10VM-5Administrators)

To change pemissions, click Edit.

Permissions for SYSTEM Allow

Edt...

Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

For special pemissions or advanced settings.
click Advanced.

Cancel

Advanced

Apply

In the above example only SYSTEM, Dev (the Macrium Reflect user) and the Administrators group can

access files contained in the folder. Standard users are denied access and cannot modify or create files.

We strongly recommend that, if not using the default location. you ensure that NTFS permissions are used to

prevent unauthorised modification and creation of files in your backup definition folders.

For more information on setting NTFS permissions for folders and files please see Microsoft TechNet - How

IT works NTFS Permissions

@ Note: A popular misconception is that backup definition files should be saved to the same folder

as your backup files. This is incorrect. Backup definitions are only required to create backups and

have no other purpose. They are not required for restore.

If you want to run the backup at this point, select 'Run this backup now' and click OK.
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Cloning a disk

It is possible to clone an entire hard drive or specific partitions on a hard drive. This is useful if you are upgrading to
a larger hard drive. With Macrium Reflect you can boot the target disk on the same system after cloning. Cloning
your hard drive creates a bootable new hard drive with the state of your computer at the time you undertook the
clone.You can clone to a hard drive installed in your computer or to a hard drive installed in a USB hard-drive Caddy.

0)

Important

Windows cannot boot from a USB connected drive. This is a restriction imposed by Windows. If you clone
your system disk to a USB connected external drive then, to boot your clone, the physical disk must be
removed from the USB caddy and attached to your Motherboard SATA port.

Deleting and re-configuring existing partitions or configuring new partitions is possible with Macrium Reflect, so you

don't need to do this prior to cloning.

Show important information about MS Dynamic Volumes...

0)

v154

A Dynamic volume is a logical abstraction of the underlying physical disk and may be striped or extended
over multiple physical disks. Because of this, Dynamic volume file systems are copied not disk
partitions.

If your source disk contains Dynamic Volume(s) then the background will be orange and the link will show

'Copy Dynamic Volumes..."

G Crynarnic Disk & [374BRODE-FEAE-4E8A-A5E 1-D432B27 20070
A

1 - Windaws (k3
MTFS Crynamic

463 GBE
126.87 GB

E i Copy dynamic volumes..,

In the Clone Wizard:

® The partition selection check boxes and 'Copy selected partitions' link will not be available.
Therefore, Dynamic Volumes must be dragged and dropped to the destination.

® To copy source Dynamic Volume(s) to destination Dynamic Volume(s) you must prepare the
target as Dynamic and format the destination volume(s) in advance of the clone operation. This
can be achieved using the Windows Disk Management Console to convert one or more physical
disks to Dynamic.
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1. Select the disk you wish to clone in the main application window and Click ‘Clone this disk"..

2.
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® A destination Dynamic Volume cannot be resized so the 'Cloned partition properties' link will

not be available if the destination is Dynamic.

® To convert Dynamic Volume(s) to standard partitions, select an unformatted or an MBR/GPT

basic disk as the destination and use 'Drag and Drop' to copy the source volumes. After the clone
operation you can leave the disk as a 'Basic' disk or convert to Dynamic using the Windows Disk

Management Console.

See also: Bare metal restore of a dynamic disk system (see page 282)

F Clone this disk...

2

Macrium Reflect - Server Plus Edition [UEFI]

File View Backup Restore OtherTasks Help

9% 08

Backup |Restore| Log

4 Backup Tasks
[ Image selected disks on this
== computer.
== Create an image of the

partition(s) required to backup
and restore Windows.
k; Create a File and Folder backup.

b Other Tasks
4 Exchange Tasks
7 Backup Microsoft Exchange
4 SQL Server Tasks
Backup SQL Databases
2z
= Continuous Backup

%, Manage SQl Logins

4 E Details
Recovery
{62EA5380-70C2-4998-9A58-1095A
File System: NTFS
Free Space: 2850 MB
Total Size: 3000 MB

| Create a Backup | Backup Definition Files | VBScript Files | PowerShell Files | MS-DOS Batch Files | Scheduled Backups

]

O Refresh

ﬂ GPT Disk 1 [4DE35055-08EB 46C3-8002-E71FE27660D] - Ms®t  Vitual Dsk 1.0 <40.00 GB>
281 -Recovery (Nor 45 2-NONAME (h 58 3- (None) ®H4- (@) 225- (None)

B nres primary FAT32 (LBA) Primai  Unformatted Priman  NTFS Primary. NTFS Primary
15.0M8 25518 128,048 17.95G8 253.7 18
300.0MB ooome U isoms U 3ooecs 4500 M8 0o
Actions..+

3
TT%] Clone this disk. [ image this aisec

In the wizard that opens Click Select a disk to clone to...

Select a disk to clone to...

sartition

Select the hard disk you wish to clone to. In this case, there is only one disk available.

If you do not want to modify the order or size of partitions of the clone, click Next. This is the default

behavior.

Alternatively, drag the partitions you want to clone, the red arrow below shows this.

Cloned Partition Properties

Help
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Clone

E) Drag partitions to the destination disk or click ‘Copy selected partitions'

Source Local disk

Select a different source disk

(| B GPT Disk 1 [A8779CED-FEQB46CL-8BC7-73AAB0959832] - Msft  Virtual Disk 1.0 <50.00 GB>

28 1 - Recovery (None) 28 2-NONAME (None) 3 - (None) e ©

[7]  NTFS primary FAT32 (LBA) Primary Unformatted primary NTFS primary
238.4 MB 25318 128.0 1B 15.50 GB
2

So0.0 e 0 55w 1280 18 U Sk t
Destination Local disk 0 Undo FE Copy selected partitions ‘ Select a different target disk
] GPT Disk 2 [8FB25AE7-AS1C4CAB-BBFC423CB22FB568] - Msft  Vitual Dk 1.0 <50.00 GB>

1- (None) 2 -Data (E:)

Unformatted primary NTFS Primary

128,018 100.3MB

128.0M8 4087 GB

X Delete Existing partition Cloned Partition Properties

Copy selected partitions when I click "Next'

Becomes

Clone

El Drag partitions to the destination disk or click ‘Copy selected partitions'

Source Local disk

Select a different source disk

D Q GPT Disk 1 [A8779CES-FEOB46C1-8BC7-73AAB09SOB32] - Msft  VirtualDisk 1.0 <50.00 GB>

&8 1 - Recovery (None) 2 2-NONAME (None) & 3- (None) e ©

[ NTFs prmary FAT32 (LBA) Primery Unformatted Primary NTFS Primary

238.4 uB 25318 128.0 MB 15.50 6B

500 [ U 5o U | sisc v
Destination Local disk 0 Undo Copy selected partitions Select a different target disk
l:l GPT Disk 2 [8FB25AE7-ASIC4CAB-BBFC423CB22FBS6B] - Msft  Vitual Disk 1.0 <50.00 GB>

1- (None) HENG)

Unformatted primary NTFS Primary

128.0 M8 15.50 GB

128.0MB 404868 400.0 MB

Delete Existing partition Cloned Partition Properties

Copy selected partitions when 1 click 'Next

In this example, there is 400MB of free space after the copied partition. You can modify the size of each

partition to fit the new disk if required.

@ You can delete partitions on the target disk by selecting and clicking 'Delete existing partitions'..

5. To modify the partition sizes, click Cloned Partition Properties and adjust the size of the partition by:

v154

a. Setting the partition size precisely using the Partition Size entry box.

b. Resize the partition automatically by clicking Maximum size, Minimum size or Original size.
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H BRG]
NTFS Primary

15.50 GB
49.48 GB

Free Space:

Partition Size:

Macrium Reflect v7 User Guide

Drive Letter: Partition Type:

Maximum Size‘ ‘Minimum Size| ‘ Original Size

49.87 GB 15.55GB 49.48 GB

Start Sector: 264,192

Alignment: Vista/7/SSD (1MB) ~ End Sector: 104,038,399

6. Click OK.

7.

v154

If required, click Advanced Options to change settings for this clone:

20 Delete Existing partition

2

Backup

Advanced Options

Cloning Options|

EF; I Set options for this cloned drive

Set default options for disk doning. Please note that Inteligent Sector Copy will aivays be
used if the target partition is smaller than the source partition

(@) Perform an Inteligent Sector Copy. This will only copy the sectors that are in use on the
source file system.
Verify File System, Verify the source file system prior to the cloning operation
Rapid delta dore. Only copy the differences between the source and target.
Enable 55D TRIM, This increases lifetime and the performance by flagging unused

blocks; avoiding slow erase operations and the read-madify-write cycle for these
blodks.

() Perform a Forensic Sector Copy. This option will copy all sectors from the source disk,
whether they are in Use or nat. This aperation wil take longer than an Inteligent Sector

Copy.

o ] o

Option

Intelligent
sector copy

Description

Copy only file system sectors/clusters that are in use. This reduces the time to create

the clone as unused file system clusters are not copied.
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Option Description
Verify File Verifying the file system prior to cloning ensures that there are no file system errors
System transferred to the clone.

G) Please note that this may take several minutes to complete

Rapid Delta Copy only file system differences between the clone source and target. This increases
Clone cloning speed dramatically.

Show more information on RDC...

As with Rapid Delta Restore (RDR) the concept of RDR has been something that has
been thought about for quite some time here at Macrium Software. We wanted to build
a clone solution that would effectively and rapidly copy only the differences between
the source and target file systems. The advantage of this is obvious, RDC offers similar
a performance increase as an Incremental disk image offers over a Full image and
enables regular clones to be a viable and fast DR solution.

How does it work?

The NTFS file system resident on the clone source is compared with file system on the
target disk. The two file systems are first verified that they originated from the same
format command and then the target NTFS file system structures are analyzed for
differences. All the NTFS file system structures are copied to the target disk and any
that do not exist or have been modified on the target disk cause the data records for
each NTFS file or object to be copied as well. The result is an 'Incremental’ clone
applying only file system changes detected between the source and the target.

@ Note: RDC works with NTFS file systems only. All other file systems will
perform a full clone

@ Note: RDC is not available when shrinking partitions during a clone.

Enable SSD Enable SSD TRIM on the clone target to optimize the disk.

TRIM Show more information on SSD TRIM...

This features provides automated SSD optimization resulting enhanced SSD
performance and longevity. Writing to an unused block is much quicker than an in-use
block as it avoids both the slow erase operation and the read-modify-write cycle. This
results an increase of both the lifetime and the performance of the device. It is effective
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Option Description

for all windows operating systems, even those that support SSD trim natively as the file
system driver can only TRIM blocks on de-allocation; it cannot TRIM blocks written by
another process. It is also effective for USB attached SSDs.

Forensic Copy every sector from the source to the target disk partition.
Sector Copy

G) Please note tat this option is only necessary if you want to copy unused file
system space and will significantly increase the time to complete the clone.

8. Click Next.
The options to Add Schedule, Edit Schedule or Delete Schedule is displayed.

Clone

-
='® Schedule this Clone

If you wish to run this done again in future you can schedule it below (otherwise click Next to skp this step):

Type Schedule

[, add schecie [ it schede (5 pelete schecuie

L=
L7 advanced Options Help <Back Next > Cancel Finish

Click 'Add Schedule' to optionally schedule your clone
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“J
’/ Clone Schedule Settings

Frequency Options

() Monthly (@) Every Day
() Weekly () weekdays

(® Daily (CIEvery 1 j days

() One Time Only
)OnEvent StartTime 03:00 =

Start Date 07/05/2015 B~

If missed then run at next start-up

Make any required changes and click Next.
For more information see Scheduling backups (see page 216).

9. Review the settings and click Finish.

10. Verify the settings in Backup Save Options and if appropriate, click OK.

What do you want to do now?

Run this badkup now

Save backup and schedules as an XML Backup Definition File
You can run this backup at any time by double

dicking the saved XML file,

Enter a name for this backup definition.

My Clone

C:\MacriumMy Clone. xml

@ Note: Saving a backup definition enables you to run your Clone at any time with a single click

G} Note: You must save your backup definition if you have created Clone schedules. Your schedules
cannot run if this step is missed.

v154 Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved. Page 180



Macrium Reflect v7 User Guide

If you want to run the Clone at this point, select 'Run this backup now' and click OK.

11. A Warning box appears, if appropriate click Continue.

-1 WARNING:

! The following drives will be overwritten

Drive  Volume

B\ WWolume{75208f4e-70a7-11e4-8277-6002928a 1000},

Cantinue... | | Cancel

® Important

The target disk for the clone operation will be overwritten. This is unrecoverable, so please ensure
that the target disk contains no valid data.

The clone operation now starts.

® Incompatible Disk Selected

If you receive the error message ‘Incompatible Disk Selected' when cloning then please see this article for
more information: Incompatible Disk Selected

Creating a clone video
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Backing up Microsoft Exchange databases

With Macrium Reflect Server Plus you can choose which databases to backup on the local Microsoft Exchange

Server.

Note: Remote backups are not possible.

Before you begin: Macrium Reflect requires the Microsoft Exchange Information Store service to be installed and
running in order for successful database backup to function.

1. On the main Backup interface, click Backup Microsoft Exchange.

4 Backup Tasks

|:| Image selected disks on this

== computer.

=- Create an image of the
- partition(s) required to backup
and restore Windows.

—_i] Create a File and Folder backup.

4 501 Server [a

Backup Microsoft Exchange

The Microsoft Exchange Backup wizard appears. A Microsoft Exchange 2010 example is shown below:

Microsoft Exchange Backup

2 Select Databases to Backup and enter Destination
Databases

=X WIN-ZKERZ

ailbox-datal

O Fublic-foldsrs

+ Select all for backup T View selected component files
Destination

Alternative locations
Use the Image ID as the file name. (Recommended)
Backup filename AIMAGEID}

& \wbipublichstephen G\bK|exchange!{IMAGEID}-00-00,mrex

L
115 Advanced Options

Folder iwblpublic\Stephen Gibkiexchange), - B

< Back

@ Selected for backup: 56 files (4451 MB)

2. Select the items you want to backup:

®  For Microsoft Exchange 2010 and later, select individual databases to backup.
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®  For Microsoft Exchange 2007 and earlier, select storage groups to backup, this includes all the
databases in the selected storage group.

@ Caution

Unmounted Exchange databases are shown in the Microsoft Exchange Backup Wizard
and can be selected for backup. However, VSS will not include unmounted databases in

the snapshot and the Exchange backup will fail. To include these databases in the

backup, either ensure the databases are mounted at point of backup, or use established

recovery mechanisms to bring the affected databases into a clean, shutdown state.

Alternative Locations can be used to provide backup rotations or as a fail safe for temporary
unavailability of the primary backup destination.

3. Optionally, click View selected component files to see the list of files that make up the currently selected

items.

The Exchange Component File List appears. Files are grouped according to type and show last date

modified along with file size. Each category of file shows total size. Groups of files can be expanded
/collapsed by clicking the plus/minus button to the left of the file type name.

Lﬁj Exchange Component Files

File
4 Databases
L Mailbox Database 0195109825 .edb
Streaming Files
4 Transaction Logs
| E00log
F E0000000011.I0g
| E0000000012.10g

Exchange Component File List

Date

12/01/2015 14...

13/01/2015 13...
28/11/2014 10...
28/11/2014 10:..

Size ™
3921 .15
3921 ..

144 GB
1024 ...
1024 ..
1024 ..

Close

4. Enter the Destination Folder for the backup.

5.

v154

Note: MS Exchange backups cannot be stored on optical media.

If the primary target location is not available, click Alternative Locations to add the relevant folder.
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rp Edit the list of alternative backup locations

When a backup is running, each location in this list will be tried in sequence until a valid location is found.
This enables, for example, backup rotations to use multiple external drives that are assigned different drive
letters by Windows. Note: During the backup, missing sub-folders will be created automatically.

Backup Locations -

‘Type in a folder here ta add as an alternative location |
o Add to list Reorder priority: Up Down ¥ Remove
Folder

C:\Users\administrator MACRIUMNET\Desktop\exchange2013\

6. Click Next to proceed.

7.

If desired, edit the plan for the backup. For more information see Scheduling backups (see page 216).

Microsoft Exchange Backup

—
D@ Edit the Plan for this Backup

1. Select a Template for your Backup Plan

MNone

2. Add/Edit Schedules

Backup Type Schedule

Add Schedule  ~

@ 3. Define Retention Rules

Edit Schedule

elete Schedule

El e 12
[]ifferential Keep 4 =
[7] incremental Keep 0 =

Create a Synthetic Ful if possible []
[]Run the purge before backup.

[Z]Delete the oldest backup set(s) ifless than 5 =] GB on the target volume (minimum 1GB)

L7 Advanced Options

tep | [ <Back | [ Mext> | [ concel | [ Fimsh

Select the age or number of backup types that you wish to keep

Full Keep 12 = |Backups v
Differential Keep 4 2| Backups v
Incremental Keep 10 = |Backups v

[Irun the purge before

Create a Synthetic Full if possible []

backup.

Delete the oldest backup set(s) ifless than | 5 2| GB on the target volume {minimum 1GE)

Option Description

Full When deleting Full backups all linked incremental and Differential backups in the same

backup chain (set) are also deleted This operation will delete the entire backup set.
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Option Description

Differential =~ When deleting Differential backups all linked incremental backups in the same backup
chain (set) are also deleted.

Incremental When deleting Incremental backups the integrity of the backup set is maintained by
ensuring that the chain is never broken. This is achieved by merging older Incremental
backups when required.

In the example below, before retention, there is 1 Full backup, 1 Differential backup and
6 Incremental backups. The retention rules are set to retain 4 incremental backups. After
retention, the most recent 4 incremental backups are retained. Deleting the oldest 2
incrementals would cause the backup chain to be invalid as the oldest retained
incremental requires the previous 2 incremental backups to complete the chain. To ensure
backup integrity the 2 older incremental backups are consolidated with it to create a
new incremental backup.

F = Full
D = Differential
I =Incremental
M T W T F M T W T F M T W
F D | | | | F | |
- -> |
Create a When purging Incremental backups, if the backup set only contains a Full backup
Synthetic followed by Incremental backups, then this option causes the Full backup to be 'rolled
Full if forward' to create a Synthetic Full backup. This is also known as Incremental Forever.
possible
Run the Select this option to run the retention rules before the current backup.
purge
before the @
backup Note: in Macrium Reflect v5 the current backup set wasn't included in the purge

calculation when purging before the current backup. In v6 the current backup set
IS included. This means that if you set the retention count to 1 Full backup then
all of your backups will be deleted and a new Full backup created.

Automatically remove the oldest backup set(s) in the target folder if the free space on the
drive drops below the GB threshold.
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Option Description

Delete
oldest
backup set
(s) if less
than n GB

8. Review the summary of the backup.

9. Click Finish.
Backup Save Options is shown.

Backup Save Options -

What do you want to do now?

Save backup and schedules as an XML Backup Definition File

You can run this backup at any time by double
clicking the saved XML file.

Enter a name for this backup

My Backup(5) “Il

C:\Users\administrator. MACRIUMNE. ..\My Backup(5).xml

oK | | Cancel |

@ Note: Saving a backup definition enables you to run your backup Image at any time with a single
click

@ Note: You must save your backup definition if you have created backup schedules. Your
schedules cannot run if this step is missed.

If you want to run the backup at this point, select 'Run this backup now' and click OK.
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Microsoft Exchange backup options

Macrium Reflect is set up to be intuitive and easy to use with default settings that meet the needs of most people,
see Macrium Reflect default settings (see page 187). These default settings can be modified to meet your needs,
and you can access advanced settings specifically for Microsoft Exchange backups.

1. Click Edit Defaults from Macrium Reflect toolbar.

Ats

up Restore OtherTasks Help

Backup Tasks Create a Backup [ Bal

[» Other Tasks
O Refresh
4 Exchange Tasks

2. Select Advanced in the top toolbar of the Macrium Reflect defaults dialog.

3. Select Advanced Microsoft Exchange Options in the left hand list.

Reflect Defaults -
B 2 & O o te o F
2 ¢ € ¥ 1D e %
Backup Restore Update Schedule Scripts Network Email Events Advanced
Editors
Advanced Backup Options Set Advanced Exchange Backup Options

VSS options
Macrium Reflect PE Files
[Advanced Microsoft Exchange Options|

Set advanced options for Mirosoft Exchange Badkup
[[] Prune transaction logs on successful backup
[ Exdude log files prior to checkpoint generation from the backup

[ Verify database fles before the backup process

® The option Prune transaction logs on successful backup removes all transaction logs for storage groups
/databases that are included in the backup process. Checking this option frees up space on the volumes
where the transaction logs reside.

Not using this option allows transaction logs to be removed by other, established, in-house mechanisms.

® The option Exclude log files prior to checkpoint generation from the backup, only includes transaction
log files falling after the current checkpoint generation. Reducing the number of transaction logs included in
a backup.

Not using this option backups all transaction logs for the storage groups/databases.
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® The option Verify database files before the backup process forces Macrium Reflect Server Plus to verify
the database, checkpoint and transaction log files for page integrity.

Use of this option impacts backup time, especially if you have large database files.

6. Click OK to save any changes made to the backup options for Microsoft Exchange.

Related articles
® Page:Macrium Reflect default settings (see page 344)
® Page:Restoring Exchange databases (see page 265)
® Page:Backing-up Microsoft Exchange databases (see page 182)
® Page:Restoring emails with Mailbox Restore (see page 269)

® Page:Adding MS Exchange search folders (see page 274)
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Backing up MS SQL Databases

With Macrium Reflect Server Plus you can backup SQL databases. From SQL Server 2005 onwards, all versions of
Microsoft SQL Server and Microsoft Server Express are supported. SQL Server 2000 and earlier are not supported.

Connecting to SQL and creating a full backup

1. Select Manage SQL Logins.

-

4 S50L Server Tasks

Backup SQL Databases
-
Continuous Backup

Manage 5QL Logins

2. Macrium Reflect scans your local PC for installed instances of SQL Server and displays them:

Connect to SQL Instances -|
O Refresh
WIN-V6Q5GT1GS00 Not Connected x
Connect to SOL instance manually . Connect | | Close

3. If necessary, enter details manually, select Connect to SQL instance manually.

4. Select the instance you wish to connect to and click Connect.

5. Enter the required login criteria and click Connect.
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Connect to Server

s Connect to an SQL Instance

Instance: WIN-VOQ3GT1GS00
Authentication: Windows Authentication W
Connect H Cancel

If successful, the instance shows as Connected.

6. Select Backup SQL Databases:

2 Select the SQL Databases to Backup and the Backup Destination

Databases

- D E WIN-V6Q5GT1GS00

S| (local)

O master

O model

O msdb

O ReportServerTempDB

o Add new instance 0 Refresh
Destinati & Y=
Alternative locations

+_L Advanced Options < Back Next > H Cancel || Finish

This displays all the databases associated with the instances of SQL that you have logged into.
7. Select the databases you wish to backup.

8. Set the destination directory for the image files (in this case E:\ drive) and if necessary any alternative
locations.
Alternative Locations (see page 200) can be used to provide backup rotations or as a fail safe for temporary
unavailability of the primary backup destination.

9. If required, add new instances and refresh the list as required.
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10. Click Next.

11. Make required edits to the backup plan, for more information see Scheduling backups (see page 216).

iy
E'@ Edit the Plan for this Backup

1. Add/Edit Schedules

Backup Type Schedule

E-?a Add Schedule ¥ E_%'} Edit Schedule E?g Delete Schedule

2. Define Retention Rules

[¥]Purge Full backup sets Keep 12 =

[]Run the purge before backup,

1 Advanced Options <Back | [ next> | [ cencel | [ Finish

12. If required, click Advanced Options to modify aspects of the backup; Compression, File Size, Password,
Auto Verify Image, Comments, Reparse Points and Shutdown. When you are happy to proceed, click Ok.

13. Click Finish.

14. Just as in normal imaging, you are offered the ability to save your configuration as an XML definition file for
later reuse. Name the backup and click OK to run the backup.

Creating differential and log backups

To create a differential or log backup, it is important to ensure that you have already created an SQL XML definition
file and run a full backup.

(D Note: It is not possible to create log backups of database using the Simple recovery model.

1. Go to Backup Definition Files and select the XML file you wish to perform an log or differential backup of.

2. Select Run or right-click on the XML file you wish to run.
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er Tasks Help

0

Create a Backup | Backup Definition Files | VBScript Files | PowerShell Files | MS-DO

FO/Q 2 2SS ME .

on(s)

File Name Path Prompt... Type
e -
"a Sql first backupxml  C\Users\A its\Reflecty, File & Folde
Full
. E,sqlsecondbackup.xml C\Users\A Differential its\Reflecty, Microsoft S
Log
Backup Options | XML View
SQL Database Backup Summary
Backup Definition File: CAUsers \Administrator\Documents \Reflect \sglsecondbackup 2l
i Destination: CAUsers Administrator\Desktop®,

3. Select the type of backup you wish to run.

The backup should run immediately.
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Differential and incremental disk images
The entire contents of the imaged file system are stored in a full image file. This is a reliable way of backing up your
PC, however, repeating the process is slow and subsequent images can fill your backup media very quickly.

After you have created an initial full image, you can create differential and incremental images. These are both
quicker to execute than full images and create much smaller image files.

Note: With the Free Edition of Macrium Reflect you can only make full and differential images of your disks and
partitions.

Differential Images

A differential image stores the changes that have been made to the imaged file system since the last full image.
Subsequent differentials can be taken, but only one differential and the full are required in order to fully restore the
system.

This is quicker than creating a full image, however the longer the time between the full and the differential, the larger
the differential image file is and the longer it takes to create.

Advantages of differential images:

® Differential images created after the initial full Image are very quick because only file system changes since
the full backup are saved.

® The amount of disk space used by differential images is significantly less than that of full images.
®  Only two image files are required to restore the system.
Disadvantages of differential images:

® As the time since the last full image was taken increases, the size of the differential grows as does the time
it takes to create the differential image.

® In order to reduce this time, it is necessary to perform a full image occasionally to reduce the size of the
subsequent differential images.

Incremental Images

The main difference with incremental images is that they only store file system changes since the last image, either
full, differential or incremental. The resultant backup set therefore consists of a full image and a number of
incremental images which must all be present in order to restore the system correctly.

Advantage of incremental images:

® Incremental images have the same advantages as differential images, but since they only store the changes
that were made since the last full or incremental. They are always small and very quick to make, especially
if done frequently.

Disadvantage of incremental images:

® All files must be present in the image set. If any intermediate incremental images are missing, it is not
possible to restore the system to the latest backup.
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Maintaining backup sets

Maintaining backup sets can seem an onerous task, however, Macrium Reflect takes care of all the hard work for
you. With Macrium Reflect you can schedule incremental or differential backups automatically. It is as simple as
selecting the image you wish to restore and Macrium Reflect automatically selects the required files in the image set
as part of the restore process. The same is true for exploring an image. If you choose to explore an incremental
image in an explorer window, Macrium Reflect reconstructs all the files that have been backed up to that time.

Macrium Reflect also includes functionality to automatically delete expired image sets. For example, if you take a full
image every month and then incremental images every day, you can configure Reflect to keep two full image sets
(the equivalent of two months of backups) and delete any older files. As a result, your backup media does not
become full of obsolete image files.

Selecting an incremental or differential backup

The process for creating a differential or incremental backup is the same. Both save changes since the full backup if
this is the only backup made so far.

1. Initiate an incremental or differential backup, select Backup Definitions Files.

2 Macrium Reflect - Server Plus Edition [UEFI] -a “

file View Backup Restore OtherTasks Help

D08

Backup |Restore | Log

4 Backup Tasks Create a Backup{(Backup Definition Files JBScript Files | PowerShell Files | MS-DOS Batch Files | Scheduled Backups

[ Image selected disks on this =o / e C% 55 :\ /4 Filter list Al =

= computer.
File Name Path Type
3 My Backupxml  CA\Users\Richard\Documents\Reflect\ Disk Image

=l Create an image of the partition(s)
required to backup and restore

In this instance, there is one saved XML definitions file MyBackup.xml which contains the configuration
required to back up the C drive.

2. Right click MyBackup.xml and select Run Now.
You are presented with a number of options.

3. Select Full, Incremental or Differential to automatically execute that particular backup. If unsure which you
want to run, click Prompt.

2 Macrium Reflect - Server Plus Edition [UEFI] = = “

File View Backup Restore OtherTasks Help

D08

Backup Restore| Log

4 Backup Tasks Create a Backup | Backup Definition Files |VBScript Files | PowerShell Files | MS-DOS Batch Files | Scheduled Backups

Image selected disks on this 3 D g =
[ JJssed FO/0CHG S5 MO Frwna
Wl Create an image of the partition(s) | File Name Path Type

required to backup and restore BMy o \Reflect\ Disk Image
Windows.

% Create a File and Folder backup.

Open Containing Folder
Reflect\ Disk Image

Reflect\ Disk Image

b Other Tasks aMy 7 - Reflect\ Disk Image

b Exchange Tasks — o o

b SQL Server Tasks
< Validate

Run Now e Prompt.
2 @ Schedule Ful

b [ Detaits

Generate a VBScript File Differential

Generate a PowerShell Script File
T Create a Desktop Shortcut

B Generate an MS-DOS Batch File Incremental
¥

Advanced Properties

4. Click Finish.

5. When the Image is complete close the dialog.
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Alternative method using an existing backup

1. Click the 'Restore' tab

2. Select either Image Restore or File and Folder Restore.
This presents a list of image or file and folder backup files

3. Select the file that you want to create an incremental or differential from.

4. Select Other Actions... link, and choose 'Differential' or 'Incremental’

Log

4 Restore Tasks Image Restore [[ile and Folder Restore [ Microsoft Exchange Restore | SQL Server Restore
Browse for an image or -
T T backop il to et [ Brouse foranimagefie. () Refresh T, Eoldersto search
=Y Open animage orbackup file B Disk 1 [7AL7627F] - Vinusl HD 110 =459.93 GBi»
in Windows Explarer M
2 1- Sysem Reserved one) L)
7Y Detach o backup image from RSy
Windows Bxplorer
I
D OtherTasks T S
1000 1B 9508

4 g Details

ID:  9427874FBO30F667
Type: Incremental

Sortby... \ Backup Date Location File Name  Images that contain drive

Date: 11/07/2015 11:44 9427874FB039F667-29-29.mrimg
Type:  Incremental
o L1/07/205 1344 ;
Image ID: 9427874FBO39F67 @ Yeritylmage
Create Differential
9427874FB039F667-28-28mrimg e —
£ Fol b publictnickwi\Drive C Syrthetic FullNa Deltal
Type:  Incremental Delete file

Date:  11/07/2015 03:16
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Creating Desktop Shortcuts for your backups enables quick and easy execution without the need to start
Macrium Reflect or choose the backup type (Full, Diff or Inc).

Pre-requisite: To create a desktop shortcut for your definitions files you must already have a backup definitions file.
If required, follow the instructions in Creating a backup image of your computer, drive or partitions (see page 148).

k3

File View Backup Restore OtherTasks Help

o

9% 0D

Backup | Restore | Leg

4 Backup Tasks
Image selected disks on this
—' computer

WMl Create an image of the partition(s)
MW required to backup and restore
Windows

L; Create a File and Folder backup

-

Other Tasks
Exchange Tasks

b

Backup Microsoft Exchange

Y

SOL Server Tasks
Backup SQL Databases

Continuous Backup

Create a Bachlip  Backup Definition Files | W¥BScript Files | PowerShe.

1. Select Backup Definitions Files tab.

L2 My Backupxml C:\Macriumb, Disk Image

BRO/7OTVLEHGAGESR

File Name Path Type

Image Options | XML View

Imaging Summary

Auto Verfy: N
Maximumn File Size Automatic
Compression: Medium
Pasaword- N

@ Backup Definition File:  C:\Macrium\My Backup xm|

2. Select the backup definition file and Click the Create Desktop Shortcut button on the Backup Definition

3. Select the Backup Type and enter the shortcut name that appears on the Desktop.

v154

File View toolbar.

Create a Backup | Backup Definition Files | VBScript Files | PowerShell FHW

Batch Fi

re/0QLG LM

File Name Path Type

L2 My Backup.xml C:\Macrium\ Disk Image

Image Options | XML View

Imaging Summary

; Backup Definition File:
= Auto Verify: I
Maximum File Size: 4
I

!

\

I

Compression:
Password:
Intelligent Copy:
Power Saving:

Total Selected: p

Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved.

F ¢

Create Desktop Shortcut

You can run the selected XML, VES or BAT
file by double dicking the shortcut file on
your desktop.

Source File: C:\Macrium My Backup. xml

Backup type: Full

Target Mame: | My Backup

o
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(D For easy reference to the backup type you could add a Full, Diff or Inc suffix to the shortcut
name.

4. Click OK.
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Checking VSS events when backups fail

Macrium uses Volume Shadow Copy Service (VSS) to create its images and backups and windows keeps a
log of VSS events. These events can give you information, useful if you are experiencing problems, such as

backup failures.

View events to check what has occurred as follows.
1. From the toolbar click Other Tasks.

T oKl o BTl Eoeo Ediice [UEF)

B Ynw Eolip Boroae

o
O

[LL R N Ny s B

4 lmtaE ke ST T HE

2. Click View Windows VSS Events.

rver Edition [UEFI]

Restore = Other Tasks Help
4@ Create Rescue Media..
9 l 52 Add Recovery Boot Menu Option...
% Edit Defaults..
€2 Check for updates..

View Windows VS5 Events...

3. Select the parameters for your event search.

4. The viewer updates automatically displaying relevant information.
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Windows Event Viewer

?0 Show events | Last 30 Days - @ Y55 Events () Al Events

Fram:  16[01[2015 nonn:nn - Tor  15/02/2015 235WS9 |
Etror Events Warning Events [T 1rformation Events
Source EventID Date
o P (|
OVSS 03f02{2015 22:14:41
Qs 193 03(02{2015 22:111:35
Qs 13 03f02{2015 22:11:35
OVSS 5193 O302/2015 22111112
Dyss 13 03(02{2015 22:11:12
275 Events
Date 03/02j2015 22:14:41 -
Type Error Tl
Ewvent 8193
Source WSS

Wolume Shadow Copy Service error: Unexpected error calling routine
CoCreatelnstance, hr = 0x80070422, The service cannot be starked, either
because it is disabled or because it has no enabled devices assoriated with it

m

Operation:
Instantiating Y35 server

Search Internet

lipboard Copy

Refresh

Save ko File

Close

Help

If required, select an event and choose to:

a. Search Internet. This will open your default browser with search terms setup for the selected

Windows error event.

b. Clipboard Copy. Useful for pasting into an email if you are contacting support.

C. Save to File.

Wiewer

vents  |Last 30 Days - @ ¥SSEvents () AllEvents

2015 00:00:00 Tor  15/02/2015 235959

ar Events ‘“Warning Events |:| Information Events

03/02/2015 22:14:41
03/02/2015 22:11:35
03/02/2015 22:11:35

|

Refresh

Search Internet

Clipboard Copy
Save ko File
Close

Help

(T

6. When you have finished reviewing events, click Close.
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Alternative Locations For Backups

one is found.

All backup wizards in Macrium Reflect allow you to select Alternative Locations to use for the backup destination.
Should the primary backup location not be available, each location will be checked in sequence until an available

(D Alternative locations can also be used to provide backup rotations, for example, keeping an offsite backup,

or as a fail safe for temporary unavailability of the primary backup destination.

1. Click Alternative Locations

Disk Image

E% Select Source Drive(s) and Image Destination
Source

MBR Disk 1 [C40210C3] - ST2000DMODI-1CH164 CC25 <1.82 T>

58 1 - Sysiem Resarved {Nons) 2-wierk (278) (E)
NTFS Acive NTFS primary
260.3 ME V] IETIGE Vi
E i
Total Selected: 386.98 GB
Destination
® Folder E:\Backups| e V]l

Alternative locations

) CD/DVD Burner DW 5H-224D8 v5B01 (1:0:0)

Use ihe Image ID & the file name, (Recommended)
Backup filename: {IMAGEID}

(2 \wblpublic\Chris\{IMAGEID}-00-00.mrimg

ﬂ* Advanced Optians < Back Next> | [ Cancel | [ Finsh
2. The Backup Locations dialog is shown.
Backup Locations -

’ | Edit the list of alternative backup locations

When a backup is running, each location in this list will be tried in sequence until a valid location is found.

This enables, for example, backup rotatiens to use multiple external drives that are assigned different drive

letters by Windows. Mote: During the backup, missing sub-folders will be created automatically.

‘ Type in a folder here to add as an alternative location |E|
@ Addtolist Reorder priority: Up Down Remove
Folder

There are no items to show.

3. Select a folder and click Add to list

4. Repeat for each folder to be used as an alternative location

5. Change the order of locations by selecting a folder in the list and click Up or Down
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rz) Edit the list of alternative backup locations

When a backup is running, each location in this list will be tried in sequence until a valid lecation is found.
This enables, for example, backup rotations to use multiple external drives that are assigned different drive
letters by Windows, MNete: During the backup, missing sub-folders will be created automatically.

Type in a foldeg ke ki agtive location

Reorder prior

EA\Backups
\\wb\public\Backups\,
\10.0.0.1\5taff\Backups\.

6. Remove a folder by selecting it and clicking Remove

7. Click OK when done

Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved.

Page 201



Macrium Reflect v7 User Guide

Advanced Options

Advanced Options

All forms of backup in Macrium Reflect have advanced options, accessed by clicking the Advanced Options link, All
backup wizards have this link which can always be located in the lower left hand corner of each wizard. Cloning, too,
is a form or backup and this also has advanced options, accessed in the same way.

Disk Image

Imaging Summary ~
Auto Verify: N
Maximum File Size Automatic

= Compression Medium

Fassword N
Intelligent Copy: Y
Power Saving.
Total Selected 39771GB

Schedules =

Nore
Retention Rules

Fudes wil be appled to all matching backup sets in the destination folder

Full Retain 12 fullimages
Linked incremental and dfferential images wil also be deleted

Diferential Retain 4 differential images
Linked incremental images wil also be deleted

Incremental: Retain 10 incremertal mages
The oldest incremental images may be consalidated

Furge wil be run after the image.
Free space threshold:  Delete oldest backup sets when free space is less than 5.00 GB

Destination:
File: Name \wb\public\Chris\{IMAGEID}-00-00.mimg -

<*L| dvanced Options ) wep | ext > Cancel Finish

Below is the Image backup advanced options as an example:

Advanced Settings -

2 Ce

Backup Email

Compression
File Size % Setthe compression level for this image or backup
Password 74
Auto Verify Image -
Comments
Shutdown

Compression reduces the file size but may increase the total backup time.
Medium (Recommended) v| Compression level

@ Intelligent sector copy  (Recommended)

Copies only disk sectors used by the file system.
Windows pagefile and suspend to disk (Wibernation) files are not copied. This reduces the
image size and backup time,

() Make an exact copy of the partition{s).

Partitions indude unused sectors therefore forensic examination of the partition(s) remain
unchanged, Deleted fles may be recovered for example.

v | [ ok ][ cancel

Common Advanced Options - Available to all backup types except Cloning

Option Description

Compression
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Description

Set the desired compression on the resulting backup file. Choose between None, Medium or
High.

Copy only file system sectors/clusters that are in use. This reduces the size of the disk image file
as unused file system clusters are not copied.

Copy every sector/cluster used by the partition. This will also copy unused space and will make
the image file significantly larger than ‘Intelligent sector copy".

Set maximum file size that will be created for the backup file, these are also known as file splits.
Choose between Automatic or fixed size in either Megabytes or Gigabytes.

Add password protection to the resulting backup files. Choose between standard, medium and
high encryption. Each increasing level of encryption will require a stronger password.

Automatically verify the resulting backup file. This will add more time to the backup process but
confirms if the resulting backup can be restored from.

Add a free form text comment to the backup.

Once the backup has complete you can choose to shutdown the computer, choose between
Shutdown, Hibernate or Suspend.

Set recipient, subject, body and attachments should this backup succeed.

Set recipient, subject, body and attachments should this backup fail.

Cloning Advanced Options

Option

Intelligent
Copy

v154

Description

Clone only sectors in use from the source disk. Further to this option:

® Verify File System. Ensure the source file system is valid before cloning.

® Rapid Delta Clone. Only clone differences in the source and target disks since the previous
clone was made.

® Enable SSD Trim. Ensure target SSD partitions are trimmed prior to a clone.
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Option Description
Forensic Clone all sectors from the source disk.
Copy

File & Folder Backup Advanced Options
Option Description

Reparse  For both system and user reparse points, select to either follow or do not follow. An example reparse
Points point is the folder "Documents and Settings" which when followed points (or expands) to a number of
other folders. If followed then all folders the reparse point "contains” will be included in the backup.

Backup Choose between Similar, Strict or All.
Set
Matching
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Verifying image and backup files

Backup verification checks the entire contents of backup files against MD5 message digests (Hashes) created from
the source data when the backup was created. For more information on the verification process see: Understanding

Image Verification Failures

To verify Image and File and Folder backup files using the command line see: Verifying image and backup files from

the command line (see page 312)

To verify using the Macrium Reflect user interface follow the steps below:

1. Click the 'Restore' tab, choose Image or File and Folder and select the backup that you want to verify:

[ SQL Server Restore

 Foldersto search

Al Dives v

1D:
519BE2F2CICACOTC
Type: Differential
Date: 17/12/2015 08:00

519BE2F2CICACO7C-08-08.mrimg
2 Folder  \\hv3\public\
z

Differential
Date  17/12/201508:00
Image ID: 519BE2F2COCACOTC

ToY 5 TOBE2r ZCoCATO7C-07-07-mrmg

2. Click 'Verify":

( ﬁl Verify lmage
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3. Click the 'Verify' button in the dialog that opens:

Verify
Verify Image
Start the verification process.
Selected Image
Image 1D 513BE2F2C3CACITC
Backup Date 17/12/2015 08:00
E Drive Virtual HD 1.1.0
= Partition <MNo Name: (C:)
Starting Verify - Thursday. December 17. 2015 12:27:25
Loading Index: 515BE2F2CSCACH7C-08-08.mrimg
Verifying: 51SBE2F2CSCACHTC-00-00 mrimg
9% Completed Werify just this Differential

Cancel

The entire backup set required to restore the selected backup file will be verified. To just verify the integrity of
the selected Differential or Incremental select the option 'Verify just this Differential/lncremental’.
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How to backup Hyper-V Cluster Shared Volumes

(D Please ensure that you are running Macrium Reflect v6.1.1309 or later.
Disk images cannot be used to backup Hyper-V Cluster Shared Volumes.

Server 2012R2 Hyper-V Cluster Shared Volumes (CSV) can be backed up using the File and Folder
backup functionality in Macrium Reflect. Earlier versions of Windows are not supported.

You must use the File and Folder restore functionality (see page 258) to restore VHD and VHDX files. You
cannot mount/browse backup files and use Copy and Paste to restore files larger than 4GB

To ensure that you have correctly backed up the CSV folders please check
the backup log.

Successful CSV snapshot Example.
Note the lines ‘CSV - Volume n’ and the snapshot line:

Folder: C:\ClusterStorage\Volumel\VHDY
Include File Filter: =.vhdx

Exclude File Filter: *.temp; *.tmp; *.bak; *.~*
Include Sub Folders: Y

Exclude Folder Filter:

Exclude Hidden Files: N

Exclude System Files: N

Folder: C:\ClusterStorage\Volume2\,
Include File Filter: ==

Exclude File Filter: *.temp; *.tmp; *.bak; *.~*
Include Sub Folders:

Exclude Folder Filter:

Exclude Hidden Files: N

Exclude System Files: N

Email On Success: N
Email On Failure: N

Creating Cluster Shared Volume Snapshot - Please Wait
b, tod

CSV - Volume1 \\?\GLOBALROOT\Device\CSV{46542h53-bad0-4231-b971-5a0e6bd517cd}
CSV - Volume2 \\?\GLOBALROOT \Device\CSV{1b3332c3-b1ba-4198-8142-53c48e59e8e7}

Star [

T L Bt S
Destination Drive: Backup Location (D:) - Free Space 87.50 GB

Free space threshold: Delete oldest backup sets when free space is less than 5.00 GB
Determining files to copy

Tatal Mumber of Files: 4

Total Size: 8.49 GB

Copying files

Gathering Windows Events - Please Wait

The successful VSS log will also indicate ‘C:\ClusterStorage\Volume*’
added to the snapshot:

Di scover explicitly included conponents ...
Verifying explicitly specified witers/conponents ...
Sel ect explicitly included conmponents ...
* Witer 'Mcrosoft Hyper-V VSS Witer':
- Add conponent \ 6FALEOBL- 72D8- 4687- BAD8- C7BBC29E8338
Creati ng shadow set {e72a35c8- eef c- 4f €9- bd50- 35€95a123f e5}
- Addi ng vol une \\ ?\ Vol une{ 12f 7f 3d3- b552- 4a05- b948- da5ba054f 7f d}\ [C
\ ClusterStorage\ Vol unel\] to the shadow set...
- Addi ng vol une \\ ?\ Vol une{2cd57d04- 80b0- 4d12- ac10- 406e9f 121b09}\ [C
\ClusterStorage\ Vol une2\] to the shadow set...
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xample.

Note the Error message: VSS failed for Cluster Shared Storage. Ensure that no folders outside of CSV mount

points are included in this

backup

Folder: C:\ClusterStorage\Volume1\VHDY
Include File Filter: *.vhdx

Exclude File Filter: = temp; =.tmp; *bak; *.~*
Include Sub Folders: Y

Exclude Folder Filter:

Exclude Hidden Files: N

Exclude System Files: N

Folder: Ci\boot|
Include File Filter: =
Exclude File Filter:
Include Sub Folders:
Exclude Folder Filter:

*.temp; .tmp; *.bak; *.~*
Y

Exclude Hidden Files: | n
exclude System Files: | _n
Folder: C:\ClusterStorage\Volume2\

Include File Filter:
Exclude File Filter:
Include Sub Folders:
Exclude Folder Filter:
Exclude Hidden Files: N
Exclude System Files: N

*temp; *.tmp; *.bak; *.~*
Y

Email On Success: N
Email On Failure: N

Creating Cluster Shared Volume Snapshot - Please Wait

Failed To Create Volume Snapshot. Result Code: 0x80042313

E Vss failed for CLuster Shared Storage. Ensure that no folders outside of CSV mount points are included in this backup |

How to backup Cluster Shared Volumes

1. From the Backup task bar, select 'Create a File and Folder backup' to start the backup wizard.

erver Plus Edition [UEFI]

Fle View Backup Restore OtherTasks Help

%08

Backup |Restore | Log

4 Backup Tasks

Create a Backup | Backup Definition Files | VBScript Files | PowerShell Files | M5-DOS Batch Files | Scheduled Backups

[[] Image selected disks on this computer.

il Create an image of the partition(s) required to
L

.i Create a File and Folder backup.

b Other
b Exchange Tasks
b SQL Server Tasks

3 Details.

EO/0QLQR SENT
’ Filter list All -

File Name Path Type A
[3 My Backupaml  C:\Users\Richard\Documents\Reflect\  Disk Image
[3 My Backup(1)aml C:\Users\Richard\Documents\Reflect\  Disk Image
(3 My Backup(@)aml C:\Users!\Richard\Documents\Reflect\  Disk Image
(3 My Backup(3)mi C:\Users!Richard\Documents\Reflect\  Disk Image
@ c Disk Image

< >

Image Options | XML View

Imaging Summary ~
Backup Definton Fie:  C: wpl
2 Auto Verdy: N
Adomatic
Compressin Medim
Password N
tefgent Copy: Y
Power Saving N
Total Selected %5M8
Retention Rules
Ful Retain ful mages for 26 Weeks

also be deleted v

2. Select'Add folder'.
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ﬁ Add the Folders you want to Backup

Source

Backup Files and Folders

Add, edit and delete folders that you wish to backup. After adding a folder you can select sub folders
and files using wild-card filters for inclusions and exclusions.

Click the "Add folder' link below.

(9 Add folder J " Edit folder 3% Delete folder [JBackup NTFS permissions
Destination
(® Folder ‘ E:\FileAndFalder), vl El

Alternative locations

) CD/DVD Burner ‘ |

[#]Use the Image ID as the file name. (Recommended)

Backup filzname: | {IMAGEID} ‘

| E:¥FileAndFolder\{IMAGEID}-00-00.mrbak

71T Advenced Options [ hep || <me | [ mets | [ cancal | [ Fimsn

The 'Select Folder to backup' dialog appears.

File and folder inclusion and exclusion masks

1. Folder to backup

| C:\ClusterStorage\Volumel

[#] Include subfolders
[ Exdude hidden files and folders
[(]Exdude System files and folders

Select files and folders to be included/excluded.

Wildcards are supported. Separate multiple masks with semi-colon (*xls; *.dog *.mp3)

2. Add files to include

|tt

3. Add any files to exclude
| *temp; *.tmp; *.bak; * ~*

4. Add any folders to exclude

Enter full or partial folder path, wildcards are supported.
"e.g. ctemp; temp; *\temp; temp*"

G) Select/Add o nly folder(s) beneath the C:\ClusterStorage\ in order for the Clustered Shared
Volume contents to be included in your backup.
Do not include folders outside of the 'C:\ClusterStorage\' mount point otherwise VSS will fail.
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Several different masks and wildcards can be specified to include specific files within the given directory

or exclude other files.

Option

Include sub-folders

Exclude hidden files
and folders

Exclude system
files and folders

Add files to include

Add files to exclude

Add any folders to
exclude

3. Click OK

Description

Recourse all folders below the backup folder using the specified filters

Do not backup files or folders that have the Hidden attribute

Do not backup files or folders that have the System attribute

Add a semi-colon separated list of file name filters to include in the backup. Use the
asterisk * character as a wild card.
For example; *.doc; *data*; *.xIs

Add a semi-colon separated list of file name filters to exclude from the backup. Use
the asterisk * character as a wild card.
Note: Exclude filters take precedence over include filters

Add a semi-colon separated list of folder name filters to exclude from the backup.
Use the asterisk * character as a wild card.
Filter names can be full path and/or folder names.

For example:

*temp* will exclude all folders with the letters 'temp' anywhere in the folder name
*\data\temp* will exclude all paths where the folder name begins with 'temp' that
has a parent folder named 'data’

4. Repeat to add further CSV directories if necessary.

5. Inthe Destination section, specify where you want the backup to be created.
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File and folder backup

y
-% Add the Folders you want to Backup

Destination _pusmem="
(® Folder ‘ E:\FileAndFolder)| vl El
ative locations

CD/DVD Burner

[#]Use the Image ID as the file name. (Recommended)
Backup filename: {IMAGEID}

E:'\FileAndFolder \{IMAGEID}-00-00 . mrbak

Source
Folder Include Files = Exdude Files Sub Folders  Excude Folders
C:\ClusterStorage\Walume1| == = temp; *tmp; =bak; = ~* ¥
@ Addfolder " Edit folder K Delete folder [w]Backup NTFS permissions

17 advanced Options <Back Next> | [ cancel | [ Finsn

Alternative Locations can be used to provide backup rotations or as a fail safe for temporary unavailability of

the primary backup destination.

When you have finished adding folders and making all necessary changes, click Next.

The Backup Plan is shown:

File and folder backup

e
D@ Edit the Plan for this Backup

1. Select a Template for your Backup Plan

None -
2. Add/Edit Schedules
Backup Type Schedule
Add Schedule ¥ E:T: Edit Schedule E?g Delete Schedule

@ 3. Define Retention Rules
[Aoply retention rules to matching backup sets n the target folder v |

- 22
reems e [0 5

Create a Synthetic Full if possible [_|
[[JRun the purge before backup.
[¥iDelete the oldest backup set(s) ifless than |5 = GB on the target volume (minimum 1G8)

715 advenced Options rep | [ <Back | [ mext> | [ cancel | [ Fiich

The new Macrium Reflect retention rules provide a powerful and flexible way to manage the lifetime and

storage space used by your backups.

Choose how backups are matched and retention rules are applied to the target folder

Retention rules are applied to the target folder of the backup by selecting one of two options:
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3. Define Retention Rules
Apply retention rules to matching backup sets in the target folder v

Apply retention rules to matdhi

Apply retention rules to all backup sets in the target folder

a. Apply retention rules to matching backup sets in the target folder.

Disk Images are purged if they contain exactly the same Partitions as the current Image. Partitions
are identified using the unique Disk ID stored in sector O of the disk and the Partition sector offset.

(D Note: For GPT disks the unique GPT disk GUID is used instead of the Disk ID
For File and Folder backups retention rules are applied according to the 'Backup Set Matching'

option select in the 'Advanced Properties' for this backup.

b. Apply retention rules to all backup sets in the target folder. All backup sets in the target folder of
the same type (Disk Image or File and Folder) are purged according the retention rules.

(D Note: This option uses the same logic as Macrium Reflect v5

Select the age or number of backup types that you wish to keep

Full Keep 12 | |Backups v
Differential Keep 4 =) |Backups v
Incremental Keep 10 = |Backups v

Create a Synthetic Full if possible []

[JRun the purge before backup.

Delete the oldest backup set(s) ifless than | 5 2| GB on the target volume {minimum 1GE)
Option Description
Full When deleting Full backups all linked incremental and Differential backups in the same

backup chain (set) are also deleted This operation will delete the entire backup set.

Differential =~ When deleting Differential backups all linked incremental backups in the same backup
chain (set) are also deleted.

Incremental When deleting Incremental backups the integrity of the backup set is maintained by
ensuring that the chain is never broken. This is achieved by merging older Incremental
backups when required.
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Option Description

In the example below, before retention, there is 1 Full backup, 1 Differential backup and
6 Incremental backups. The retention rules are set to retain 4 incremental backups. After
retention, the most recent 4 incremental backups are retained. Deleting the oldest 2
incrementals would cause the backup chain to be invalid as the oldest retained
incremental requires the previous 2 incremental backups to complete the chain. To ensure
backup integrity the 2 older incremental backups are consolidated with it to create a
new incremental backup.

F = Full
D = Differential
I =Incremental
M T W T F M T W T F M T W
F D | | | | F | |
- -> |
Create a When purging Incremental backups, if the backup set only contains a Full backup
Synthetic followed by Incremental backups, then this option causes the Full backup to be 'rolled
Full if forward' to create a Synthetic Full backup. This is also known as Incremental Forever.
possible
Run the Select this option to run the retention rules before the current backup.
purge
before the (D
backup Note: in Macrium Reflect v5 the current backup set wasn't included in the purge

calculation when purging before the current backup. In v6 the current backup set
IS included. This means that if you set the retention count to 1 Full backup then
all of your backups will be deleted and a new Full backup created.

Delete Automatically remove the oldest backup set(s) in the target folder if the free space on the
oldest drive drops below the GB threshold.

backup set

(s) if less @

than n GB Note: The free space threshold is actioned dynamically. If the free space

available drops below the threshold then the running backup is temporarily
paused while older backup sets are purged.
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8. The next screen, Summary, gives the details of what is being backed up. Click Finish.
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Scheduling and Retention rules

Macrium Reflect provides multiple Backup Plan options to create backup cycles in days, weeks or months that allow
you to pick when you want your backup definitions to run and whether they should be Full, Differential or Incremental
backups. Scheduled backups can run independently of whether anyone is logged into the computer.

Macrium Reflect provides an easy 3 step approach to editing backup plans for a backup definition:
1. First, optionally select a Template from a set that includes implementations of industry best practice like
Grandfather, Father, Son (GFS) or Incremental Forever
2. Add, remove or change the schedules as needed for full, differential and incremental backups
3. Finally, define Retention Rules for each type of backup. Using the Retention Rules, you can retain a

specific number of each type of backup or keep them for a number of days or weeks before cleaning up.

Options define whether to apply the retention rules to all the backups in the folder, whether to run the purge before
backing up, and let you define a minimum amount of disk space to retain in gigabytes (GB) before automatically
deleting the oldest backup sets in the destination folder to make space available for new backups.

@ Note: A backup set consists of a full backup and any Incrementals or Differentials with the same image
ID. The image ID is the part underlined in the following example backup file name: 69B5FC3F39E0F9F5
-00-00.mrimg

Further reading:
® Scheduling backups (see page 216)
® Configuring e-mail notifications (see page 222)
®  Running continuous backup of SQL databases (see page 230)
®  Which user name and password is used when scheduling a backup (see page 233)

® Retention and consolidation (see page 236)
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Scheduling backups

Creating and Editing a Backup Plan

Disk Image
-
D@ Edlit the Plan for this Backup
1.Select a Template for your Backup Plan
Mone -
2. Add/Edit Schedules
Backup Type Schedule
E?E Add Schedule ¥ E‘ Edit Schedule E—;a Delete Schedule

@ 3. Define Retention Rules
Apply retention rules to matching backup sets in the target folder v

[¥IFul Keep 12 [ |Backups v
Differential Keep 4 = Backups v
Incremental Keep 10 [ |Backups v

Create a Synthetic Ful if possible [

[]Run the purge before backup.

(] Delete the oldest backup set(s) if less than | 5 2| GB on the target volume (minimum 168)
117 advanced options Help <Back Cancel Finish

The wizard splits the task of scheduling backups and setting retention rules into 3 steps as follows:

Select a Template for your Backup Plan

1. Click the drop down box and chose an applicable template.

A summary is given for each template to help you select the template you require.

Grandfather. Father, Son.

Draily Incremental ['Son"), weekly Differential [“Father"). and monthly Full
["Grandfather"] backups.

Differential Backup Set
A Full backup is created periodically fallowed by daily Differential backups.

Incremental Backup Set
A Full backup iz created periodically followed by daily Incremental backups.

Incrementals Forever

Incrementals forever optimizes backup space and time by only ever creating a
zingle Full backup.

After thiz Incremental backups are created ad infinitum. The Full backup iz
congolidated with subsequent Incremental backups once the specified number of
Incremental backups iz reached.

Thiz iz alza known as a Synthetic Full backup.

Add/Edit Schedules

When you have selected the template you want to use you can view the planned schedule.
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-
éﬁé Edlit the Plan for this Backup
1.Select a Template for your Backup Plan

Grandfather, Father, Son. -
2. Add/Edit Schedules

Backup Type Schedule
Ful At08:00 on the first Mon of every month, starting 02/03/2015

Differential AE09:00 every Mon of every week, starting 02/03/2015

Incremental At0S:00 every Mon, Tue, Wed, Thu, Fri of every week, starting 02/03/2015

Add Schedue ¥ E—} Edit Schedule f% Delete Schedule
@ 3. Define Retention Rules
| Apply retention rules to matching badkup sets in the target folder |
[w]Ful Keep

Differential Keep

Incremental Keep

Run the purge before backup.
if
[#| Delete the oldest backup set(s) if less than GB on the target volume (minimum 168)

1} Advanced options [ nep || <ssk || news || cencel || Fren

® Resolving Scheduling Conflicts

If multiple backup types are scheduled run at the same time on the same day then only one backup will
run.. For example, when scheduling a Full backup on the first Monday of each month and scheduling a
Differential for every Monday, on the first Monday a Full and Differential are both scheduled to run at the
same time. In this scenario only the Full backup will run.

®  Full backups take precedence over Differentials and Incrementals

® Differential Backups take precedence over Incrementals.

To add to this schedule:

1. Click Add Schedule and select either Full, Differential or Incremental.

2. Set the frequency for the backup schedule.

"
/ Full Backup Schedule Settings

Frequency Settings

® Monthiy @ Every First

() Weekly

) Daily (") Selected Day 2
8

() One Time Only 9

() On Event 15 16
22 23
29 30

Start Time 09:00 =
Start Date 02 March 2015 [

If missed then run at next start-up

3. Click OK.
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To Edit the schedule:

1. Select the schedule you want to edit and click Edit Schedule.

2. Change the schedule to meet your needs and click OK.

“J
’/ Full Backup Schedule Settings

Frequency Settings

® Monthly @ Every First

() Weekly
)paly () selected Day 2
8 g

() One Time Only
(O OnEvent 15 16
2 23

2% 30

Start Time 09:00 E
Start Date 02 March 2015 [E~

If missed then run at next start-up III

To delete a schedule:

1. Select the schedule you want to delete and click Delete Schedule.

2. A confirmation box appears, click Yes.

E(:—E) Confirm delete

Confirm deletion of the backup schedule(s):

At 09:00 on the first Mon of every month, starting
02/03/2015

9 Click Yes to delete or Mo to cancel

Define Retention Rules

1. Establish how long each type of backup in the schedule should be kept. It is advisable to keep backups for
the recommended period, however you can de-select the backup type if you do not want to retain it.
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Disk Image
-}
D@ Edit the Plan for this Backup
1. Select a Template for your Backup Plan
Grandfather, Father, Son. -
2. Add/Edit Schedules
Backup Type Schedule
Ful A£09:00 on the first Mon of every month, starting 02/03/2015
Differential AL 09:00 every Man of every week, starting 02/03/2015
Incremental At D9:00 every Mon, Tue, Wed, Thu, Fri of every week, starting 02/03/2015
E% Add Schedule ¥ E?}Emt Schedule E% Delete Schedule
— =
@ 3. Define Retention Rules
Apply retention rules to matching badkup sets in the target folder v
Full Keep 2% 2 Weeks v
Differential Keep 4 2 | Weeks v
[#] Increment tal Keep 10 2 Days v
Fun the purge before backup,
[]Delete the oldest backup set(s) ifless than |5 =] GB on the target volume (minimum 168)
+;* Advanced Optians Help <Back Next > Cancel Finish

The new Macrium Reflect retention rules provide a powerful and flexible way to manage the lifetime and

storage space used by your backups.
Choose how backups are matched and retention rules are applied to the target folder
Retention rules are applied to the target folder of the backup by selecting one of two options:

3. Define Retention Rules
Apply retention rules to matching badkup sets in the target folder v

Apply retention rules to all backup sets in the target folder

a. Apply retention rules to matching backup sets in the target folder.

Disk Images are purged if they contain exactly the same Partitions as the current Image. Partitions
are identified using the unique Disk ID stored in sector O of the disk and the Partition sector offset.

(D Note: For GPT disks the unique GPT disk GUID is used instead of the Disk ID
For File and Folder backups retention rules are applied according to the 'Backup Set Matching'

option select in the 'Advanced Properties' for this backup.

b. Apply retention rules to all backup sets in the target folder. All backup sets in the target folder of
the same type (Disk Image or File and Folder) are purged according the retention rules.

(D Note: This option uses the same logic as Macrium Reflect v5

Select the age or number of backup types that you wish to keep
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Keep 12 = |Backups w
Keep 4 2| Backups v
Keep 10 = |Backups v

Create a Synthetic Full if possible []

[1Run the purge before badkwup.

[#]Delete the oldest backup set(s) if less than | 5 2| GB on the target volume {minimum 1GE)
Option Description
Full When deleting Full backups all linked incremental and Differential backups in the same

Differential

Incremental

Create a
Synthetic
Full if
possible

backup chain (set) are also deleted This operation will delete the entire backup set.

When deleting Differential backups all linked incremental backups in the same backup
chain (set) are also deleted.

When deleting Incremental backups the integrity of the backup set is maintained by
ensuring that the chain is never broken. This is achieved by merging older Incremental
backups when required.

In the example below, before retention, there is 1 Full backup, 1 Differential backup and
6 Incremental backups. The retention rules are set to retain 4 incremental backups. After
retention, the most recent 4 incremental backups are retained. Deleting the oldest 2
incrementals would cause the backup chain to be invalid as the oldest retained
incremental requires the previous 2 incremental backups to complete the chain. To ensure
backup integrity the 2 older incremental backups are consolidated with it to create a
new incremental backup.

F = Full

D = Differential

| =Incremental

M T W T F M T W T F M T wW
F D | | | | F | |

When purging Incremental backups, if the backup set only contains a Full backup
followed by Incremental backups, then this option causes the Full backup to be 'rolled
forward' to create a Synthetic Full backup. This is also known as Incremental Forever.

Select this option to run the retention rules before the current backup.
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Description

Note: in Macrium Reflect v5 the current backup set wasn't included in the purge
calculation when purging before the current backup. In v6 the current backup set
IS included. This means that if you set the retention count to 1 Full backup then
all of your backups will be deleted and a new Full backup created.

Automatically remove the oldest backup set(s) in the target folder if the free space on the
drive drops below the GB threshold.

(D Note: The free space threshold is actioned dynamically. If the free space
available drops below the threshold then the running backup is temporarily
paused while older backup sets are purged.

Advanced options

If required, set Advanced Options as follows:

v154

Compression to reduce the file size. Select level of compression and whether to make an intelligent sector

copy, that copies only disk sectors used by the file system or make an exact copy of the partitions, that

includes unused sectors.
Note: reducing the file size may increase the total backup time.

File Size to enter a fixed file size for the image, this is useful for manually copying the image file to CD/DVD.

Password to select whether to password protect the image.

Auto Verify Image to select to verify image or backup file directly after creation.

Note: This can add a significant amount of time to the backup process.

Comments to set comments for the image or backup.

Shutdown to set whether the computer should be shutdown after a backup task has completed.
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Configuring e-mail notifications

For many users, email notification of success or failure of a backup helps them keep on top of the status of their
backups, particularly with scheduled backups which take place in the background.

Program Defaults and SMTP Server settings
The default settings are used when creating new backup definitions

® From Other Tasks select Edit Defaults.

Eubup  Fisine: e

- d HE

Creyme Dokl r2pz o rredis onh parzzble
Zpp ICRE o SUppeTT

@I A w bt mear gl oo o oalal i Bl
| e BT

@ Char i for peocuet apcabes o this rdeest

L= |

® Select 'Email' > 'Email Server'.

Reflect Defaults x
2 2 @0 H e B F
B 2 & e e ¥e
Backup Restore Update Schedule Scripts Network Email Events Advanced

E::: 2:“'::‘ &% Email Server Settings for Macrium Reflect

Senders Email [ Enter the sender email address |
Authentication Auto Detect v
SMTP Username | Enter server usemame |
SMTP Passnord | Enter server passnord |
SMTP Server [ Enter host name |
Connection Type | Plain Text (No Security) v
SMTP Port [2 |
Test Recipients ‘ Enter test recipients and dick Test, separate recipients with ; |
Help oK Cancel

Email Server options description:
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Option Description

Senders Email = Your e-mail address associated with your ISP or Gmail account etc.

(D Note: If you use e-mail software such as MS Outlook, you can find the settings under
Account Settings for e-mail address, user-name and Server.

Authentication Authentication options are set by your email provider/server.

fark= Lalbert -
S T

il e oo en A e hen DR AV 0
L NT YIRS VTN TLERR SO T RS T § By
Lo npm ey bwlni 05 M = S0
T = AT o 1

(D Note: If you do not know your authentication settings, try Auto Detect.

SMTP The user name associated with your e-mail account. This is essentially your email address.
Username

SMTP This is the password for your e-mail Server.

Password

SMTP Server This is the outgoing / SMTP Server setting or IP address.

Connection This is the setting for the way Macrium Reflect will contact the Server.

Type

Plain Text (Mo Security)

Secure Sockets (SSL/TLS)
Transport Layer Security (STARTTLS)

(D Note: These settings can be found from your email provider.

SMTP Port This is associated with Connection Type and is the port number that the SMTP server is
listening on.
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Option Description

Note: These settings can be found from your email provider.

Test This option is used to test the configured settings; enter your e-mail address in that field and

Recipients click Test to send a test message to your email.

The following examples show completed Server settings for a typical ISP.

Reflect Defaults

B 2 @& O 5 %te B F

Backup Restore Update Schedule Scripts Network

x

Email Events Advanced
Email Success Emal Server Settings for Macrium Reflect
Email Failure @

Senders Emal [ username @gmail.com |

Authentication Auto Detect

SMTP Username | username @gmail.com |

SMTP Password ‘ --------------- |

SMTP Server [ smtp.gmail.com |

Connection Type Plain Text (No Security)

SMTF Port ‘ 25 |

Test Recipients ‘ username @gmailcom |

Help oK Cancel

® Click OK to finish.

@ Note: If you are using your Gmail account then please see here: Using Gmail SMTP Server for sending
backup natification emails

Email success settings define who receives emails regarding the success of a backup and what message they
receive.

® Select Email Success
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Reflect Defaults

K4
Bsckup  Restore  Update

£D

Email Server

Email Success|

Email Failure

X

-
@ ) &% FO /‘
Schedule Scripts Network Email Events Advanced

g% Default emai settings for successful images or backups

[CJsend Email Notifications on successfil backups
Attach log file
Attach VS5 log file

Recpientlist | Enter a list of recipients, separate each email address with ;
Subject Macrium Reflect - Backup Success

Content Type your emai message here for a successful badap

® Select Send Email Notifications on successful backups.

Reflect Defaults

2 2 @&

Backup Restore Update

X

=|
O % Wts B &
Schedule Scripts Network Email Events Advanced

Email Server

Email Success|

Email Failure

Q® Default email settings for successful images or backups

(/] 5end | Notifications on successful backup:

TRt
[ attach vs5 log file

Recipient List ‘ Enter a list of recipients, separate each emai address with ; |

Subject ‘ Macrium Reflect - Backup Success |

Content Tye your emai message here for a successtul backup

Option

Attach log file

Attach VSS log file

Description

Will attach the log file from the creation of the backup.

Will attach the VSS log with the events made during the backup.

® Enter the email addresses of all recipients in Recipient List, separating each email address with a semi-

colon.
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Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved.

Page 225



Macrium Reflect v7 User Guide

Reflect Defaults

K4
Bsckup  Restore  Update

£D

®© v H

Schedule Scripts Network Email

!
&

Email Server

Email Success|

Email Failure

R &

Events Advanced

g% Default emai settings for successful images or backups

send Email Natifications on successful backups
[attachlog file
[ attach 55 log file

Recipient List &semame@gmawcom) usemamel@ﬂ@

Subject ‘ Macrium Reflect - Backup Success

Content

Type your emai message here for a successful badkup

® Enter the subject for the email in Subject.

® Enter a message to be sent regarding the email in Content, include the PC that generated the success is

identified.

Reflect Defaults

K4
Bsckup  Restore  Update

£D

Email Server

Email Success|

Email Failure

© 5 bte B F

Schedule Scripts Network Email Events Advanced

g% Default emai settings for successful images or backups

send Email Natifications on successful backups
[ Attach log file
[ attach 55 log file

Recipient List ‘ m; Username L@gmal.com

Subject ‘ Macrium Reflect - Backup Success

Content c'ﬁesmp PC 13 Image backup of drives C, D and E. >

® Click OK.

Email failure settings define who receives emails regarding the failure of a backup and what message they receive.

® Select Email Failure.

v154
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Reflect Defaults

2 2 @&

Bsckup  Restore  Update

Email Server
Email Success

X

-
@ y IO &% FO /‘
Schedule Scripts Network Email Events Advanced

g% Default emai settings for faled images or backups

[Jsend Email Notfication on Failed Badkups
Attach log fie
Attach VS5 log file

Recpientlist | Enter a list of recipients, separate each email address with ;
Subject Macrium Reflect - Backup Failed

Content Type your email message here for a falled backup

® Select Send Email Notification on Failed Backups.

Reflect Defaults

2 2 @&

Backup Restore Update

X

=|
O % Wts B &
Schedule Scripts Network Email Events Advanced

Email Server
Email Success.

Q® Default email settings for failed images or backups

(7| send Email Notification on Failed Badup:

(Atachba e
[ attach vs5 log file

Recipient List ‘ Enter a list of recipients, separate each emai address with ; |

Subject ‘ Macrium Reflect - Backup Failed |

Content TyRe your emai message here for a faied backup

Option

Attach log file

Attach VSS log file

Description

Will attach the log file from the creation of the backup.

Will attach the VSS log with the events made during the backup.

® Enter the email addresses of all recipients in Recipient List , separating each email address with a semi-

colon.
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Reflect Defaults

(2

Backup

2 @

Restore  Update

Email Server
Email Success

®© 5 %

Schedule Scripts Network

Email Events

Advanced

g% Default emai settings for faled images or backups

send Email Natification on Failed Backups

[ Attach log file
[ attach 55 log file

ecpient List ‘ m; username L@gm: i\_D
Subject ‘ Macrium Reflect - Backup Failed
Content

Type your emai message here for a faled backup

Cancel

® Enter the subject for the email in Subject.

® Enter a message to be sent regarding the email in Content, include the PC that generated the success is
identified.

Reflect Defaults

(2

Backup

2 @

Restore Update

Email Server
Email Success

© 5 5

Schedule Scripts Network

b ¥

Email Evenis

% Default email settings for faied images or backups

F

Advanced

[ send Email Notification on Failed Backups

[ Attach log fie
[ Attach vsS log file

Redipient List | username @gmail.com; username 1@gmail.com

Subject | Macrium Reflect - Backup Failed

Content € Desktop PC 13 Image backup of drives C, D and E.

Cancel

® Click OK.

Email notification for existing individual backups

® Click 'Backup Definition Files', right click on the backup definition and select 'Advanced Properties'.

v154
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Create a backup Backup Definition Files  VBScript Files  PowerShell Files |

>
F= L) G [
Q/70QLHEGBS
File Mame Path Type
[ My Backupxml  C:\Users\Georgy\Documents\Reflect\, Disk Image
210y Backup(1).xmi_C:\Uscr e .
B My Backup(2)xml C:\Users
{51 My Clonesxml Ch\Users & Addtolist
/ Edit
Rename
- - & Delete
Image Options XML View
Duplicate
Imaging Summary <2 Validate
Backup Definition File Run Now 4
Auto Verfy: (%) Schedule
Maximum File Size:
Compression: = (Generate a VBScript File
Password: X
Intelligent Copy: M  Generate an M5-DOS Batch File
E:gﬁroiaggcgc:ess: 5 Generate a PowerShell Script File
Email On Failure: =
Total Selected: _| CLreate a Desktop Shortcut
Advanced Properties
Schedules

® Click the Email icon.

Advanced Settings

@ Ce

Backup Email

Email Failure % Emai settings if this image or backup succeeds

[(]send Email Motfications on successful backups
Attach log file
Attach VS5 log file

Recipient List

Subject

Cantent

Help Cancel

® Set your e-mails for success and failure of a backup as described above.

® Click OK.
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Running continuous backup of SQL databases

Running continuous backups of SQL databases ensures that frequent backups of your databases are taken at
required time intervals. It is always possible, therefore, to restore your data to a point as close as possible to the
failure point.

Continuous backups run separately to normal backups and imaging functions. A new Macrium Reflect SQL backup
file is made each day and has its own email notification, disk space management, compression and password
settings.

If an additional backup of a database under continuous backup is made, Macrium Reflect automatically creates a
new full backup to ensure consistency of backed up logs.

You can not run continuous backup on databases that are not running the Full Recovery Model.

1. Select Continuous Backup from SQL Server Tasks.

4 Exchange Tasks

Backup Microsoft Exchange
-
4 SQOL Server Tasks

Backup SOL Databases
-

Continuous Backup
™y

Manage 5AL Logins

2. The first time a reminder box displays, check Don't ask me again, if appropriate and click OK.

3. A dialog showing databases running the Full recovery model appears, select Enable SQL continuous
backup.
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Schedule Continuous SQL Backup

£ |v|Enable SQL continuous backup

Schedule as Windows user Password

‘WIN-VﬁQSGTlGSDD\Admlms{ratnr ‘ ‘ seesessese

Select the databases for continuous backup and a destination directary for the images

S| E WIN-V6Q5GTL1G500
= O (local)
model
O ReportServer
0 Add new instance O Refresh
Destination | \\bb\public\Backups| v‘ El

Advanced Settings

Select the databases you wish to add to continuous backup.
You can select databases from multiple SQL instances.

If required, click Advanced Settings to change the compression, password and email option.
Click Next.

The dialog Select how you would like to run continuous backup appears.

{ 29 Select how you would like to run continuous backup

(®) Run all day

17:00:00

() Run from

Create log backup every : minutes

&
Create a new full backup C days, at 08:00:00 |5

Select days that continuous backup will be running

[w] monday [+ Thursday [+] sunday
[+ Tuesday Friday
[w] Wednesday Saturday

By default, Run all day is selected.

Select run from and specify a time range when you want to have the continuous backup running.
If required, select frequency for log backups.

Specify; how many days between full backups and what time of day you want them start.

When you are happy with your selection, click Finish.
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Continuous backup runs in the background. You can run and create backups of the system or of SQL databases
without interfering with continuous backup. Only logs files for failed continuous backups are stored.
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Which user name and password is used when scheduling a backup?

Macrium Reflect uses the standard Windows task scheduler to schedule backup jobs. To ensure that tasks can run
when no users are logged on to the computer it is necessary to supply a Windows user account and login password.
These are the same details that are used when you login to Windows:

Please enter a user name to run your scheduled tasks.

User Name | OFFICE-3\Dave

PaSSWOrd | SERERRRRNRRY

This user name will be used to execute all scheduled tasks and can be
modified using the 'Defaults’ menu option.

Mote: The user must be a member of the Administrators group.

OK. | | Cancel

How do | see what my actual user account name is?

The actual account name can be different to the name used at the Windows login screen. If you are having difficulty
finding your user account name then:

1. Click the Windows start button and type:

cmd

For more information on starting a command prompt please see Running an elevated command prompt

2. Inthe command prompt window, type:

whoam
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= Command Prompt

Microsoft Windows [Version 6.4.9879]
(c) 2014 Microsoft Corporation. All rights reserved.

C:\Users\Richard>whoami
win-71vi3irnfoe\richard

C:\Users\Richard>g

The screen-shot shows that the user account currently logged on is Ri char d.

Note: for Windows XP, the command is:

W ndows XP

echo %user name%

| don't use a password but the scheduler is prompting for one

If you don't use a password when logging into Windows your system might have been set to automatically log you in
with a saved password. To reset your password:

1. Click Windows key
2. Type net pl wi z and press Enter.

3. Check Users must enter a user name and password to use this computer and click Apply.

User Accounts n

Users | Advanced

q\; Use the list below to grant or deny users access to your
- .-+ computer, and to change passwords and other settings.

e e,
ghter a user name and password to use this computer. ,
e

Users for this computer:

User Name Group
% Richard Administrators

Add... Remove Properties

Password for Richard

l; To change your password, press Ctrl-Alt-Del and select
Change Password.
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3. To manage/change your user account password press Ctrl+Alt+Del.
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Retention and consolidation

Scheduling full, incremental and differential images as part of a regular backup cycle is essential for optimising the
use of available storage space, protecting your computer from sudden failure and giving you the ability to recover
historical data.

Retention types

Retention and consolidation of full, differential and incremental backups combined with deletion logic maintains
backup set integrity by ensuring the backup chain is never broken.

The following are examples to show how retention rules operate on your backup sets....

Full backup retention

In Full backup retention, a specified number, or age, of full backups are retained. When full backups are purged, the
entire backup set is also deleted.

F = Full
D = Differential
| =Incremental

MTWTFMTWTFMTWTFMTWTFMTWTFMTW
[ T T 2 0 1 e o2 e e o 2 Y B ) B

e.g, Retain 1 Full backup.
After retention, the entire previous backup set is deleted

MTWTFMTWTFMTWTFMTWTFMTWTFEFMTWEL T I I DI L 1 T DIT I
DI 111 DI 1L 11 FI11I

Differential retention

Specify a number of differential backups to retain by age or number,

MTWTFMTWTFMTWTFMTWTFMTWTFMTW
FIrtrri1robritri1rbplrirr1rrbplr 1t br1 11 FI1I

For example, Retain 2 differential backups.

After retention, the most recent 2 differential backups are retained. Incremental backups that are linked to previous
differential backups are deleted along with the deleted differentials.

MTWTFMTWTFMTWTFMTWTFMTWTFEFMTWEL T I I DI LT 1 T DIT I
DI 111 DI I LI F11I
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Incremental retention

Specify the number of incremental backups to retain. If by deleting an incremental the backup chain is broken this
causes consolidation of the oldest retained Incremental.

MTWTFMTWTFMTWTFMTWTFMTWTFMTW
FIrtrrirobriri1rbprirr1rrbplr 1 bl 1r 11 FI1I

For example, Retain 4 incremental backups.

After retention, the most recent 4 incremental backups are retained. The oldest retained incremental is not be valid
on its own as it requires the previous 2 incremental backups to complete the chain. To ensure backup integrity the 2
older incremental backups are consolidated with it to create a new incremental backup.

MTWTFMTWTFMTWTFMTWTFMTWTFMTW
Frtrr1rortt1roprirtrrrbtrtrrrbrtrrrrLET---> 1 FI I

Synthetic Full / Incrementals forever

Incrementals forever optimises backup space and time by only ever creating a single full backup. After this,
incremental backups are created forever and, once the specified number of incremental backups is reached,
Macrium Reflect consolidates the incremental backup into a new 'synthetic' full backup. This is also known as a
Synthetic Full backup.

For example, Incrementals forever with retain 4 incrementals. For the first week,

MTWTFFI I | |

The next Monday, to retain 4 Incrementals, the Full is consolidated with the first incremental to create a new
Synthetic Full.

MTWTFMFIL I I I I ->F1 111

On Tuesday the consolidation step is repeated again on the next incremental image.

MTWTFMTFIL I 1L 11 -->F1111
This process is repeated forever. After the first Full only Incremental backups are required.

Consolidation is performed non destructively and ‘In Place’. Therefore, very little additional disk space is required
during consolidation and failed consolidations will automatically revert to the pre-consolidation state. For example, a
consolidation could fail mid process due to a hardware malfunction such as a dropped network connection. In this
circumstance the consolidation would automatically begin again the next time the backup is run without any loss of
backup integrity.

Backup Plans

Backups schedules and retention rules are saved in a Backup Plan with each backup definition. You can even
define your own Backup Pan Templates for easy reuse. The following are default templates:

Grandfather, Father, Son.
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Daily Incremental ("Son"), weekly Differential ("Father"), and monthly Full ("Grandfather") backups. Retention for
each backup type can be set based on data history and space requirements. e.g,

Backup Type Schedule Retention
Monthly Full Backup Run on the 1st Monday of every month 26 Weeks
Weekly Diff Backup Run on every Monday (except 1st Monday) 4 Weeks
Daily Inc Run Tues, Wed, Thu, Fri 14 Days

Differential Backup Set

A Full backup is created periodically followed by daily Differential backups.

Backup Type Schedule Retention
Monthly Full Backup Run on the 1st Monday of every month 26 Weeks
Daily Diff Backup Run on Mon, Tues, Wed, Thu, Fri (except 1st Monday) 30 Days

Incremental Backup Set

A Full backup is created periodically followed by daily Incremental backups.

Backup Type Schedule Retention
Monthly Full Backup Run on the 1st Monday of every month 26 Weeks
Daily Inc Backup Run on Mon, Tues, Wed, Thu, Fri (except 1st Monday) 30 Days

Incrementals Forever

An initial Full backup is created followed by daily Incremental backups.

Backup Schedule Retention

Type

Initial Full Initially created when the first Incremental is A Synthetic Full is created after the first 30
Backup scheduled to be created Incrementals

Daily Inc Run Every Mon, Tues, Wed, Thu Fri 30

Backup
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Restoring and browsing

Macrium Reflect can restore disk partitions exactly as they were when the backup was taken. With File and Folder
backups you can restore all or selected files and folders to their original or new location.

You can also explore any backup or image file in Windows Explorer. This powerful feature enables you to restore
individual files or folders by simply using copy and paste.

To restore whole computers, including boot partitions, Macrium Reflect uses Windows PE, a cut down version of
Windows. On a working system, when you restore to an earlier time, Macrium Reflect reboots into the Windows PE
operating system, carries out the requested restore, then boots back into the restored operating system. On a
system that is not working, to restore to an earlier time, you need to boot from your Windows PE rescue media,
whether that is a CD, DVD or USB-stick. The rescue media contains Macrium Reflect so that you can carry out the
restore, then boot back into the restored operating system.

Although this all sounds complex, it really is very simple to perform with Macrium Reflect leading you through each
step.

Finally, if you have Macrium Reflect Server Plus, it has a rich feature set for restoring backups of SQL databases
and Microsoft Exchange Servers while giving you the power to restore to any time and granularity right down to an
individual email.

Further reading:
® Restoring an image from Windows (see page 240)
® Understanding partition alignment (see page 249)
® Browsing Macrium Reflect images and backups in Windows Explorer (see page 250)
® Restoring a file and folder backup (see page 258)
® Restoring MS SQL (see page 261)
® Restoring Exchange databases (see page 265)
® Restoring an MBR System image to UEFI/GPT (see page 276)
® Restoring a UEFI/GPT System image to MBR (see page 279)
® Bare metal restore of a dynamic disk system (see page 282)
® Drive letters assigned to restored or cloned partitions (see page 287)

® Restore to VHD (see page 291)
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Restoring an image from within Windows

This topic is for restoring a data image. For restoring a system image see Restoring a system image (see page 243).

If the image contains only data, restoring it is very simple using Macrium Reflect. You can restore it back to its
original location without interrupting the operating system.

Before you begin: You must have a backup image of the disk ready to restore.

1. On the main screen, select Restore.

= onmpLeer

Lrealy A i of e
raritinris! requirad =0 kackop
anid restane WInc o

ol
|
—il Creale 2 Cile aed Fazlder backap.

Dbt Tavks

a L=k = | =l

Backup images available to be restored are shown in the main pane.

2. Select the image you wish to restore and click Restore Image.

Imoge Resore | Flesn Folder Resore | Microsofe ihonge Restore | SaL ServerRestre |

55 e (6]
“ 416-805C-4507¢
A
1 - Recovery (None). 2- MO NAME (None) 3- (None) 4-Data ()
NTFS Prinary FAT3Z (LBA) Primary Unformatted Prirary INTFS Prinary
| I
2w0m 201 1o naa
Sava e mone o S
Sortby.. s BackupDste  location  FileName  Images that contain drive:
EEOBA219DE5C2532-00-00.mrimg -
2 Folder: Wwbhpublicidata backuph EG Browse Image (4
Type:  Full
Date: 13/11/20153 2225
oo, kst 3 swtmse - ot ctions

3. The next dialog gives you the opportunity to modify the destination properties.

@® Moving and Resizing the restored partition

By default, partitions restore to their original locations. However, it's also possible to select a

v154

different target disk and to drag partitions to different locations and resize them to use the available
space. Simply drag the source partition to any available partition or free space on the target disk.
You can also delete partitions on the target disk to make space. For more destination options and
further information, see Modifying restored partition properties (see page 246).
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-

2 Drag Partitions to the Destination Disk or dlick ‘Copy selected partitions'

Source 13/11/20152225  \\wb\public\data backup\EE9BAZ19DESC2532-00-00.mrimg

o

GPT Disk L1 [450FFFA-E2R0-4916-B05C-4507COB3BEEN] - Mt Uimual Disk. 10 <126.99 G

1. Recovery (Nons) 2+ NO NAVE (hon) 3+ (None) 4+ Dana ()
NTFS Prmary FaTE (184) Prmary Unfomated Prmary NTES Priary
zame 2118 wsome s ce
3000 M are 126008 1268 G

Destination  Local disk i) Undo iy Copy selected partitions Select a different target dick

[} GPT Disk 11 [45OFSFFA EBB0-4316-BOSG4B07COSEB850] - Maft  Vinual Disk 10 <127.00 GBix

== .V
1 Racouary (Nons) 2 N0 NAVE (ons) 3. (o) 4-Dwa &)
NTFS Primary FATZ2 (BA) Primary Unformated Primary NTFS Primary
210me 24118 126008 15 G
5000 e Tnare 1z0ME 126 G
Delete Exsting partition Restored Partition Properties

Werify image before restare []
Copy selected partitions when I click Hext!

sectors

4. Click Next.to restore back to the original location.

5.

v154

Restore Summary =
A Imege Fie b publictdate backupiE ESBA21 9D ESCE5I200:00. mimg
& ImagelD EE3BA21SDESC2532
Date: 13 November 2015
Image Type: Full
Seuce Disk GPT Disk 11 450FSFFAEEB0-4916 BOSC4507C03B550] - Maft  Vitual Disk 1.0 <126.98 GB>
eomety TEETEENG12 L
Destination Disk: GPT Disk 11 [450FSFFAEEB0.4316 B0SC-450PC033550] - Msft  Vitual Disk 1.0 <127.00 GB> i
Vel
Dela M
530 Tim Y
Schedules
MNone
Operation 1 of 4

Restore Partiior 1 - Recovery
NTFS 217.0MB / 300.0MB

Diive Letter None
Start S ector 2,048
End Sector 616,447
Partition Type: Primary

Operation 2 of 4
Restore Parliion: HAME
FAT32 (LBA) 241 MB / 100.0MB

Diive Letier ore
Start Sector 616448
Endector 21247 '
dvanced Options [ <Back Net > Cancel | [ Frsh |

If required, set Advanced Options as follows:

I IT Advanced Options

Option Description

Rapid Copy only changed data blocks to complete the restore process more quickly
Delta See: Rapid Delta Restore - RDR (see page 85)

Restore:
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SSD Trim:

Verify
Image:

Master
Boot
Record:
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Description

Enable TRIM on restore to increase of both the lifetime and the performance of the SSD.
See: SSD Trim Support

To verify the image integrity before restoring.

To replace the Master Boot Record (MBR) with the MBR from the backup.
The MBR is a small program that executes when the computer starts up. If this program
becomes corrupt then you can have problems starting the computer operating system.

Note: On modern GPT/UEFI systems this option has no effect.

6. A summary screen is displayed confirming the choices that have been made, click finish.
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Restoring a System image from Windows

System images of, for example, the C drive, contain operating system files so it is not possible to restore files in real
time because they will be in use by the operating system. To resolve this Macrium Reflect boots Windows PE, a cut
down version of Windows. It then restores the file system before rebooting again and loading the restored Windows
OS. Although this sounds complex, it really is very simple to perform.

1. In the main application window, select Restore.

Eackup| Restore | Log |

4 Restore Tasks
r— Browese for an image ar
1O backup file to restore
« | Dpenanirmage or
backup file in Windows
Explorer

Detach a backup image
from “Windows Explarer

2. Select the required image and click Restore Image.

I Restrs [SaL |

O neish B Fldesstoscanch

MER ik 1 /A 17627F] - Vinusl HD 1,10 <1269 GB>
.Y

1-Systam Reservad (Nons) G
NTFS Adive NTFS Primary

2 ce

20me
1000 M8 1283068

Sortby..\) BackupDate  Location  FileName  Images that contain drive:

CBABC794FF847A5D-00-00.mrimg
2 Folder:  \wwbhpublicinick\i\Drive C Synthetic Full, Eg Browse Image
Full

Type:
Dater 100272015 15:13 et -
Image ID: CBABCTO4FFEATASD @ Veifvlmage =+ otheracions.

E 26CFF29CE6937957-15-15.mrimg
Folder:

nhnuhlic\ ik Drive € Sunih tic Full

3. The next dialog gives you the opportunity to restore the image, click Next and select all defaults.

2 Drag Partitions to the Destination Disk or click 'Copy selected partitions’

Source  10/02/20151513  \\wb\public\nick\v6\Drive C Synthetic FUlNCBABCT94FF847ASD-00-00.mrimg

E [ MeR Dk 1AL767F]- Vinual HD- L1 126,99 GB»
= .5V

L Syatem Resarved (None) M
NTFS Aaive NTFS Prmary
20Me v e g
Bhome 15 58
Destination  Local disk ) Undo Copy selected partitions Select a different target disk
[} WER Disk 1 [7A L7627F] - Virusl HD 110 <127.00 GB>
= hiy
B 1 - System Reserved (Mone) mec
NTFS Active NTFS Primary
4608 1243168
L00.0me 125,30 Ge.
Delete Existing partition Restored Partition Properties

verlfy mags befare restore [
Copy selected partitions when I click Next'

sectors

< Bark
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(D Note: By default, partition(s) restore to their original locations. However, it is possible to restore to
a different partition by using Drag and Drop. Simply drag the source partition to any available
partition on the target disk. See Modifying restored partition properties (see page 246)

4. Review the summary and click Finish.

5. Macrium Reflect, recognizing that it is not possible to restore the image to the C drive, displays a dialog
informing you that Windows PE must be used. Click Run from Windows PE.

Unable to lock drive @

51 The following drive is in use and the restore cannot continue:
! [Wolume{bb3f99ac-9F56-11 e4-9209-806e6f626 963 ]

windows PE

| Automatic book

Automatically boat inko Windows PE. This option is
only available if vou have enabled the Windows book
menu option in Macrium Reflect.,

Select "Fun From Windows PE' to automatically run this
restore the next time Windows PE starts,

Run From 'Windows PE ] | Cancel

(D Note: If the option for 'Automatic boot' is unavailable the please follow the steps Adding a boot
menu option for Reflect recovery (see page 111) and retry the restore.

6. You are prompted to restart your PC. Close any saved work and click Restart Now.

v154 Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved. Page 244



Macrium Reflect v7 User Guide

windows Boot Manager

Choose an cperating system to start, or press TAB to select a tool:
(Use the arrow keys to highlight your choice, then press ENTER.)

Windows 7

acrium Reflect System Recovery >

To specify an advanced option for this choice, press F3.

Seconds until the highlighted choice will be started automatically: 23

Tools:

Windows Memory Diagnostic

ENTER=Choose TAB=Menu Esc=Cancel

7. The system reboots, Macrium adds a boot menu option and automatically selects the recovery environment.

8. Windows PE boots and automatically runs Macrium Reflect. Macrium Reflect detects which image is to be
restored and starts restoring automatically. When restore is complete, Macrium automatically reboots the PC
again and the restored Windows OS boots as normal.

Restoring a system image video
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Modifying restore destination partition properties

Hard disks are organized into partitions, similar to a filing cabinet, to optimize the use of space on the device. Each
partition contains a small amount of error correction data, in case of a fault. Partitions are aligned to further optimize
the amount of error correction data they require, maximizing the available space on the device.

There are two alignment possibilities used by Windows:

1. 1MB alignment. Beginning with Windows Vista/Server 2008 partitions are aligned on 1MB boundaries. For a
disk with 512 bytes per sector this equates to 2048 sector alignment.

2. Cylinder, Head, Sector (CHS) alignment. This is the alignment used by all Windows versions, up to and
including Windows XP/Server 2003. Disks are described as having sectors, heads and cylinders, typically
512 bytes per sector, 63 sectors per head and 255 heads per cylinder. A head is often referred to as a track.
Partitions start on a head (or track) boundary and end on a cylinder boundary http://en.wikipedia.org/wiki
/Cylinder-head-sector.

Solid State Disks (SSD) require partition alignment to 4KB boundaries for optimum performance and life. 1MB
aligned partitions are aligned on 4KB boundaries so present no problem, however, CHS aligned partition are often
aligned on 63 sectors (31.5KB) degrading SSD performance and life time considerably. This can be improved by
modifying restore destination partition properties when you restore an image.

When you ask to restore images Macrium Reflect initially sets out to restore the partitions back to their original
position on the disk. From here you can modify their destinations.

The example below restores a 122GB partition to a 16 TB disk.

To modify the restore destination:

1. Click Restore image.

Sotby. b BackupDe  Locaton  Filetame  Imagesthetcontin dive. (5]

CBABC794FF847A5D-00-00.mrim
2 Folder:  \wwblpublicinickv6\Drive C Synthetc Fully
Type:  Full

Dater  10/02/2015 15:13
Image ID: CBABCTO4FFE4TASD

Y 26CFF29CE6937957-15-15.mrimg
Folder:  \Wwi\publicinick\v6\Drive C Synthetic Full
Type: Incremental

Dater  30/01/2015 0159

Image ID: 26CFF23CE693795T

2. The following dialog shows. Source shows the location of the image file we are restoring from. The Target is
the original location.
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-

2 Drag Partitions to the Destination Disk or dlick ‘Copy selected partitions'

I Source 10/02/20151513  \\wb\public\nick\v6\Drive C Synthetic FUINCEABCT94FF847ASD-00-00.mrimg

E MR Dk 1 [7A17527F] - Viusl HD 110 <126.99 GBx»
= B

1 System Reserved (None) =

NTFS Active NTFS Primary
azome V] uzzsmce v
1o 6 GE
Destination  Local disk ) Undo i Copy selected partitions Select 5 different target disk
l:l MBR Disk 1 [7417527F] - Virual HD 1.0 <127.00 GB >
== "y
8 1- System Ressrvad (Mone) 2 ©
NTFS Acive NTFS Prmary
008 12430 6B
100,008 1230 6B
Delete Existing partition Restored Partition Properties

Werify image before restare []
Copy selected partitions when I click Hext!

2048, 206847

Click Select a different target disk and select the required target disk.

If you have partitions on the target disk which you are sure can be deleted, select each one in turn and click

Delete Existing partition to create empty space.

Drag the source partition onto the destination partition.

The partition locates to the first available free area of the new disk. In this case, partition 2.

-

2 Drag Partitions to the Destination Disk or dlick ‘Copy selected partitions'

Source 10/02/20151513  \\wb\public\nick\v§\Drive C Synthetic FUINCEABCTO4FF847ASD-00-00.mrimg

E MR Dk 1 [7A17527F] - Viusl HD 110 <126.99 GBx»
= B

1+ System Reserwed (None)
[ wresaae

o

ks =
Destination  Local disk 4 Undo Copy selected partitions Select s different target disk
[} GET Disk 4 [1ACEF 135-A60B.BE-SDFT.BFES0DDEGSTT] - Mt Winual Dk 10 <1000 Th>
== .V

1 - System Reserved (None) o2 Bua

NTFS Primary NTFS Pimary

I I

©amB 1224388

1018 17650 58 s Te

Delete Exsting partition = ed Partition Properties

Werify image before restore
2048, 206847 ¥ mag ‘ ‘D
Copy selected partitions when I click fext

6. Click Restored Partition Properties.
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The Partition Properties dialog appears for you to modify the size of the target partition.
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Partition Properties @

Set the properties for the restored partition

5 2 (At O

NTFS Primary

122,93 GB
252 T8

Partition Size: 2,517 = B - Macximum Slzel {M\nlmum Size J I Criginal Size
10.00 TB 122 .88 GB 126.90 GB
Free Space: 7.483 £ TB -
—_— Stark Sector: 206,848
Alignment: Viska/7/55D (1ME) ~ End Sector: 5,405, 634,559

Drive Letter: | Auto ~ | Partition Type: |Primary =

743 TB

7. There are a number of things you can do here:

Modify the drive letter by selecting another from the list.
Click between the arrows < > above the disk view and drag the partition to a new size.
Fine-tune the Partition Size, Free Space and Alighment.

Click Maximum Size to configure the partition to the maximum available unallocated space on the
disk, in this case about 10 TB (the size of the disk)

Click Minimum Size to configure the partition to the minimum size, The minimum size is equivalent
to the used space on the restored partition plus 50MB.

® Click Original Size sets the partition to the same size as it was when backed up.
(D Note: If the source disk is an MBR disk and the target is greater than 2TB in size then the
restore process will automatically convert the disk to GPT style format.
8. Click OK.

See also: Drive letters assigned to restored or cloned partitions (see page 287)
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Understanding partition alignment

Partition alignment refers to the physical sector offset of partitions. There are two alignment possibilities used by
Windows:

1. 1MB alignment. Beginning with Windows Vista/Server 2008 partitions are aligned on 1MB boundaries. For a
disk with 512 bytes per sector this equates to 2048 sector alignment.

2. Cylinder, Head, Sector (CHS) alignment. This is the alignment used by all Windows versions, up to and
including Windows XP/Server 2003. Disks are described as having sectors, heads and cylinders, typically
512 bytes per sector, 63 sectors per head and 255 heads per cylinder. A head is often referred to as a track.
Partitions start on a head (or track) boundary and end on a cylinder boundary. http://en.wikipedia.org/wiki
/Cylinder-head-sector

Partition alignment and Solid State Disks (SSD)

Solid State Disks require partition alignment to 4KB boundaries for optimum performance and life. 1MB aligned
partitions are aligned on 4KB boundaries so present no problem, however, CHS aligned partition are often aligned
on 63 sectors (31.5KB) degrading SSD performance and life time considerably.

Partition alignment and the Macrium Reflect cloning and restore function

To preserve the source partition alignment either...

1. Select the source partition check box(es) and click the '‘Copy selected partitions' link.

2. Drag and drop the source partition(s) to free space on the target disk

To use the target partition alignment.

@ Note: This could be used to ‘convert' and XP aligned partition for SSD alignment

1. Drag and drop the source partition to an existing partition on the target disk

These defaulted alignment possibilities can be overridden in the Partition Properties dialog by selecting the

‘Alignment' drop down control.

Partition Properties “

Set the properties for the restored partition

Drive Letter: | None v | Partition Type: | Primary W

1- System Reserved (None)
NTES Primary

42.0 MB
100.0 MB 260.0 MB

MB W Maximum Size  Minimum Size QOriginal Size
360.0 MB 92.0MB 100.0 MB

Partition Size: 100

FreeSpace: | 260

Start Sectar: 2,048
Alignment: Vista/7/55D (1MB) v End Sector: 206,847
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Browsing Macrium Reflect images and backups in Windows Explorer

Introduction

By mounting image files in Windows Explorer you can browse or explore an image and access all the files in a

backup. The backed up data appears as a temporary drive in Windows Explorer that you can access, just like
any other drive, mounted with its own drive letter. Individual Files and Folders can easily be recovered by using
Copy and Paste.

If you mount an incremental or differential backup, the chosen folder must contain all the files required to load

the image. Meaning an incremental backup requires all the previous files in the backup set to be present, and a

differential backup requires the full backup to be present. For example, If your backup is split across multiple
DVD's then it isn't possible to mount the backup.

If you restart Windows, all temporary mounted Images are detached.

@ Note: If you have a File and Folder backup (not image backup) Macrium Reflect also has a wizard

(see page 258)to restore selected files and/or folders. You must use the File and Folder restore
wizard to restore files greater than 4 GB in size. These files cannot be restored by mounting your
backup as described in this article. Please see Restoring a file and folder backup (see page 258)

There are several ways to mount / unmount an image:

See also: Browsing Linux EXT File System Images (see page 256)

Mounting an image in Windows Explorer

v154

Navigate to the location of the image you wish to mount.

LRI AL S

© = 4 Ji » ThisPC » Documents

" Home Name

Reflect
FEASREE3T2357D-00-00

Favorites
Explore image
Restore
Open with...
Share with [
] Restore previous versions
Send to 3
Cut
Copy
Create shortcut
Delete
Rename

Properties

Copyright © 2017.

. Right click the image file and select Explore image.

Documents

Date modified Type

9/12/2014 19:59 File folder

29/12/2014 19:59 Disk Partition image

Paramount Software UK Ltd. All Rights Reserved.
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3. Select the partition you wish to mount and Click OK.

v154

In this example, the image only contains one partition.

You can also select which Drive Letter you would like to be assigned.

Backup Selection

Select the Backup or Image that you wish to browse and associate a drive letter in explorer.

Original location Backup Date Drive Letter Backup ID Capacity Used Space Free
“ Recovery 29/12/2014 19:59 [ v 7AFEOF9FF372357D 300.0 MB 11.0 MB 28
< >

[JEnable access to restricted folders

I:‘Make writable. Mote: Changes are temporary and will be discardec v Cancel

The option Enable access to restricted folders mounts the image with full NTFS access rights to all folders
in the image. This means you can browse images created on another PC without having to grant NTFS
permissions.

The option Make writable makes the mounted file system temporarily writable. This is useful when
accessing files in the image where the opening application is required to write to the file. For example,
Microsoft Virtual Hard Disk (.vhdx) files can be mounted and files in the mounted backup can be recovered
without having to restore the .vhdx file first.

(D Note: Changes made to the mounted file system are temporary and are discarded when the image
is unmounted.

You can now navigate through the image in Windows Explorer.

(e pn | Drve Toos Recovery (E) SN
e

® ~ 1 [2» ThisPC » Recovery (E) v & | | searchRecovery (E b
(5 Home Name

boot
Perflogs
Program Files

Favorites
& Deskiop

s Downloads
Program Files (x86)

fim This PC Recoverylmage

- Users

= Network Windows

“6 Homegroup Windows.old
SUPGSPBRMARKER
PSMounterlog
Reflect Install
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Using Macrium to mount an image

1. Inthe main window of Macrium Reflect, select Restore.

Image Restore | File and Folder Restore | Microsaft Exchange Restare | SQL Server Restore |

5 ousctoranimagetic.. () Reresh [ Fo 1<n
GO Disk 11 [0FGFFA EGB0.48 168050 507COBESI) - M Uil Dk 10 <126.99 GB>
. Oone) 2 wng) Das &)
Ubomavedpiry  NTES P
L} |
20w 21 sxome new
S e ke 1 e
Sort by... s Backup Date Location FileNsme  Images that contain drive:
EE9BA219DESC2532-00-00.mrimg -
Type:
Dater  L3/1115 2225
Image ID: EEIBA2IODESC2532 CO vertyrags = Other Actions ~

2. Select the image you wish to mount then click the Browse Image link.

Using Macrium Reflect Command Line Interface (CLI) to mount an image

1. Open acommand prompt and change the directories as necessary so the pathto r ef | ect . exe is shown.
See Running an elevated command prompt.

Complete the command line as follows:

reflect.exe ["Path to Image file"] [Add one or nore switches]

Note: Instead of inserting Path to | mage fil e you can also replace it with LAST_FI LE_CREATED if you
want the last Image created in the current Windows session to be mounted.

Available CLI switches:

-b Browse Image, always needed to mount Image.
-auto Do not show the Backup Selection dialog and automatically mount all partitions in the image file.

- A comma separated list of drive letters to use for the mounted image eg; -drives m,n If no drive
drives letters are specified then the next available letters are used.

(D Note: To 'skip’ mounting a partition use the Asterisk character instead of a drive letter

-pass  Use for password protected Image files, add password in inverted commas. e.g. -pass
"password"

Note: If you do not use -auto you will be prompted with the Backup Selection dialog to assign the drive
letters.
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Some examples of using the CLI to mount images:

To mount an image and prompt for a drive letter:

C:\Program Fi | es\ Macri um Refl ect >refl ect.exe "J:\76FF71EBBB032A35- 00- 00. nri mg" -b

To mount all partitions of an image using the next available drive letter(s):

C:\Program Fi | es\ Macri um Refl ect >refl ect.exe "J:\76FF71EBBB032A35- 00- 00. nri ng" -
b -auto

To mount all partitions for the last image created in the current Windows session:

C:\Program Fi | es\ Macri um Refl ect >refl ect. exe "LAST_FI LE CREATED' -b -auto

To mount all partitions in an image using drive letters p,q,r

C.\ Program Fil es\ Macrium Refl ect>refl ect.exe "J:\76FF71EBBB032A35-00- 00. nri ng" -b
-auto -drives p,q,r

To mount the third partiton only using drive letter 'R’

C:\Program Fi | es\ Macri um Refl ect >refl ect. exe "J:\76FF71EBBB032A35- 00- 00. nti mg" -b
-auto -drives *,*,r

To mount all partitions in a password protected image using drive letters p,q,r where pwd is the password,(the

password is case sensitive):

C.\Program Fil es\ Macrium Refl ect>refl ect.exe "J:\76FF71EBBB032A35-00- 00. ntri ng" -b
-auto -drives p,q,r -pass "pwd"

Unmounting a temporary mounted drive

Using Windows Explorer:

1. To detach a temporary mounted drive using Windows Explorer, right click the drive you wish to unmount.

2. Scroll to Macrium Reflect, click Unmount Macrium Image.
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BN orie Tols This PC -0
o b v
®© 1 Fm > ThispC v e s PC »
(3 Home 4 Folders (6)
Favorites Desktop ;‘; Documents J % Downloads
Desktop
J+ Downloads
l Music ; Pictures  Videos
i This P
& Network 4 Devices and drives (3)
! v '
& Homegroup g Leclds© DVD Drive (D) P Recovery )

B v ccs

es

Unmount Macrium Image |

8B free of 209 MB

Open in new window

Pin to home

Macrium Reflect

Share with

Restore previous versions.
Pin to Start

Using Macrium Reflect:

1. In the Macrium Reflect application, select Restore in the top menu.

2. Take the 'Restore’ > 'Detach Image' menu option.

Restore  Other Tasks  Help
th Browese for an irmage or backup file to restore...
[ Explore Image

k& DetachIrmage

g

3. Select the drive letter you wish to unmount.

.

Detach Image @
Dirive Detach

9 < I

Using the CLI:

1. Open acommand prompt and change the directory as necessary so the path to r ef | ect . exe is shown.
See Running an elevated command prompt .

2. Complete the command line as follows:
vl54
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reflect.exe [drive letter to detach] [-u]

(if no drive letter is included the switch - u will detach all temporary mounted drives).

3. Press Enter.

Examples of using CLI to unmount an image:

To Detach all temporary drives:

C:\Program Fi | es\ Macri um Refl ect >refl ect.exe -u

To Detach Drive J only:

C:\Program Fil es\ Macrium Refl ect>reflect.exe J -u

® Problems mounting images

If you have a problem mounting your images, it is possible that the image mounting system driver has
failed to load correctly. To resolve this issue it is recommended you reinstall Macrium Reflect. This
problem can be caused by anti-virus software disabling features as a security precaution.
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Browsing Linux Ext File System Images

By default Windows doesn't recognise file systems formatted using Linux ext, however, Images containing Linux ext
file systems can be browsed by using a free Windows driver.

Download Ext2Fsd from here: https://sourceforge.net/projects/ext2fsd/

Once downloaded, run the installer accepting any defaults.

5! Setup - Ext2Fsd -

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Ext2Fsd,
then dick Mext.

Make Ext2Fsd automatically started when system boots
Enable write support for Ext2 partitions
Enable force writing support on Ext3 partitions

< Back Cancel

De-select launching the volume manage as this isn't required.

5 Setup - Ext2Fsd -

Completing the Ext2Fsd Setup
Wizard

Setup has finished installing Ext2Fsd on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

t Ext2 Volume Manager right now to assign driver
ters for your ext2/ext3 partitions ?

Linux ext partitions in Macrium Reflect image files can now be mounted and explored.
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Backup Selection

Select the Backup or Image that you wish to browse and assodite & drive letter in explorer.

Original location Backup Date
[] < Recovery 09/12/2017 13:30
[[] = no Mame 09/12/2017 13:30

[] s <NoMame»  03/12/2017 13:30
[ = <nia Name> (€:) 09/12/2017 13:30
[] = <voName>  09/12/2017 13:30
[] s <NoMame>  09/12/2017 13:30
@ <NolName»  09/12/2017 13:30

<

Drive Letter Backup ID

ABATCT7C44ADAGTD
ABATCT7C44ADAGTD
ABATCT7C44ADAGTD
ABATCTTC444DAGTO
ABATCTTC444DAGTD
ABA7CTIC44ADASTD
BATC77C44ADAGT0

Capadty
450.0 MB
95.0ME
16,0 MB
10278
977.0 MB
18.63GB
980.42 GB

Used Space  Free Space  File System Compression
3729MB  77.1MB NTFS Medium
28.4MB 66.6MB FAT32{LBA) Medium
160ME 0B Unformatted  Medium
2485GB  1022.59GB  NTFS Medium
9770MB DB Unformatted  Medium
5.76GB 12.36 GB ext Medium
155568 96487GB  ext_ Medium

[JEnable access to restricted folders

[JMake writable. Note: Changes are temporary and will be discarded.

[ » ThisPC » Macrium Reflect Image (E) »

MName
55
dev
lost+found
s *
1ts &

See also: Linux ext file systems used and total space in Reflect

v154

Help Cancel
w & Search |
Date modified Type
09/12/20017 1211 File folder
09/12/2017 12:04 File folder
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Restoring a file and folder backup

When you restore a file and folder backup, you can restore files to their original folder or restore the folder structure
and selected files to a place of your choosing. If you want to restore individual files without their folder structure,
browse them (see page 250) instead and use Windows Explorer to copy and paste them.

@ This tutorial is only for File and Folder backups and not image backups. For information on restoring

image backups se

e Restoring a system image (see page 243).

1. Open Macrium Reflect and select the Restore.

2]

2%0 8
Ba(klcg

4 Backup Tasks -

[] 1mage selected disks on this
== computer.

=l Create an image of the
'™ partition(s) required to backup
and restore Windows.
7 Create a File and Folder backup.
b Other Tasks
4 Exchange Tasks
73 Backup Microsoft Exchange

4 5QL Server Tasks

2

=, Continuous Backup

Backup SQL Databases

, Manage SQL Logins

< [ oeos

Recovery
{62EA5380-70C2-4998-9A58-1095A
File System: NTFS

Free Space: 2850 MB

Macrium Reflect - Server Plus Edition [UEFI]

- oxm

File View Backup Restore OtherTasks Help

Create a Backup | Backup Definition Files | VBScript Files | PowerShell Files | MS-DOS Batch Files | Scheduled Backups
(O Refresh

Q GPT Dik 1 [4DE35055-08E8-46C3-8D02-£71FEB27660D] - Msft  VitualDsk 1.0 <40.00 GB>

28 1 -Recovery (Non ¥H2-NONAME(N 58 3- (None) LERC) 85~ (None)
NTES primary FAT32 (L8A) Primar  Unformatted Primary

NTFS prenery NTFS prevary
15.0M8 25,518 12808 17.36G8 25378
300.0 M8 @ soome U sows U 3004cs O Zsooms o
Actions..+

[ clone this disic [ mage ths aise

Total Size: 3000 MB v

2. Select File and Folder Restore.

2

Eile View Backup Restore Other Tasks

9% 08

Backup| Restore | Log

4 Restore Tasks
B, Browse for an image or backup file
o to restore

E Open an image or backup file in
® Windows Explorer
Lﬂ Detach a backup image from
© Windows explorer
b Other Tasks

4+ [ petais

ID:  7AFEOF9FF372357D
Type: Incremental
Date: 01/01/2015 18:00

Macrium Reflect - Server Plus Edition [UEFI]
Help

Image ResGre | File and Folder Restore | Mighbsoft Exchange Restore | SQL Server Restore

[F5 Browse for a backup file. O Refresh 7 Folders to search
Search backup files
) Al fles n view
Enter al or part of the fle name. Separate mulple file names vith a . v
® Selected fle
Modifed
@alidates O Datesbetween:  02/01/2015 | to 02/01/2015

Search...

Sort by.. W Backup Date Location File Name

75 Browse for a backup file. T Folders to search

3. Select your backup, if none show select Browse for a backup file
to the list of backups in the bottom half of the window.

v154
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File View Backup Restore OtherTasks Help

%08

Backup| Restore | Log

4 Restore Tasks Image Restore| File and Folder Restore |Microsoft Exchange Restore [ SQL Server Restore |

Browse for an image or backup file to = @
| F s o i 6] I
5 oo % Browse for a backup file. Reftesn [ Foldersto search (€) Back to search st

] Open an image or backup file in

Windows Explorer Search backup files
Y Detach a backup image from Windows
explorer [Enver sl or art o e fle nme. Separete mulipe e rames w3 7 7]
b Other Tasks Modified (@ selected fle

+ 5 e Ot Oomestenen .

ID:  92E18D851AC753B5

Type: Full Sortby... & Backup Date Location File Name
Date: 12/01/2015 18:46

= 92E18D851AC753B5-00-00.mrbak @
CAUSERS\ADMINISTRATOR\DOCUMENTS\* o S AR &

ul
(=3 Date:  12/01/2015 18:46
Exc: temp; “tmp; *bak %~ Image ID: 92£18DSTACTS385 @ Verily Backup =+ oeractons.

4. Click Restore Backup.

¢ Select the Folders and Files that you want to Restore

File Name:  C:\Users\ ini \Desktop\| ps\92E18D851ACT53B5-01-01.mrbak
Backup Date: 13/01/2015 09:00

= } l Drive (C)
=] |, Users o

=] | Administrator

5}

Type of file: Virtual Backup Drive

|, Documents

12 My Music

» My Pictures Created: 12/01/2015 18:46

» My Videos

» Reflect

» SQL Server Management Studio
[]system

» Visual Studio 2010

Attributes: [ |Read only  [_|Hidden

<gack | [ Net> | [ concel | [ mish

5. Select the files that to be restore. You may restore all the files as shown in this tutorial, or select individual

v154
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-

4 Where do you want to restore to?

() New location. Choose a new location for the restared files.

-~ Browse for folder....

File replace

[Replace all files v

[W] Restore folder create and modified dates

[] Restore NTFS permissions.

(®) Original location. Restore to the same directory as the backed up files.

Note: NTFS permissions can only be restored to NTFS formatted drives.

<Back | [ Nex> |

[ concel

Finish

Click Next.

Select where you would like the files restored to. By default they are placed in the original location, but it is

possible to restore them to a new location.

Click Next.

A summary window displays showing the details of the restore.

. Click Finish.

Macrium Reflect

.

h Restore completed successfully
" See history log for more details

Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved.
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Restoring MS SQL

Macrium Reflect Server Plus offers a rich feature set for restoring backups taken of SQL databases.

Restoring MS SQL to time of backup

1. Select SQL Server Restore.

You should see your backups. If no backups show click Folders to search, to direct Macrium Reflect to the
location of the SQL backup files.

Image Restore | File and Folder Restore | Microsoft Exchange Resmv< SQL Server Restore >

() Refresh T, Folders to search

& E WIN-V6Q5GT1GS00 ‘
@ Set the restore options for SQL database master
(ocan)
. Destination Restore summary
G aste
Instance: | WIN-V6QSGT1GS00 Database to restore Restore Type
Torget WBI-VEQSGTIGS00\master Restore to previous
database | master
nome.

Resore o ESENENSSINOR
dreconr

Restore to -

time: Restore most rec| 1] Select time.

(C:\Users)\Administrator|Desktop\WIN-V6QSGT16500_n

Restore plan
Type Date and time
Ful 12/01/2015 10:55:11

The left hand tree shows databases that can be restored.

2. Select the databases you wish to restore.
The middle of the screen shows controls for choosing the destination instance, database name and directory
that contains the MDF and LDF files. The controls automatically default to the instance, database name and
directory of the original backup. The latest backup is selected.

3. If you wish to restore to a different backup click Select time... and select the backup you wish to restore to.
4. When you are happy with the selection, click Restore.

5. Review the summary and click Restore.
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Restore Plan
Restoring database: master
Backup File: C:\Users\Administrator’ Desktop \WIN-V6Q5G T1GS00_master_2015-01-12-10-55-10.mrsql
Restoring to instance WIN-VBO5GT1GS00
Restore action: Restore to previous backup
Restore time 20150112 10:55:11
Target directory: C:\Program Files\Microsoft SQL Server\MSSQL11.MSSQLSERVER\MSSQL\DATAY

Overall Progress:

s

6. A warning box appears, if appropriate click Yes to continue with the restore.

Restoring a backup may lead to data being
lost that has been added since the last
backup.

Do you wish to continue?

The restore completes and a dialog box advising completion appears.

7. Click OK.

Restore completed successfully
See history log for more details
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Restoring MS SQL to a point-in-time

In some circumstances, it is possible to restore a database to a specific point-in-time. This is especially useful if you
have accidentally deleted a table or other specific piece of data and need to roll back to the point just before the
delete was done. The following situations must be considered when trying to restore to a point-in-time:

® The database must be running the FULL recovery model.
® |tis not possible to restore to a point-in-time prior to the last full or differential backup.

® |tis not possible to restore to a point-in-time between full or differential images. You can restore to a point-in-
time from the last full or differential to the present.

In order to restore to a point-in-time:

1. On the Restore task pane, select SQL Server Restore and select a database.

2. Click Select Time... you see the following dialog showing the history of backups made for the selected
database.

Select restore time ”

Select the time you wish to restore to
(®) Restore to time of backup
Restore to Current Time

Restore to a specific date and time

12 Jan 2015 15:58:06 E No

Backup file: C:\Users\Administrator\Desktop\WIN-V6Q5GT1GS00_master_2015-01-12-15-58-05.mrsq|

Backup date Backup type
Mon 12/01/2015 15:58:06 Full
Mon 12/01/2015 10:55:11 Full

3. Select Restore to a specific date and time.

4. Select the time you wish to restore to, either setting the time and date manually, or selecting the backup you
wish to restore and then tweaking the date/time as required. It is not possible to set the controls to a date
/time that can not be restored. Click OK.

5. Continue as above.

Restoring MS SQL to a different instance, folder or database name

It is possible to restore a backup to a different instance by selecting the target instance in the Instance drop down
combo box. Be aware that there can be compatibility issues when restoring databases to Microsoft SQL instances of

differing versions.
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By default, the folder selected in Restore to directory is the default folder where the instance places MDF and LDF
files associated with the databases. If you change the folder, upon restoration, the MDF and LDF files move to the

target directory, wherever they were to start with.

By default, Macrium Reflect restores the database back to the original database name. However, if you change the
name of the database in Target database name, a new database of that name is created. The MDF and LDF files
that restore also rename. This ensures the original database does not change but can be deleted manually when it is

no longer required.
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Restoring MS Exchange databases

Macrium Reflect Server Plus can restore select databases back to your Microsoft Exchange Server providing the

following restore scenarios:

Restoring MS Exchange databases to time of backup

1. Select Microsoft Exchange Restore.
Available databases display. If no databases are showing, click Folders to search to search for Microsoft

Exchange backup files.

TmageRestre | P and FotdrRestoAC Microsot Exchange Restoe 130 Serve Restore
Or B Eolderstosearch
=0 [
om
[ ) MatboxDatabase 1sstosezs
o0 [F] widarean —To=

Ful 08012015 11:10

tailbox Database 0195109825
backup 08/01/2015 11:10

Restor
Restore Plan

Trpe Date
Ful 08012015 11:10

2. Select each database to restore. By default the most recent backup is selected.

Restore Plan shows the backup files selected.
Restore Summary lists all databases restoring and the date/time of the backup file to restore from.

N
H

3. Click Restore to restore selected databases back to their original volume locations and database names.

4. Review the information and click Restore.

Restoring MS Exchange databases to point in time

When you restore to a different point in time, only the log files up to that point in time are restored which are then
replayed into the restored database. you restore to a different point in time Macrium Reflect replays the log files up

until the selected point.
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1. Select the databases to restore.

2. For each database restoring, select Restore from backup.

Select Exchange Backup

- B

& Select Exchange Backup To Restore From
Date Time Type Size

4 2014
I:D October
4 November
L 1mema 14:11:45 Full 102.7 MB

Lm View files in Exchange Backup file OK

Select a file in the list.
Click OK.

Optionally, click View files in Exchange Backup file to show files contained in the backup.

S

Click OK to keep the current selection.

(D Note: When restoring databases to point in time for the same storage group (under Microsoft
Exchange 2003/2007) Macrium Reflect forces you to use the same backup file in a single restore
operation to maintain log file consistency during the mount process. If you need to restore
databases in the same storage group to different points in time, do so in separate restore
operations.

7. Review the information and click Restore.

Restoring MS Exchange databases to a different name or location

Macrium Reflect Server Plus allows you to restore databases to different names and locations with support for
storage group and database creation.

1. Select the databases to restore.

2. Click Restore to (in this example) Mailbox Database.
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Image Restore I File and Folder Restore | Microsoft Exchange Restore | SQL Server Restore

O Refresh Fﬂ Folders to search

MNEXH13 -
Mailbox Database 0195109825
[ [ Meitbox Database 0195109825 j
| = Restore Options Restore ¢
E‘”" Win2keR2B2k13 [Vl Create rollback for files being restored Database

- o
M ' Mailbox Database 0026457378 ¥ Create rolback for files not being restore
! ["] Delete rollback on completion

aa
2

23

Select Restore Destination wizard begins:

-»

’ Select type of restore for Database

() Restore to original location

Restore database back to original name and volume location
When restoring to a different domain, use 'Restore to Recovery Management'

®Re

‘Eatabasa can be restnred”ln either a different location or database
When restoring to a different domain, use ‘Restore to Recovery Management'

() Restore to Recovery Management
Restore to Microsoft Exchange Recovery mechanisms
Required when restoring from a different domain

Mote: Microsoft Exchange 2003 does not support online Recovery Management

<sack | [ next> | [ cancel Finish

3. Select Restore to alternate location.

4. Click Next.

5. Specify the database to restore to:

]
' Select where to Restore
New database settings
Mame | Exchange_restore |
Path | C:VJse(s\administrato(‘MACRIUMNEI"\DesktoD\exmangezﬂﬁ‘
Log file path | C:VJse(s\admlnlstrato(‘MA[RIUMNEI‘\Desktop\exﬁangemlﬁ‘B
< Back |‘ MNext > ‘l Cancel |‘ Finish
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Name: Specify the name for the database

Path: Specify the folder where you want the database restored.

Log file path: Specify the folder where transaction log files are stored.
6. Click Next.

7. Review the information and click Finish.
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Restoring emails with Mailbox Restore

In Macrium Reflect Server Plus you can use Mailbox Restore to restore individual emails from a backup of Microsoft
Exchange. This is useful if your backup contains some vital emails or attachments, but you don't want to have to
restore the whole MS Exchange server in order to access them .

Mailbox Restore can restore emails, appointments, contacts, journal entries, notes and tasks in the same way.
Before you begin:

For Mailbox Restore to function, Microsoft Exchange MAPI and CDO must be installed on the server. These are
present by default on Microsoft Exchange Server 2003. For Exchange 2007 or later, they can be downloaded from
the following link:

http://www.microsoft.com/en-us/download/details.aspx?id=42040

To restore an email using Mailbox Restore, the edition of Microsoft Exchange running on the target server must be
the same as the original server. An email backed up on a server running Exchange Server 2007, for example, can
be restored onto other servers running Exchange 2007, but not to a server running Exchange 2010.

Note: A mailbox needs to exist on the target server, with the same name as the original mailbox.

The user running Macrium Reflect must have full access permissions for the mailbox being restored to.

1. In Restore, select Microsoft Exchange Restore.

2. Select Restore Exchange Mailboxes.

2 Macrium Reflct- Server Pl Edition =)
T T e P SN 6
%08
Backup] Restore |_Log
4 Restore Tsks g Restor | Fils and Folder Restore | MirosotEchangs Restore | SQL Srver Rstors
O nien g Fodestoseach
=0 F WiN-2K1R2
Mailbox
[ 55 Mailbox Database 005262178
7 Mailbocdatabase-2

O publcfoiders

The Exchange Mailbox Restore Wizard appears.

3. Select the required message store / database to restore from and click Next.
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Exchange Mailbox Restore Wizard

£.J Select the Exchange Backup to Restore

Malbox-database-2

Public-folders

Date

b 2014

42015

La Febmary

03/02/2015
03/02/2015
014/02/2015
04/02/2015
04/02/2015

Time Type
102227 Full
1i64d Rl
122426 Full
125422 Full

125559 Incremental

Size

1333ME
146.5 MB
146.2 MB
146.4 MB
103.4MB

Restore

Exchange Mailbox Restore Wizard

= Select items to restore

0 B winakerz
0 hick

5 systemmalbos{7e1e1dq

Marian Houston

-

+[175 outbex (0items)
{17 sert trems (0 ems
+-[[]75 Deleted Items (D ite}
. [J[#] Calendar (0 items)
£ [JE5] Contacts (0 ikems)
+[O75 orafes (0 items)
L8 Tournal (0 items)
+-[]17 Hates (0 items)
£.[]1%] Tasks (0 ikems)
{[]75 oeletions (0 tems)
+[]75 Versions (0 items)
=175 Purges (0 items)

[T Lois Hal
<[ v

]

Filter by message class (IPM.Hote)

000000000000 00/

108 Fom Subject Date Time Size ~
£ Pusti h.com <Justi h.com> 3KB
[ MicheleCox@absorbr... re: about ActiveDirec... 24 Septemb... 14:12:40 6KB
£ EdwinSingleton@abso.. re: about ActiveDirec.. 24 Septemb... 14:16:23 7KB
£ EdwinSingleton@abs . 1418:04 6KB
4 MellNewman@absorb... re: . 142012 6KB
£ JustinMeyer@absor about ActiveDirec... . 1420:40 5KB
[ MarianHouston@abso.. re: about ActiveDirec.. 24 Septemb... 14:23:33 6KB
] Michele.Cox@absorbr... re: about ActiveDirec.. 24 Septemb... 14:23:57 3KB
9 EricWade@absorbrese. . 142425 4KB
5 Todd.Summers@abs: . 142438 5KB
54 FranklinPhelps@abs . 142505 6KB
54 JeromeManning@abs.. re: . 24Septemb... 1426:16 6KB
5 LoisHall@absorbresea... re: about ActiveDirec.. 24 Septemb.. 14:26:30 6KB
5] WinifredMann@absor... re; about ActiveDirec.. 24 Septemb... 14:26:39 5KB -

<Back Next > Cose | [ Restore

5. Click the filter button to filer the email list by Sender, Recipient, Subject, Between dates, or whether there

6. When you have made all the required selections / deselections, click OK.

are attachments.

Exchange Mailbax Restars Wizard

¥ Select items to restore

S wivaere
Mick.

] Marian Houston
(175 1box (ssnitems)
[175 outbox (0 items)
075 sert ttems (nitems)
7 Deleted Items (0 items)
[CIE=] calendar 0 ikems)
) contacts (0 tems)
75 orafts (oitems)
[ Journal (0items)
[0 notes (0 ikems)
1% Tasks (0 items)
[175 peletians (0 items)
[ versions (0items)
75 Purges (0 items)

w15 Lois.Hall
<m

7 systemMaibox{7c1e1d93-2667

>

I

Filter by messags class (IPH.Hote)

@ From
Marian.Houston®@absor|
Michele.CoxiTabsorbref
Edwin.Singletantbabsor]
Edwin.Singleton(absor]
Neil

JustinMeyer@absorbre
M

an. Houston@absor|

Sender Contains
[ Recipient Contsins
Subject Contains.
[]Between dates

[T whete items have

Mike

Activel

16i02i2015 To 16/02/2015

oneor more attachments

OO0OoOoOOOoO0O0O00O000
NN OKRE S

Winifred.Mann@absorl

Michele.Coxt@absorbre]  [Z1IPM.hote
Eric.Wadeabsorbrese
Todd.Summerstbabsort
FranklinPhelps@absorl
Lois.Hall@absorbresear| | Match Case

Heat =

7. Click Restore.
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Setting up permissions for Mailbox Restore

MS Exchange 2007 or more recent

1. Open the Microsoft Exchange Management Shell as an administrator.

2. Run the following commands:

Add- Mai | boxPer ni ssi on -user
I nheritanceType All
Add- ADPer mi ssi on -user USERNAME - Ext endedRi ght s Send- As MAI LBOX

Add- ADPer m ssi on -user USERNAME - Ext endedRi ghts Recei ve- As MAI LBOX

MAI LBOX

USERNAME - AccessRi ghts Ful | Access -

substituting USERNAME and MAI LBOX with your own username and the name of the user of the target

mailbox.

MS Exchange 2003

1. Click Start > Administrative Tools > Active Directory Users and Computers.

2. Under Users, right click on the user whose mailbox you wish to restore to, and click Properties.

Saved Queries
katest.local

Computers
Damain Contrallers
(L ForeignSecurityPrincipals

24 Users

N [

Description

€ adninistrator

€7 Cert Publishers

T onsidmins

€TonspdateProxy

€0 0omain Admins

€5 0omain Computers

€5 0omain Cortrallers

€T0cmain Guests
Domain Users

€l Enterprise Admins

cuest

€T HelnServicesGroup
s _wre
TLISR_TSTSYROT
TWAM_TSTSYRO1
€7RAS and 145 Servers
€71 scheria Admins

€3 5UPPORT_353945a0

€l TelnetClients

|

Opens the prapetties dialog box for the current sslection.

User

Securkty Group ..
Security Group ...
Security Group ...
Securky Group ...
Securkty Group ..
Security Group ...
Security Group ...
Securky Group ...
Securkty Group ..
€7Exchange Domain Servers  Security Group ...
€TiExchangs Enterprise Servers  Securlty GRoup .,
€2 Group Policy Creatar Owners Securky Group ...

User

Security Group ...
Secury Group ...

User
User

Security Group ...
Security Group ...

User

Copya.

Add ko a graup. ..
Disable Account
Reset Password. .
Maye...

Exchange Tasks. ..
Open Home Page
Send Mail

All Tasks

Cut

uilt-in account For admin...
Members of this group are..
DMS Administrators Group

DHS clients who are permi. .
Designated administrators...

All workstations and serve. .

All domain controllers inth...

all domain guests
All domain users
Designated administrators.

Microsoft Exchange Domai...

Microsaft Exchangs Enter...

Members in this group can...

Buiit-in account for guest ...

Group for the Help and 5u...

115 Worker Pracess Grolp

Built-in account for anony..
Buiit-in account for Intern...
Servers in this group can ...

Designated administrators. .,

This is a vendor's account ..

. Members of this group ha...

Delete

Rename

telp

3. In Exchange Advanced, click Mailbox Rights.
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Target Mailbox Name Properties EE3

Member OF I Dialin I Ervvironment I Sessions I Remote control
Terminal Services Profile I COkM+ I Exchange General
General I Address I Account I Frofile I Telephones | Organization
E-mail Addreszes I Exchange Features Exchange Advanced

Simple dizplay name:

[~ Hide from Exchange address lists

[ Downgrade high priority mail baund for 3400

Wiew and modify custon attributes Custom Attibutes,

Confiqure server and account information

- IL5 Settings...
for Internet locator service

Wiew and modify permiszions to access
thiz mailbox

Adrinistrative Group: First Administrative Group

0k Cancel Spply

In the Permissions dialog, click Advanced, select your user name in the list, and click Edit.

If your user name does not appear on the list, then click Add, use the dialog to select your user name, then

click OK.

[advanced security Settings for Target Mailbox Name
[Permissions for Target Mailbox Name:

Pemissians | Quner |
Maibox Fights |

To view more information sbout special pemissions, select a permission entry, and then click Edit
Giroup o user names:

€ Acministrator [2K3TESThadministrator) j Permission erfries:

€0 ANONYMOUS LOGON

€7 Domain Ading (2 2TES T\Domain Adming)
[+

-

«

| Pemission [ Inherted From | Apply To.

Specid <notinheitedy  This obiect and subc.
TSTSVROTS (2K3T..  Special Parent Object  This obiect and subc
= Evchange Domain .. Fullmaibos acc... Parent bject  This object and sube.
| _},—‘ Domain Adnins [2»?3 Fullmailson acc... Parert Object  This object and sube,

2. Ful mai Parent Object  This obi b
Object his obi

ey A dnistator (63 by e P arcri Dbjec b

L‘ﬂl Verpone Flead p: s Parent Objeet  Thi ‘and sube.
ANONYMOUS LOG... Flead pemissions  Parent Obiect  This abisct and subc,

Pemissions for Admiistiator Alow e QHORMOIS LR, De=dr et o e e

e, ([ Eewe |

Delete maibox storage
Flead permissions
Change permissions

Take aunership
Full mailbos access
Associsted estemal sccaunt

[mjclsla]s]s]

For specol pemissions o for gvenced segs.  pbanced |
click Advanced. —

oK Cancel Laply

oK Cancel Apply

5. Check Full mailbox access - Allow , and click OK.

v154
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Permission Entry for Target Mailbox Name
Object |

Thiz permizzion is inherited from the parent object.

Marne: I.-’-'«dministratu:ur [2K3TEST ‘WAdminiztratar] Change... |

Apply onto: IThis object and subcontainers j

Pemizzions: Allo Deny

Delete mailbox storage
Read permizzions

Change permizsions

T ake ownership

Full mailbox access
Azzociated external account

r Apply these permizsians to objects and/or [Clear Al |

containers withit thiz container anly

(] I Cahcel |
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Adding MS Exchange search folders

Macrium Reflect Server Plus maintains a list of all Microsoft Exchange backup folders, these folders are queried in

the Microsoft Exchange Restore view for storage groups/databases that can be restored.

(D Note: Macrium Reflect Server Plus can discover backups of Microsoft Exchange made on different

servers by using the following steps but only detects backups made from the same version of Microsoft
Exchange. When restoring databases from a different server you must restore databases to Microsoft

Exchange recovery mechanisms before migrating mailboxes using Microsoft Exchange.

1. Select Folders To Search at the top of the Microsoft Exchange Restore tab.

2 Macrium Reflect - Server Plus Edition

File View Backup Restore OtherTasks Help

D0 R
Backup | Restore | Log |

4 Restore Tasks Image Restore | File and Folder Restore | Microsoft Exchange Restore | SQL Server Restore

Browse for an image or backup file to restore
Refresh
(7S ¢
Open an image or backup file in Windows =
® Explorer =[] Mnexss
Detach a backup image from Windows ] B8 Maibox Database 0195109825 Mailbox Database
@ explorer -

The Rebuild Exchange Backup Cache wizard displays.

Rebuild Exchange Backup Cache

Add a folder to the list
Type in a folder here to add to the search list ’ - |

€ Add tolist

Recent backup destinations

Search Folder
C:\Users\administrator. MACRIUMNET\Desktop\exchange2013\

Remove

Next > Cancel

2. To add additional folders to the search by either:
a. Typing a folder name into the edit box.
b. Clicking the browse button.
C. Selecting Add to list and browsing available folders.

3. Select required folders and click Next.
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Rebuild Exchange Backup Cache

- ~
& Review Folders to scan

Action
Process folder C:Wsers\administrator.MACRIUMNET \Desktop\exchange 2013\

Cancel

Finish

Review the folders to scan.

Click Finish.

Macrium Reflect scans the specified folders for Microsoft Exchange backups and lists those available for

restore in Microsoft Exchange Restore.
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Restoring an MBR System image to UEFI/GPT

The Unified Extensible Firmware Interface (UEFI) is an interface between a computer's firmware and operating
system. It is designed as a replacement for Basic Input/Output System (BIOS). UEFI supports hard disks with either
master boot record (MBR) or the newer GUID Partition Table (GPT) system. GPT is a newer standard that supports
disks larger than 2TiB and allows for more than four primary partitions per disk.

As UEFI and GPT are increasingly widespread, older images of MBR disks often need restoring to replacement
UEFI / GPT systems.

@ Rescue media created on Windows 7/8 operating systems is dual boot, meaning they boot in both MBR
and UEFI mode. Boot your rescue media in UEFI mode. Consult your Motherboard user manual for
information on how to do this.

(D Caution: We assume there are no other hardware differences between the system being imaged and the
system being restored to. For dissimilar hardware, use ReDeploy.

1. Boot into Windows PE.

2. Open a Windows command window. To open a command window click the icon on the taskbar.

3. Type:

di skpart

4. Type:

list disk

5. Select the disk number that you want to restore to. For example:

select disk O

6. Clean the selected disk:

cl ean

7. By default, "clean” creates an empty MBR disk. Convert it to GPT:
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10.

11.

12. In Macrium Reflect, click Backup tab.

13. Click Refresh to read the newly initialized disk.

v154
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convert gpt

Create the EFI partition:

create partition efi size=200

Format the EFI partition:

format fs=fat32

Create the MSR partition:

create partition nsr size=128

Exit Diskpart:

exit

Microsoft Windows [Uersion 6.1.76811

¥ :swindowsssystend2 >diskpart
Microsoft DiskPart wersion 6.1.7681
iCopyright (C> 1999-2888 Microsoft Corporation.
On computer: MININT-5BGLGSS
DISKPART> lis dis
Status

Online
Online
.DISRPRRT) sel disk B
Disk B is now the selected disk.
DISKPART> clean

DiszkPart succeeded in cleaning the disk.

DISKPART> convert gpt

DiskPart successfully converted the selected disk to GPT format.

DISKPART> create partition efi size=200

DiskPart succeeded in creating the specified partition.

DISKPART> format fs=Fat32
188 percent completed
DiskPart successfully formatted the volume.

IDISKPART > create partition msr size=128

DiskPart succeeded in creating the specified partition.

[DISKPART >

=10l x|
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15.

16. When the restore is complete, configure the UEFI boot files in the EFI system partition.
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ol

Eon

Click Restore tab.

Select the image file, drag and drop the imaged partitions but DO NOT restore the MSR partition from the
image file. In this example, only the C partition is restored to the target disk.

Source

Pl pe——
0

Destination

Local disk

N =

K8
ome

A8 Drag partitions to the destination disk or click 'Copy selected partitions’ and dlick ‘Next

10/22/2012 5:26 PM bbb\ Public\ Andrew\ MBR Win8\Win7-00-00.mrimg

G) You may need to edit the UEFI configuration to tell it to boot into the new GPT hard disk.
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Restoring a UEFI/GPT System image to MBR

The Unified Extensible Firmware Interface (UEFI) is an interface between a computer's firmware and operating
system. It is designed as a replacement for Basic Input/Output System (BIOS). UEFI supports hard disks with either
master boot record (MBR) or the newer GUID Partition Table (GPT) system. GPT is a newer standard that supports
disks larger than 2TiB and allows for more than four primary partitions per disk.

This article covers restoring a disk image of a UEFI/GPT system and enable the restored image to boot using legacy
MBR booting.

@ Caution: We assume there are no other hardware differences between the system being imaged and the
system being restored to. For dissimilar hardware, use ReDeploy.

1. Boot into Windows PE.

2. Open a Windows command window. To open a command window click the icon on the taskbar.

3. Type:

di skpart

4. Type:

list disk

5. Select the disk number that you want to restore to. For example:

sel ect disk 3

(D Please ensure that you use the correct disk number in the above command.

6. Clean the selected disk:

cl ean

7. Ensure that the target disk is MBR formatted

convert nbr
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8. Create the Microsoft System Reserved partition

create par pri size=300

9. Format the MSR partition:

format fs=NTFS qui ck

10. Set the partition 'Active’

active

11. Exit Diskpart:

exit

B Administrator: Command Prompt

o - >diskpart
Microsoft DiskPart version 6.1.7681
Copyright (C) 1999-2888 Microsoft Corporation.
On computer: NICK-DEU
DISKPART> sel dis 3
Disk 3 is now the selected disk.
DISKPART> clean
DiskPart succeeded in cleaning the disk.
DISKPART> convert mhr
DiskPart successfully converted the selected disk to MBR fommat.
DISKPART> create par pri size=308
DiskPart succeeded in creating the specified partition.
DISKPART> Format £5=NTFS quick
188 percent completed
DiskPart successfully formatted the volume.
DISKPART> active
DiskPart marked the current partition as active.

DISKPART > exit

Leaving DiskPart...

ERN

12. In Macrium Reflect, click Backup tab.

13. Click Refresh to read the newly initialized disk.

==
‘Om
| J—
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14. Click Restore tab.
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15. Select the image file, drag and drop just the Windows System partition to the free space on the target

disk. In this example, only the 'C:" partition is restored to the target disk.

-

Source  02/06/201410:14  \\hv3\publicimages\win81_efi-00-00.mrimg

‘& Drag Partitions to the Destination Disk or click ‘Copy selected partitions'

@ GPT Ditk 1 [ACISACSE-SB97.43FA BE449IICFDIIBARE] - Mokt inusl Dk 10 <126.99 Gl
= .Y

Destination  Local disk

I;I e Disk 4

1- fhong)
NTFS Adive

2478
300018

Delete Existing partition

[EC7a10B3] - sk winual Disk 10 <200 B>

1-Recowary (ene) 2 - HO NAME (Mene) 3- (Mone) R
] IS Primany FAT32 (1B4) Primary Unfomatted Primary NTFS Pimary
254418 5218 29018 245
Siaoms [t Eame O Sss 2
) Undo Copy selected paritior

28 < ()
TS Primary

12.16 GB
126,48 GB

Restored Partition Properties

35878711301647615, IETET1 1391647615

< Back

r\/ Select o different target disk

168 T8

Werify image befare restore [[]
Copy selected partitions when T click Mext'

(D Note: You can click 'Restored Partition Properties' to resize the restored partition to fill the new
disk if you wish.

16. Follow the steps in the section Fix boot problems on MBR/BIOS systems in the following KB article:

v154

Fixing Windows boot problems

(D Note: You should select the newly created 300MB patrtition as the 'Active’ partition when running
'Fix Boot Problems'
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Bare metal restore of a Dynamic disk system

Introduction

Dynamic disks are Microsoft's LVM implementation. It is analogous to RAID enabling volumes to be extended
over more than one disk, be mirrored over multiple disks etc. Unlike RAID, it does not need any specific

hardware.

As dynamic volumes support many more than the 4 primary partitions of an MBR partitioning scheme but can
still be booted (in mirrored or simple configurations), they are occasionally used for single disk configurations.

Non-Dynamic disks are known as Basic disks by Microsoft.

How Reflect images a Dynamic disk

Dynamic disk systems can be imaged by Macrium Reflect Home, Workstation and Server editions. The physical
structure of the source dynamic volume is not stored in the image and so dynamic volumes restructures to the
physical layout of the target disk when restored.

Dynamic volumes are differentiated from standard partitions by use of a contrasting color and the disk title.

‘ Creste 3 Backup | Backup Definition Files | VBScript Files [ PowerShell Files | MS-DOS Batch Files [ Scheduled Backups
(5 Refresh

[ Omaic ik 2 [72508200] - SAMSUNG HDSOIL) CRIOO-11 <465.76 G
LY

109
NTES Dynaric

P v
3152 GB

Actions.. ¥

[ ——

How to restore a Dynamic disk

Typically, the target will be same the dynamic disk from which the backup was taken; in which case the restore is
automatically configured when the image is selected for restore. It is just as straightforward as the restore of a Basic

disk.

There are some limitations if you wish to restore to an already configured dynamic volume:

1. Before the backup is started, the Dynamic disk initialization and Volume configuration must be have been
completed by an external tool such as Disk Management or diskpart (both included with all versions of
Windows).

®
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Dynamic disk initialization and Volume configuration is not possible in the rescue environment,
even with diskpart. This is a known limitation of Windows PE (read more here and here) as a result
of not being able to persist the Dynamic disk state in the (possibly absent) host OS. If your target
disk is not initialized, and you need to restore from the rescue environment, then you must restore
to a Basic disk, and convert back to dynamic once you have booted your (restored) Windows
system. See the next section for more details.

2. The restore is by volume. As part of the restore configuration, volumes to be restored must be "dragged" to
already configured Dynamic volumes on your target disk. It is not possible to reconfigure the target volume
size, so the "Restored partition properties" option is not available.

(D You can also drag and drop dynamic volumes to Basic MBR or GPT partitioned or an uninitialized
target disk. This enables you to convert a Dynamic disk back to Basic. This is not possible with
Microsoft tools.

How to restore a bootable Dynamic volume to an uninitialized disk

If your computer is not bootable, the restore must be run from the Reflect PE based rescue environment.

The process is complicated as it it not possible to create a Dynamic disk from the rescue environment.

Therefore, the recommend method is to restore up to the first 4 partitions from within the rescue environment
ensuring the C: partition and your system reserved (if used) are included. Follow the restore steps, here (see page

240), noting that you must drag each partition from the backup layout to the target disk.

Note that if there is no target disk then start the PE command window (icon lower left). Then type

di skpart
list disks

@ Note: If you don't see your target disk, then a driver is missing for your target mass storage interface.
Please read about adding additional drivers here.

Identify the target disk and note the disk number. Then type

sel disk <di sk nunber>
cl ean

@ Note: The clean command will reinitialize your disk. Any data will be lost. Please ensure that you select

the correct disk!
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To update windows PE with the new disk configuration, type

rescan
exit

Example diskpart session ...

Administrator: X:\Windows\System32\cmd.exe - diskpart
Microsoft Windows [Uersion 6.3.9600]

# = swindows\systen32>diskpart

Microsoft DiskPart version 6.3.9600

Copyright <C> 1999-2013 Microsoft Corporation.
On computer: MININT-8RSCSBL

IDISKPART> list disk

Disk HHH Status

Disk @ Online 127 GB 126 GB
[DISKPART> sel disk 8
[Disk B is now the selected disk.

IDISKFART> clean.

Then use the refresh link in the backup tab. You should now be able to see the disk.

Create a Backup | Bacl

G Drynamic Disk 2
L

L] ek

You should now be able to drag / drop up to 4 partitions from your image to your target disk.

If your Dynamic disk is UEFI / GPT configured, you will be able to restore all your partitions to a Basic

GPT disk.
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@ Drag Partitions to the Destination Disk or dlick ‘Copy selected partitions'

Source 19/03/201515:41  \\whb\public\nick\dynamic\3C0EA2B298937C53-00-00.mrimg

Dymamic Disk 1 [00018D47] - Vitual HD 110 <126.99 G8>
.M

1- System Resarved (None)

|z ©

NTFS Dynamc NTFS Dyramic
%418 2806
1000 ME: 265068
Destination  Local disk ) Undo < 7 Select o different target disk
D Disk 2 [E3BE6317] - Virmual HD 1,10 <127.00 GB>
— hid
1 Systom Reserved (fons) )
NTFS Acive NTES Primary
25418 ns06s
100.0MB: 1265068

Delete Existing partition

[ Restored Partition Properties

Verify image before restore []
Copy selected partitions when I dick Next'

Once the restore has completed you should be able to reboot your computer, this time booting into your
restored Windows system.

If your system doesn't reboot, you can use the fix boot problems feature.

You now have the choice of leaving your system as it is or converting back to Dynamic configuration. To do this, use

Disk Management, right clicking on the disk and selecting "Convert to Dynamic Disk ...".

1= Disk Management
File Action View Help

Ll Al 7 Rl B

Volume [Layout [ Type File System | Status [ Capacity [ Free Spa... | % Free
s (C) Simple Basic NTFS Healthy (B... 12690 GB 11419GE 90 %
éRES(UE [(+3] Simple Basic UDF Healthy (P... 203 MB 0MB 0%
o System Reserved  Simple Basic NTFS Healthy (5... 100 MB OME 0%

CaDisk 0 I

Basic New Spanned Volume...
1270
Oniin New Striped Volume...

New Mirrored Volume...

Onlin -

Offline

Properties

Help

DVD Convert to Dynamic Disk...
204 —

)
126.30 GB NTFS

Once you have taken this step, if you have already restored all your volumes from the rescue

environment, the restore task is complete.

v154
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If you have further volumes to restore, you should use Disk Management (or diskpart) to create the new volumes of
a large enough size to contain the partitions to be restored. You can then restore any additional partitions that could
not be restored from the rescue environment.
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Drive letters assigned to restored or cloned partitions

This article explains how to change the drive letters of restored or cloned partitions during and after the restore
or clone process.

How Windows assigns drive letters to mounted volumes (drives) on your
system

Windows maintains driver letter persistence by storing a reference to each mounted volume and drive letter in the
system registry using the following registry key

HKEY_LOCAL_MACHI NE\ SYSTEM Mount edDevi ces

https://technet.microsoft.com/en-us/library/cc978525.aspx

(D Note: When restoring using the Windows PE rescue media, the letters assigned to restored partitions are
temporary for that Windows PE session only. When you boot into the restored system, drive letter
assignments will be exactly the same as they were when the image was created.

Changing drive letters in the 'Restore Wizard' or '‘Clone Wizard' when
running Reflect in Windows

1. In the Restore Wizard Click the 'Restored Partition Properties' link after copying or dragging the partition
to it's destination on the target disk:
Note: In the Clone Wizard Click 'Cloned Partition Properties'.

-

‘& Drag Partitions to the Destination Disk or click ‘Copy selected partitions'

Source 01/08/201510:00  \\whb\public\nick\v6\ case54080\D12405A08 A497067-00-00.mrimg

@ GPT Disk § [EES045. 3031 41BC- ACST.DZ6 15DDBOLO] - WGF Vinusl Disk 10 <00 T8>
2 Al

1- Hong) 2.- Meww Valume ()
[ | Unformatted Primany | NTFS Primary

wnome v
ghome | G 9 | socnce 0t

Destination  Local disk ) Undo 1 Copy selected partitions

(] T 6k EEBE SIS AT DR UCER] A, Vil O 1 000>
.

1- tHone) 2 - New Volume (3) 3 - Windows (M)
Unfomateed Primary | NTES Primary KTS Prmary

1280 1B 1313 MB a7z ce
280 MB 106,02 88 00,00 GB. 260 TE

———
Delete Existing partition (%) Restored Partition Properties Werify image before restore [
264152, 222627839 Copy selected partiinns when 1 click Next!

[ rep ][ cmac | [Cwext> | [ conce Firish

2. In the 'Partition Properties' dialog click the 'Drive Letter' combo box:
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Partition Properties @
Set the properties for the restored partition
Drive Letter:  |3; x| Partifon Type: |Primary =
et
J:
- Mew Wolume (13 L:
zT:SPn:'\ary ! g
1312 ME 2:
10603 GB T
(1§
Partition Sizs: 106,031 = [i E VW @ L Size
i 1.0 ME 106.03 GB
Free Space: a = [E 3 ;
. sl Sector: 264,192
Alignment: Vista/7/550 (1ME) — End Sector: 222,627,339
Help ] [ [e]4 ] [ Cancel ]
Property Description
Auto Let Windows automatically assign the next available drive letter
None No drive letter will be assigned to the restored partition
Letter Select a drive letter to use from thie list of free letters. The original drive letter will be selected

by default.

Changing drive letters using the Windows Disk Management Console after
restoring or cloning

Windows ships with a utility to maintain local drives and partitions called the Windows Disk Management Console
(DMC). Using the DMC you can easily change the drive letters assigned to any partition on your system, (except for
your system drive C:),

1. To start the Windows Disk Management Console

Click 'Start' or press the Windows Key, Type the following and press enter:

di skrmgnt . nsC

2. The DMC starts as shown below:
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5 Disk Management eoes
File Action View Help

e @ HEIDX S S a B

Yolume [Layout [ Type [ File System | status [ Capacity [ Free spa... [ % Free Fault Tolerance  ~
s (6) Simple Basic HTFS Healthy (P.. 12700 GB 1268968 100% o

=) Simple Dynamic  NTFS Healthy 126,48 GB 1166868 92% Mo
COFATIZTEST(H)  Simple Basic FATH Healthy {8... 12687 GB 4GB 60% Mo

o New Valume Simple Basic NTFS Healthy {P... 200 MB BIMB  65% No

s NEW YOLUME Simsle Basic WTFS Healthy (... 350 MB NTMB  B3% No 2
< i v

CSDisk 0 I ——

Basic System Reserved | =
500.00 GB 100 B NTFS 499,90 GB NTFS 1
Online Healthy {System, Active, P || Healthy (Boot, Page File, Crash Dump, Primary Partition)

CaDisk 1 1 F———

Basic FAT32TEST (H) New Volume (P:)
500.00 GB 126.99 GB FAT32 37300 GB NTFS
Online Healthy {Aictive, Primary Partition) Healthy Primary Partition)

CaDisk 2 I I ———

Basic New Yolume Windows
2047.88 6B 200 MB NTFS 9.45 6B NTFS 2036.23 6B
Orline Healthy (Primary Pz || Healthy (Primary Partition) Unallocated

W Unallocated [ Primary partition Bl Simple valume

3. Right click on the partition that you want to change in the lower pane and select 'Change drive letters and

paths'

22 Disk Management oo e
File Action View Help
e DB B XS &
Wolume [Layout [ Type [File System [ status [ capacity [ Free Spa... [ % Free Fault Tolerance  ~
EYE) Simple Basic NTFS Healthy (P.. 127.00 GB 1268968 100% No
<o @ Simple Dynamic  NTFS Healthy 126,48 GB 166868 02% No
CaFATRTEST(H)  Simple Basic FaT3Z Healthy (.. 126,47 GB TABGE  §0% No
o MewVolume Sirnple Basic NTFS Healthy (P... 200 M8 BIMB 85% No
s NEW VOLUME Simole Basic NTFS Healthy (8... 350 MB WIME 88% No z
< i v

=Disk 0 I ———

Basic System Reserved () =
50000 GB 100 WB WTFS 499.90 GB NTFS 1
Gnline Healthy {System, Active, P || Healthy (Boot, Page File, Crash Dump, Primary Partitian)

aDisk 1
Basic FAT32TEST (H) New Yolume (P:)

500.00 GB 126,99 GB FAT32 ™ Open
Online Healthy {Active, Primary Partition) Healthy (Primary Partit e
Explore
CaDisk 2 I Mark Partition 1 Active
Basic New Volume Windows Change Drive Letter and Path:
2047.68 GB 200 ME NTFS 9.45 GB NTFS 2038.13 6B Format.
Gnline Healthy {Primary Pz || Healthy (Primary Partition) Unallocated
Extznd Volume,..
Shrink Volume. &
M Unallocated Bl Primary partition B Simple valume 2dd Mirror

Delete Volurne.

4. In the dialog that opens, select the original drive letter, Click 'Change’, Choose a new drive letter and finally
Click 'OK’

Uynarmic MIFsS Healthy 126,44 GH 116,68 GH Y%
Basic FATS
———————— Change Drive Letter or Path

Change Drive Let X
Enter & new drive letter or path for P: [Mew Yolume).

Alow accezz totl @) Aseign the following drive letter

[ 1% I dount in the following empty MTFS folder:

I S

Add.. |I Change... |I Remove |
| —

Ok Cancel
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See also:

Restoring and browsing (see page 239)

Restoring an image from Windows (see page 240)
Restoring a system image (see page 243)

Modifying restored paritition properties (see page 246)
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How to create a VHD and restore a backup to the VHD using Macrium

Reflect.

@ This article applies to Windows 7 and higher versions on Windows.

1. This section will take you through the creation of a VHD using the Windows Disk Management console and

the mounting process.

a. Open Windows Disk Management console.

v154

& Disk Management
File Action View Help

e @M HE =XPHED

Volume [Layeut [ Type | File System | status | Capacity | Free Spa.. | % Free
= Simple Basic NTFS (Bitlo. Healthy (B.. 1114568 24368 2%
= System Reserved  Simple Basic NTFS Healthy (S... 350 MB 7M. 91%

;
= Disk 0 - |
Basic System Reserved ©
1117968 350 ME NTFS 111.45 GB NTFS (BitLocker Encrypted)

Online Healthy (System, Active, Primary Parti | Healthy (Boot, Page File, Crash Dump, Primary Partition)

B Unallocated Ml Primary partition

b. Click on Action followed by Create VHD.

& Disk Management

File Action View Help

= Refresh M4 2
Volur  Rescan Disks [Type  [Filesystem | Status [ Capacity [ Free Spa... | %Fres
=) Create VHD Basic NTFS (Bitlo... Healthy (B.. 111.45GB 203GB 2%
=Sy Attach VHD Basic NTFS Healthy (S... 350 MB 3ITMB 1%
All Tasks >
Help

= Disk 0 |

Basic System Reserved ©
111.79GB 350 MB NTFS 111.45 GB NTFS (BitLocker Encrypted)

Online Healthy (System, Active, Primary Parti || Healthy (Boot, Page File, Crash Dump, Primary Partition)

B Unaliocated Il Primary partition

C. Set your desired options and click OK to generate the VHD at the set location.
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Create and Attach Virtual Hard Disk

Specify the virtual hard disk location on the machine.

Location:

|C:"-.Users"-.'Usemame“-.Desktop"-.Heﬂec‘t Restore vhd | Browse...

Virtual hard disk format
(®VHD
Supports virtual disks up to 2040 GB in size.
(CIWHDX
Supports virtual disks larger than 2040 GB in size (Supported

is not supported in operating systems earier than Windows 8 or
Windows Server 2012.

Virtual hard disk type
(®) Fixed size (Recommended)

The virtual hard disk file is allocated to its maximum size when the
virtual hard disk is created.

() Dynamically expanding

The virtual hard disk file grows to its maxdmum size as data is written
to the virtual hard disk.

sl

Virtual hard disk gize: GB ~

maximum of 64 TB) and iz resilient to power failure events. This format

option.

[N = | Desktop
Home Share View

« « 4 [ > ThisPC » Desktop

# Quick access

[ Desktop [
* Downloads Reflect| Mount
\fl Documents i Scan with Windows Defender...
Open with...
=] Pictures
Restore previous versions
¢@ OneDrive Send to
[ This PC Cut
¥ Network Copy
Create shortcut
Delete
Rename
Properties

mounted VHD.
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d. Locate the VHD in Windows Explorer and mount it by right clicking the icon and selecting the Mount

€. Once Mounted, Macrium Reflect Backup tab and Disk Management console will now show the
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& Disk Management

File Action Yiew Help

== System Reserved Simple Basic NTFS Healthy (5... 350 MB

=@ [

Volume [Layout [ Type [ File system [ status | Capacity | Free Spa... | % Free

- @ Simple Basic NTFS (BitLo.. Healthy (B.. 11143 GB 23968 2%
JTME 9%

= Disk 0
Basic System Reserved ()
111.79 6B 350 ME NTFS

Basic
100.00 GB 100.00 GB
Online Unallocated

B Unallccated Bl Primary partition

: 111.45 GB NTFS (BitLocker Encrypted)
Online Healthy (System, Active, Primary Partit || Healthy (Boot, Page File, Crash Dump, Primary Partition)

= Disk 2 1

2 Ediion - v6.1.1081

Restore OtherTasks Help

button.

a. On the main screen, select Restore.
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Before you begin: You must have a backup image of the disk ready to restore.

If the VHD is not visible in Reflect after it has been mounted, please click the O Refresh
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Backup images available to be restored are shown in the main pane.

b. Select the image you wish to restore and click Restore Image.

C. The next dialog gives you the opportunity to modify the destination properties.

@® Moving and Resizing the restored partition

By default, partitions restore to their original locations if you click 'Copy selected

partitions'. However, to drag partitions to different locations and resize them to use the
available space. Simply drag the source partition to any available partition or free space on
the target disk. You can also delete partitions on the target disk to make space. For more
destination options and further information, see Modifying restored partition properties (see

page 246).

Drag and drop the disk partitions from the Source image to the Destination VHD.

Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved.

Page 294



Macrium Reflect v7 User Guide

z Drag Partitions to the Destination Disk or dlick ‘Copy selected partitions'

Source  20/01/201612:22  C:\Users\Desktop\59D67613EAGID68D-00-00.mrimg

E MER Disk 1 [B6ESFAEZ] - KINGSTON SVI0USI7ALZ0G 00ABEFD <1179 GE>

28 1 - System Reserved (ons) o2 ©
O | nTes acive NTFS Primary
25MB 98,54 6B
Soawe U | e o

—

Destination  Local disk £ Undo Copy selected partitions Select a different target disk
] Disk 3 [F7DS97D7] - Msft Vsl Disk 10 <10000 GBx
Ai

2 1 - System Reserved (Nong)

NTFS Acive

75Me

00 mE sassG8

Delete Existing partition 3] Restored Partition Properties Verify image before restore []

Copy selected partitions when T dick Next'

Help <Back Next > Cancel Finish

d. Click Next to restore the image onto the VHD.

Restore Summary
p  Image Fie: \\psnas\Public\Gesha'pcBU\69D67613EAE9068D-00-00.mimg
& ImageD 69D67613EAGIDEED
20 January 2016
Time: 1222
Image Type: Full
Source Disk MBR Disk 1 [86ESFAE3] - KINGSTON SV300S37A120G 600ABBFO <111.73 GB>
Geometry: 14593\62512
BPB 00\
Destination Disk: Disk 3 F7D597D7] - Msht  Vinual Disk 1.0 <100.00GB>
Verty: N
Deta Y
550 Trm: Y
Schedules
None
Operation 1of 1
Restore Partition 1- System Reserved
NTFS 27.5 MB / 350.0 MB
Dive Letter None
Start Sector 2048
End Sector: 718,847
Parition Type: Active
ﬂT Advanced Options Help < Back Next > Cancel Fnish

e. A summary screen is displayed confirming the choices that have been made, click Finish.

@ Note: You may need to run Macrium ReDeploy to enable a restored system image to boot into the Hyper-
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V VM. Please see Re-deploying to new hardware (see page 296) for more information.
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Re-deploying to new hardware

From the rescue environment you can launch Macrium ReDeploy to adapt the recovered Windows system to its new
environment whether that is a virtual machine or a different computer. With Macrium Reflect ReDeploy, you can
restore an image to a replacement computer or even create virtual hard drives to virtualize the machine, a technique
sometimes called Physical to Virtual or P2V.

Macrium ReDeploy is now included in all paid editions of Macrium Reflect. This excludes the Free Edition and 30
day trials.

Further reading:
® Re-deploying Windows to new hardware using Macrium ReDeploy (see page 297)

® Using Windows sysprep and deploying using Macrium Reflect (see page 303)
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Re-deploying Windows to new hardware using Macrium ReDeploy

Introduction

Macrium ReDeploy overcomes issues with Windows boot processes to run a Windows installation on new
hardware. There are a variety of scenarios where you move a windows installation to a new machine, for
example:

® Due to hardware failure or planned upgrade.
® Moving between a physical and a virtual machine (P2V / V2P).
® Changing a non-raid to a raid installation or legacy SATA to AHCI SATA.

Aspects of the Windows boot process can cause a boot failure after significant changes to the hardware,
ReDeploy can overcome these.

Discovering hardware and association with matching device drivers is time consuming and must be undertaken while
windows is being installed. It is skipped during a normal Windows boot making the boot delay acceptable.

Early in the boot process, the boot loader loads the Windows kernel (the core of the operating system) and the
critical drivers required to get Windows up and running. If the new hardware configuration requires a new driver to
read the disk containing the operating system then Windows will fail to boot.

When the kernel and critical drivers are loaded, the kernel starts. The kernel and its associated hardware abstraction
layer (HAL) need to match the motherboard for best enabling. Drivers are optionally loaded to handle specific central
processing unit (CPU) features. For a stable system, the driver needs to match the hardware, in this example, the
CPU model.

ReDeploy detects changes to critical system features, locates relevant drivers and injects them into your Windows
operating system so it boots.

ReDeploy makes the complex process of getting an off-line Windows operating system running, as easy and intuitive
as possible. It does not, however, install the complete driver set for the new hardware. You can complete the driver
installation for devices such as network and graphics adapters when your windows installation boots on your hew
hardware.

You need to run ReDeploy from the Windows PE Reflect rescue CD. This allows the new hardware to be detected
and the configuration of the Windows system modified to enable it to boot.

@ Note: To transfer to a Windows Server install to new hardware use Macrium Reflect v6 Server edition for
ReDeploy.

For non-server (workstation) installs use ReDeploy included with vé Home, Workstation or the Server
Edition. Please note that ReDeploy is not included in 30 trial versions of Macrium Reflect
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Note: ReDeploy modifies an existing offline operating system to work with new hardware. Restore your
system image to the PC being deployed before running ReDeploy. There is no need to reboot your PC

after restoring an Image and before you run ReDeploy.

1. Boot the target PC with the Windows PE rescue CD or USB equivalent. (There is a link to a video on creating

a Windows PE rescue CD at the bottom of this page).

2. Click ReDeploy Restored Image to new hardware.

=l

File View Backup Restore OtherTasks Help

Backup | Restore

r— Browse for an image or backup file to restore
0

Open an image or backup file in Windows

(3 Explorer
Detach a backup image from Windows

™ explorer
[ Details

3. If you have a multi-boot system, then you will be presented with a list of operating systems, select the

operating system to be redeployed. Click Next.

Macrium ReDeploy

Select Operating System

which operstin h to rurn FieDeploy on

Microsoft Windowes 3P
fﬂMicrosoﬂ Windows Server 2003
'f' Windows 7 Ultimate
)z'j\f\u'indows Wista (TM) Home Premium

Operating Systerm | Search |

Select an operating systern to redeploy to new hardware and click Mext o continue

< Back Cancel |

Eirish

4

4. Specify driver locations for your mass storage devices (such as RAID card).
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a. If you haven't already, insert a driver disk for the hardware you are going to boot from.
This will typically be the motherboard or RAID card driver CD.

b. Click Add to add driver locations.

You can also specify additional paths such as network folders.

C. Click Map Drive to add a network share.

d. Click Next.

5. ReDeploy searches through user specified driver locations. If none are specified or no matching drivers are
found then it searches removable devices such as CD's and disk drives. ReDeploy also searches through

Windows' database of drivers.

rium ReDeploy

Driver File Locations

By
B Microsoft Windows XP in B NWINDOWSY,

User Locations

| seld

Y ADriversh,

[+ 1gnore all floppy disk drives

[V automatically check removable media if no drivers are found

Specify the locations of your driver files and click 'Next' to continue

REfrHyE

IMap Drive

il

< Back |

Mext = | Cancel | st

A

6. ReDeploy seeks drivers for all discovered mass storage devices and displays a list with details, Click Next.

v154

Macrium ReDeploy

Detected Devices

‘ ;:GIGABYTE GBB36X Controller

DE Controller

By
0 Microsoft Windows XP located in E:NAINDOWS!,

Set drivers for any unknown hardware and click Mext' 1o continue BB |

RAID Controller from Intel Corporation

A driver has been located For this device but is nat wek
installed. ReDeploy will install the Following driver:

Diate: 26-Jun-2008

Version: 11,02,0626,2008

File: Megask.INF

Path: i\, Drivers), DriverPack) MassStorage),

ol Bl LeY

< Back | Mext = I Cancel | Eirish |

4

For each mass storage device, there are three possibilities:
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a. The driver is already installed. It might still need to be enabled at boot, this is done automatically.

b. The driver is located, either from a CD, user specified path or from the Windows database. This driver
is installed on completion of ReDeploy.

c. No matching driver is located.

If no driver is located, or you choose to override the displayed driver, then use locate driver to manually
specify an .inf file.
If you have multiple mass storage interfaces in your system, you only need to locate drivers for hardware that

contains the Windows system and active partitions.

. Review displayed options, leaving them as default if possible. Click Next.

If you are having trouble booting these options can help to resolve issues. For more information about them

options see below:

Macrium ReDeploy

Additional Options

Hover your mouse over the option text for pop-up help.
[ Disable reboot on system stop
[ Display boot drivers as they load
[~ Enable boot logging
[~ Disable CPU Power Management
[~ Set Hardware sbstraction Layer IACF’I Uniprocessar PO LI
[T allow Windows to detect Hardware abstraction Layer (vista and later only)

[ Enable SaTa &HCI (vista and later only)

Select options and click 'Next' to continue.

< Back Mext = Cancel Firish
4
Option Description
Disable Set this option to stop automatic rebooting if a blue screen of death (BSOD) occurs while
reboot on Windows is loading or running. If this option is not set and Windows generates a BSOD,

system stop

Display
boot
drivers as
they load

Enable
boot

logging

there will be no time to note the BSOD error codes.

Set this option to show which drivers are being loaded as Windows loads. Once Windows
is loading and running without issue this option can be reverted using the Windows
MSCONFIG utility. You can use the Pause/Break key to freeze the list as it scrolls past,
use space to un-pause.

Set this option to log drivers being loaded by Windows as it loads. The resulting log file
'ntblog.txt' can be found in the windows folder. Once Windows is loading and running
without issue this option can be reverted using the Windows MSCONFIG utility.
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CPU Driver

Set
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Abstraction
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Allow
Windows
to detect
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Enable
SATA AHCI
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Description

Set this option to disable CPU drivers. This may be useful if you see BSOD's in the
selected HAL drivers or system lockup on entering standby or shutdown.

Set this option to choose which Hardware Abstraction Layer is to be used in the selected
Windows operating system. The recommended HAL for this machine is the one initially
selected. If you have the incorrect HAL configured, your Windows installation is unstable
and can cause random BSOD's or lock ups after Windows boots. In particular, if you are
redeploying from or to Virtual Box with an advanced programmable interrupt controller
(APIC) unchecked (the default) or very old physical hardware, set a new HAL.

Set this option to allow Windows to determine the best Hardware Abstraction Layer to use
at boot time. This is a Vista and later only option.

Set this option to enable support for generic SATA AHCI hardware. You will typically also
need to enable an option in your BIOS for your mass storage hardware to operate in this
mode. This is a Vista and later only option.

9. Review the actions to be be performed and click Finish to apply them to the target operating system.

v154

A log file ReDeploy.log saves to the drive containing the redeployed operating system.

Macrium ReDeploy

Confirmation

Pl

Actions to perform

Install drivers for device Standard Dual Channel PCI IDE Contraller from offline operating ...
Install drivers for device LSI Embedded MegaRaAID from v:\Drivers\DriverPaddMassStora...
Disable automatic reboot on BSOD

Click 'Finish' to redeploy the operating system.

< Back | Teyt = I

Finish |
4

Cancel |

After clicking Finish to inject drivers and apply your settings you see a confirmation dialog, and you can

reboot your OS which should now be compatible with your new hardware.
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@ Note: Check there is a tick in the checkbox against Check for unsupported devices each time the
rescue media loads before burning the Windows PE rescue CD, so that you can add additional drivers
when you boot on new hardware.
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Using Windows sysprep and deploying using Macrium Reflect

Using the Windows sysprep utility you can prepare a machine to be deployed across multiple other machines.

Windows provides a handy utility called sysprep which allows you to prepare a master PC image that is configured
and set up to be deployed across multiple workstations. By running sysprep, Windows prepares the machine so that
when installed on a workstation, the System Admin is prompted for Windows Activation and environment
configuration, as if the PC has been installed from scratch.

To prepare a PC to be syspreped, ensure that it contains all the applications and configuration you want the
deployed systems to have installed.

Note: Unless you have sufficient licenses for the machines you are deploying to, Reflect should be uninstalled from
the PC that will be used for the base image. However, it is essential to have made a Windows PE based Macrium
Reflect rescue CD (see page 303) on that PC first.
1. Run sysprep:
a. Open Windows Explorer and navigate to C: \ W ndows\ Syst enB82\ syspr ep.
b. Run sysprep.exe.

C. Ensure that System Cleanup Action is set to Out-of-Box Experience, and that Generailze is
checked as below.

System Preparation Tool 3.14 “

System Preparation Tool (Sysprep) prepares the machine for
hardware independence and deanup.

System Cleanup Action

Enter System Out-of-Box Experience (OOBE) v
[/ Generaiize!

Shutdown Options

Reboot v

OK Cancel

d. Shutdown options are your choice, selecting Quit ensures the system does not reboot or shutdown
automatically.

e. Click OK.
This prepares the machine so that it can be deployed to other PCs.
2. Shutdown the PC and boot it to the Macrium Reflect rescue environment.
3. Take an image of the PC using Macrium Reflect and store it to a USB device or a network location.

4. When this is complete, you can deploy the image to the workstations you require.
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5. When the restore is complete, boot the new PC.

Windows asks for a new license key and some environment settings.
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Macrium Reflect Server Plus for Exchange and SQL

This article is an introduction to Macrium Reflect v6 Server Plus for Exchange and SQL

Macrium Reflect v6 Server Plus has all the functionality of Macrium Reflect v6 Server and additional features for
Microsoft Exchange servers and SQL servers.

To get you started the following are some useful tutorials:
® Introduction (see page 7)
Microsoft Exchange guides:
® Backing up Microsoft Exchange databases (see page 182)
® Restoring Exchange databases (see page 265)
® Restoring emails with Mailbox Restore (see page 269)
® Setting up permissions for Mailbox Restore (see page 271)
® Adding MS Exchange search folders (see page 274)
Microsoft SQL guides:
® Backing up MS SQL Databases (see page 189)
® Running continuous backup of SQL databases (see page 230)

® Restoring MS SQL (see page 261)
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Command line operations with Macrium Reflect

® |nstalling Macrium Reflect from the command line (see page 307)
® Using Macrium Reflect from the command line (see page 309)

® Verifying image and backup files from the command line (see page 312)
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Installing Macrium Reflect from the command line

Introduction

This article explains how to install and uninstall on the command line

Applies to:

Macrium Reflect version 5.x, 6.x and 7.x.

About the Macrium installation process

The macrium installer is msi based with an executable wrapper to ensure it is launched in the correct mode

Command line installation

In most cases, just invoking the installer interactively will be the most effective way to install Reflect. However, in
some cases, particularly if the installation is to be automated across many PCs, it may be more desirable to enable
the installation to complete without user intervention. To do this, first download the installer using ReflectDL. Then
invoke using the following options.

v7. X. XXX_refl ect _server_setup_x64. exe /passive /| |og.txt LICKEY=XX- XXXX- XXXX-

Or, if you have ordered multiple licenses, you can install them on multiple computers with the same command. If you
run out of licenses, the install will fail.

v7. X. XXX_refl ect_server_setup_x64. exe /passive /| |og.txt ORDERREF=NNNNNNNN
ORDEREMAI L=sanpl e_enai | @macri um com
If the installation fails, consult the log file, specified by the /| parameter to discover why.

The above examples will display a progress bar. If you wish the install to be completely invisible, replace /passive
with /gn.

1. The installer name will vary dependent on edition and platform.
2. This will only work with full (not upgrade) licenses.

3. An Internet connection is required.
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4. If you have made multiple orders, you can specify a colon separated list, eg ...
ORDERREF=NNNNNNNN:OOO0O0OO0O0OO:PPPPPPPP etc

They will be searched in the same order as specified.

To make sure that the installation won't restart your computer on completion, a no restart parameter can be added.

v7. X. XXX_refl ect _server_setup_x64. exe /passive /| |o0g.txt LICKEY=XX-XXXX- XXXX-
XXXK- XXXK- XXXX- XXXXXX [/ nor est art

Adding any parameters mentioned below to your install script will omit the feature from being installed.
The example below shows a version of the install script that will omit MIG from installing with Reflect:

NO MAGEGUARDI AN=YES
NOVI BOOT=YES
NOCBT=YES
NODESKTOPSHORTCUT=YES

eg.
v7. X. XXX_refl ect _server_setup_x64. exe /passive /| |o0g.txt LICKEY=XX-XXXX- XXXX-

XXXK- XXXK- XXXK- XXXXXX NO MVAGEGUARDI AN=YES
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Using Macrium Reflect from the command line

You can retrieve a prompt for all the command line arguments by simply typing reflect -h from the command line.

Running a Backup

The command line form is as follows:reflect.exe [-v | -e [-w] [-full | -inc | -diff] [xml filename] ]JExplanations for the
switches are as follows:

-h This help text

-e Execute the XML file. If no full / diff / inc qualifier is used, a full backup is performed by default.
-V Validate the XML file and exit

-w If Reflect is busy then wait until available otherwise exit immediately

-full Run a full backup

-diff Run a differential backup
-inc Run an incremental backup

-pass  Password. Overrides the password saved in the xml file.

@ Please note that the XML file name is the fully qualified path.
ExamplesTo validate an XML file

reflect.exe -v "c:\backup.xm™"

To execute an XML file

reflect.exe -e "c:\backup. xm™"

To execute an XML file with wait if busy

reflect.exe -e -w "c:\backup. xm "

To execute an XML file and create an incremental image
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reflect.exe -e -inc "c:\backup. xm"

Mounting an image

reflect.exe [Path To Image File] -b [-auto -drives [Drives[s]] -pass [PASSWORD]]Explanations for the switches are as
follows:
-b Browse image

-auto Automatically assign drive letters. If not specified then you will be prompted

- A comma separated list of drive letters to use. If not specified then the next available letters are used
drives

-pass The password for protected image files

The image file name is the fully qualified path. If "LAST_FILE_CREATED" is specified then the last image created in
the current Windows session is mounted.

Examples

To mount an image and prompt for a drive letter to use

reflect.exe "D:\901DBF91346B9A81- 00-00. nring" -b

To mount all partitions in an image using the next available drive letter(s)

reflect.exe "D:\901DBF91346B9A81-00-00. nring" -b -auto

To mount all partitions for the last image created

reflect.exe "LAST_FI LE_CREATED' -b -auto

To mount all partitions in an image using drive letters j,k,|

reflect.exe "D:\901DBF91346B9A81-00-00. nring" -b -auto -drives j,k,|I

To mount all partitions in a password protected image using drive letters j,k,I

reflect.exe "D:\901DBF91346B9A81-00-00. nring" -b -auto -drives j,k,| -pass "PW'
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Unmounting an image

reflect.exe [Drive Letter] -u

Explanations for the switches are as follows:
-u  Unmount image

If a drive letter isn't specified then all mounted images are unmmountedExamples
To unmount an image from drive letter 'j'

reflect.exe J -u

To umnount all mounted drives

reflect.exe -u
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Verifying image and backup files from the command line

Introduction
This article explains how to verify Macrium Reflect image and backup files using the standalone command line

verification tool 'mrverify.exe'. mrverify.exe supports individual file verification as well as folder and sub-folder
file search and verification.

To verify backups using the Macrium Reflect user interface see: Verifying image and backup files (see page 205

)

@ Please use the link below to download:
http://updates.macrium.com/reflect/utilities/mrverify.exe

Please note that mrverify.exe must be run from an Administrator command prompt. For instructions on
how to do this please see here.

The following command line switches are supported:

nrverify.exe "full path to inage file or folder" -p[--password] "password" -r[--
recurse] -I[--logfile] "logfile nane"

File name or path with wild card can be used. e,qg;

d: \ backups\*

or

d: \ backups\ 1FF33614674A6438- 00- 00. nTi ng

Switch Description
-p OR -- The optional password that was used to protect and/or encrypt the backup
password
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Switch

-r OR -
recurse

-l OR --
logfile

-s OR --set

-h OR --
help

Examples:
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Description

Scan all sub-folders if a folder is specified. The default is not to recurse.

Full path to output log file. This file will be created for each run and contains the file name and
verification status 'success’ or ‘fail’ .

Verify all files in the set. Use if verifying individual file s to ensure they can be restored. When
verifying all files in a folder this isn't necessary. The default is not to verify the entire set.

This help output

nrverify. exe "d:\backups\ 1FF33614674A6438- 00- 00. nri ny"

nrverify.exe "d:\backups\ 1FF33614674A6438- 00- 00. nri ng" --set --password

" mypasswor

d" -1 "c:\verifylog.txt"

nrverify.exe "d:\backups\*" --password "mypassword" -r -l "c:\verifylog.txt"

On success mrverify.exe will return '0". If any file fails verification then the return code will be '1'.

The following success/failure text will be displayed in the command window and log:

Verify Success The file contained no errors.

Verify Failure

The file could not be verified successfully. Try the verification process again
using the Macrium Reflect user interface. This may give more information on the
problem.

Backup set is not complete. At least one backup file required to restore this file cannot be opened and/or

At least one f
missing

v154

ile may be located in the same folder.

This message is displayed as a Warning or an Error failure condition if the --set
command line switch is used.
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Password Error The backup file is password protected and/or encrypted and the supplied
password is not correct.
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Generating scripts and batch files

Introduction

Macrium Reflect includes the ability to automatically create VBScript, PowerShell and MS-DOS source files to
add pre and post backup functionality to your backup jobs. This enables system administrators to manage

complex backup scenarios.

® Generating a VBScript source file (see page 316)
® Using VBScript to run sequential backups (see page 326)
® Generating an MS-DOS batch file (see page 329)

® Generating a PowerShell source file (see page 332)
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Generating a VBScript source file

For an example of a generated VBScript source file please see Example VBScript Source

To generate a VBScript file select the 'XML Definition Files' tab on the main window then right click on a file and

select '‘Generate a VBScript file'.

Create a Backup| Backup Definition Files |‘u’BScript Files I Power

File Mame Path Type

= Open Containing Eolder
£ Addtolist
A Edit
Rename
& Delete
Duplicate
Validate

Eun Mow

MO/, RLA BE

<2
@ Schedule
=

Generate a VBScript File

Generate a PowerShell Script File

Backup
Auto Ver ::II Create a Desktop Shortcut
Advanced Properties

This open the VBScript Generation Options dialog:
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y

VB Seript
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Output
Shutdown

Agpplication Event Logs
Run Once A Day

Run Programs

Vista Elevation
Duplicate Backup File

—
% Enter output directory and file name
A/

Directory

FieName | FDLvbs

Property

Directory

File name

Value

The folder where the source file is saved

The name of the VBscript source file. This defaults to the XML file name with a .vbs extension

Shutdown

y

VB Script

Qutput
Shutdown

Application Event Logs
Run Once A Day

Run Programs

Vista Elevation
Duplicate Backup File

—
% Shutdown or Log Off after running this script
v,

1f enabled, your PC willshut down or log off at the end of the script. This coud be used to
reate an image or backup as the last job of the day.
[¥] Enable Shut Down

® shut Down

O Log OFf

Generated code...

v154
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" I ssue shutdown comrand
obj Shel | . Run "shut down -s"

Property Value
Enable Shut Down Select to enable this property
Shut down The PC will shut own at the end of the backup

Log Off The user will be logged out at the end of the backup

Application Event logs

Please note that Macrium Reflect Server and Server Plus Edition includes Windows Event logging built-in.

VBScript Generation Options -
VB Seript
Output
Shutdawn Write messages to the Reflect log in this script
Application Event Logs
Run Once A Day
Run Programs
Vista Elevation
Duplicate Backup File
[¥]virite a message on success
Macrium Refiect - Successful Backup ~
v
[] Write a message on failure
Macrium Refiect - Backup Failed -

Generated code...

if i ReturnCode = 2 then
' Handl e XML validation error
el seif i ReturnCode = 1 then
' Handl e backup error
obj Shel | . LogEvent 1, "Macrium Reflect - VBScript Backup Failed"
el seif i ReturnCode = 0 then
' Everything OK
obj Shel | . LogEvent 0, "Macrium Reflect - Successful VBScript Backup

end if
Property Value
Write a message on success Enable a Windows Event on successful backup
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Property Value
Enter the message text in the edit box below
Write a message on failure Enable a Windows Event for failed backups

Enter the message text in the edit box below

@ Note: The Windows Event logs generated by this script will have WHS (Windows Scripting host) as the
message source

Level Date and Time Source Task Category
@Infurmatmn 07/04/2015 141535  WSH Mone
Event 0, W5H

General | Details

Macrium Reflect - Successful VBScript Backup

Log Name: Application

Source: WSH Logged: 07/04/2015 14:15:35
Event ID: 0 Task Category: Mone

Level: Information Keywords: Classic

User: MN/A Computer: Office2

Run Once a Day

VBScript Generation Options -

VB Script

Output

Shutdown

Agplication Event Logs
Run Programs

Vista Elevation
Duplicate Backup File

Only run this script once a day

It canbe useful to execute a script the first time you logon, logoff or shut down. Using this
component you can be sure that an event triggered task orly runs this saript once a day.

["JRun Once a Day.
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| f HasRunToday Then
WScri pt. Quit
End |f

ensures that this script only runs once a day

L R R O R O I SRk S T R R R O R Rk O SRk O O

*
*
*
'k
*
*

L

Functi on:

Pur pose:

I nput :
"* Qutput:

HasRunToday

determines if this script has run today

None
true if has run today fal se otherw se

L R R O S S S O Rk kR O R R O Sk O SRk O o

Functi on HasRunToday
Di m RegScri pt Key
Di m Last RunDat e

Di m obj Shel |
Set obj Shel |
RegScri pt Key
Scri pt Ful | Name &

= WBcri pt. CreateObj ect ("WBcri pt. Shel I")

= "HKCUW SOFTWARE\ Macri um Refl ect\ Scripts\" & W5cri pt.

"\ Last Run"

' Check if script has run today
ON ERROR RESUME NEXT

Last RunDat e

= obj Shel | . RegRead( RegScri pt Key)

| f LastRunDate = cstr(Date) Then
HasRunToday = true

El se

Set obj Shel |

obj Shel | . RegWite RegScri ptKey, Date,"REG Sz"
HasRunToday = fal se
End If

End Function

Property

Run Once
a Day

v154

Value

= not hi ng

If selected, will only enable this script to run once per day. This is useful for example if you want a
backup to happen at first login or shutdown.
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VB Script

VBScript Generation Options -

Output
Shutdown

Agpplication Event Logs
Run Once A Day

Run Programs

Vista Elevation
Duplicate Backup File

Run programs or scripts from within this script

[w]Run & program or script at the start.

Fienome: | Ci\sers Publiclidmin Before badup.bat =

Parameters: | ‘
[¥IRun a program or script at the end.

File name: | Crlusers\public\Admin\After backup.exe] ‘D

Parameters: | ‘

Generated code...

" Run program before backup

' Do the backup

Exi t Code =

" Run program after

obj Shel I . Run """ C:\ User s\ Publ i c\ Adm n\ Bef ore backup.bat""", 1, true
Backup ("""C \Program Fil es\ Macrium Refl ect\reflect.exe"" -e -w
<BACKUP_TYPE> "" C:\ User s\ Dev\ Docunent s\ Ref | ect\ exanmpl e. xmi """)
backup
obj Shel | . Run """ C:\users\public\Adm n\ After backup.exe""", 1, true

Property

Run a program or script at the start

File name

Parameters

Run a program or script at the start

File name

Parameters

v154

Value

Select to enable a program or script to run before the backup starts

The path and executable file name

Optional command line parameters for the program

Select to enable a program or script to run when the backup ends

The path and executable file name

Optional command line parameters for the program
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Vista Elevation

VBScript Generation Options -

VB Seript

Output
Shutdawn Run this script with elevated priviliges in Windows Vista
Application Event Logs
Run Once A Day

Run Programs

Duplicate Backup File

When enabled this script will prompt for elevation and run all called programs with elevated
privieges.

Note: The return code from this script will always be zero. If you are running this sript from

the scheduler then this option is not necessary. The scheduler wil elevate the script at
start-up

Enable elevation, (Vista/Windows 7 Only)

Generated code...
Sub VBMai n()
Di m obj Shel |
Di m Exi t Code
' Elevate this script for Adnin privileges in Vista
El evat e

L R R R Sk I S S I R S S S I S I R I R S S I R I R R R R I R R I I R I R S R S R S I Sk R Sk S Sk I I S I I

'* Sub: El evat e

"* Purpose: Elevates this script for Vista UAC

b This neans that only one UAC El evati on pronpt is displayed and

tx functions/prograns will not fail if they require adm n privileges
L

"* I nput: None

'"* Qutput: None

L S R I S S O S I S S S I R S S S I I S S I S I I

Sub El evate
Di m Shel | App
Di m obj Shel |
Di m obj WshPr ocessEnv
' Don't elevate if run from Wndows Task Schedul er
I f Wscript. Argunents. Count > 0 Then

I f Wscript. Argunents.ltem(0) = "-s" then
Exit Sub
End |f
End |f
Set obj Shell = Wcript. CreateObject("Wscript. Shell™")

Set obj WshProcessEnv = obj Shel | . Envi r onment (" PROCESS")
I f obj WshProcessEnv("ELEVATED _APP") <> "True" Then
obj WehPr ocessEnv("ELEVATED_APP") = "True"
Set Shel |l App = CreateObj ect("Shell. Application")
Cal | Shel | App. Shel | Execute("""" & Wscript. Full Name & """", """" &
Wecript.ScriptFull Name & """" & " " & GetBackupTypeParaneter, , "runas")
set Shel | App = not hi ng
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Set obj WshProcessEnv = not hi ng
wscript.quit

End |f
Set obj WshProcessEnv = not hi ng
Set obj Shell = nothing

End Sub

Property Value

Enable If selected will enable UAC elevation for the entire script. This enables functions and programs to run
Elevation outside the context of Macrium Reflect without requesting further elevation.

Directory Synchronization

VB Script

Output
Shutdown Synchronise destination directory
Application Event Logs
Run Once A Day

Run Programs

Vista Elevation

Directory Synchronization

When enabled badkup/image file(s) wil be synchronised in the chosen directory after the
backup completes.

Enable directory synchronization

Directory: ‘ E:\BackupSync HI'

J  Please note that synchranization wil delete files in the target drectory that do
not exist in the backup directory.

vep | [ ok ][ cancel

Generated code...

Synchroni seDirectori es ExitCode, "C \C++"

R R R S R R R S bk S b R Rk S S R R R R bk R SRR Sk kR R S b S R SRR

v154

*

*

*

Functi on: RobocopyExi sts

Pur pose: deterni nes whether the program Robocopy can be called fromthe
command |ine.

I nput : None
Cut put : boolean - true if Robocopy exists

EEE R R R S bk S b O SRR R S ok S R S R R R S S S R R R b R

Functi on RobocopyExi sts()

On Error Resune Next

Di m obj Shel |

Di m obj Exec

Set obj Shell = WScript. CreateObject("Wscript. Shell™")
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Set obj Exec = obj Shell. Exec ("robocopy.exe", 0)
If Err.Nunber = 0 Then
RobocopyExi sts = True
El se
RobocopyExi sts = Fal se
End |f
End Function

L S R I S S O S I S S I S S R O S I S R I R S I S kS

"* Function: SynchroniseDirectories

Purpose: Copies all files created by the previous backup / inage
to a supplied directory. Uses Macrium environment variables to
determ ne which files to copy.

* % F %k Ok X %

I nput : Exit Code - The exit code of the |ast backup
strBackupDirectory - Directory to copy to

%

L I O

Function Synchroni sebDirectories(Byval ExitCode, Byval strSyncDirectory)
i m obj Shel |

obj WshPr ocessEnv

strEnvPrefix

strBackupDirectory

str CdLi ne

i Ret ur nCode

—_
[72]

obj SyncFi | es
obj BackupDi rectory
obj SyncDirectory
obj BackupFi |l e
obj SyncFil e
st r Ext ensi on
dat eBackupFi | e
Di m dat eSyncFi |l e
Only copy files if backup was successful
if ExitCode <> 0 Then
Exit Function
End If
Set obj Shel | = WBcri pt. CreateChj ect ("Wbcri pt. Shell")
Set obj WshProcessEnv = obj Shel | . Envi ronment (" VOLATI LE")
' Get the prefix for the |ast backup set
strEnvPrefix = obj WshProcessEnv(" MACRI UM_PREFI X")
Get the directory where we just created a backup
strBackupDirectory = obj WhProcessEnv(strEnvPrefix + "_DI RECTORY")

vl vivivivivavavavavRvRvav)
3333333333333

I f right(strBackupDirectory, 1) = "\" Then strBackupDirectory = left
(strBackupbDirectory, |en(strBackupDirectory)-1)
If right(strSyncDirectory, 1) = "\" Then strSyncDirectory = left

(strSyncDirectory, len(strSyncDirectory)-1)
| f RobocopyExi sts Then
strCndLi ne = "robocopy ""<SOURCE>"" ""<DESTI NATI ON>"" *.nr* /copy: DAT
/1ev:0 /purge /r:Q"
El se
' Robocopy does not exist - using xcopy
Set fs = Createbject("Scripting.FilesystenObject")
Set obj BackupDi rectory = fs. Get Fol der (st rBackupDirectory)
Set obj SyncDirectory = fs. Get Fol der (strSyncDirectory)
For Each obj SyncFile in objSyncDirectory. Files
strExtension = fs. Get Ext ensi onNanme( obj SyncFi | e)
dat eSyncFil e = obj SyncFi |l e. Dat eLast Modi fi ed
I f Left(strExtension,2) = "nr" Then
' Check if file has been del eted
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If Not(fs.FileExists(strBackupDirectory+"\"+obj SyncFile.nanme)) The

fs.Del eteFil e(obj SyncFil e)
El se

Check if file has been nodified

Set obj BackupFile = fs. GetFil e(strBackupbDirectory+"\"
+obj SyncFi | e. nane)
dat eBackupFi | e = obj BackupFi | e. Dat eLast Modi fi ed
| f DateDi ff("nt, dateBackupFile, dateSyncFile) <> 0 Then
fs.Del eteFil e(obj SyncFil e)

End |f
End |f
End |f
Next
strCndLi ne = "xcopy ""<SOURCE>\*.nr*"" ""<DESTINATION>"" /c /d /h /i [v
Iy"

End |f
strCndLi ne = Repl ace(strCrdLi ne, "<SOURCE>", strBackupDirectory)
strCndLi ne = Repl ace(strCrdLi ne, "<DESTI NATI ON>", strSyncDirectory)

i Ret urnCode = obj Shel | . Run( st r CndLi ne, O, t rue)
if i ReturnCode <> 0 then
Handl e synchroni sati on error

el se
Everyt hing OK
end if
Cl ean up
Set obj Shel | = not hi ng
Set obj WshProcessEnv = not hi ng
End Function
Property Value
Enable directory If enabled will use the MS utility RoboCopy to synchronize the backup target directory
synchronization with the supplied directory.
Directory Enter the folder that you want to copy/archive your backup files to

Click 'OK' to generate the VBScript source file
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Using VBScript to run sequential backups

Using VBScript you can schedule multiple backups or images and run them one after the other. This enables
guaranteed execution sequence and additional functionality can be coded between backups and/or at the end of the
sequence.

To create a VBScript to run backups sequentially

1. Step through the backup or image wizard and create the required XML backup definitions files.

2. In the Backup Definition Files tab, right-click a backup definition file and choose Generate a VB Script File
from the short-cut menu.

Create a backup | Backup Definition Files | VBScript Files |

FO/0 QLA ¢
. v = -+
File Mame Path
[ 1amie Backup.xml Chy
%l F"- Open Containing Folder - m;
s @ Addtolist
E f Edit nents\Re
E Rename
E & Delete
E Duplicate
| <2 Validate
Run Mow »
(5 Schedule Jocuments
= (Generate a YB5cript File
M Generate an MS-DOS Batch File
5 Generate a PowerShell Script File
:j Create a Desktop Shortcut
" Advanced Properties

The VBScript generation dialog box appears.
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VBScript Generation Options -
VB Script
Output
Shutdown Enter output directory and file name
Application Event Logs
Run Once A Day
Run Programs
Vista Elevation
Directory Synchrenization
Directory \ CilUsers\Dev\Documents Refiect| |D

FieName | My Backup.vbs

3. Leave the options as defaults but change the file name for clarity.

4. Select the VBScript Files tab, right-click the new file and select Edit from the short-cut menu.

| Create a backup I Backup Definition Files| YBScript Files |E

File Mame

-

1

00 b M

The VBScript file opens in the system default text editor, generally this is Notepad.

5. For clarity, switch off word wrap. In notepad, choose Edit > Word Wrap.

My Backup.wv

2 o N\NO 0:

EO/-0LQME

Path Typ

Open Containing Eolder
Add to list

Edit

Rename

Delete —

Execute

RO

Fun Mow 3

Schedule
ip.vbs

s ::', Create a Desktop Shortcut

'* Ahstract:

Thi= i= a tem

File Edit | Format Wiew Help

Lo ol ol ol

L

'.'I'.'I ar |j

1 Wrap ]
Fonk...

v154
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. Find the line of code that starts the backup and copy and paste it once for each backup or image you want to

run.
The line looks like this:

Exi t Code = Backup ("""C \Program Fil es\ Macrium Reflect\reflect.exe"" -e -w
<BACKUP_TYPE> "" C:\ Backups\ backupl. xm "" -g")

. For each copy of the line change the xml file name to represent the backup you want to run. For example:

Exi t Code = Backup ("""C \Program Files\ Macrium Reflect\reflect.exe"" -e -w
<BACKUP_TYPE> "" C:\ Backups\ backupl.xm "" -g")
Exi t Code = Backup ("""C. \Program Fil es\ Macri um Reflect\reflect.exe"" -e -w
<BACKUP_TYPE> "" C:\ Backups\ backup2. xm "" -g")
Exi t Code = Backup ("""C \Program Fil es\ Macrium Reflect\reflect.exe"" -e -w
<BACKUP_TYPE> "" C: \ Backups\ backup3. xm "" -g")

Save the file.
Note: VBScript files must be scheduled independently. If you have any existing schedules for the XML

backup definitions above then disable or delete them. To schedule VBScript source files, right click on
the script and select 'Schedule.

Create a backup | Backup Definition Files| WBScript Files E

& L) G
File Mame Path T
M = Open Containing Folder E
&y Addto list
/  Edit
Bename
& Delete =
Py E!ar:h::LL;I:I-*-rlhﬂs,= Q Eyecute _
2 - Bun Mow 3
3 "= (8 Schedule
4 :=-= ]'_' Create a Desktop Shortcut ¥
50 1% Kk
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Generating an MS-DOS batch file

For an example of a generated MS_DOS batch file please see: Example MS-DOS Batch File

To generate a MS-DOS batch file select the 'XML Definition Files' tab on the main window then right click on a file

and select 'Generate an MS-DOS Batch File'.

Create a Backup | Backup Definition Files | VBScnpt Files | Po

File Mame Path Type
M
= Open Containing Folder

&9  Add to list

# Edit

Eename
& Delete

Duplicate
L2 Validate

Run Mow
@ Schedule

w! mal=ln

Image Options

Imaging E Generate an M5-005 Batch File

BO/OQLR =

Al aenerate a Fowershell cnipt bile

This open the MS-DOS Batch Generation Options dialog:
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Batch File Output

MS-DOS Batch File Generation Options -

MS-DOS

Batch File Output

Create MS-DOS Batch File
cv>

Mote: For more options and fiexibility generate a VEScript file. A VBScript fle
enables greater contrel and using the code generator you don'thave to know
a thing about the language.

Directory C:\Users\Devj\DecumentshReflect\ |I|
FleName  [FDLbat |
Backup type:  [Ful v]

Generated code...

@cho off

REM Rk I b I R IR R S b S S S S S R R R b Ok R R S b Sk b Sk S S R R IR ok S b b o S R

REM *

REM *

REM * Mbdul e Name: FDI . bat

REM *

REM * Abstract: This is a tenplate MSDOS batch file generated by Reflect v5.0
REM * Mbdi fy to add your own functionality if required

REM *

REM *

REM EE IR R S Sk O o O S I O O I O
;again

"C:\Program Fil es\ Macrium Refl ect\refl ect.exe" -e -w -full "C

\ User s\ Dev\ Docunent s\ Ref | ect\ FDI . xm "

if ERRORLEVEL 3 goto busy

if ERRORLEVEL 2 goto validation_error

if ERRORLEVEL 1 goto backup_error

if ERRORLEVEL 0 goto ok

I busy

REM W | never get here if '-w switch is used
echo A backup or restore operation is in progress
got o again

: backup_error

REM User cancelling a backup or any other error
echo A Backup error has occured

goto end

:validation_error

REM Command |ine or XM. syntax errors

echo A validation error has occured

goto end

1ok

echo ok!

goto end
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rend
Property Value
Directory The folder where the batch source file is saved
File name The name of the batch source file. This defaults to the XML file name with a .bat extension

Backup type  Choose from Full, Differential or Incremental.

Click 'OK' to generate an MS-DOS batch file
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Generating a PowerShell source file

For an example of a generated PowerShell source file please see: Example PowerShell Source File

To generate a PowerShell file select the 'XML Definition Files' tab on the main window then right click on a file and

select ‘Generate a PowerShell Script File'.

Create a Backup | Backup Definition Files | VBScript Files

BO//,O QLA

File Mame Path Type

EW
= Open Containing Folder I

&y Addto list
/  Edit
Bename
& Delete
Duplicate
L2 \Validate
Bun Mow 3

(5 Schedule

Image Of

= (Generate a VBScript File

5 Generate a PowerShell Script File

_7 Create a Desktop Shortcut
? Advanced Properties

This opens the PowerShell Script Generation Options dialog:
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Output
[ reesmsmGeemonoos B

Y

PowerShell

Output p—
Shutdown ? Enter output directory and file name
e 4

Agpplication Event Logs
Run Once A Day

Run Programs

Vista Elevation

Directory Synchronisation

Directory \ CiWsers\DeviDocuments \Refiect| ‘D

FieName | FOLpsL |

Property Value
Directory  The folder where the source file is saved

File The name of the PowerShell source file. This defaults to the XML file name with a ..ps1 extension
name

Shutdown
[ PowswiscpGeeeionopios B

Y

PowerShell

Output —
ity Shutdown or Log Off after running this script
Application Event Logs ==

Run Once A Day
Run Programs
Vista Elevation
Directory Synchronisation

1f enabled, your PC will shut down or log off at the end of the script. This could be used to
reate an image or backup as the last job of the day.
[¥]Enable Shut Down

@® shut Down

Ologoff

Generated code...
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Wite-Host ' * Initiating shutdown... ' -NoNewlLine;
(CGet-WM Obj ect Wn32_QperatingSystem - ConputerNane '."' -Enabl eAll Privileges).
W n32Shut down( 8) ;

Property Value
Enable Shut Down Select to enable this property
Shut down The PC will shut own at the end of the backup

Log Off The user will be logged out at the end of the backup

Application Event logs

Please note that Macrium Reflect Server and Server Plus Edition includes Windows Event logging built-in.

PowerShell Script Generation Options -

¥

PowerShell

Output

Shutdown

Application Event Logs
Run Once A Day

Run Programs

Vista Elevation

Directory Synchronisation

Write messages to the Reflect log in this script

[¥]virite a message on success

Macrium Reflect - Successful Backup ~

[] Write a message on failure

Macrium Reflect - Backup Failed ~

Generated code...

if ($iExitCode -eq 0) # if backup conpleted successfully...
{
Wite-EventLog -EntryType Information -Eventld O -LogNane Application -Message
"Macrium Refl ect - Successful Backup" -Source "Macrium Reflect”
}
if ($iExitCode -ne 0) # if backup failed...
{
Wite-EventLog -EntryType Error -Eventld 1 -LogNane Application -Message "Macr
ium Refl ect - Backup Failed" -Source "Macrium Reflect"

}
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Property Value

Write a message on success Enable a Windows Event on successful backup
Enter the message text in the edit box below

Write a message on failure Enable a Windows Event for failed backups

Enter the message text in the edit box below

Run Once a Day

PowerShell Script Generation Options -

¥

PowerShell

Output

Shutdown

Application Event Logs
Run Once A Day

Run Programs

Vista Elevation

Directory Synchronisation

Only run this script once a day

It canbe useful to execute a script the first time you logon, logoff or shut down. Using this
component you can be sure that an event triggered task orly runs this saipt once a day.

[¥IRun Once a Day.

Generated code...

i f (HasRunToday)

{
Wite-Host ' * Script already executed today. Exiting...';
Wite-Host 'Script finished with exit code 0.';
Exit O;

}

#******************************************************************************

#* Func: HasRunToday
#*
#* Desc: determines if this script has run today
#*
#******************************************************************************
functi on HasRunToday()
{
Wite-Host ' * Checking last run tine... ' -NoNewLine;
$st r RegPat h = ' HKCU: \ Sof t war e\ Macri um Refl ect\ Scripts';
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$bool RanToday = $fal se;
$strDateToday = Get-Date -UrFormat %%,
if (Test-Path $strRegPath)
{
try

{
$strlLast RunDate = (Get-ItenProperty -Path $strRegPath -Nanme $strScri pt

Path -ErrorAction Stop).$strScriptPath
if ($strLastRunDate -eq $strDateToday)

{
$bool RanToday = $true;

}
} catch { };

}
if (!$bool RanToday)

{
Set-ltenProperty -Path $strRegPath -Nanme $strScriptPath -Val ue $strDateTod

ay;
}
Wite-Host 'Done."';
return $bool RanToday;

Property Value

Run Once  If selected, will only enable this script to run once per day. This is useful for example if you want a
a Day backup to happen at first login or shutdown.

Run Programs

PowerShell Script Generation Options -
PowerShell
Output
Shutdown Run programs or scripts from within this script
Application Event Logs
Run Once A Day
Run Programs
Vista Elevation
Directory Synchronisation
[¥]Run a program or script at the start.
File name: | Cr\Users\PublicVAdmin\Before backup.bat. ‘D
pavametrss | \
[ Run a program or script at the end.
File name: | Cr\Users\PublicVAdmin\After backup.exe ‘D
— |

Generated code...
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Wite-Host ' * Executing "at start" program.. ' -NoNewLine;
$strRunAt Start App = ' C: \ Users\ Public\ Adm n\ Bef ore backup. bat';
$strRunAt StartArgs = '';

if ([string]::1sNull O Enpty($strRunAtStartArgs))

{

Start-Process -FilePath $strRunAt Start App;

}
el se
{
Start-Process -FilePath $strRunAtStartApp -Argunent Li st $strRunAt Start Args;
}
Wite-Host ' * Executing "at end" program.. ' -NoNewLine;
$strRunAt EndApp = ' C:\ Users\ Public\ Adm n\ After backup.exe';

$strRunAt EndArgs = '';
if ([string]::IsNull O Enpty($strRunAt EndArgs))

{
Start-Process -FilePath $strRunAt EndApp;
}
el se
{
Start-Process -FilePath $strRunAt EndApp - Argunent Li st $str RunAt EndAr gs;
}
Property Value
Run a program or script at the start Select to enable a program or script to run before the backup starts
File name The path and executable file name
Parameters Optional command line parameters for the program
Run a program or script at the start Select to enable a program or script to run when the backup ends
File name The path and executable file name
Parameters Optional command line parameters for the program
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Vista Elevation

PowerShell Script Generation Options -
PowerShell
Output
Shutdown Run this script with elevated priviliges in Windows Vista
Application Event Logs
Run Once A Day
Run Programs

Directory Synchronisation
When enabled this script will prompt for elevaton and run all called programs with elevated
privieges.

Note: The return code from this sript will always be zera. TF you are running this saript from

the scheduler then this option is not necessary. The scheduler wil elevate the script at
start-up.

Enable elevation, (Vista/Windows 7 Only)

Generated code...

function Main()

{
Wite-Host 'PowerShell script for Macrium Refl ect Backup Definition File';

Wite-Host "BDF: $strXm Fil ePath";
El evat e;

#******************************************************************************

#* Func: El evate

#*

#* Desc: Elevates this script for UAC

#* This neans that only one UAC El evation pronpt is displayed and

#* functions/prograns will not fail if they require adnmn privileges.
#*

#******************************************************************************

function El evate()

{
# Only elevate if not ran fromthe task schedul er.
Wite-Host ' * Checking elevated access rights... ' -NoNew.ine;
if (-Not $s)
{

# Check to see if we are currently running "as Adm nistrator”

if (!([Security.Principal.WndowsPrincipal][Security.Principal.
W ndowsl dentity]::GetCurrent()).lslnRole([Security.Principal.WndowsBuiltlnRole]"A
dmi nistrator"))

{

$El evat edPr ocess = new obj ect System Di agnostics. ProcessStartlnfo "Power Shel

# Specify the current script path and nanme as a paraneter

$strType = Get BackupTypePar anet er;

$El evat edProcess. Argunents = "-ExecutionPolicy Bypass & '" + $script:
M/l nvocat i on. MyCommand. Path + "' $strType";

# Indicate that the process shoul d be el evated

$El evat edProcess. Verb = "runas";

# Start the new process
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[ Syst em Di agnostics. Process]:: Start ($El evat edProcess);
# Exit this unelevated script with exit code for "Error: Not el evated"
Exit 3;

}

}
Wite-Host ' Done."';

Property Value

Enable If selected will enable UAC elevation for the entire script. This enables functions and programs to run
Elevation outside the context of Macrium Reflect without requesting further elevation.

Directory Synchronization

PowerShell Script Generation Options -

¥

PowerShell

Output

Shutdown

Application Event Logs
Run Once A Day

Run Programs

Vista Elevation

Directory Synchronisation

Synchronise destination directory

When enabled badkup/image file(s) wil be synchronised in the chosen diectory after the
badkup completes.

Enable directory synchronisation

Directorys | D echivel =1

Generated code...

if ($iExitCode -eq 0) # if backup conpleted successfully...
{

$strBackupDir = Get Last BackupPat h;

if (![string]::1sNull O Enpty($strBackupDir))

{

Synchroni seDirectories $strBackupDir 'D:\Archive';

#******************************************************************************
#* Func: Synchroni seDirectories

#*

#* Desc: Copies all Macrium Reflect files to a supplied directory.

#*

#******************************************************************************

function SynchroniseDirectories($strSrcDir, $strDstDir)
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Wite-Host ' * Synchronising directories... ' -NoNewLine;
if (CGet-Command robocopy -ErrorAction SilentlyContinue)
{
# robocopy is available...
# [ copy: DAT - D:Data
# A Attributes
# T: Ti re stanps
# [ purge - deletes destination files and directories that no | onger
# exist in the source
# /lev:0 - Does not copy subdirectories
& obocopy $strSrcDir $strDstDir *.nr* /copy: DAT /lev:0 /purge /r:0 | Qut-Null
}
el se
{

# Fall back to xcopy...
# Delete files fromthe target directory not present in the source directory
$strDstDirChildren = $strDstDir+"\*";
Get-Childltem $strDstDirChildren -include "*.nr*" | Foreach- Qbject {
$strMaybeDel etedSrcFile = $strSrcDir + '"\' + $_. Nane;
if (-not (Test-Path $strMaybeDel et edSrcFile))
{

Renove-ltem $_

}

el se

{
$SrcFileTine = [datetinme] (Get-ItenProperty -Path $strMaybeDel et edSrcFile -

Nanme LastWiteTine).lastwitetime;

$DstFil eTine = [datetime] (Get-IltenProperty -Path $_. Ful | Name -

Name LastWiteTime).lastwitetinme;

$SrcFileTimeString = $SrcFileTinme. ToString("yyyMwdHHMTSS")
$Dst Fi l eTineString = $DstFil eTine. ToString("yyyMddHHmMSBS")
if ($SrcFileTimeString -ne $DstFil eTi meString)

{

Renove-Item $_

}
# /c - Continues copying even if errors occur.
# /d - Date check; only copies if file does not exist or is older.
# /h - Copies hidden and systemfiles.
# /i - If the destination does not exist, and you are copying nore than one
# file, this switch assunmes that the destination is a folder.
# /v - Verifies each new file.
#/y - Overwites existing files wi thout pronpting.
&xcopy $strSrcDir\*. nmr* $strDstDir /c /d /h /i /v /[y | Qut-Null
}
Wite-Host 'Done.';
}
Property Value
Enable directory If enabled will use the MS utility RoboCopy to synchronize the backup target directory
synchronization with the supplied directory.
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Property Value

Directory Enter the folder that you want to synchronize your backup files to

Click 'OK' to generate the PowerShell source file
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Backup Folder Synchronization

@ Note: This article refers to backup sets that are not using Delta Incremental indexes. Please see Delta
Indexes for Incremental Backups

All backups apart from MS Exchange and SQL can use Delta Incremental indexes

When backup sets are consolidated by either creating Synthetic Full images or merging Incremental images,
subsequent Incremental images in the chain are updated to reflect the consolidation. This can be observed by
looking at the file modification time stamps in Windows Explorer.

Example 1: Synthetic Full - Retain 5 Incrementals

In this example, when the 6th Incremental is created the Full image is merged with the first Incremental and existing
Incremental images 2 to 5 are updated to indicated that Incremental 1 is no-longer in the backup chain by modifying
the file index. This process is repeated for each subsequent Incremental that is run.

Example 2: Incremental Merge - Retain 5 Incrementals

S 'YTY

FULL Incremen tal 1 Incremen tal 2 Incremen tal 3 Increment tal4  Incremen tal 5
——llerge——>
= - é - W W W
FULL Incremen tal 2 Incremen 1 Incremental4  Incremen tal 5 Incremental 6
Merged Updated Updated Updated
Merge—3

In this example, when the 6th Incremental is created, the first Incremental is merged with the second and existing
Incremental images 3 - 5 are updated to indicated that Incremental 1 is no-longer in the backup chain by modifying
the file index. This process is repeated for each subsequent Incremental that is run.
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@ When creating duplicate copies of Image files it is essential to synchronize all files in the backup set
rather than just copy the most recently created file.

Using RoboCopy to synchronize folders

Windows ships with a file copy utility called 'Robust File Copy' or RoboCopy. Robocopy can easily synchronize
two folders and ensure that copies are kept up to date.

The following command line will synchronize all Macrium Reflect files in "D:\BackupFolder" with "E:

\BackupSyncFolder"

Robocopy "D:\BackupFol der" "E:\BackupSyncFol der" *.nr* /copy: DAT /lev:0 /purge

Switch Description

*mr* Only copy Macrium Reflect .mrimg and .mrbak files

/copy:DAT Copy Data, Attributes, and Time stamps

/lev:0 Copy only this folder. Do not copy lower level folders

/purge Delete destination files and directories that no longer exist in the source.

Macrium Reflect can generate VBScript and PowerShell scripts to automatically synchronize your backup sets

directly after each run.

VBScript Generating a VBScript source file (see page )

PowerShell  Generating a PowerShell source file (see page )
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Macrium Reflect Default settings

@ The Macrium Reflect default settings allow you to set the default values used when creating a new backup
definition.

1. To edit default settings from the main toolbar click the 'Cog' icon as shown below.

2 Macrium Reflect - Home Edition - v7.0.1983

File View Backup Restore OtherTasks Help

550 &

2. Select the area you want to amend.

Reflect Defaults X

2 2 @ 5 1ts &£

1
Backup Restore Update Scripts Network Email Advanced

3. When you are happy with your selections click OK.

To change existing definition, right click on the definition and select '‘Advanced Properties'.

Default Backup settings

Compression is used to reduce the file size of the completed backup.

@ These options set the defaults for a new backup.
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2 2 @ 5 Wt &

z
T

Backup Restore Update Scripts twork Email Advanced

Password
Aute Verify Image
Verify File System
VBS Event Logs

Compression
File Size I hl Default compression level settings
=

PowerShell Event Logs

Priority Compression reduces the fle size but may ncrease the total backup time.
Log file purge Medium (Recommended) ~ Compression level

Retention Rules

Clening

(@ Inteligent sector copy  (Recommended)
Copies only disk sectors used by the fie system
Windows pagefle and suspend to disk (hibernation) files are not copied. This reduces the
image size and backup time.

Reparse Points
Backup Set Matching
Shutdown

(O Make an exact copy of the partition(s).

Partitions include unused sectors therefore forensic examination of the partition(s) remain
unchanged. Deleted files may be recovered for example.

® Three levels of compression can be chosen, the higher the compression level the smaller the backup file will
be:

Medium (Recommended) -
Mone

Hich i

Reducing the file size may increase the total backup time.

Compression allows you to chose an Intelligent sector copy or a Forensic copy of the partitions.

Option Description

Intelligent Only backup the sectors that are being used by data on the disk. Pagefile ( pagefile.sys ) and
Sector Copy hibernation ( hiberfil.sys) will also be excluded.

This reduces the time it takes for the backup to complete.

Forensic Copy Backup every sector.

File size options are used to select between automatic or fixed file size for an image.
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@ These options set the defaults for a new backup.

Reflect Defaults

2 ¢ @

Backup Restore Update

Compression

Password
Auto Verify Image
Verify File System

VBS Event Logs
PowerShell Event Logs
Priority

Log file purge
Retention Rules
Cloning

Reparse Points

=|
Y I g@ ’
Scripts Network Email Advanced

.
S Defaul file size settings
g

(® Automatic (NTFS, FAT32, DVD, CD)  Recommended)
The image file size will be determined by the file system written to.

e.0. FAT32 files are limited to 4GB therefore images will be spitt into 4GB o less fles.

Orenter a fixed file size for the mage.

Backup Set Matching
Shutdown 500.00 MB

This is useful for manually copying the image fie(s) to CO/DVE.

Note: Incremental retention rules will not be run if backup files are spiit
This can be caused by setting a fixed fle size or if the destination fle system is FAT32

" Incremental Retention Rules will not be run if backup files are split. This can be caused by setting a fixed
size or if the destination file system is FAT32.

Option Description
Automatic Let the system decide on how large the images are going to be created dependent on file
(Recommended) system (NTFS, FAT32, DVD, CD)

(D e.g FAT32 files are limited to 4GB therefore images are going to be split into
4GB or less files.

Fixed file size Create Images that will be split into many fixed size files. This is useful when copying

Image files to CD/DVDs.

Password option is used to enable password protection.

(D These options set the defaults for a new backup.
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Reflect Defaults X

B 2 & 5 % & F

1
Backup Restore Update Scripts Network Email Advanced

<

Compression

% h Default image and backup fie password settings
Auto Verify Image “

Verify File System

VBS Event Logs
PowerShell Event Logs
Priority [JEnable password protection

Log file purge
Retention Rules Enter Password
Cloning
Reparse Points Re-Enter Password
Backup Set Matching

Shutdown Mote: Enter password text §PROMPTS to spadfy a passward at backup time.

AES Enaryption Nore

Encrypt stored passwords

® With the Password option turned on all the images created will require a password before they can be
browsed or restored.

Enter password text SPROMPTS$ to specify a password at backup time.

® AES Encryption levels can be chosen when adding a password:

Mone e

Standard 128 Bit (8+ Character Password)
Medium 192 Bit (16+ Character Password)
High 256 Bit {32+ Character Password)

(D AES 256 bit encryption is the highest level of encryption available.

Option Description
Enable password protection Enables protection of your image files.
Encrypt stored passwords Passwords saved in your backup definition will be encrypted.

Auto Verify Image allows automatic verification of images after they are created.

@ These options set the defaults for a new backup.
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Reflect Defaults X
2 2 @‘ | & 9 ’
E 0 | = =
Backup  Restore  Update  Scripls  Nebwork Email  Advanced

Comprezsion

File size > Default verify image or backup fle creation settings
Password <

Auto Verify Image| -

Verify File System

VBS Event Logs

PowerShell Event Logs

Select to automatically verify the integrity of your image or backup file directly after itis
Priority I lly verify th f backup file directly afte
created. If files are spit then each file is independantly verified.

Log file purge

Retention Rules MNote: This may add  significant amount of time to the backup process.

Cloning

Reparse Points [ Verify image or backup fie directly after creation

Backup Set Matching

Shutdown

Help Cancel

This can add a significant amount of time to the backup process.

Option Description

Verify image Images will be verified automatically when the backup completes.

@ For more information on image verification please see Understanding Image Verification Failures

Verify File System is used to check the integrity of the file system before a backup.

(D These options set the defaults for a new backup.
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Reflect Defaults

2 2 @

Backx;p Restore Update

Compression
File Size

Password

Auto Verify Image
VES Event Logs
PowerShell Event Logs
Priority

Log file purge
Retention Rules
Cloning

Reparse Points
Backup Set Matching
Shutdown

]

b e F

=|
Y I
s
Scripts Network Email Advanced

% Verify fle systems before backup
E&

Reflect will automatically verify the integrity of the file system being backed up.

For FAT32 and NTFS this means checking that allfles and foiders have their data entries
correctly mapped to the fle allocation table (FAT) or MFT Bitmap (NTFS).

Under drcumstances of high disk activity during the backup initiaisation it is possible that the
verification process can falsely indicate a problem with the fie system and abort the backup.

You can disable file system verification here.

(O Verify fie system before backup

(@) Backup without verifying the file system

® Reflect will automatically verify the integrity of the file system being backed up.

For FAT32 and NTFS this means checking that all files and folders have their data entries correctly mapped

to the file allocation table (FAT) or MFT Bitmap (NTFS).

Option

Verify file system before

backup

Backup without verifying

the file system

Priority is used to change the CPU priority for images and backups.

Description

Backup without verifying, thus making your backup a little quicker.

Reflect Defaults

2 2 @

Backx;-p Restore Update

Compression
File Size

Password

Auto Verify Image
Verify File System

VBS Event Logs
PowerShell Event Logs
Log file purge
Retention Rules
Cloning

Reparse Points
Backup Set Matching
Shutdown

y o Ca H

Scripts Network Email Advanced

Sap  Priority settings for creating images and backups
E‘é

x

The highest setting will reate the quickest backups but wil sow down ether applications that
are rumning.

The lowest setting wil allow other applications to run faster but wil create the dlowest backup
even if no other applications are running.

Priority

Lowest Highest

v154

Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved.

Verify the file system on your disk prior to the backup; this will increase the time
taken to complete your backup.
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Option Description

Highest  Your backup will take less time to complete and may slow down other applications.

Lowest  Your backup may take longer to complete but it will have less effect on other running applications.

Log file purge option enables you to manage the retention of your backup logs.

Reflect Defaults X

2 2 @ t%'g@/‘

Backup Restore Update Scripts Network Email Advanced

Compression

File Size e Purge log fie settings
Password Elﬁ

Auto Verify Image

Verify File System

VBS Event Logs
PowerShell Event Logs

Priority Remove log fies older than | 52 2 Weeks v

S [ Move to the recyde bin

ELZ';‘,:E Points [Jperformatstartup | Remove Now

Backup Set Matching

Shutdown Enable the 'Perform at startup’ option to remove log files when Macrium Reflect starts.

Alternatively you may use the 'Remove Now' button to action this manually.
Help Cancel

Option Description
Remove log files Choose number of days of weeks
Move to Recycle Bin Deleted logs will be moved to the Recycle Bin.
Perform at startup Logs will be deleted when Reflect starts up.

@ You can press the Remove Now button to remove the logs manually at any time.

Retention Rules are used to define how long you want to keep different backup types (Incremental, Differential and
Full).

(D These options set the defaults for a new backup.
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Reflect Defaults X

B 2 @ 5 s K

1
Backup Restore Update Scripts Network Email Advanced

Compression

!
File Size H Defaul retention rules settings
Password @
Auto Verify Image
Verify File System
VBS Event Logs
PowerShell Event Logs Retention Rules Apply To
Priority Similar backup sets in the target folder ~
Log file purge
Cloning Hrd keep |12 =] [Backups v
Reparse Paints
Backup Set Matching [ bifferential Keep 4 = |Badups v

Shutdown
A ncremental keep  [10 =] |Backups -

Create a Synthetic Full if possible []
[Jrurge before a backup

Purge oldest backup set(s) if less than GE on the target volume

Reset backup templates to shipped defaults

Reset

The new Macrium Reflect retention rules provide a powerful and flexible way to manage the lifetime and storage
space used by your backups.

Choose how backups are matched and retention rules are applied to the target folder

Retention rules are applied to the target folder of the backup by selecting one of two options:

3. Define Retention Rules
Apply retention rules to matching badkup sets in the target folder W

Apply retention rules to all backup sets in the target folder

1. Apply retention rules to matching backup sets in the target folder.

Disk Images are purged if they contain exactly the same Partitions as the current Image. Partitions are
identified using the unique Disk ID stored in sector 0 of the disk and the Partition sector offset.

(D Note: For GPT disks the unique GPT disk GUID is used instead of the Disk ID

For File and Folder backups retention rules are applied according to the 'Backup Set Matching' option
select in the 'Advanced Properties' for this backup.

2. Apply retention rules to all backup sets in the target folder. All backup sets in the target folder of the
same type (Disk Image or File and Folder) are purged according the retention rules.

(D Note: This option uses the same logic as Macrium Reflect v5

Select the age or number of backup types that you wish to keep
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Full Keep 12 2| Backups v
Differential Keep 4 2| Backups v
Incremental Keep 10 = |Backups v

Create a Synthetic Full if possible []

[1Run the purge before badkup.

Delete the oldest backup set(s) ifless than | 5 2| GB on the target volume {minimum 1GE)
Option Description
Full When deleting Full backups all linked incremental and Differential backups in the same backup

chain (set) are also deleted This operation will delete the entire backup set.

Differential = When deleting Differential backups all linked incremental backups in the same backup chain (set)
are also deleted.

Incremental When deleting Incremental backups the integrity of the backup set is maintained by ensuring that
the chain is never broken. This is achieved by merging older Incremental backups when required.

In the example below, before retention, there is 1 Full backup, 1 Differential backup and 6
Incremental backups. The retention rules are set to retain 4 incremental backups. After retention,
the most recent 4 incremental backups are retained. Deleting the oldest 2 incrementals would
cause the backup chain to be invalid as the oldest retained incremental requires the previous 2
incremental backups to complete the chain. To ensure backup integrity the 2 older incremental
backups are consolidated with it to create a new incremental backup.

F = Full
D = Differential
I =Incremental
M T W T F M T W T F M T W
F D | | | | F | |
- -> |
Create a When purging Incremental backups, if the backup set only contains a Full backup followed by
Synthetic Incremental backups, then this option causes the Full backup to be 'rolled forward' to create a
Full if Synthetic Full backup. This is also known as Incremental Forever.

possible

Select this option to run the retention rules before the current backup.
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Description

Note: in Macrium Reflect v5 the current backup set wasn't included in the purge
calculation when purging before the current backup. In v6 the current backup set IS
included. This means that if you set the retention count to 1 Full backup then all of your
backups will be deleted and a new Full backup created.

Automatically remove the oldest backup set(s) in the target folder if the free space on the drive
drops below the GB threshold.

@ Note: The free space threshold is actioned dynamically. If the free space available drops
below the threshold then the running backup is temporarily paused while older backup
sets are purged.

@ These options set the defaults for a new clone.

Reflect Defaults

@ 5 o F

Update Scripts Network Email Advanced

Password

Auto Verify Image
Verify File System
VBS Event Logs
PowerShell Event Logs
Priority

Log file purge
Retention Rules
Reparse Points
Backup Set Matching
Shutdown

&
Backup Restore
Compression
File Size

E‘ Default clone drive settings

Set default options for disk dening. Please note that Inteligent Sector Copy wil ahways be
used f the target partition is smaller than the source partition

(@ Perform an Inteligent Sector Copy. This will only copy the sectors that are in use on the
source fle system.

[ verify File System. Verify the source file system prior to the cloning operation
[ZIRapid delta done. Only copy the differences between the source and target.

[] Enable SSD TRIM., This increases lifetime and the performance by flagging unused
locks; avoiding slow erase operations and the read-modifywrite cycle for these
locks.

(O Perform a Forensic Sector Copy. This option will copy all sectors from the source disk,
whether they are in use or not. This operation wil take longer than an Inteligent Sector
Copy.

Option

v154

Description

Only backup the sectors that are being used by data on the disk. Pagefile ( pagefile.sys ) and
hibernation ( hiberfil.sys) will also be excluded.

This reduces the time it takes for the clone to complete.
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Option Description
Perform ) o
Option  Description
an
Intelligent
Sector Verify  Reflect will verify the integrity of your file system; Verification check that all files and
Copy File folders data entries are correctly mapped to the file allocation table (FAT) or MFT

System Bitmap (NTFS)

Rapid  As with Rapid Delta Restore (RDR) the concept of RDR has been something that has

Delta been thought about for quite some time here at Macrium Software. We wanted to build

Clone  aclone solution that would effectively and rapidly copy only the differences between the
source and target file systems. The advantage of this is obvious, RDC offers similar a
performance increase as an Incremental disk image offers over a Full image and
enables regular clones to be a viable and fast DR solution.

How does it work?

The NTFS file system resident on the clone source is compared with file system on the
target disk. The two file systems are first verified that they originated from the same
format command and then the target NTFS file system structures are analyzed for
differences. All the NTFS file system structures are copied to the target disk and any
that do not exist or have been modified on the target disk cause the data records for
each NTFS file or object to be copied as well. The result is an 'Incremental’ clone
applying only file system changes detected between the source and the target.

@ Note: RDC works with NTFS file systems only. All other file systems will
perform a full clone

@ Note: RDC is not available when shrinking partitions during a clone.

Enable This features provides automated SSD optimization resulting enhanced SSD

SSD performance and longevity. Writing to an unused block is much quicker than an in-use

TRIM block as it avoids both the slow erase operation and the read-modify-write cycle. This
results an increase of both the lifetime and the performance of the device. It is effective
for all windows operating systems, even those that support SSD trim natively as the file
system driver can only TRIM blocks on de-allocation; it cannot TRIM blocks written by
another process. It is also effective for USB attached SSDs.

Backup every sector.
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Option Description

Perform a This can add a significant amount of time to the backup process.
Forensic

Sector

Copy

Reparse Points options are used to include or exclude Reparse Points from a backup.

@ These options set the defaults for a new backup.

Reflect Defaults X
2 ¢ @‘ = 9 /’
T4 o ? -l-g ]
Backup  Restore  Update Seiipts Network Email  Advanced
Comprezsion =
File Size = Fie and Folder defautt options for folder reparse points
Password 7

Aute Verify Image
Verify File System
VBS Event Logs

PowerShell Event Logs
Priority

Log file purge
Retention Rules
Cloning

Backup Set Matching
Shutdown

Reparse points are a feature of the NTFS file system that provides the ability to areate a link.
to a directory which then functions as an alias of that directory.

The options below define whether reparse points are followed or whether reparse point
defintions are backed up.

System Reparse Points
(@) Do not follow - Backup reparse definitions (Recommended)
(O Follow - Backup sub-folders and files

User Reparse Ponts
{2 De not follow - Backup reparse definitions
@ Follow - Backup sub-folders and fles (Recommended)

Cancel

® Reparse points are a feature of the NTFS file system that provides the ability to create a link to a directories

which then fictions as an alias of that directory.

®

e.g. Reparse point is the folder "Documents and Settings" which when followed points (or expands) to a
number of other folders. If followed then all folders the reparse point "contents" will be included in the
backup.

The options below define whether reparse points are followed or whether reparse point definitions are backed up:

Option Description

System Reparse Points

Do not follow Only backup the Reparse Definitions (Recommended)

Follow Backup all the Reparse Points
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User Reparse Points

Backup Set Matching options sets rules for retention that is going to be applied to your backup sets.

Macrium Reflect v7 User Guide

Description

Do not follow Backup the Reparse Definitions

Follow Backup all the Reparse Points (Recommended)

Reflect Defaults

Backup Restore Update

2 2 @&

Compression

File Size
Password

Auto Verify Image
Verify File System
VBS Event Logs
PowerShell Event Logs
Priority

Log file purge
Retention Rules
Cloning

Reparse Points

Shutdown

v 20 L3 F

Scripts Network Email Advanced

& Select how the File and Folder target backup set s chosen.

1

X

The optians below define the logic used for appending to an existing backup set and how
retention rules are applied when selecting “Agply retantion ruies to matching badkup sets in
the target falder"in the backup wizard.

(@) Similar - Match on backups with at least one matching folder
Select this option to match if a backup set s found with at least one folder

that is selected in the current badwp. This opton allows you to add and
remove folders to your backup definfion and stil maintain = single backup set.

() Strict - Match an backups with the same folders and filters {As Macrium reflect v5)
Select this option to match only existing backups that have exactly the same
Folder and Indude/Exciude Filters. This is similar to the way Macrium Reflect
w5 worked. Retention rules will only be applied to exact matched backup
sets,

(O All -Match on any backup

Select this option to match on any existing File and Folder backup set in the
target folder. When selected, the most recent backup set wil be appended to
regardless of the folders in the set. Retention rules will be appied to all File
and Folder backups.

Help Cancel

® The options below define the logic used for appending to an existing backup set and how retention rules are

applied when selecting 'Apply retention rules to matching backup sets in the target folder' in the backup

wizard.

Option

Similar - Match on backups with at least one

matching folder

Strict - Match on backups with the same

folders and filters

Description

sets.

(As Macrium Reflect v5)

All - Matching on any backup

Shutdown sets whether the computer should be shutdown after a backup task has completed.

(D These options set the defaults for a new backup.

v154
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Add and remove folders in your backup definition and still
maintain a single backup set.

Retention rules will only be applied to exact matched backup

Retention rules will be applied to all File and Folder backups.
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Reflect Defaults X
A 2 & 0 Ca H
B 2 @& %y 50 te
Backup Restore Update Scripts etwork Email Advanced
Compression
E":j”‘z:’?' E"Eﬁ Default shutdown settings
uto Verify Image

Verify File System

VBS Event Logs

PowerShell Event Logs

Priority Set whether the computer should be shutdown after a badap task has completed

Iliztga:‘t:i\ e [JEnable Power Saving

Cloning Shutdown the computer when a badkup task has completed

o g oy o g, e e

Shutdoun]

Hibernate the computer when a backup task has completed
Suspend the computer when a backup task has completed
Help cancel
Option Description
Shutdown This will Shutdown your computer after the backup is complete.
! . .
A sub-option can be enabled to Force the shutdown process - All programs will be
forced to close without being queried.

Hibernate This will Hibernate your computer after the backup is complete
Suspend  This will put your computer to Sleep after the backup is complete.

Default Restore settings

Rapid Delta Restore will only restore the changed data blocks and not the whole backup file.

@ These options set the defaults for a new backup.

v154
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Reflect Defaults X
4 e ] ke iz}
Backup Restore Update Scripts Network Email Advanced
Rapid Delta Restore|
55D Trim s ' Use Rapid Deka Restore
Verify Image f’
Master Boot Record
Rapid Delta Restoring will only copy changed data blocks and wil complete the restore
process much faster.
Please note that orly NTFS file systems that are not shrunk can be restored in this way
Enable Rapid Delta Restore
s B
]
H

Enabling Rapid Delta Restore decreases the time it will take to restore a backup. Only NTFS file systems
that are not shrunk can be restored this way.

@ To find out more about RDR please click here.
SSD Trim option enables SSD TRIM on restore.

@ These options set the defaults for a restore.

Reflect Defaults

2 2 @ 5 5t F

e —
Backup Restore  Update Scripts Network Email  Advanced
Rapid Delta Restore
‘ ' Use SSD Trim
Verify Image fed

Master Boot Record

When a partition is restored, Reflect can flag all unused blocks using the TRIM operation.

Writing to an unused block is much quicker than an in-use block as it avoids both the slow
erase operation and the read-modify-write cycle. This results an increase of both the
ifetime and the performance of the device.

Itis effective for all windows operating systems, even those that support SSD trim as the

fle system driver can only TRIM blocks on de-allocation; it cannot TRIM biocks written by
another process. Itis also effective for USB attached SSDs.

Enable TRIM on restore

Help Cancel
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® When a partition is restored, Reflect can flag all unused blocks using the TRIM operation.
Writing to an unused block is much quicker than an in-use block as it avoids both the slow erase operation
and the read-modify-write cycle. This results an increase of both the lifetime and the performance of the

device.

It is effective for all Windows operating systems, even those that support SSD trim as the file system driver

can only TRIM blocks on de-allocation; it cannot TRIM blocks written by another process. It is also effective
for USB attached SSDs.

Verify Image option verifies images before restoring.

(D These options set the defaults for a restore.

Reflect Defaults X
2 2 @ y S £ &
{4 « F | -LE:I @
Backup Restore Update Scripts Network Email Advanced
Rapid Delta Restore
55D Trim, # ' Verify images before restoring
+
Master Boot Record
Select 'Yes' to verify images before restoring.
The verification process will ask you to insert /locate any missing media when required.
(®) No Thank You
O Yes Please
Help Cancel
Option Description

No Thank You

Yes Please

Reflect will not verify your images before the Restore process.

Reflect will verify your images before the Restore process.

The verification process will ask you to insert / locate any missing media when required.

Master Boot Record options select whether to recover and replace the Master boot record from the backup.

(D These options set the defaults for a restore.

v154
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Reflect Defaults

2 2 @ o 3

1
Backup Restore Update Scripts Network Email Advanced

Rapid Delta Restore

55D Trim # ' Restore Master Boot Record settings
Verify Image [od

Master Boot Record|

The Master Boot Record is a small program that executes when the computer starts up, If
this program has become corrupt, perhaps du to a virus, then you may have problems
starting the computer operating system.

Each backup contains a copy of the Master Boot Record this can be recovered by selecting
the second option below.

Do notreplace
(@) Replace with the Master Boot Record from the backup (Recomended)

el e

® Master Boot Record is a small program that executes when the computer starts up. If this program has

become corrupt, perhaps due to a virus, then you may have problems starting the computers operating
system.

Each backup contains a copy of the Master Boot Record that can be recovered by selecting the second option
below:

Option Description

Do not replace  Original MBR will be kept without replacing it with the MBR contained in the backup image.

Replace MBR is replaced with the MBR from the the backup image.

Update Settings

Update options establish rules for updating Reflect.
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Reflect Defaults X
2 € Sy 5o Ca o
E:_v S T= D
Backup Restore Update Scripts Network Email Advanced
Update Properties
1 Live update settings
A
(@) Enable automatic check for updates
Checkoncea |day v
() Disable automatic update check
Use the menu option to manually check for updates.
Automatically restart Macrium Reflect after patching.
Help Cancel
Option Description

Enable automatic check for = Chose when Reflect checks for updates.

updates
(®) Enable automatic chedk for updates
Chedk once a

da

month
Disable automatic update Reflect will not check for updates automatically; updates will need to be manually
check checked for by using the update button.
Automatically restart Reflect will automatically restart once the update has been downloaded and
Reflect after patching installed.

Scripts

VBScript Logging options enable file logging in the same directory as your script file.

(D These options set the defaults for a script.
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Reflect Defaults

L

Shutdown

Run Once A Day

Run Programs

Elevation

Duplicate

PowerShell Logging
PowerShell Shutdewn
PowerShell Run Once A Day
PowerShell Run Pragrams
PowerShell Elevation
PowerShell Duplicate

L 2 @

Bsckup  Restore  Update

® 5y &

Schedule Scripts Network

Defaut log file settings

te B &

Email Events Advanced

Enable File Logging

If enabled, a log file will be created in the same directory as your script file. This log file il
contain the same output as the Backup Wizard when your image or backup is running.

The log file name will be unique and based on the date and time of your image or backup.

backup is running.

The log file name will be left unique and based on the date and time of your image or backup.

VBScript Shutdown option sets whether the PC should shutdown or log off at the end of the script.

@ These options set the defaults for a script.

Reflect Defaults

E 2 &

Backup  Restore  Update

Logging

Run Once A Day

Run Programs

Elevation

Duplicate

PowerShell Logging
PowerShell Shutdown
PowerShell Run Once A Day
PowerShell Run Programs
PowerShell Elevation
PowerShell Duplicate

O Iy H

Schedule Scripts Network

te B &

Email Events Advanced

Default Shutdown or Log Off seript settings

If enabled, your PC wil shut down or log off at the end of the script. This could be used to
areate an image or backup as the last job of the day.

[[JEnable Shut Down
Shut Donn
Log OFF

(D This could be used when creating a backup as the last job of the day.

Generated code...

v154
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If enabled, the log file created will contain the same output as the Backup Wizard when your image or
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| ssue shut down conmand
obj Shel | . Run "shutdown -s"

Option Description
Shut Down Enable Shut Down

(®) Shut Down
(i Log OFf

Your PC will shutdown after the script has been ran.

Log Off Enable Shut Down
() Shut Down
(@) Log Off

Your PC will Log Off after the script has been ran.

VBScript Run Once A Day option executes a script the first time you logon, logoff or shutdown.

(D These options set the defaults for a script.

Reflect Defaults X

s 2 @0 e b F

T
Backup Restore Update Schedule Scripts Networl Email Events Advanced

Logging
Shutdown Default Once A Day settings
Run Programs
Elevation

Duplicate
PowerShell Logging
PowerShell Shutdown It can be useful to execute a script the first time you logon, logoff or shut down. Using this
Pamershell Run Once ADay component you can be sure that an event triggered task only runs this script once a day.
PowerShell Run Programs [JRun Once 2 Day

PowerShell Elevation
PowerShell Duplicate

Generated code...

The follow ng function call ensures that this script only runs once a day
| f HasRunToday Then
WScri pt. Quit
End If
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L R R S R R S ok kb S R R R S R R R S Rk kR R o ok R R kS R R

"* Function: HasRunToday

*
"* Purpose: determines if this script has run today
Tk
'k
"* I nput: None
"* Qutput: true if has run today fal se otherw se
*
*

Functi on HasRunToday
Di m RegScri pt Key
Di m Last RunDat e
Di m obj Shel |
Set obj Shell = Wcript. CreateObject("Wscript. Shell")
RegScri pt Key = "HKCW SOFTWARE\ Macri um Refl ect\ Scripts\" & Wscri pt.
Scri pt Ful | Name & "\ Last Run”
" Check if script has run today
ON ERROR RESUME NEXT
Last RunDat e = obj Shel | . RegRead( RegScr i pt Key)
I f LastRunDate = cstr(Date) Then
HasRunToday = true
El se
obj Shel | . RegWite RegScri ptKey, Date,"REG Sz"
HasRunToday = fal se
End |f
Set obj Shell = nothing
End Function

Option Description

Run once a day [] Run Once a Day.

The script will run only once a day.

@ This is useful if you want a backup to happen at first login or shutdown.

VBScript Run Programs selects programs or scripts to run at the start or end of the script.

@ These options set the defaults for a script.
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Reflect Defaults

| o @’\
A
Bsckup  Restore  Update
Logging
Shutdown
Run Once A Day

Elevation

Duplicate

PowerShell Logging
PowerShell Shutdown
PowerShell Run Once A Day
PowerShell Run Programs
PowerShell Elevation
PowerShell Duplicate

&£

Schedule Scripts Network Email Events Advanced

Default run programs and scripts settings

[JRun 2 program or saript at the start.

File name:
Parameters:

[JRun a program or script at the end.
File name:

Parameters:

Cancel

Generated code...

Run program b

obj Shel I . Run """ C:\ User s\ Publ i c\ Admi n\ Bef ore backup. bat""",

' Do the backup
Exi t Code =

Option

File name

Parameters

File name

Parameters

ef ore backup

Backup (""" C:\Program Files\Macrium Refl ect\reflect.exe""

<BACKUP_TYPE> "" C:\ User s\ Dev\ Docurnent s\ Ref | ect\ exanpl e. xm """)

Run program after
obj Shel I . Run """ C:\users\public\Adm n\ After

backup

Description

backup. exe

Include optional command line parameters for the program.

Include optional command line parameters for the program.

1,

1,

VBScript Elevation is used for Vista and later, to run all programs with elevated privileges.

(D These options set the defaults for a script.

v154
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Write the path and executable file name that you wish to run at the start of the script.

Write the path and executable file name that you wish to run at the end of the script.
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Reflect Defaults X
2 2 & 0O D te B F
Q-.' @ } ? -L-I;':l @ 0

Backup Restore Update Schedule Scripts Network Email Events Advanced
Logging

Shutdown

Run Once A Day

Run Programs

Duplicate

PowerShell Logging
PowerShell Shutdown
PowerShell Run Once A Day
PowerShell Run Programs Note: The return code from these seripts wil always be zera. If you are running these seripts
PowerShell Elevation from the scheduler then this option is not necessary. The scheduler will elevate the script at
PowerShell Duplicate start-up

Default VB Script elevation settings

Wihen enabled scripts will prompt for elevation and run all called programs with elevated
privileges.

[ Enable elevation. (VistaWindows 7 Only)

Generated code...

Sub VBMai n()
Di m obj Shel |
Di m Exi t Code

El evate this script for Admin privileges in Vista
El evat e

L SR R I S S S b I S S I S I S I R O S I I S I I S R S I S R I R S I S I

'* Sub: El evat e

"* Purpose: Elevates this script for Vista UAC

b This neans that only one UAC El evati on pronpt is displayed and

' functions/programs will not fail if they require adnin privileges
vk

"* I nput: None

"* Qutput: None

L I O S

Sub El evate
Di m Shel | App
Di m obj Shel |
Di m obj WshPr ocessEnv
' Don't elevate if run from Wndows Task Schedul er
I f WScript. Argunents. Count > 0 Then

I f Wscript. Argunents.ltem(0) = "-s" then
Exit Sub
End | f
End |f
Set obj Shell = W5cri pt. CreateObject("Wscript. Shell™")

Set obj WshProcessEnv = obj Shel | . Envi r onnment (" PROCESS")
| f obj WshProcessEnv("ELEVATED APP") <> "True" Then
obj WehPr ocessEnv( " ELEVATED_APP") = "True"
Set Shel | App = CreateObj ect ("Shel |l . Application")
Cal | Shel | App. Shel | Execute("""" & Wscript. Full Name & """", """" &
Wscript. ScriptFull Nane & """" & " " & Get BackupTypeParaneter, , "runas")
set Shell App = nothing
Set obj WshProcessEnv = not hi ng
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wscript.quit

End If
Set obj WshProcessEnv = not hi ng
Set obj Shell = nothing

End Sub

The return code from these scripts will always be zero. If you are running these scripts from the scheduler
then this option is not necessary. The scheduler will elevate the script at startup.

Option Description
Enable Enables UAC elevation for the entire script.
Elevation

(D This enables functions and programs to run outside the context of Macrium Reflect
without requesting further elevation.

VBScript Duplicate option creates a copy of the backup to a chosen directory when the backup completes

@ These options set the defaults for a script.

Reflect Defaults X
2 2 & 0O e B &
2 ¢ &2 ¥ I ¢ o

Backup Restore Update Schedule Scripts Network Email Events Advanced
Logging
Shutdown Defautt fie duplication settings

Run Once A Day
Run Programs
Elevation

PowerShell Logging
PowerShell Shutdown when enabled backup/image filefs) wil be synchronised in the chosen directory after the
PowerShell Run Once A Day Backp campletes.

PowerShell Run Programs
PowerShell Elevation [enable drrectory synchronization

PowerShell Duplicate
Directory:

], Preese note that synchronizaton wil delete fies in the target drectory that do
= notexistin the backup directory.

o =

Generated code...
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Synchroni seDirectories ExitCode, "C: \C++"

L S R I S Sk O b I S S I S R R O S S S I I I I R S R I O

"* Function: RobocopyExists

Tk

'"* Purpose: determ nes whether the program Robocopy can be called fromthe
b comand | i ne.

vk

"* I nput: None

"* Qutput: bool ean - true if Robocopy exists

L S R I Sk S S b I S S S I S S R S I S I I S R S I S I I R I R S I S S R S S I Sk S I I S I

Function RobocopyExi sts()
On Error Resunme Next
Di m obj Shel |
Di m obj Exec
Set obj Shell = Wscript. CreateCbject("Wscript.Shell")
Set obj Exec = obj Shel | . Exec ("robocopy. exe", 0)
If Err.Number = 0 Then
RobocopyExi sts = True
El se
RobocopyExi sts = Fal se
End I f
End Function

L SR R I S S S b S S S S I O S I S I I R I S I R I S I R R S I Sk I S S

"* Function: SynchroniseDirectories

vk

Purpose: Copies all files created by the previous backup / inage
to a supplied directory. Uses Macrium environnment variables to
determne which files to copy.

I nput : Exi t Code - The exit code of the |ast backup
strBackupDirectory - Directory to copy to

*
*
*
*
*
*
*
*

R S S b O S O S O O O

Function Synchroni sebDirectories(Byval ExitCode, Byval strSyncDirectory)
i m obj Shel |

obj WshPr ocessEnv

strEnvPrefix

strBackupDirectory

str CdLi ne

i Ret ur nCode

—_
(7]

obj SyncFi | es
obj BackupDi rectory
obj SyncDirectory
obj BackupFi |l e
obj SyncFil e
st r Ext ensi on
dat eBackupFi |l e
Di m dat eSyncFi |l e
Only copy files if backup was successful
if ExitCode <> 0 Then
Exit Function
End |f
Set obj Shel | WScri pt. Creat eCbj ect ("W5cri pt. Shell ")
Set obj WshProcessEnv = obj Shel | . Envi ronment (" VOLATI LE")
' Get the prefix for the | ast backup set
strEnvPrefix = obj WshProcessEnv(" MACRI UM _PREFI X")
Get the directory where we just created a backup
strBackupDirectory = obj WhProcessEnv(strEnvPrefix + "_DI RECTORY")

vvavivivivivavavavRvRvvav)
3333333333333
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If right(strBackupDirectory, 1) = "\" Then strBackupDirectory = |left
(strBackupDirectory, |en(strBackupDirectory)-1)

If right(strSyncDirectory, 1) = "\" Then strSyncDirectory = |eft
(strSynchDirectory, len(strSyncDirectory)-1)

| f RobocopyExists Then

strCndLi ne = "robocopy ""<SOURCE>"" ""<DESTI NATI ON>"" *.nr* /copy: DAT

/1ev:0 /purge /r:QO"

El se

Robocopy does not exist - using xcopy

Set fs = CreateQhject("Scripting.Filesystenbject")
Set obj BackupDirectory = fs. Get Fol der (strBackupDirectory)
Set obj SyncDirectory = fs. GetFol der (strSyncDirectory)
For Each obj SyncFile in obj SyncDirectory. Files

strExtension = fs. Get Ext ensi onNane(obj SyncFi | e)

dat eSyncFil e = obj SyncFi | e. Dat eLast Modi fi ed

If Left(strExtension,2) = "nr" Then

Check if file has been del eted
I f Not(fs.FileExists(strBackupDirectory+"\"+obj SyncFile.nane)) The

fs.Del eteFil e(obj SyncFil e)
El se

Check if file has been nodified

Set obj BackupFile = fs. GetFil e(strBackupDirectory+"\"
+obj SyncFi | e. nane)
dat eBackupFi | e = obj BackupFi | e. Dat eLast Modi fi ed
If DateDiff("ni', dateBackupFile, dateSyncFile) <> 0 Then
fs.Del eteFil e(obj SyncFil e)

End If
End If
End |If
Next
strCrdLine = "xcopy ""<SOURCE>\*.nr*"" ""<DESTINATION>"" /c /d /h /i [v
ly"

End | f
st r CndLi ne Repl ace(str CndLi ne, "<SOURCE>", strBackupDirectory)

strCndLi ne = Repl ace(strCndLi ne, " <DESTI NATI ON>", strSyncDirectory)
i Ret urnCode = obj Shel | . Run(str CndLi ne, 0, true)
if i ReturnCode <> 0 then
Handl e synchroni sati on error
el se
Everyt hing K
end if
Cl ean up
Set obj Shel |
Set obj WshPr ocessEnv
End Function

not hi ng
not hi ng

Option Description

Enable file copy If enabled the backup will create a copy of the files from the backup to the supplied
destination.

Directory Here you will need to enter the folder that you want to copy/archive your backup files to.
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Please note that the synchronization will delete files in the target directory that do not exist in the backup
directory.

Powershell Logging options enable file logging in the same directory as your script file.

(D These options set the defaults for a script.

Reflect Defaults x
z € @ ® I Q F /‘
{4 A ‘l‘ R — @ 0
Backup Restore Update Schedule Scripts Network Email Events Advanced
Logging
Shutdown Default log fie settings
Run Once A Day 9

Run Programs
Elevation
Duplicate

PowerShell Logging|

If enabled, a log file will be created in the same directory as your script file. This log file il
PowerShell Shutdown

Wizard w
PowerShell Run Once A Day contain the same output as the Backup Wizard when your image or backup is running.

PowerShell Run Programs The log file name will be Unique and based on the date and time of your image or backup.
PowerShell Elevation
PowerShell Duplicate [#]Enable File Logging

® |f enabled, the log file created will contain the same output as the Backup Wizard when your image or
backup is running.
The log file name will be left unique and based on the date and time of your image or backup.

Powershell Shutdown option sets whether the PC should shutdown or log off at the end of the script.

@ These options set the defaults for a script.
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Reflect Defaults x

2 2 @O0 B

Backup Restore Update Schedule Scripts Network Email Events Advanced

&
il
%

Logging
Shutdown Default Shutdown or Log Off script settings
Run Once A Day >

Run Programs

Elevation

Duplicate
PowerShell Logging
If enabled, your PC wil shut down or log off at the end of the script. This could be used to
PewerShall Rum Gmce A Day create an image or backup as the last job of the day.

PowerShell Run Programs [JEnable Shut Down

PowerShell Elevation
PowerShell Duplicate

Shut Donn
Log OFF

Generated code...

Wite-Host ' * Initiating shutdown... ' -NoNewlLine;
(Get-WM Obj ect Wn32_OperatingSystem - Conput er Nane '." -Enabl eAll Privileges).
W n32Shut down( 8) ;

Option Description

Shut Down Enable Shut Down
(®) shut Down
JLog Off

Your PC will shutdown after the script has been ran.

Log Off Enable Shut Down
() Shut Down
(®) Log OFf

Your PC will Log Off after the script has been ran.
Powershell Run Once A Day option executes a script the first time you logon, logoff or shutdown.

(D These options set the defaults for a script.
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Reflect Defaults X
2 ‘4-«' @' @ i Q F /’
E-: S ) L (&3 (1]
Backup Restore Update Schedule Scripts Network Email Events Advanced
Logging
Shutdown Default Once A Day settings
Run Once A Day

Run Programs
Elevation

Duplicate
Powershell Logging

It can be useful to execute 3 saript the fist time you logon, logoff or shut down. Using this
Powershell Shutdown component you can be sure that an event triggered task only runs this script once 3 dai
PowerShell Run Once A Day] ponenty s v P v
Powershell Run Programs [JRun Once a Day

PowerShell Elevation
PowerShell Duplicate

Generated code...

if (HasRunToday)

{
Wite-Host ' * Script already executed today. Exiting...';
Wite-Host 'Script finished with exit code 0.';
Exit O;

#******************************************************************************

#* Func: HasRunToday
#*
#* Desc: determines if this script has run today
#*
#******************************************************************************
functi on HasRunToday()
{
Wite-Host ' * Checking last run tinme... ' -NoNewlLine;
$str RegPat h = ' HKCU: \ Sof t war e\ Macri um Refl ect\ Scripts';
$bool RanToday = $fal se;
$strDat eToday = Get-Date -UFornmat %o%md,;
if (Test-Path $strRegPath)
{
try

{
$strlLast RunDate = (Get-ItenProperty -Path $strRegPath -Name $strScript
Path -ErrorAction Stop).$strScriptPath
if ($strlLastRunDate -eq $strDat eToday)

{
$bool RanToday = $true;
}
} catch { };
}
if (!$bool RanToday)
{
Set-ItenProperty -Path $strRegPath -Nane $strScriptPath -Val ue $strDateTod
ay;
}
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Wite-Host 'Done.';
return $bool RanToday;

}
Option Description
Run once a day [] Run Once a Day.

The script will run only once a day.

(D This is useful if you want a backup to happen at first login or shutdown.

Powershell Run Programs selects programs or scripts to run at the start or end of the script.

(D These options set the defaults for a script.

Reflect Defaults X
72 RO T Q I l’

2 2 & ¥y iJ e ¥e
Backup  Restore  Update  Schedule  Seripts ~ Netwok  Email Events  Advanced

Logging

shutdown Default run programs and scripts settings

Run Once A Day

Run Programs

Elevation

Duplicate

PowerShell Logging

PowerShell Shutdown [JRun a program or script at the start.

PowerShell Run Once A Day Fie names

PowerShell Run Programs|
PowerShell Elevation

PowerShell Duplicate Parameters:

[CJRun a program or script at the end.

File name:

Parameters:

Help Cancel

Generated code...

Wite-Host ' * Executing "at start" program.. ' -NoNewline;
$strRunAt Start App = ' C:\Users\Public\Adm n\ Bef ore backup. bat';
$strRunAt StartArgs = '"';

if ([string]::1sNull O Enpty($strRunAtStartArgs))

{
Start-Process -FilePath $strRunAt Start App;
}
el se
{
Start-Process -FilePath $strRunAt StartApp - Argunent Li st $strRunAt St art Ar gs;
}
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* Executing "at end" program.. ' -NoNewlLine;

$strRunAt EndApp = ' C \ Users\Public\Adm n\ After backup. exe';
$strRunAt EndArgs = '';

if ([string]::IsNullO Enpty($strRunAt EndArgs))

{

Start-Process -FilePath $strRunAt EndApp;

}

el se

{
}

Start-Process -FilePath $strRunAt EndApp - ArgunentLi st $strRunAt EndArgs;

Option

File name

Parameters

File name

Parameters

Description

Write the path and executable file name that you wish to run at the start of the script.

Include optional command line parameters for the program.

Write the path and executable file name that you wish to run at the end of the script.

Include optional command line parameters for the program.

Powershell Elevation is used for Vista and later, to run all programs with elevated privileges.

@ These options set the defaults for a script.

Reflect Defaults

2 2 @&

Backup Restore Update

Logging

Shutdown

Run Once A Day

Run Programs

Elevation

Duplicate

PowerShell Logging
PowerShell Shutdown
PowerShell Run Once A Day
PowerShell Run Programs

PowerShell Duplicate

x

te B &

Email Events Advanced

® & %
etwork

Schedule Scripts N

Default PowerShel elevation settings

When enabled seripts wil prompt for elevation and run all caled programs with elevated
privileges

Note: The retum code from these scripts wil always be zero. If you are running these scripts

from the scheculer then this option is not necessary. The scheduler wil elevate the script at
start-up.

nable elevation. (Vista/Windows 7 Cnly)
[]Enable elevati tajWindows 7 Onl

o =

Generated code...
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function Min()

{
Wite-Host 'PowerShell script for Macrium Refl ect Backup Definition File';
Wite-Host "BDF: $strXm Fil ePat h";
El evat e;

#******************************************************************************

#* Func: El evate

#*

#* Desc: Elevates this script for UAC

#* This neans that only one UAC El evation pronpt is displayed and

#* functions/prograns will not fail if they require adnmin privileges.
#*

#*********'k*'k*'k*'k***'k*****'k*********'k*****'k*'k*'k*****'k**************************

function El evate()

{
# Only elevate if not ran fromthe task schedul er.
Wite-Host ' * Checking elevated access rights... ' -NoNewLine;
if (-Not $s)
{

# Check to see if we are currently running "as Admi nistrator"

if (!([Security.Principal.WndowsPrincipal][Security.Principal.
W ndowsl dentity]::GetCurrent()).!lslnRole([Security.Principal.WndowsBuiltlnRole]"A
dministrator”))

{

$El evat edProcess = new obj ect System Di agnosti cs. ProcessStart|nfo "Power Shel

# Specify the current script path and nane as a paraneter

$strType = Get BackupTypePar anet er;

$El evat edProcess. Argunents = "-ExecutionPolicy Bypass & '" + $script:
M/l nvocati on. MyCormand. Path + "' $strType";

# Indicate that the process should be el evated

$El evat edProcess. Verb = "runas";

# Start the new process

[ Syst em Di agnostics. Process]:: Start ($El evat edProcess);

# Exit this unelevated script with exit code for "Error: Not el evated"

Exit 3;

}

}
Wite-Host 'Done."';

The return code from these scripts will always be zero. If you are running these scripts from the scheduler
then this option is not necessary. The scheduler will elevate the script at startup.

Option Description

Enable Enables UAC elevation for the entire script.
Elevation

@ This enables functions and programs to run outside the context of Macrium Reflect
without requesting further elevation.
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Powershell Duplicate option creates a copy of the backup to a chosen directory when the backup completes.

{D These options set the defaults for a script.

Reflect Defaults x

B 2 O 5t B &

]
Backup Restore Update Schedule Scripts Network Email Events Advanced

£D

Logging
Shutdown

Run Once A Day
Run Programs
Elevation
Duplicate

PowerShell Logging
Powershell Shutdown When enabled backup/image fle(s) will be synchronised in the chosen directory after the
backup completes.

Defaut fle duplication settings

PowerShell Run Once A Day
PowerShell Run Programs
PowerShell Elevation [JEnable directory synchronization

PowerShell Duplicate|

Directory:

J  Please note that synchronization wil delete fles in the target directory that do
not existin the backup directory

Generated code...

if ($i ExitCode -eq 0) # if backup conpl eted successfully...

{
$strBackupDir = Get Last BackupPat h;
if (![string]::1sNull O Enmpty($strBackupDir))
Synchroni seDirectories $strBackupDir 'D:\Archive';
}
}

#******************************************************************************

#* Func: Synchroni seDirectories

#*

#* Desc: Copies all MacriumReflect files to a supplied directory.

#*
#******************************************************************************

function SynchroniseDirectories($strSrcDir, $strDstDir)
{
Wite-Host ' * Synchronising directories... ' -NoNewLine;
if (Get-Command robocopy -ErrorAction SilentlyContinue)
{
# robocopy is available...
# [/ copy: DAT - D:Data

# A Attributes

# T: Ti re stanps

# [ purge - deletes destination files and directories that no | onger
# exi st in the source
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# /lev:0 - Does not copy subdirectories

& obocopy $strSrcDir $strDstDir *.nr* /copy:DAT /lev:0 /purge /r:0 | Qut-Null
}
el se

# Fall back to xcopy...
# Delete files fromthe target directory not present in the source directory
$strDstDirChildren = $strDstDir+"\*";
Get-Childltem $strDstDirChildren -include "*.nr*" | Foreach-Object {
$strMaybeDel etedSrcFile = $strSrcDir + '\' + $_. Nane;
if (-not (Test-Path $strMaybeDel et edSrcFile))
{
Renmove-ltem $_
}
el se
{
$SrcFileTine = [datetinme] (Get-ItenProperty -Path $strMaybeDel et edSrcFile -
Name LastWiteTime).lastwitetine;
$DstFil eTine = [datetime] (Get-ltenProperty -Path $_. Ful | Name -
Name LastWiteTinme).lastwitetine;
$SrcFileTineString = $SrcFil eTine. ToString("yyyMddHHMSBS")
$DstFil eTinmeString = $DstFil eTi me. ToString("yyyMvddHHMSS")
if ($SrcFileTinmeString -ne $DstFil eTi neString)
{
Renove-ltem $_
}
}

/c - Continues copying even if errors occur.

/d - Date check; only copies if file does not exist or is older.

/'h - Copies hidden and systemfiles.

/i - If the destination does not exist, and you are copying nore than one
file, this switch assumes that the destination is a folder.

/v - Verifies each new file.

/y - Overwites existing files wthout pronpting.

&xcopy $strSrchDir\*.nmr* $strDstDir /c /d /h /i [v /]y | Qut-Null

}
Wite-Host 'Done.';

HOH HHHH Y

Option Description

Enable file copy If enabled the backup will create a copy of the files from the backup to the supplied
destination.

Directory Here you will need to enter the folder that you want to copy/archive your backup files to.

Please note that the synchronization will delete files in the target directory that do not exist in the backup
directory.

Network Settings
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Windows contains a Network Credentials cache that enables network authentication details (User name and
password) to be saved and re-used to logon automatically. However, scheduled tasks are run in Windows 'batch
mode' and do not have access to saved credentials. Because of this you must enter network login details in the
Macrium Reflect defaults to enable scheduled tasks to access and write to password protected network shares.

Reflect Defaults

@ Note: The 'Default’ location logon details will be used for all shares that aren't explicitly

x
2 & O =0 fa B F
2 € UG Y I e He
Backup Restore Update Schedule Scripts Network Email Events Advanced
O
=D Network logon credentials for server shares
i
These credentials are only used if a network connection isn't already established.
Leave the Default blank to use the system/user default values,
NetworkPath  User Password Add
Default Edit
Delete
Help Cancel
Option Description
Add Add network logon details for a new network location
Edit Edit an existing location.
added.
Delete = Remove logon credentials
Add / Edit

Metwork Location Details

Spedfy credentials for a spedific network path using the fields below

Vieerver\share | \\NAS \public | N

|sername | NetworkUser |

Password | oooooooooooo| |
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Option Description

\\Server\share Enter the UNC path to the root of the network share. Do not enter any sub-folders in the path
Username Enter the authenticated user that has access to the share

Password Enter the users password.

You can also select 'Default’ and click 'Edit' to provide default credentials to be used for all network shares:

Metwork Location Details

Spedfy credentials for a spedific network path using the fields below

Viserverishare
|Username | NetworkiUser |

Passv\'ord | ..........l |

Cancel

Email Settings

®  For many users, email notification of success or failure of a backup helps them keep on top of the status of
their backups, particularly with scheduled backups which take place in the background.

® Select 'Email' > 'Email Server'.

Reflect Defaults

2 & 0O 5 5

&
d

p 2

B

up  Restore  Update  Schedule  Scripls Network Email Events  Advanced
Email Success Email Server Settings for Macrium Reflect
Email Failure @
Senders Email [ Enter the sender emeil address |
Authentication Auto Detect v
SMTP Username ‘ Enter server usemame |
SMTP Passward ‘ Enter server password |

SMTP Server [ Enter host name |

Connection Type Plain Text (No Security) v

SMTP Part [2 |
Test Recpients ‘ Enter test recpients and dick Test, separate recipients with ; |
Help oK Cancel
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Email Server options description:

Option Description

Senders Email Your e-mail address associated with your ISP or Gmail account etc.

(D Note: If you use e-mail software such as MS Outlook, you can find the settings under
Account Settings for e-mail address, user-name and Server.

Authentication Authentication options are set by your email provider/server.

dark= Cakbest -
Sk T

i ey o prmmmen & ereenhen RSV )
L RTTRN S VTR TLER SO T RS (T § B oy
Lmme=npn e maye s bwin G5 M= 510G
Fherres B HT | s Visroager 57 H}

(D Note: If you do not know your authentication settings, try Auto Detect.

SMTP The user name associated with your e-mail account. This is essentially your email address.
Username

SMTP This is the password for your e-mail Server.

Password

SMTP Server  This is the outgoing / SMTP Server setting or IP address.

Connection This is the setting for the way Macrium Reflect will contact the Server.

Type

Plain Text (Mo Security)

Secure Sockets (S5L/TLS)
Transport Layer Security (STARTTLS)

'[:D Note: These settings can be found from your email provider.
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Option Description
SMTP Port This is associated with Connection Type and is the port number that the SMTP server is
listening on.

(D Note: These settings can be found from your email provider.

Test This option is used to test the configured settings; enter your e-mail address in that field and
Recipients click Test to send a test message to your email.

The following examples show completed Server settings for a typical ISP.

Reflect Defaults X
2?0 5 Kt B F
S D b6 ¥
p Restore Update Schedule Scripts Network Email Events Advanced
Email success Emai Server Settings for Macrium Reflect
Email Failure @
Senders Emal [ username @gmal. com |
Authentication Auto Detect v
SMTP Usernzme | userneme @gmail.com |
SMTR Password [srenernraneans |
SMTP Server [ smtp.gmail.com |

Connection Type Plain Text {No Security) v

SMTP Port ‘ 25 |

Test Redipients ‘ username Egmail.com |

Help oK Cancel

® Click OK to finish.

(D Note: If you are using your Gmail account then please see here: Using Gmail SMTP Server for sending
backup notification emails

Email success settings define who receives emails regarding the success of a backup and what message they
receive.

® Select Email Success
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Reflect Defaults

K4
Bsckup  Restore  Update

£D

Email Server

Email Success|

Email Failure

X

-
@ ) &% FO /‘
Schedule Scripts Network Email Events Advanced

g% Default emai settings for successful images or backups

[CJsend Email Notifications on successfil backups
Attach log file
Attach VS5 log file

Recpientlist | Enter a list of recipients, separate each email address with ;
Subject Macrium Reflect - Backup Success

Content Type your emai message here for a successful badap

® Select Send Email Notifications on successful backups.

Reflect Defaults

2 2 @&

Backup Restore Update

X

=|
O % Wts B &
Schedule Scripts Network Email Events Advanced

Email Server

Email Success|

Email Failure

Q® Default email settings for successful images or backups

(/] 5end | Notifications on successful backup:

TRt
[ attach vs5 log file

Recipient List ‘ Enter a list of recipients, separate each emai address with ; |

Subject ‘ Macrium Reflect - Backup Success |

Content Tye your emai message here for a successtul backup

Option

Attach log file

Attach VSS log file

Description

Will attach the log file from the creation of the backup.

Will attach the VSS log with the events made during the backup.

® Enter the email addresses of all recipients in Recipient List, separating each email address with a semi-

colon.
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Reflect Defaults

K4
Bsckup  Restore  Update

£D

®© v H

Schedule Scripts Network Email

!
&

Email Server

Email Success|

Email Failure

R &

Events Advanced

g% Default emai settings for successful images or backups

send Email Natifications on successful backups
[attachlog file
[ attach 55 log file

Recipient List &semame@gmawcom) usemamel@ﬂ@

Subject ‘ Macrium Reflect - Backup Success

Content

Type your emai message here for a successful badkup

® Enter the subject for the email in Subject.

® Enter a message to be sent regarding the email in Content, include the PC that generated the success is

identified.

Reflect Defaults

K4
Bsckup  Restore  Update

£D

Email Server

Email Success|

Email Failure

© 5 bte B F

Schedule Scripts Network Email Events Advanced

g% Default emai settings for successful images or backups

send Email Natifications on successful backups
[ Attach log file
[ attach 55 log file

Recipient List ‘ m; Username L@gmal.com

Subject ‘ Macrium Reflect - Backup Success

Content c'ﬁesmp PC 13 Image backup of drives C, D and E. >

® Click OK.

Email failure settings define who receives emails regarding the failure of a backup and what message they receive.

® Select Email Failure.
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Reflect Defaults

2 2 @&

Bsckup  Restore  Update

Email Server
Email Success

X

-
@ y IO &% FO /‘
Schedule Scripts Network Email Events Advanced

g% Default emai settings for faled images or backups

[Jsend Email Notfication on Failed Badkups
Attach log fie
Attach VS5 log file

Recpientlist | Enter a list of recipients, separate each email address with ;
Subject Macrium Reflect - Backup Failed

Content Type your email message here for a falled backup

® Select Send Email Notification on Failed Backups.

Reflect Defaults

2 2 @&

Backup Restore Update

X

=|
O % Wts B &
Schedule Scripts Network Email Events Advanced

Email Server
Email Success.

Q® Default email settings for failed images or backups

(7| send Email Notification on Failed Badup:

(Atachba e
[ attach vs5 log file

Recipient List ‘ Enter a list of recipients, separate each emai address with ; |

Subject ‘ Macrium Reflect - Backup Failed |

Content TyRe your emai message here for a faied backup

Option

Attach log file

Attach VSS log file

Description

Will attach the log file from the creation of the backup.

Will attach the VSS log with the events made during the backup.

® Enter the email addresses of all recipients in Recipient List , separating each email address with a semi-

colon.
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Reflect Defaults

2 2 @&

Bsckup  Restore  Update

®© 5 %

Schedule Scripts Network

Email Server
Email Success

Email Events

Advanced

g% Default emai settings for faled images or backups

send Email Natification on Failed Backups
[ Attach log file
[ attach 55 log file

ecipient List ‘ m; Username L@gm: i\_D

Subject

Content

‘ Macrium Reflect - Backup Failed

Type your emai message here for a faled backup

Cancel

® Enter the subject for the email in Subject.

® Enter a message to be sent regarding the email in Content, include the PC that generated the success is

identified.

Reflect Defaults

B2 @

Backup Restore Update

Email Server
Email Success

O© 5 %

Schedule Scripts Network

Email Evenis

% Default email settings for faied images or backups

to X &

Advanced

[ send Email Notification on Failed Backups
[ attach log fie
[ Attach vsS log file

Redipient List | username @gmail.com; username 1@gmail.com

Subject | Macrium Reflect - Backup Failed

Content € Desktop PC 13 Image backup of drives C, D and E.

Cancel

® Click OK.

Events

Enable or disable Windows Events generated by Macrium Reflect.
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Reflect Defaults

2 @

Bsckup  Restore  Update

© 5 =

o e B &

Schedule Scripts Network Email Events Advanced

Modify Events generated by Macrium Reflect

<%REFLECT %> as a place marker for

D Type

2356  Reflect start
257 Reflect stop
258 SSL error

259 Socket error
260 Backup start
261 Backup finish
262 Backup 4GB limit
263 Backup read file
264 Memory error
265  Backup VSSrrror

You can enable or disable events below as well as modify the event text itself. Use

Macrium Refiect data

Text ~
Macrium Reflect starting - < %REFLECT%>
Macrium Reflect ending
An SSL error was encounteed - <%REFLECTS:
AWindows socket error was encountered - <5
Backup started - <%REFLECT%>
Backup finished
Limiting dlestination image file size to 4 GB du
Failed to open file - <%REFLECT%>
A memory error was encountered - < %REFLEC
ASS error was encountered creafing the snaj

>

Default Current Default All

Help oK Cancel

Advanced

Editor settings are used to amend the default editor settings for; VBScript files, Powershell script files, MS-DOS

batch and XML.

Reflect Defaults

2 @

Bsckup  Restore  Update

Advanced Backup Options
Advanced Incrementals
Destination Drive Discovery
V5S options

Macrium Reflect PE Files

© 5 =

Schedule Scripts Network

o Editor Settings

te B &

Email Events Advanced

Default Editor for VBScript files:
CAWINDOWShsystem32\notepad.exe
Parameters (%f = flename):

K

Default Editor for PowerShell scipt files:
powershell_ise.exe

Parameters (%f = filename):

onf"

Default Editor for M5-DOS batch
CAWINDOWS\system32\notepad.exe
Parameters (%f = filename):

“onf"

Default Editor for XML files:
CAWINDOWS\system32\notepad.exe
Parameters (%F = flename):

K

Advanced Backup Options are used to modify your backup options.
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Reflect Defaults X
A = = (1]
Backup  Restore  Update  Schedule  Scripts Network Email Evenis  Advanced
Editors
Advanced Backup Options| Set Advanced Backup Options
Advanced Incrementals
Destination Drive Discovery
VS5 options
Macrium Reflect PE Files
[[JEnable file write caching. Use if experiencing slow or failed backups
Ignore bad sectors when creating images
[Jtog each bad chuster detal, Note: This may slow down the backup considerably.
[Jpisplay backup notification delay for | 20 < | seconds (range of 0 to 60)
[ Disable CD/DVD drive enumeration, use if you experience system lock-up issues
[CIbe not abort file and folder backup if root folder is missing
[AEnforce entered image or file and folder backup fie name
Run a Full instead of 'Tnc or TifF if the destination file name doesrit exist
[[Jcreate CD Engine log file (restart required if enabling)
Repart transfer rates in: | Mega Bits per Second (Mb/s) -
e s
Option Description

Enable file write
caching

Ignore bad sectors
when creating
images.

Display backup
notification delay
for set number of
seconds.

Disable CD/DVD
drive enumeration

Do not abort a file
and folder backup
if aroot folder is
missing.

Enforce an
entered image or
File and Folder
backup file name.

v154

Is useful if experiencing slow or failed backups.

Damaged disks may still be imaged if this option is selected.

Changes the time delay windows is displayed before a scheduled backup starts.

This option is useful if experiencing system lockup issues.

Enabling this option will allow your File and Folder backup to continue even if a root folder
of the backup is missing.

Normally, if you run an Incremental or Differential image of say drive 'C', the target folder is
searched for a recent backup set for the same source (Drive 'C’). The backup set is then
appended to. The file name you have chosen for the backup will not be used in this
matching process.
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Option Description

If you enter your own file name and select " Enforce entered image or file and folder
backup file name" then only backup sets using the same file name and for the same
source will be appended to, if none is found then a new full will be created.

Create a CD Turning this option on allows reflect to create additional logs that can be used for
Engine log file troubleshooting created CD/DVD Rescue Media.

Report transfer Will allow you to change the way transfer rates are reported in.

rates. Mega Bits per Second (Mb/s) e

Mega Bytes per Second (MB/s)

Advanced Incremental options are used for enabling Delta Indexes for Incremental backups

Reflect Defaults X

B 2 & 5 % & F

Backup Restore Update Scripts Network Email Advanced

Editors

Advanced Backup Options ’ Set Advanced Incremental Options
Destination Drive Discovery
VSS options

Macrium Reflect PE Files

Enable Delta Indexes for Incremental Backups.

Enabling Delta Indexes will reduce incremental file size and can increase the speed
of merging Incremental backups during Synthetic Full and Incremental
consolidation.

Please note that f this option is enabled then the image Index for each
incremental is calculated when the fil is opened. This may increase the time
required to mount an Incremental backup in Windows Explorer,

Additionally, 2l previous fles in the backup set, up to the previous Diff or Full, are
required to continue to append to the set.

Enable Changed Block Tracking for Incremental Backups.
Enabling Changed Block Tracking wil reduce the fime required to create an

Incremental image. Fiie system changes will be tracked as they occur rather than
determined at run time.

® Enabling Delta indexes will reduce incremental file size and can increase the speed of merging Incremental
backups during Synthetic Full and Incremental consolidation.
Additionally, all previous files in the backup set, up to the previous Diff or Full, are required to continue to
append to the set.

If this option enabled then the image Index for each incremental is calculated when the file is opened. This
may increase the time required to mount an Incremental backup in Windows Explorer.

For information on Changed Block Tracker please see here (see page 26)

Destination Drive Discovery options change the way your destination drive is being discovered if the destination is
a local drive.
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Reflect Defaults

2 2 & 0O %

Backup  Restore  Update  Schedule  Sciipts

Editors
Advanced Backup Options
Advanced Incrementals

VS5 options

»' Set Destination Drive Discovery

%
=

bt B F
Newok  Emal  Events  Advanced

Macrium Reflect PE Files

Choose how the destination drive is discovered if the backup destination is a local drive.

@ Use the assigned drive letter to locate the backup drive. (default)

The drive letter in the destination path is used exclusively to locate the
backup target path.

This enables multiple backup drives to be used in rotation if Windows
assigns the same drive letter for each drive.
(O Use the unique volume identifier to locatz the backup drive.

The unique volume identifier associated with the backup drive s saved
in the backup definition file and used to locate the destnation path.

This enables Windows to assign a different letter to the same drive and
the new letter wil be automatically chosen as the backup destination.

Mote: Changing this option affects new backup definitions. To apply to an existing
backup definition the definition must be edited to re-save the XML file.

Changing the option affects new backup definitions. To apply to an existing backup definition, the
definition XML file needs to be opened and re-saved by clicking 'Finish'.

Option

Use the assigned drive letter to
locate the backup drive (default)

Use the unique volume identifier
to locate the backup drive

Description

The drive letter in the destination path is used exclusively to locate the
backup target path.

Multiple backup drives can be be used in rotation if Windows assigns the
same drive letter for each drive.

The unique volume identifier is associated with the backup drive is saved in
the backup definition file and used to locate the destination path.

Windows will assign a different letter to the same dive and the new letter
will be automatically chosen as the backup destination.

VSS Options are used to set options for VSS
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Reflect Defaults

x
2 2 & O b e R y
4 ol ? = = (1]
Backup ~ Restore  Update  Schedule  Serpts  Network  Email Evenls  Advanced
Editors
Advanced Backup Options Set options for VSS
Advanced Incrementals
Destination Drive Discovery

Macrium Reflect PE Files

[[]Exdude all VS8 writers to resclve specific snapshot failures
May cause issues with VSS aware applications

Automatically retry without VSS writers on failure
[ Create aditional VS5 lags for debugging

[JExdude SQL Server VSS writers.

Select this option if you are using dedicated SQL backup software. This will prevent
SGQL logs from beng truncated when creating 2 Disk Image or File and Folder
badkup.

[[]Do not truncate Exchange logs when Imaging or creating File and Folder backups.

Select this option if you are using dedicated Ms Exchange badkup software.
This will prevent Exchange logs from being truncated when reating a Disk
Images.

el e

Option Description

Exclude all VSS writers to resolve  This option will disable VSS writers. Due to Windows system configuration
specific snapshot failures. issues, VSS writers are the cause of some backup failures.

This may cause issues with other VSS aware applications.

Automatically retry without VSS Reflect will try to create a backup of your system without using VSS; this
writers on failure option is useful when experiencing VSS related errors.

Create additional VSS logs for Each backup will create additional VSS logs that can be used in order to
debugging. troubleshoot VSS related issues when creating backups.

Exclude SQL Server writers. Select this option if you are using dedicated SQL backup software. This

will prevent SQL logs from being truncated when creating a Disk Image or
File and folder backup.

Do not truncate Exchange logs Select this option if you are using dedicated MS Exchange backup
when imaging or creating file and software. This will prevent Exchange logs from being truncated when
folder backups. creating a Disk Images.

Macrium Reflect PE Files options are used to select the drive where Macrium Reflect PE files will be stored.
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Reflect Defaults X
2 ¢ & O Wt B F
L2 S Y & e O
Backup Restore Update Schedule Scripts Network Email Events Advanced

Editors
Advanced Backup Options
Advanced Incrementals
Destination Drive Discovery
VS5 options

Macrium Reflect PE Files

93 Set Options For Macrium Reflect PE Fies

Select drive where Macrium Reflect PE files will be stored

Drive Avalable Space  File System
& 9.78GE NTFS
Oeo: 22.01GB NTFS

Please note. Only valid locations are listed above

® If your system contains multiple drives you can choose on what Drive Macrium Reflect PE files are saved.

v154
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PXE Deployment

This article will take you through PXE deployment of the Rescue Media.

In order to use this technology you will need to have purchased the Macrium Reflect Technicians
Deployment License.
If you wish to obtain this license please click here for further details.

Before you begin: You will need to have set up a Windows Deployment Services Server and created a rescue

media ISO image file. See Creating rescue media (see page 98).

1. Mount the Rescue Media Image that was created earlier.

2. Open Windows Deployment Services and select 'Servers > Boot Images'

v154

Mount

Open with...

Share with

Restore previous versions
Send to

Cut

Copy

Create shortcut

Delete

Rename

Properties
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File Action View Help l
e nm &z Em

Windows Deployment Services Boot Images

D

Image Name Architecture  Status  Expanded Size  Date  OSVersion Priority

(& Active Directory Prestaged Devices

3. Right click the right pane and click 'Add Boot Image...'

File Action View Help l

Image Name Architecture  Status  Expanded Size  Date  OSVersion  Prierity

b [ Install Images.

b [E Bockimages Add Boot Image...

b (i Pending Devices

b (5 Multicast Export List...

b [ Drivers View R

[ Active Dir ged Devices

Arrange lcons »
Line up Icons
Help

4. In the Wizard you can browse for a location of the bootable WIM.
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Enter the location of the Windows image file that contains the images to add.

File location:

Note: The default boot and install images (Boot wim and Install. wim) are located on the
installation DVD in the “Sources folder.

More information about images and image types

1'1, + ThisPC » DVD Drive (E) Rescue + smmsl v c,\ [ Search sources A

Organize ~ =~ I @
N s
Y Favortes A Name Dete modified Type Size
B Desktop [ bootwim 20/02/20161248  WIMFile 240,079 K8 |
{8 Downloads

%] Recent places

1% This PC H
[} Desktop
[E] Documents
{8 Downloads
(M Music
(& Pictures =
|8 Videos
L Local Disk (C) |
&4 DVD Drive (E1Re ¥

File name: | bootwim v‘ [Windows image files (wim) |

6. Name your boot image and click 'Next' twice.
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Image Metadata

Erter a name and description for the following image:
"Microsoft Windows PE {64)'

Image name:
I MR Rescue Media PE {x64) l
Image description:

| MR Rescue Media PE 64) |

Image architecture
x64

< Back MNext >

7. Once finished you will see the the bootable image in the 'Boot Images' section of Windows Deployment

Services console.

Irna Action View Help I|

« o alm Xz 8
8 Windows Deployment Services BootImages 1 Boot |
4 33 Servers 7
mage Name

4 b DeploymentSRY.macrium.ocal EJMR Rescue Media PE (x64) f Online 1294 M8
b (1 Install Images

&
['ak Active Directory Prestaged Devices

You will now be able to boot PCs on your network with the Macrium Reflect Rescue Media.
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Standalone backup set consolidation

It can be useful to independently consolidate multiple files in a backup set into a single Full or to consolidate a group
of Incremental backups. This helps to conserve disk space and can be used when archiving your backups to
optimize the number of backups being copied.

Independent consolidations can be run without creating a backup or launching Macrium Reflect by running a small

utility Macrium Image Consolidation:

Download:  http://updates.macrium.com/reflect/utilities/consolidate.exe
Version: v7.1.2917

Date: 27th February 2018

Using Macrium Image Consolidation

To Launch Macrium Image Consolidation double click ‘consolidate.exe' in Windows Explorer.

(D ‘consolidate.exe’ is a standalone executable that does not require installing.

f‘{t Macrium Image Consclidation - w6.1.1450 =

From
O:\IEST 1426048 11084-00-00. mrimg

Tao

O:\IEST 1426048 110B4-03-03. mrimg @

From File Details To File Details

Image 1D 9887142604B11084 Image ID: 9887142604B110B4
Backup Type: Incremental

Backup Type: Full o

Backup Date:  21/07/2016 12:47 <3 ackup Date:  13/08/2016 14:11
Compression: Medium Tt Compression: Medium
Password: Yes Password: es

File '9887 1426048 11084-03-03. rorimg' loaded Ok

13/08/2016 14:12:12 File '3887 1420048 11084-00-00, rrimg' loaded OK
13/08/2016 14:12:15 File '9867 1426048 11084-03-03. rrimg' loaded Ok

®

Clear log Consolidate
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Area Description

1 Enter the 'From' backup file for the consolidation process, or click '..." to browse. This is usually the Full
backup, ending in '00-00.mrimg', but can be an Incremental file.

Valid Macrium backup file types are:

Image files: .mrimg
File and Folder backup files: .mrbak
Exchange backup files: .mrex
2. Enter the 'To' file for the consolidation process, or click '..." to browse. This must be in the same backup

set as 1. and must have been created after the backup in 1.
Click 'Consolidate' to begin the consolidation process.
3. Basic information about the backup files.

4. The output Window. This is populated after clicking '‘Consolidate’ and contains detailed information about

the consolidation process.

(D Note: Selecting a 'Full' image for the 'From' backup file will create a consolidated 'Synthetic Full' image.

Restrictions when choosing the 'From' and 'To' backup files.

® Each file must be from the same backup set. See How backup sets are created and maintained (see page
161) for more information on sets.

Error output:

Fromand To files are froma different backup set.
® The 'To' file must have been created after the from file.

Error output:
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Fromfile is nore recent than the To file
®  The backup set cannot contain any Differential backups.

Error output:

The backup set contains Differential backups
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Converting a Physical machine to Virtual Machine

v154

Links have been added to each applicable step to explain the step in greater detail.

Using Macrium Reflect take an image of your physical machine (see page 148). (see page 148)

Once you have an image, create a Rescue Media ISO image.

Create a Virtual Machine using your preferred hypervisor (Hyper-V, VMware, Virtual box...), assigning to it a

vCPU, Memory and a Virtual Hard Disk.

Boot the VM using the created Rescue Media ISO image.

From the booted Rescue Media restore your image (see page 144) on to the Virtual Hard Disk attached to

your VM.

Without exiting the Rescue Media, run the ReDeploy (see page 297) option.

. Detach the ISO from your VM and reboot it.
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Automatic System Restore

This article describes the steps involved to setup a 'one-click’ system restore. Using Macrium Reflect you can
automatically and easily return a Windows PC to a previously imaged system recovery point.
® System restore is completed without any user interaction during the restore process.
® Using Rapid Delta Restore (RDR) recovery is fast!
BitLocker encrypted drives can be restored without requiring re-encryption after restore.

® The restore can be password protected to prevent accidental or unauthorised recovery.

Add the Macrium recovery boot menu

The first step is to add the Macrium boot menu. Take 'Other Tasks' > 'Add Recovery Boot Menu' in Macrium reflect
and follow the instructions here: Adding a boot menu option for Reflect recovery (see page 111).

(D Adding a boot menu is optional but will enable simple one-click restore when the PC starts.
Without a boot menu you can still automatically restore by booting into optical rescue media or an external
USB drive.

Create an image of drive C:

1. Start Macrium Reflect, select 'Image this partition only..." for drive C.

Creste  backup [Backup Deintion Fis | VBScipt Fies | PowerShell Fes | M-DOS Batch Fils | Scheduled Bockups

ansices

2. Choose a location that will be accessible when the recovery media boots, this could be a spare partition on
an internal drive or an external USB disk or flash drive.
In this example we'll choose drive 'F:\', an internal partition.
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@ Select Source Drive(s) and Image Destination

Source
GPT Disk 1 [341 Foc ]- KINGSTON <2357 GB>
58 1- Recovery (Nens) S 2-NO NAME (Nens) [ ENGC)
NTFS Primary FAT32 (LBA) Primany NTFS Primany
2205 ME 421 ME 2155768
Smoms U imome U mie
Total Selected:  215.976B
Destinati
® Folder Fi\
emstive locations
O CD/oVD Burner ‘ o ‘

[W]Use the Image ID as the file name. (Recommended)

Backup fiename: \ {IMAGETD} ‘

|} F:\IMAGEID}-00-00.mrimg

LN
T; Advanced Options Help. \

What do you want to do now?

[]Run this backup now

[]save backup and schedules as an ¥ML Backup Definition File

‘ou can run this backup at any time by double
clicking the sawved =ML file,

Enter & name for this backup definition,

system

Cisyskem,xml

‘otal Selscted: ~
Destination:
Backup Type: Full
File Name: F\EGDEE598B1B49634-00-00 mrimg
Operation 1of 1
Hard Disk: 1
Diive Letter [l
Fie System: NTFS
Size: 223.18GB
Free 721G8
Used 21597GB
Starting Image - Tuesday, December 13, 2016 13:00:32
Iniializing =
Destination Diive: New Volume [F) - Free Space 235,82 GB

Free space threshold:  Delete oldest backup sets when free space is less than 5.00 GB

Creating Volume Snapshct - Please Watt

Saving Parition - <No Name> (C)
Reading Fil: System Bimap
Saving Parttion

[«

Overall Progress: 80% Transfer Rate: 486.6 Mbjs Time remaining: 11 Minutes

Current Progress: 80% Time remaining: 11 Minutes

oy ] B, oncmesn [oshuiom ] [hee | [ sl | [ Pase |

Prepare the auto restore XML file
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Once the image completes we can prepare the xml file to automatically restore the image. To do this we need to

step through the restore wizard but we aren't going to start the restore.

Start Macrium Reflect, click the 'Restore’ tab, select the image created above and click the 'Restore Image' link

B ol to s (€) ko

300018

Sortby... s Backup Date

2 Folden
Type  Full

T Dk

File Name

Location

E6D6E598B1B49634-00-00.mrimg
FA

Date:  13/12/20161300
Image ID: EGDEESSB1B49634

NGSTON

1000 B

Imag

<ansees

T ERC)
TS prnary

263468
wasce

s that contain drive: [l Drves v

EG Browse Image z Restore Image

Gm =+ o

Launch the 'Auto Restore' Dialog.

To launch this dialog press the 'Ctrl + Shift + S' together in the last page of the restore Wizard.

Ctrl + Shift + S

Restore Summary
ap  Image Fle
&

Image ID:

Time:
Image Type:

Source Disk
Geometry

Destination Disk:

Verify
Detta
SSD Trim

Schedules

Operation 1of 4
Restore Partition.

Drive Letter
Start Sector:
End Sector:
Partition Type:

Operation 2 of 4
Restore Partition:

Drive Letter
Start Sector:

Advanced Options

T

wault\archive\p)
4149F3EAEIFIC
12 Qctober 2017

Full

GPT Disk 1 [63D!
130541634512
GPT Disk 3 [CBA

N
v
v

None

- Recovery
NTFS 3114 MB
None

2048

923,647
Primary

2 - NO NAME
FAT32 (LBA) 19.
None

923,643

Auto Restore X

Password protect this restore:

‘ ‘ Cancel

Source Image File

(O Restore this image file. (Default)
(@ Restore the latest matching image in the same folder

Target Disk Selection

(O Mateh target disk on urique disk identifier, (Default)
(® Mattch target disk on disk number if unique id not found

Restore xml file location

Leave blank for no password
Help

WARNING: Matching on disk number could lead to
overwriting the wrong disk if the rescue media loads disks
in 3 different sequence.

File ‘macrium_restore. xmf wil be saved to the root of 2 local
drive

Choose drive: |C: ~

[Ochoose a file name and location after clicking 'OK*

MNote: Automatic restore will ony be active if the restore
xml file is named 'macrium_restore.xmi' and is located in

aroot folder. | =

[ set the restore xml file as Read Only',

Finish

This dialog will prompt for options to automatically restore the selected image file at a later time using the Windows

PE rescue media. When 'OK' is clicked a restore definition xml file will be saved.

v154
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Auto Restore s
Password pratect this restore:
Cancel
Leave blank for no password
Help

Source Image File

(@) Restore this image file. (Default)
() Restore the latest matching image in the same folder

Target Disk Selection

drive.

() Match target disk on disk number if unique id not found
Disk Mumber: | 1 (Mote: Disks start at no. 1)
WARNING: Matching on disk number could lead to

overwriting the wrong disk if the rescue media loads disks
in a different sequence.

Restore xml file location

File 'macrium_restore. xml' wil be saved to the root of a local

Choose drive: |C: -

[Jchoose a file name and location after dicking 0K’

Note: Automatic restore will ony be active if the restore
xml file is named 'macrium_restore. xml' and is located in
a root folder.

[15et the restore xml file as 'Read Only",

Option

Password:

Source
Image
File:

Target
Disk
Selection:

v154

Description

Enter a password to protect against accidental or unauthorised running of this restore.

Restore this image file: This is the default operation. The image file selected will be used as the
restore source.

Restore the latest matching image in the same folder: The image folder will be searched for any
image files that contain the partitions being restored. The latest backup date is chosen as the restore
source.

Match target disk on unique identifier: This is the default operation. The unique disk id is used to
ensure that the correct disk is restored to.

Match target disk on disk number if unique id is not found: This option will not fail the restore if
the target unique disk id cannot be found.

The default number is the current number of the target disk but you can choose an alternative disk
number if it's known that the number of the disk is different in the restore environment.

Use with caution as Windows PE can enumerate disks in a different sequence and cause the
wrong disk to be restored to, however, this won't be an issue if your system has only one local disk.

Copyright © 2017. Paramount Software UK Ltd. All Rights Reserved. Page 403



Macrium Reflect v7 User Guide

Option Description

Restore Choose drive: Select from a list of local drives to save the restore definition file. The file will be
xml file saved in the root folder of the chosen drive and will be named 'macrium_restore.xml'
location

Choose a file name and location: If selected, a file 'save As' dialog will be shown when the 'OK'
button on this dialog is clicked. This enables saving the restore definition file to any file name and to
any folder.

@ Note: For auto restore to operate the restore definition must be named 'macrium_restore.
xml' and be located on a root folder on a local drive. Saving to a different name and/or
location enables you to prepare several restore definitions for later use.

Set the restore xml file as 'Read Only': At the end of an auto restore the restore definition is
automatically deleted. Setting the definition as 'Read Only' prevents deletion and enables re-running
of the same restore each time Windows PE starts.

If the image file is located on a network share then you'll be prompted to enter the authentication details:

Windows Security >

Enter the network logon credentials to enable Windows PE to
access the Metwaork share.

User Mame | serveriusername| |

Password | -------------------------u|

Concel

How auto restore works

Local drives are scanned (from A to Z) for a restore definition 'macrium_restore.xml' file in each drive root folder.
Macrium Reflect will use the first restore definition found. This can be any local drive, including USB flash drives or
optical media.

The restore definition contains instructions to locate the image file to restore from and the target disk to restore to.
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It is imperative that the correct image file is restored to the intended disk. To ensure that there are no nasty surprises
after restoring, Macrium Reflect will uses unique disk identifiers and sector offsets to match the source and target of
the restore.

Locating the source image file folder
The default behaviour is to read the image file specified in the <file_name> xml node. However, It's possible that
Windows PE has assigned different drive letters to local drives, in this case the following procedure is followed.

® All local drives are scanned for a 'Marker file that is created when the restore definition is saved. This
Marker file has the following file name format: '‘Macrium_restore_{GUID}.txt', where the GUID (Globally
Unique Identifier) is retrieved from the '<search node>'"in the restore xml.

<search gui d="{0D6B46CA4- ASED- 4578- A9CO- 5539B0AB94A0} " >Y</ sear ch>

<fil e_nanme>D: \ backups\ aut o_r est or e\ 4E855CB463979BC9- 01- 01. nri ng</fil e_nanme>

If the marker file isn't found in the path specified in the <file_name> xml node then all local drives are
searched for the marker file in the same sub folder. If the marker file is found then that folder will be
searched for the image file to restore.

® |If no Marker file is found or is not specified in the xml then all local drive are scanned (from A to Z) to locate
any images in the folder specified by the '<file_name>' xml node that contain images to restore.

@ Note: If the image file is located on a network path then no searching is required. Network paths are
unambiguous and absolute.

Locating the correct source image file

The default behaviour is to read the specified image file in the folder in the '<image_file>' xml node. However, if
'Restore the latest matching image in the same folder' is selected in the Auto Restore dialog then the following
procedure is followed:

Source Image File

() Restore thig image file. (Default)
(®) Restore the latest matching image in the same folder

xml attribute find_recent="Y" is added to the <file_name> xml node.

<file_nanme find_recent="Y">D:\backups\auto_restore\ 4E855CB463979BC9- 01- 01. nri ng<
[file_name>
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All matching backup sets are loaded in the image file folder and the most recent backup date is selected and used
for the restore. A matching backup set has the same disk and partitions specified in the restore definition file.

<restore_definition>
<properties>
<source_di sk i d="3A177438- 02D6- 4DB6- 9FCC- 184F81DEE52A" >1</ sour ce_di sk>
</ properties>

<operation id="1">
<t ype>copy</type>
<copy>
<sour ce>
<partition start_sector="2048" end_sector="616447">1</partition>
</ sour ce>
</ copy>
</ operati on>

</restore_definition>

A matching image file contains the same disk identifier and partiton start and end sectors as well as partiton number.

e.g, In this case Disk identifier 3A177438-02D6-4DB6-9FCC-184F81DEES52A and partiton number 1 with start
sector 2048 and end sector 616447

Locating the restore target disk

The default behaviour is to select the target disk by matching the unique disk identifier specified in the <target_disk>
xml node. However, if 'Match target disk number if unique id not found' is selected in the Auto Restore dialog
then the following procedure is followed:

Target Disk Selection
() Match target disk on unigue disk identifier, (Default)

(®) Match target disk on disk number if unique id not found

WARNIMG: Matching on disk number could lead to
overwriting the wrong disk if the rescue media loads disks
in a different sequence.

xml attribute number_fallback="Y" is added to the <target_disk> xml node.
<target _di sk id="3A177438- 02D6- 4DB6- 9FCC- 184F81DEE52A" nunber _fal | back="Y">1<
/target _di sk>

The restore target disk is matched on disk number if a disk cannot be matched using the unique identifier.

@ Please use this option with caution as Windows PE may load disks in a different sequence to regular
Windows. This may cause the wrong disk to be restored to.
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That's it! Now whenever you take the Macrium System Recovery boot menu option your system will be automatically
restored using the image created above.

Choose an operating system

Windows 10

Change defaults or choose other options
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Logging file changes for Incremental and Differential
Images

Your Windows operating system and installed applications can create many changes ‘under the hood' without you
knowing about it. This can cause Incremental or Differential images to be substantially larger than expected. This
article describes a feature in Macrium Reflect to log files that have been changed in each Incremental or Differential
image.

@ Note: In Macrium Reflect v7, this functionality is only available if Changed Block tracker (CBT) s disabled.
Take 'Other Tasks' > 'Edit Defaults' > 'Advanced' > 'Advanced Incrementals' and un-check 'Enable
Changed Block Tracker'

What are Incremental and Differential Images?

Incremental images will only backup data blocks that have changed since the last Image or, in the case of
Differential, Full image in the backup set. Images are created at File System cluster level and each block is MD5
hashed and compared. Blocks with the same hash signature aren't included in the Differential or Incremental image
file. A data block is usually 16 clusters in length.

See also: How backup sets are created and maintained (see page 161)

How to show changed files

If the following registry entry is set, Reflect will perform a reverse ‘'look-up' to identify the file for each cluster that is
backed up.

@ This may increase the time taken to backup and should only be used for diagnosis.

Key: HKEY_LOCAL_MACHINE\SOFTWARE\Macrium\Reflect\Settings
Name: LoglncrementalChanges

Type: DWORD

Value: 1

Once the registry entry is set, perform another Differential or Incremental Image and, once complete, delete the
registry entry created above. Then use Windows Explorer to navigate to: 'C:\ProgramData\Macrium\Reflect' in
Windows Explorer and sort by Modified Date:
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E=S

b ProgramData b Macrium b Reflect » ~ [ 43 || Search Reftect
il Bum  Newfolder G

Name Date modified Type Size

__ GARBEIIADESFDAIF-01-01html 0671172016 13:10 Chrome HTML Do... 25KB

|| GAGBER96DBSFDAF-01-013.inclog 06/11/2016 1310 Text Document 2K

|| GASBEZ06DBSFDALF-01-11Zinclog 06/11/2016 1310 Text Dacument 1K8

|| GAGBER9EDBSFDAF-01-011 inclog 06/11/2016 1310 Text Document 2K

|| GAGBEZ06DBSFDALF-01-ILinc log 06/11/2016 1310 Text Dacument 1K

[ GAGBE29DBSFDAF-01-0Lusslog 06/11/2016 1310 VSSLOG File 9KkB

[ XMLFiles.dat 06/11/2016 1309 DATFile 12 KB

| 15ABAEICCOBES911-00-00.htrrl 05/11/2016 1653 Chrome HTML Do.. 15K8

[ 15ABAEICCOBESILL-00-00xs5l0g IS/11/2016 1451 VSSLOG File 5K8

|| EASCFL4400168CEF-00-00. hit] 05/11/2016 1449 Chrome HTML Do.. 13KB

[ EASCFLA400168CEF-00-0vs:log IS/11/2016 1447 WSSLOG File 5K8

| D9FTAT3CTTESBRCS-00-00.htrml 05/11/2016 1429 Chrome HTML Do.. 13KB

| DIFT1F3CTTESBFCS-00-00.wsslog 05/11/2016 14:29 WSSLOG File SKB

In addition to the normal .html' and ".vsslog' files you will also see files with ".inc.log' at the end. There will be one for
each NTFS partition in the Differential or Incremental.

The first file, {IMAGEID}-XX-YY.inc.log, is the log for the first NTFS partition, the next file is , {IMAGEID}-XX-YY1.
inc.log and,

in the above example, {IMAGEID}-XX-YY3.inc.log is the last last NTFS partition in the image.

Example log output

MFT Record -
MFT Record -
\ $Ext end\ $Rmvet adat a\ $Txf Log\ $Txf LogCont ai ner 00000000000000000002

32 - .\ $Ext end\ $Rmet adat a\ $Txf Log\ $Txf Log. bl f

34 -

MFT Record - 38 - .\Wndows\ Prefetch\ Agd d obal Hi story. db

MFT Record - 39 - .\Wndows\ Prefetch\ Agd Faul t Hi story. db

MFT Record - 43 - .\ W ndows\ Pref et ch\ AgRobust . db

MFT Record - 45 - .\ W ndows\ Pref et ch\ Agd FgAppHi st ory. db

MFT Record - 1236 - .\W ndows\ Sof t war eDi stri buti on\ Sel f Updat e\ WiPackages. xmi

MFT Record - 1333 - .\Program Files (x86)\ TeamVi ewer\ Ver si on8\ TeanVi ewer 8_Logfil e.
| og

MFT Record - 1353 - .\ ProgranData\M crosoft\ RAC\ Publ i shedDat a\ RacWhri Dat abase. sdf
MFT Record - 1592 - .\ Users\Dev\ AppDat a\ Local \ Googl e\ Chr one\ User

Dat a\ Def aul t\ Current

Sessi on

MFT Record - 1783 - .\Program Files\M crosoft SQ Server\MSSQ.10.

SQLEXPRESS\ M5SQL\ Log\ ERRORLOG

MFT Record - 13900 - .\Wndows\ SystenB82\w nevt\Logs\ M crosoft-W ndows-

Print Servi ce%lAdmni n. evt x

MFT Record - 15637 - .\W ndows\ W ndowsUpdat e. | og

MFT Record - 15741 - .\ W ndows\ Syst enB2\w nevt\Logs\ M cr osof t - Wndows- W ndows
Def ender % Oper at i onal . evt x

MFT Record - 15743 - .\ W ndows\ Syst enB2\w nevt\Logs\ M cr osof t - W ndows- W ndows
Def ender Y4WHC. evt x

MFT Record - 15755 - .\ Users\ Dev\ AppDat a\ Local \ Googl e\ Chr one\ User

Dat a\ Def aul t\ | ndexedDB\ htt p_| ocal host _2904. i ndexeddb. | evel db\ LOG

MFT Record - 15868 - .\W ndows\ boot st at . dat
MFT Record - 21541 - .\Wndows\security\database\secedit.sdb
MFT Record - 21544 - .\ W ndows\ Servi ceProfil es\Local Servi ce\ NTUSER. DAT
MFT Record - 21565 - .\ W ndows\ Servi ceProfil es\ Net wor kServi ce\ NTUSER. DAT
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MFT Record - 22562 -

\ W ndows\ Ser vi ceProf i | es\ Net wor kSer vi ce\ AppDat a\ Local \ Tenp\ MoCndRun. | og

MFT Record - 22649 - .\ W ndows\ Syst enB2\ 7B296FB0- 376B- 497e- B012- 9C450E1B7327- 5P- 1.
C7483456- A289- 439d- 8115- 601632D005A0

MFT Record - 22650 - .\W ndows\ Syst enB2\ 7B296FB0- 376B- 497e- B012- 9C450E1B7327- 5P- 0.
C7483456- A289- 439d- 8115-601632D005A0

And so on.........

Each log file lists the MFT record and full path name to the file(s) that have changed.

@ There will be many MFT metadata files (prefixed by '$') that are not visible to Windows Explorer or any
other windows utilities, but these are always included (if changed) in Diff/Inc image files.

(D Please note that this doesn't mean that all clusters in the listed files have changed it means that the file
clusters are scanned and differences have been detected.
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Backup to the cloud with Azure File Shares

Azure Files offers fully managed file shares in the cloud that are accessible via the industry
standard Server Message Block (SMB) protocol.

Share access is fully secure using end to end AES encryption utilised in the SMB 3.0 protocol and
can be used directly for Macrium Reflect backup and restore and Site Manager repositories.

@ Note: SMB 3.0 is available with Windows 8.1 or later and Windows Server 2012 or later operating
systems. Earlier versions of Windows cannot mount Azure shares.

Port 445 (TCP outbound) must be open to allow communication with Azure file shares. If you have
problems please check that your ISP isn't blocking this port.

How to setup an Azure File Share

It's easy and takes just 5 minutes! If you don't currently have an Azure account then it's easy to set one up. There's a
Free tier and currently a free credit for full access when you first enrol. Please see here for more information:
https://azure.microsoft.com

In the Azure Dashboard select 'All Services' then scroll to and select 'Storage Accounts' in the 'Storage' group:

All services | Filter By category
—|— Create a resource
Al services e g o -
& G @ Network security groups (classic) *
B Dashboard Connections *
§f Al resources
STORAGE (8)
W#/ Resource groups = Storage accounts ¥
& App services EN Data Lake Store *
¥ Function Apps
WEB (12)
= s0L databases X
App Services *

Click the 'Add' button to reveal the share creation options.
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The cost of your storage account depends on the

usage and the options you choose below.
Learn more

¥ Name @

| macriumofficebackups

v

.corewindows.net

Deployment model @

Resource manager ‘

Account kind @

v
* Location

West Europe v
Replication @

Read-access geo-redundant storage (RA-... v
Performance @

Standard
* Subscription

Visual Studio Professional v
¥ Resource group
(®) Creste new () Use existing

backups v

+| Pin to dashboard

- Automation options

You must provide a unique name, across all Azure shares, for your share URL. I've used 'macriumofficebackups' for
this example.

Select the 'Classic' deployment model to keep things simple.
Create a new and appropriately named 'Resource Group'. I've used 'backups'.

Select 'Pin to dashboard' for easy access.

Finally, click 'Create' and you'll see the following activity widget on the dashboard followed by a new storage tile

after a few seconds:

Submitting deployment for
Slwrage a wwunl - bluks, ..

Available

macriumcfficelackups

Click the new storage tile, select 'Files' in the storage account selections pane that opens, then click 'Add File
Share'
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B8 Custom domain
W Soft delete

=& Azure CON
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I Files

~% rnoc
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Storage accoun
o
NAME

You don't have any file shares yet. Click '+ File share' to get started.

Give your share a meaningful name and set the size. The max is 5TB / 5120 GB:

+ File share ) Refresh

Mew file share

* Name

sharel

Quota @
5120

GB

Click the '..." menu on the new share and select '‘Connect'

NAME

+| sharel

MODIFIED QUOTA

Properties

Connect

Quota

Edit metadata
Access policy
View snapshots

Delete share

8 & wo '~ %

You'll be presented with several scripts and command line options to connect to your new share from anywhere in

the world
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Connect X

zharal

Connecting from Windows

Drive letter | Zz » |

To connect to this file share from a Windows computer, run these

PowerShell commands:

$acctiey = ConvertTo-SecureString - - E
String "4FkHLDrmoaos2IYkwnLIRELs+ GnVWVATPlaMaCEWa1j6
GhenHMDfAaVm FDAAQkCzndYPObI2Le+ HXWZPj Qw==" -
AsPlainText -Force

Scredential = New-Object w

Alternatively, run this command if the key doesn't begin with a forward
slash:

net use 7= E

Ymacriumofficebackups.file.core.windows.net\share1 /u:AZURE\
macriumofficebackups

4FkHLDrmoaos2YkwnLIRSLs+ 6nVVATPlaMoCEWa1)aGHmHMDf
AaVmFDAAQkCzatnd YPOBI2Le+ HXOWZP Ow==

When connecting from a computer from outside Azure, remember to
open outbound TCP peort 445 in your local network, Some Internet
service providers may block port 445, Check with your service provider
for details.

Learn more about Azure File Storage with Windows

Connecting from Linux

To connect to this file share from a Linux computer, run this command:

sudo mount -t E

cifs /fmacriumofficebackups.file.core.windows.net/share1
[mount point] -o
vers=3.0,username=macriumofficebackups,password=4FkHLDr
moacs2VkwnLIRBLs + onVWATPlaMoCEWa1j6GivnHMDfAaVmFD
AdIQkCzxtndYPObIZ L+ FXWEZP|Qw== dir_mode=0777 file_mod
e=0777 sec=ntimssp

The Linux SME3 client doesn't support share level encryption yet, so
mounting a file share in Linux only works from virtual machines running
in the same Azure region as the file share.

Learn more about Azure File Storage with Linux

We just need to select and copy the share path, username and password text from 'net use' command:

Your details will obviously be different, but for this example:

Share \\macriumofficebackups.file.core.windows.net\sharel

path:

User: AZURE\macriumofficebackups

Password: 4FkHLDrmoaos2lYkwnLIR8Ls+6nVVATPIlaMoCEWalj6GfvnHMDfAaVmMFDA4IQkCzxtn4YPODbI2Lc+Ifx
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(D Creating the share is now complete and you have enough information to connect to Azure for backup
and restore from Macrium Reflect and for creating Site Manager repositories.

More details on other setup methods and options can be found here: https://docs.microsoft.com/en-us/azure/storage
[files/storage-how-to-create-file-share

How to connect to the Azure Share in Macrium Reflect
Connecting is simple! Once you have the share details copied from the steps above you can begin backing up to the
cloud in exactly the same way as you would any local network share.

Take the 'Other Tasks' > 'Edit Defaults' > 'Network' menu option in Reflect.
Click 'Add' and enter the Azure share user name and password then click OK.

These credentials are only used if a network connection isn't already established.

Metwork Location Details

Specify credentials for a specific network path using the fields below

Edit
\lserverishare | \,\J‘nacriumof'ﬁcebadcups.ﬁle.core.windou\'s.net\,shal| '
Delete
Username | AZURE'macriumafficebadwps |
Password | [ITTT] (1] [TIT1] |
ok ]| cancel
£ > ‘

You can now backup directly to the cloud by entering the Azure share path plus any sub folder if
you want to:

In this example we're imaging directly to: \macriumofficebackups.file.core.windows.net
\sharel\july backups
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Disk Image

g Select Source Drive(s) and Image Destination
=

Source

MER Disk 1 [12423975] - Samsung SSD 850 PRO 512GB EXMO4B5Q <4763+ GE=

5 1- Sysem Reserved () m2-© 3 (Nons)
TFS Active NTFS Primary NTFS Primary
| |
95,1 MB 429,56 GB 3826 MB
203 vie Fimos U Eoie ]
Totsl Selectsd:  95.1MB
Destination
(® Folder \macriumofficebackups. file, core windows.netishare 1ghly_backups .. I
CEETEEEETET
CD/DVD Burner
[FUse the Image 1D as the fie name. (Recommended)
Backup flename: | {IMAGEID}
2 \wacriumvault. e, core windows.netyeflect|{IMAGETD}-00-00.mrimg
ﬂT e i Help <Back Next > Cancel Finish
Destination: @
Backup Type Ful
File Name \\macrumofficebackups file corewindows net share 1\july_backups'\7E7BDB0AS52280CS-00-00.mrimg
Aftemptingto connect to: i e core windows net\share july_backups®
Operation 1of 1
Hard Disk 1
Drive Lefter H
Fie System NTFS
Label System Reserved
Size 500.0 MB
Free 4045 MB
Used: 95.1MB
Starting Image - Tuesday, July 03, 2018 13:45:14
Initalzing
Destination Ditve Free Space 5.00 TB
Free space threshold:  Delete oldest backup sets when free space is less than 5.00 GB
Creating Volume: Snapshot - Please Wait
Saving Partition - System Reserved (H:)
Reading Fie System Bimap
Saving Partition
Saving Index
Overall Progress: 1% Transfer Rate: 55.9 Mbjs Time remaining: N/A
Current Progress: 91% Time remaining: 01 Seconds
. [ :;ﬂ:;‘ 1y Omcompletion [Noshutdoun Hide cancel

(D Note: When your login credentials are saved in the Reflect defaults you can even perform an unattended

system restore and the rescue media will automatically connect to Azure for you.
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If you've purchased a Macrium Reflect Deployment Kit License then to assist with deploying images it may be

desirable to automate the restore of a '‘Golden' Image by adding the Macrium Reflect auto restore xml file directly to

the Windows Image (WIM) file used by the rescue media or by a PXE deployment server.

Create your auto restore XML using your '‘Golden’ image by simulating a restore and pressing 'Ctrl' + 'Shift' + 'S’

on the final restore wizard page as describe below:

(D Note: The steps below to create the 'Golden' Image and 'macrium_restore.xml' can be run in Windows PE
if required.
Ensure that the Image file is located on an accessible network share if you intend to deploy using PXE

Click here to show the Auto Restore dialog...

To launch this dialog press the 'Ctrl + Shift + S' together in the last page of the restore Wizard.

Ctrl + Shift + S

Restore Summary
ap  Image Fle
&

Image ID
Date
Time:
Image Type:

Source Disk
Geometry

Destination Disk:

Verify
Detta
SSD Trim

Schedules

Operation 1of 4
Restore Partition.

Drive Letter
Start Sector:
End Sector:
Partition Type:

Operation 2 of 4

Restore Parttion:

Drive Letter
Start Sector:

17 Advanced Options

T

wault\archive\p)
4149F3EAEIFIC
12 Qctober 2017

Full

GPT Disk 1 [63D!
130541634512
GPT Disk 3 [CBA
N

v
v

None

1 - Recovery
NTFS 3114 MB
None
2048
923,647
Primary

2 - NO NAME
FAT32 (LBA) 19.
None

923648

Auto Restore

Password protect this restore:

‘ ‘ Cancel
Leave blank for no password

Help

Source Image File

(O Restore this image file. (Default)
(@ Restore the latest matching image in the same folder

Target Disk Selection

(O Mateh target disk on urique disk identifier, (Default)
(® Mattch target disk on disk number if unique id not found

WARNING: Matching on disk number could lead to
overwriting the wrong disk if the rescue media loads disks
in 3 different sequence.

Restore xml file location

File ‘macrium_restore. xmf wil be saved to the root of 2 local
drive

Choose drive: |C: ~

[Ochoose a file name and location after clicking 'OK*
Mote: Automatic restore wil ony be active if the restore:
xml fle is named ‘macrium_restore.xml and is located in
a root folder,

[ set the restore xml file as Read Only'.

%

Finish

This dialog will prompt for options to automatically restore the selected image file at a later time using the Windows

PE rescue media. When 'OK' is clicked a restore definition xml file will be saved.
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Auto Restore s
Password pratect this restore:
Cancel
Leave blank for no password
Help

Source Image File

(@) Restore this image file. (Default)
() Restore the latest matching image in the same folder

Target Disk Selection

drive.

() Match target disk on disk number if unique id not found
Disk Mumber: | 1 (Mote: Disks start at no. 1)
WARNING: Matching on disk number could lead to

overwriting the wrong disk if the rescue media loads disks
in a different sequence.

Restore xml file location

File 'macrium_restore. xml' wil be saved to the root of a local

Choose drive: |C: -

[Jchoose a file name and location after dicking 0K’

Note: Automatic restore will ony be active if the restore
xml file is named 'macrium_restore. xml' and is located in
a root folder.

[15et the restore xml file as 'Read Only",

Option

Password:

Source
Image
File:

Target
Disk
Selection:

v154

Description

Enter a password to protect against accidental or unauthorised running of this restore.

Restore this image file: This is the default operation. The image file selected will be used as the
restore source.

Restore the latest matching image in the same folder: The image folder will be searched for any
image files that contain the partitions being restored. The latest backup date is chosen as the restore
source.

Match target disk on unique identifier: This is the default operation. The unique disk id is used to
ensure that the correct disk is restored to.

Match target disk on disk number if unique id is not found: This option will not fail the restore if
the target unique disk id cannot be found.

The default number is the current number of the target disk but you can choose an alternative disk
number if it's known that the number of the disk is different in the restore environment.

Use with caution as Windows PE can enumerate disks in a different sequence and cause the
wrong disk to be restored to, however, this won't be an issue if your system has only one local disk.
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Option Description

Restore Choose drive: Select from a list of local drives to save the restore definition file. The file will be
xml file saved in the root folder of the chosen drive and will be named 'macrium_restore.xml'
location

Choose a file name and location: If selected, a file 'save As' dialog will be shown when the 'OK'
button on this dialog is clicked. This enables saving the restore definition file to any file name and to
any folder.

@ Note: For auto restore to operate the restore definition must be named 'macrium_restore.
xml' and be located on a root folder on a local drive. Saving to a different name and/or
location enables you to prepare several restore definitions for later use.

Set the restore xml file as 'Read Only': At the end of an auto restore the restore definition is
automatically deleted. Setting the definition as 'Read Only' prevents deletion and enables re-running
of the same restore each time Windows PE starts.

If the image file is located on a network share then you'll be prompted to enter the authentication details:

Windows Security >

Enter the network logon credentials to enable Windows PE to
access the Metwaork share.

User Mame | serveriusername| |

Password | -------------------------u|

Concel

How auto restore works

Local drives are scanned (from A to Z) for a restore definition 'macrium_restore.xml' file in each drive root folder.
Macrium Reflect will use the first restore definition found. This can be any local drive, including USB flash drives or

optical media.

The restore definition contains instructions to locate the image file to restore from and the target disk to restore to.
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It is imperative that the correct image file is restored to the intended disk. To ensure that there are no nasty surprises
after restoring, Macrium Reflect will uses unique disk identifiers and sector offsets to match the source and target of
the restore.

Locating the source image file folder

The default behaviour is to read the image file specified in the <file_name> xml node. However, It's possible that
Windows PE has assigned different drive letters to local drives, in this case the following procedure is followed.

® All local drives are scanned for a 'Marker file that is created when the restore definition is saved. This
Marker file has the following file name format: '‘Macrium_restore_{GUID}.txt', where the GUID (Globally
Unique Identifier) is retrieved from the '<search node>'"in the restore xml.

<search gui d="{0D6B46CA4- ASED- 4578- A9CO- 5539B0AB94A0} " >Y</ sear ch>
<fil e_name>D: \ backups\ aut o_r est or e\ 4E855CB463979BC9- 01- O1. nri ng</fil e_name>

If the marker file isn't found in the path specified in the <file_name> xml node then all local drives are
searched for the marker file in the same sub folder. If the marker file is found then that folder will be
searched for the image file to restore.

® |f no Marker file is found or is not specified in the xml then all local drive are scanned (from A to Z) to locate
any images in the folder specified by the '<file_name>' xml node that contain images to restore.

@ Note: If the image file is located on a network path then no searching is required. Network paths are
unambiguous and absolute.

Locating the correct source image file

The default behaviour is to read the specified image file in the folder in the '<image_file>' xml node. However, if
'Restore the latest matching image in the same folder' is selected in the Auto Restore dialog then the following
procedure is followed:

Source Image File

() Restore this image file. (Default)
(®) Restore the latest matching image in the same folder

xml attribute find_recent="Y" is added to the <file_name> xml node.

<file_name find_recent="Y">D:\backups\auto_restore\ 4E855CB463979BC9- 01- 01. nri ng<
/file_name>

All matching backup sets are loaded in the image file folder and the most recent backup date is selected and used
for the restore. A matching backup set has the same disk and partitions specified in the restore definition file.
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<restore_definition>
<properties>
<source_di sk i d="3A177438- 02D6- 4DB6- 9FCC- 184F81DEE52A" >1</ sour ce_di sk>
</ properties>
<operation id="1">
<type>copy</type>
<C0py>
<source>
<partition start_sector="2048" end_sector="616447">1</partition>
</ sour ce>
</ copy>
</ operati on>
</restore_definition>

A matching image file contains the same disk identifier and partiton start and end sectors as well as partiton number.

e.g, In this case Disk identifier 3A177438-02D6-4DB6-9FCC-184F81DEES5S2A and partiton number 1 with start
sector 2048 and end sector 616447

Locating the restore target disk

The default behaviour is to select the target disk by matching the unique disk identifier specified in the <target_disk>
xml node. However, if 'Match target disk number if unique id not found' is selected in the Auto Restore dialog
then the following procedure is followed:

Target Disk Selection

() Match target disk on unigue disk identifier, (Default)
(®) Match target disk on disk number if unique id not found

WARNIMG: Matching on disk number could lead to
overwriting the wrong disk if the rescue media loads disks
in a different sequence.

xml attribute number_fallback="Y" is added to the <target_disk> xml node.

<target _di sk i d="3A177438-02D6- 4DB6- 9FCC- 184F81DEE52A" nunber _f al | back="Y">1<
/target _di sk>

The restore target disk is matched on disk number if a disk cannot be matched using the unique identifier.

@ Please use this option with caution as Windows PE may load disks in a different sequence to regular
Windows. This may cause the wrong disk to be restored to.

Next we need to mount the Windows Image (WIM) file and copy the 'macrium_restore.xml' file to the root of the
image.

1. From within Windows (not PE), create an empty folder anywhere on your C: drive that will be used to mount
the WIM file. In this example we'll use 'C:\Boot\Mount'.
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2. Open a command prompt with elevated privileges and type the following command:

DI SM / Mount -i nage /i magefil e: C\boot\macri um WALOKFi | es\ medi a\ sour ces\ boot .
wim /index:1 /MuntDir:"c:\boot\nmount"

(D Note: The location of the WIM in this case is the default location for the Windows PE 10 WIM file.
Please update as necessary in your own command.

3. Open the mounted folder in Windows Explorer and copy the 'macrium_restore.xml' file to the root.

> ThisPC > Local Disk (C3) » boot > mount

Name Date modified Type Size

boot File folder

Drivers File folder
¥ Program Files File folder
its Program Files (x86) File folder
ProgramData File folder
oG Users File folder
Windows File folder

|| macrium_restorexml XML Document 4KB

(D Note: After copying the file close Windows Explorer so that there are no locks on the open folder.

4. Type the following commands in the command prompt:

Di sm / Unnmount -i mage / MountDir:"c:\boot\nount"” /Commit
Di sm/ d eanup- W m

5. Once complete the WIM file can be copied to a deployment server or USB stick and used to initiate an
automatic restore.
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